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MpeancnoBue

Llenuv v npnHumnbl cTaHgapTu3auumn B Poccuiickon ®enepaumm yctaHoBrneHbl degepanbHbiM 3aKOHOM OT
27 pekabpsa 2002 r. Ne 184-®3 «O TexHn4eckom perynmpoBaHMuy, a npaBuia NPUMEHEHUSA HaLMOHaNbHbIX
craHgapToB Poccurickon ®epepauym — FOCT P 1.0—2004 «CtaHgapTtusaums B Poccuickon ®eaepaummn. Oc-
HOBHbIE MONTOXEHUA»

CBegeHusi o cTaHaapTe

1104 OTOBJIEH O6LecTBOM € OrpaHnyeHHomn oTBeTCTBEHHOCTHIO «JIMHC-M» (OO0 «JInHc-M») Ha oc-
HOBe COBCTBEHHOMO ayTEHTUYHOMO NepeBoAa CTaHaapTa, yka3aHHOro B NyHKTe 4, a Takke ®efepanbHbIM rocy-
[apCTBEHHbIM yupexaeHeM «I ocyaapCTBEHHbIN HayYHO-UCCNeA0BaATENBCKUIA UCTIbITATENbHBIA MHCTUTYT NPO6-
NIeEM TEXHUYECKOW 3aLLmMTbl MHpopMaLmmn GefeparnbHOM CrnyKobl N0 TEXHUYECKOMY M SKCMIOPTHOMY KOHTPOJTHO»
(@Y rHMM NT3N ¢CTIK Poccumn)

2 BHECEH TexHun4eckum kommteToM no ctaHgaptusaummn TK 10 «[NepcneKkTuBHbIE NPOM3BOACTBEHHbIE TEX-
HOJOrMKN, MEHEAXKMEHT M OLlEHKa PUCKOB»

3 YTBEP>XOEH VI BBE[JJEH B IEMCTBWE lNMpukasom GeaeparnsHOro areHTCcTBa No TEXHUYECKOMY perynu-
poBaHuio 1 meTpororum ot 19 aekabps 2006 r. Ne 317-ct

4 HacTtoswwumii ctTaHgapT ngeHTn4eH mexayHapogHomy ctangapty MCO/MOK 13335-1:2004. «Hdopmauu-
OHHas TexHonorusi. Metogbl obecneveHus 6esonacHocTn. MeHemxMeHT 6e30nacHOCTN MHPOPMALMOHHBIX U Te-
NEKOMMYHMKaLIMOHHBIX TexHorormn. Yactb 1. KoHuenuma n mogeny meHegpkmeHTa 6e3onacHoCTM MHGOpMaLIMOoH-
HbIX U TeNeKOMMYHMKaUNOHHbIX TexHonoruny (ISO/IEC 13335-1 : 2004 «Information technology — Security
techniques — Management of information and communications technology security — Part 1: Concepts and
models for information and communications technology security managementy).

HavnmeHoBaHWe HacTosLEero ctaHgapTa U3MEHEHO OTHOCUTENTbHO HAMMEHOBAaHUS YKa3aHHOrO MeXayHapoa-
Horo ctaHgapTa ans npuegerunst B cootsetctene ¢ FOCT P 1.5—2004 (nyHkT 3.5)

5 BBE[JIJEH BINEPBbIE

Urgpopmayusi 06 usmeHeHuUsIx K Hacmosiuiemy cmaHOapmy rybruKyemcs 8 exxe200H0 u30agaeMoM UH-
gopmayuoHHOM yKka3amerie «HayuoHarnbHble crmaHO0apmbl», @ MEKCM U3MeHeHUU U MornpasoK — 8 eXXeMeCSYHO
u3dasaemMbix UHGhOPMaUUOHHbIX yKka3amernsx «HayuoHarnbHble crnaHO0apmbi». B criydae nepecmompa (3ameHbi)
unu ommMeHbI Hacmosuwezo cmaHdapma coomeemcmsyruiee ygedomrieHue 6yoem onybruKko8aHo 8 exxeme-
CAIYHO u3dagaeMoM UHGhopMayUOHHOM yKa3amerne «HayuoHanbHble cmaHOapmably. Coomeemcmeyrowast UH-
gopmayusi, yeeGoMIIeHUS U MEeKCMbI pa3Mewaromcs makxe 8 UHghopMayUoHHOU cucmeme obujezo nosb308a-
Hus1— Ha ohuyuansHom catime ®edepasibHO20 a2eHmcemea o MexHUYeCKOMY peayriupo8aHUIo U Memposioauu
8 cemu lHmepHem

© CraHgapTtuHdopm, 2007

Hactosawmn CTaHOapT He MOXeT ObITb MONMHOCTLIO UM YaCTUYHO BOCNpou3BeaeH, TMpaXXnpoBaH 1 pacnpo-
CTpaHEeH B Ka4yecTBe OC*)I/ILI,I/IaJ'IbHOFO nsgaHuns 6es pas3peLieHunsa Cbe/:l,epaanoro areHTCcTBa no TeXxHn4eCkomy
perynmpoBaHnio 1 METPOSIOrnn
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HAUWOHANBbHBIA CTAHOAPT POCCUMNCKOWU OSOEONEPALMUMNU

UHopmaLmoHHas TexHonorus
METOAbI U CPEOCTBA OBECNEYEHUA BE3OMNACHOCTHU
YacTtb 1
KoHuenuwms u moaenn MeHeaXXMmeHTa 6€30nacHOCTU MHPOPMALIMOHHBLIX U TENEKOMMYHUKaLMOHHbIX

TexHosnornu

Information technology. Security techniques. Part 1. Concepts and models for information and communications
technology security management

Oarta BBegeHua — 2007—08—01

1 O6nacTb npumMeHeHuUA

HacTosiwmin ctaHgapT npeacTaBnsieT coboii pyKoBOACTBO M0 yrpaBrieHWo 6e30NacHOCTbIO MHAOPMaLIOH-
HbIX 1 TENEKOMMYHUKAUMOHHbIX TexHororuii (UTT), ycTaHaBnMBaeT KOHLEMNLMIO U MOAENN, NEXalLlue B OCHOBE
6a30BOro NoHNMaHus 6esonacHoctTn UTT, u packpbiBaeT obLMe BONPOCh! yrpaBrieHus, KoTopble BaXHb! A
YCMeLLHOro NIIaHMPOBaHUs!, peanuaaumm 1 noaaepkku 6esonacHocTn UTT.

Llenbto HacTosiLLero cTaHgapTa siBnseTcst popMUPOBaHMe OBLLMX MOHSATUI 1 MoAenei ynpaBneHns 6e3o-
nacHocTbto UTT. MNpuBeaeHHbIe B HEM MOJIOXKEHWS HOCAT OOLLMIA XapaKTep 1 MPMMEHVMbI K pasnnyHbIM MeTodam
ynpaBieHVs U opraHusauusiM. Hactoswmii ctTaHgapT paspaboTaH Tak, YTo NMo3BOosISieT NpucrocabnmeaTth ero no-
NOXEHWs! K NOTPEGHOCTSAM OpraHM3aLmM U CBOMCTBEHHOMY el CTUIHO yrpaBneHusi. HacToswmii cTaHgapT He pas-
pabaTbiBaeT KOHKPETHBIX MOAXOA0B K YrpaBrieHnto 6e30MacHOCTbIO.

2 TepMuHbI 1 onpeaeneHus

B HacTosiem ctangapTe npumeHeHbl TepMuHbl No MCO/M3K 17799, MCO/M3K 13335-4, a Takke crieqy-
IOLLIME TEPMUHBI C COOTBETCTBYHOLLIMMM ONpeaeneHnsMu:

2.1 nogoTyeTHOCTb (accountability): CeoncTBo, 06ecnevmBaroLLee OQHO3HAYHOE NPOCEXMBaHNE OEN-
CTBWI NMIOBOro fiorndeckoro obbekTa.

[MCO/M3K 7498-2]

2.2 aktuBblI (asset): Bce, 4TO UMeeT LIeHHOCTb AMsi OpraHn3auun.

2.3 ayTeHTUYHOCTB (authenticity): CBOMCTBO, rapaHTUpytoLLEee, YTO CyObEKT U pecypc MAEHTUYHbI 3asB-
NEHHbIM.

MpuMeyaHUue— AyTEeHTUYHOCTb NPUMEHSETCH K TaKUM CyGbekTaM, Kak Nonb3oBaTenu, k npoleccam, cucTe-
MaM 1 UHopMaLMn.

2.4 poctynHocTb (availability): CBoncTBO 06beKTa HAXOAUTLCSA B COCTOSIHMM FTOTOBHOCTM U UCTOSb3yEeMOC-
TI MO 3anpocy aBTOPU30BAHHOIO NTOrMYECKOro oobekTa.

[MCO/M3K 7498-2]

2.5 6asoBble 3awWwmTHbIE Mepbl (baseline controls): MMHMManbHbIV HAG0P 3aWUTHBIX MEp, YCTaHOBIEH-
HbIM 4119 CUCTEMBI UITW OpraHM3aLmi.

2.6 koHMaeHUManbHOCTb (confidentiality): CBorcTBO MHOPMaLMM ObITb HEOOCTYMHOM M 3aKPLITOM ANs
HeaBTOPW30BaAHHOIO MHAMBUAYYMA, FTOrM4eckoro o6bekTa Unu npouecca.

[MCO/M3K 7498-2]

U3paHune oduumanbHoe
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2.7 KoHTponb (control): —

MpwnmedyaHune— B koHTekcTe 6e3onacHOCT MHAPOPMAaLIMOHHO-TENEKOMMYHUKALIMOHHbBIX TEXHONOMNIA TEPMUH
«KOHTPOSIb» MOXET CYMTaTbCS CUHOHMMOM «3alLUMTHOW Mepbl» (cM. 2.24).

2.8 pekomeHgaumm (guidelines): OnncaHne, nosicHAOLLLEE AEACTBUS U CNOCOObI UX BbINOJTHEHMS!, HEOOXO-
OVMble AN AOCTUXKEHWUS] YCTAHOBMNEHHbIX LIENEN.

2.9 BozpgencTBuUe (impact): PesynbtaT HexxenaTernbHOro MHUMaeHTa MHopMaLUmMoHHOM 6€30MacHOCTY.

2.10 vHUMABeHT HcpopmaumoHHom 6e3onacHocTHm (information security incident): JTlo6oe HenpeaBnaeH-
HO€ UIK HeXXenaTenbHoe CoObITE, KOTOPOE MOXET HapyLLUWUTb AEATENbHOCTb U MHpOpMaLUMOHHYo Ge3onac-
HOCTb.

MpuMedyaHune— MHumaeHTaMn MHPOPMaLIMOHHON GE30MNaCHOCTU ABNAKTCA:
- yTpaTa ycnyr, 06opyaoBaHUs U YCTPOWCTB;

- CUCTeMHble cOoM UNu Neperpysku;

- OLMBKK nonb3oBaTenen;

- HecobGnogeHne NOMUTUK UNuU pekoMeHaaLunii;

- HapylueHue PUNYecKUX Mep 3aLluTbl;

- HEKOHTPOMNUPYyEMble U3MEHEHUSI CUCTEM;

- cB6ou nporpammHoOro obecneveHnst U 0Tkasbl TEXHUYECKUX CPEACTB;

- HapyLleHWe npaBu gocTyna.

2.11 6e3onacHOCTb UH(hOPMALMOHHO-TENEKOMMYHUKaLUUOHHbIX TeXHornorum (6esonacHoctb UTT)
(ICT security): Bce acnekTbl, CBA3aHHbIE C ONpeaerieHeM, JOCTKEHMEM U MogaepXaHneM KoHaeHUMarnbHo-
CTW, LENOCTHOCTU, JOCTYMHOCTU, HEOTKa3yeMOCTU, MOAOTYETHOCTM, ayTEHTUHHOCTM U AOCTOBEPHOCTU MHpopMaLm-
OHHO-TESTEKOMMYHUKALIMOHHBLIX TEXHOIOTUA.

2.12 nonuTtmka 6e3onacHoCcTu MHPOPMaALMOHHO-TENEKOMMYHUKALMOHHbIX TEXHONOrUM (NonuTmuKa
6e3zonacHocTn UTT) (ICT security policy): NpaBuna, oupeKTrBbl, CNOXMBLIASICS NpaKTXKa, KOTopble onpeaens-
10T, KaK B Mpeferax opraHu3aumm u ee MHOpMaLMOHHO-TENEKOMMYHUKALIMOHHbBIX TEXHOMNOMIA YNpaBnATh, 3aLLu-
LaTb U pacnpegensitb akTvBbl, B TOM YMCHE KPUTUYHYIO MHOpMaUuIo.

2.13 cpeacTBO(a) 06paboTkm MHpopmauum (information processing facility(ies)): Jltobasi cucrema obpa-
DOTKM MHOPMaLUK, CEPBUC UITN HAPACTPYKTYPA, UK UX PU3NYeCcKMe MecTa pasMmeLleHmst.

2.14 nndpopmanLmoHHas 6esonacHocTb (information security): Bce acnekTbl, CBA3aHHbIe ¢ onpeaeneHn-
€M, JOCTWPKEHMEM U MoJOePXKaHNEeM KOH(PMAEHUMANBHOCTU, LENOCTHOCTU, AOCTYNHOCTU, HEOTKa3yeMOoCTH, No4-
OTYETHOCTU, ayTEHTUYHOCTU N JOCTOBEPHOCTM MHGOPMaLMKW U CPEACTB ee 00paboTku.

2.15 yenocTHoCTb (integrity): CBOMCTBO coOXpaHeHUs MPaBUiIbHOCTU U MOJTHOTbI aKTUBOB.

2.16 HeoTKa3zyeMocTb (non-repudiation): CnocobHOCTb yOOCTOBEPATHL MMEBLLIEE MECTO AENCTBUE WUITN CO-
ObITHe Tak, YTOObI 3TN COBBITUS NN AENCTBUSA HE MOITIM ObITb MNO3XE OTBEPTHYThHI.

[MCO/M3K 13888-1, NCO/MIK 7498-2]

2.17 pocTtoBepHOCTL (reliability): CBoNCTBO COOTBETCTBUSA NPEeAYCMOTPEHHOMY MOBEAEHMIO N pe3ynbTa-
Tam.

2.18 ocTtaTouHbIN puUck (residual risk): Puck, octatoumiics nocrne ero obpadoTku.

2.19 pwuck (risk): NMoTeHumanbHast onacHOCTb HAaHeCeHMS yulepba opraHM3auum B pesynbTaTte peanusalmm
HEKOTOPOW Yrpo3bl C UCMONb30BaHNEM YS3BMMOCTEN aKTUBa UM rpynnbl aKTUBOB.

MpumevyaHne — OI'Ipe,D,eHﬂeTCﬂ KaK coyeTaHne BepOATHOCTU cobbITUSI 1 ero NocneacTBui.

2.20 aHanu3 pucka (risk analysis): Cnucremartmyeckmii npouecc onpeaeneHnsi BeNMYMHbI pyucka.

2.21 oueHka pucka (risk assessment): lNpouecc, 06beaHALWMIN MOEHTUMUKALUIO pUCKa, aHanmM3 pucka u
OLieHMBaHue pucka.

2.22 meHemKMeHT pucka (risk management): MNonHbI npouecc naeHTUdUKaL MM, KOHTPOIS, yCTPaHEHMS
U YMEHbLLIEHWS MOCINEACTBUN OMaCHbIX COObITUI, KOTOPbIE MOTYT OKa3aTb BNMSIHWE Ha pecypChbl MHOPMaLMOH-
HO-TENEKOMMYHMKaLMOHHbBIX TEXHOMOMMIA.

2.23 obpaboTka pucka (risk treatment): Npouecc BbIGopa 1 ocyLLecTBNeHNs Mep No MoAMdUKaLMmn pucka.

2.24 3awmTHanA Mmepa (safeguard): CnoxumBLuasica npakTuka, npoueaypa nnm mexaHmam o6paboTku pucka.

MpuMeyaHune— CneayeT 3aMeTUTb, YTO NOHSATUE «3aALLUTHAS MEPA» MOXET CUUTATLCA CUHOHMMOM MOHSATULD
«KOHTpOSb» (CM. 2.7).

2.25 yrpoaa (threat): lNoTeHUManbHasi NpUYnMHaA MHUMAEHTA, KOTOPbIN MOXET HAHECTU yLLEepO cucTeme unm
opraHvsaummn.
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2.26 yasBumocTb (vulnerability): CnabocTb 0AHOro Unn HECKOMNbKUX aKTUBOB, KOTOpast MOXET ObITb UC-
nonb30BaHa OAHOM UITN HECKOSBKUMIN YrpO3aMMu.

3 KoHuenuun 6e3onacHOCT U B3aMMOCBSA3U

3.1 MpuHUMNbI 6e3onacHoCcTH

[nga cosgaHusa acdekTnBHOM Nporpammel 6e3onacHocTv UTT doyHAaMeHTanbHbIMU SBNAIOTCA Cneayto-
LLIME BbICOKOYPOBHEBbIE NPUHLMMBI 6e30MacHOCTY:

- MEHEKMEHT pUCKa — aKTMBbI JOSPKHbI ObITb 3aLLMLLEHbI MyTEM NPUHATUSA COOTBETCTBYIOLLIMX Mep. 3aLuuT-
Hble Mepbl JOIMKHbI BbIBMPaTLCA M MPUMEHATLCS HA8 OCHOBaHUM COOTBETCTBYIOLLEN METOAONOMMN yNpasrieHns
pycKkamMu, KOTopasi, UCXOAsi U3 aKTUBOB OpraHu3aumm, yrpos, ya3BUMOCTEN U pa3nNnyHbIX BO3OENCTBUN yrpos,
yCTaHaBnNMBaeT AOMYCTUMbIE PUCKM U YYUTBIBAET CYLLECTBYIOLLNE OrPaHNYEHUs;

- 0b6sa3aTenbcTBa — BaXkHbl 06593aTeNbCTBa OpraHM3auum B obnactu 6esonacHoctn UTT u B ynpaBneHum
pyckamu. [Ans doopMrpoBaHms 06a3aTensCTB CreayeT pasbsiCHUTL NPpenMyLLECTBa OT peanusaummn 6esonacHocTu
UTT;

- crye0bHble 0653aHHOCTM M OTBETCTBEHHOCTb — PYKOBOACTBO OpraHM3aLmm HeceT OTBETCTBEHHOCTb 3a
obecneveHne 6e3onacHocTh akTuBoB. CrnyxebHble 06513aHHOCTU N OTBETCTBEHHOCTb, CBA3aHHbIE ¢ 6e3onacHoc-
Toto TT, gormkHbl ObITb ONpedeneHbl U A0BeAEHbI 40 CBEAEHUS NepCcoHana;

- uenu, ctpaTtermm n NonNuTMKa — yrnpasreHne prckamm, cBazaHHbIMK ¢ 6esonacHocTbio UTT, AOmKHO ocy-
LLIECTBMATLCA C y4ETOM LiENEN, CTpaTerii U NONMTUKMA OpraHn3aumm.

- yripaBneHne >XM3HEHHbIM LIMKNoM — ynpasreHne 6e3onacHocTbio UTT 4OMmMKHO BbITb HENPEpPLIBHLIM B
TeYeHue BCEro UX XM3HEHHOTO LinKna.

Hwxe ¢ noavumin dyHaamMmeHTanbHbIX MPUHLMNOB 6€30MacHOCTV NPUBEAEHO ONMCAHNE OCHOBHbIX KOMMOHEH-
TOB 6e30NacHOCTN, BOBNEYEHHbIX B MPOLLECC yrpaBreHus 6e30nacHOCTLIO, U 1X ¢BA3W. [NpuBeaeHs! xapakrepuc-
TUKM KaXXOOro KOMMOHEHTA U yKa3aHbl OCHOBHbIE COMPSAXXEHHbIE C HUM (PaKTopbI.

3.2 AKTUBbI

MpaBunbHOE ynpaBneHne akTmBamm SIBISETCHA BaXKHENLLMM haKTOPOM yCMELHOM AeATENbHOCTM OpraHn3a-
LM M OCHOBHOW 00S3aHHOCTBIO BCEX YPOBHEW PYKOBOACTBA. AKTMBbLI OPraHn3auum MOoryT paccMaTpmBaTbCs Kak
LEHHOCTW OpraHn3aLmm, KoTopble OOMKHbI UMETb rapaHTUPOBaHHYIO 3aLUMTy. AKTUBbLI BKIIOYaOT B cebsi (HO He
OrpaHnM4nBaloTCS):

- MaTepuarbHble akTUBbI (HanpuMep BblYMCIMTENbHbIE CPEACTBAa, CPEACTBA CBA3M, 34aHUS);

- Hdopmaumto (gaHHbIe) (HanpumMep AOKYMEHTbI, 6a3bl 4aHHbIX);

- IporpaMmmHoe obecneyveHue;

- CNOCOBHOCTL NPOV3BOAUTL NPOAYKT UNWN NPEeaoCTaBnNATb YCIyry;

- nogen;

- HeMaTepuarbHble pecypchl (Hanpumep NPecTk UpMbI, penyTaumio).

HeBo3moHO pa3paboTaTh 1 NogaepKuBaTh YCNELLHYH NporpamMmmy no 6e30nacHOCTH, eCnv He NOeHTUU-
LMpOBaHbl akTUBbI OpraHmn3auumn. Bo MHOMmMx criydasix npoLece naeHTndmkaLmm akTuBOB 1 yCTaHOBMNEHUS UX LIEH-
HOCTU MOXeET BbITb MPOBEAEH Ha BEPXHEM YPOBHE N He TpebyeT AoporocTosLen, AeTanbHON 1 ANUTENbLHON
npouenypsbl. CTeneHb AeTanv3auum JaHHOW NpoLeaypbl JOIMKHA ONpeaenaTbCs OTHOLLIEHVEM BEMNWUYMHBI BPEMEH-
HbIX U (PMHAHCOBbLIX 3aTpaT K LLEHHOCTW akTUBOB. Bo Bcex criyyasx cteneHb AeTanusaumm ormkHa 6bITb yCTaHOB-
neHa, ncxoas u3 Lenen 6e3onacHoCTw.

XapaKTepuUCTUKN aKTUBOB, KOTOPbIE HEOBXOAMMO PacCMOTPETb, BKIOYAIOT B Ceb5 cneayoLwmne BenuymHbI:
LLEHHOCTb, YyBCTBUTENBHOCTb aKTUBOB, Y UMEIOLLMECS 3aLLMTHbIE Mepbl. Hannymne KOHKpETHbIX Yrpo3 ysi3BMMOCTM
BMMSIET Ha TpeboBaHMs K 3aLLmMTe akTMBOB. BHelLHWe ycnoBus, coupnansHas u npaBoBasi cpeaa, B KOTOpbIX opra-
HM3aLMsA OCYLLECTBNSET CBOK AEATENbHOCTb, MOTYT BNUATL Ha aKTVBbI, UX CBOMCTBA U XapakTepnctukn. Ocober-
HOCTM B YNOMSIHYTbIX YCIOBUSX MOTYT UMETh CYLLECTBEHHOE 3HAYeHNEe ANs MEeXOYHapOAHbIX OpraHu3aummn u
TPaHCKOHTUHEHTANbHOro Ucrnons3oBaHns UTT.

OcHoBbIBasiCb Ha onpegeneHnn yrpo3 1 ysa3BUMOCTEN N X KOMOMHaLMW, MOXXHO OLIEHNTb PUCK U BbIDpaThb
3aLLUMTHbIE MepbI U, TEM CaMblM, MOBLICUTEL 6€30NacHOCTb akTUBOB. [Janee HeoBxoAUMO OLIEHNBATL OCTATOYHbIN
PYCK A1 TOro, 4Tobbl onpeaenvTb, a0eKBaTHO N 3alLUMLLEHbI aKTUBbI.

3.3¥Yrposbl

AKTVBbI NoABEPXXEHbI MHOMMM BUAAM Yrpo3. Yrposa obnagaeT cnoCoBHOCTLI0 HAHOCUT YLUepb akTneam u,
crnepoBaTesibHO, OpraHM3auum B Lenom. ITOT yLiepb MOXeT BO3HMKATb U3-3a aTaku Ha MHopMaumio, obpabatbl-
Baemyto UTT, Ha camy cuctemy Unu nHble pecypcbl, NPUBoAd, HanpuMep, K UX HeaBTOPU3OBaHHOMY pa3pyLue-
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HUIO, PacKpPbITUIO, MoaMdMKaLNUK, NopYe, HEAOCTYNMHOCTM UK noTepe. Yiuepb akTvBam MOXET OblTb HaHEeCeH
TOJbKO MPY HANUYMKU Y HAX YSI3BUMOCTU. YTpo3bl MOTYT BbITb €CTECTBEHHOIO NMPOUCXOXAEHMS UK CBA3aHbI C
yernoBeyeckMm hakTopoMm. B nocrneaHem crnyyae yrpoabl MOryT ObITb CIly4YaliHbIMK UINW LieNieHanpaBieHHbIMU.
Mpumepbl yrpo3 NpuBeaeHs! B Tabnuue 1. Yrposbl, kak criyyaiiHble, Tak U NpeAHaMepeHHbIe, AOMKHbI ObITb MOEH-
TUULMPOBAHBI, a VX YPOBEHb U BEPOSTHOCTb BO3HVMKHOBEHMS AOMMKHbI GbITh OLeHEHbI. 1o MHOMVMM Buaam yrpo3
cpefbl cobpaHbl CTaTUCTUYECKUE AaHHble. OTU AaHHbIe MOTYT ObITb UCMONb30BaHbI OpraHn3aumeit Npu oLeHKe

yrpoa.

Ta6nwnuya 1— MNMpumepsl yrpos

Yrposbl, 06ycrnoBneHHble YenoBeyYeckum hakTopom
Yrposbl cpefpl
LeneHanpasrieHHble CJ'Iy‘-IaI7IHbIe
MoacnywmreaHue/nepexsar. OwmnBKM 1 ynyLeHus. 3emneTpsaceHue.
Mogudukauyusa nHbopmauuu. Ypanenue dganna. MonHusa.
Ataka xakepa Ha cucTemy. Owwmnbka MapLupyTm3aumu. HaBogHeHue.
3rnoHamepeHHbIn Koa. MaTepuanbHble Hec4YacTHble Moxap
XuieHne cnyyau

Yrpo3bl MOryT ObITh TakKe HanpaBneHbl Ha OTAENbHbIE CneLndUyYeckme YacT opraH1saumm, Hanpumep, Ha
paspyLUeHUe BbIMUCTIUTENbHBLIX CpeacTB. HekoTopble yrpo3bl MOryT 6bITb OOLLMMK ANst BCEW OpraHu3aLummn, Hanpu-
Mep yLepb 3aaHnsM OT yparaHa Unm MosiHUK. Yrpo3a MOoXeT UCXOOUTb Kak U3HYTPW opraHnsauum, Hanpuvep
3abacToBKka COTPYOHUKOB, TaK U CHapYXU, HarnpumMmep aTaku XakepoB UM NPOMBbILLIIEHHbIN LUNNOHaX. Pasamep
yuiepba oT yrpo3bl MOXET BapbMpPOBaTLCS NPU KaXKaA0M €€ BO3HUKHOBEHUU. Y1Lep6, HAaHOCUMbIN HexenaTenbHbIM
WHUMOEHTOM, MOXET ObITb BPEMEHHbIM UIN NOCTOSIHHBIM, KaK B Crlyvae paspyLUeHUst akTuea.

Yrposbl 06nagatoT cneayrowmmMm XxapakTepucTtmkaMmim, ycTaHaBnmBaoLnMMm X B3aUMOCBSA3b C ApYruMu
KOMMoHeHTamMun 6e30MacHOCTU:

- UCTOYHUK, BHYTPEHHWUI UMW BHELLHWI,

- MOTMBaLUS, HaNpuMep PMHAHCOBas BbIroaa, KOHKYPEHTHOE NPENMYLLIECTBO;

- 4acToTa BO3HUKHOBEHUS;

- npasgonogobue;

- BpeJOHOCHOE BO3JeNCTBIE.

HekoTopsble yrpo3bl MOryT nopaxaTtb He OAMH BUA, akTuea. B 3ToM criyyae yrposbl MOryT HaHOCUTL Bpea B
3aBUCMMOCTU OT TOrO, Kakne MMEHHO akTUBbI NOBpeXaeHbl. Hanpumep, nporpaMmHbIA BUPYC Ha aBTOHOMHOWM
NnepCcoHarnbHOM BbIMUCNNTENBHOM MaLLWUHE MOXET HAHECTU OrpaHUYEeHHbIN MW NoKanbHbIN Bpen. O4HaKo TOT e
nporpamMMHbIA BUPYC MOXET OKa3aTb Ha CeTEBOW cepBep 0bLLIMPHOE BO3AENCTBUE.

Oxpy>xatoLLme ycrosus 1 coumanbHas cpea, B KOTOpbIX YHKLMOHUPYET OpraHu3aLms, MoryT uMeTb 6osb-
LLIO€e 3HaYeHME 1 CYLLLECTBEHHO BINUATL Ha OTHOLLIEHWE K Yrpo3aM 1 akTuBaM. HekoTophkle yrpo3sbl B OpraHn3aumsax
MoryT BoobLLie He paccmaTpuBaTbces. Korga peyb nget o6 yrposax, He06XoaMMO yuMTbIBaTb BIUSIHUE BHELLHEWN
cpenbl.

Mpw oLeHKe ypoBeHb Yrpo3bl B 3aBUCUMOCTU OT pe3yrnbTaTa ee BO3AENCTBUA MOXKET ObITb onpeaeneH kak
BbICOKUIN, CPEAHUIN UITN HUSKNIA.

3.4 YasBumocTtu

CnabocTb akTvBa UNN HECKONbKMX BUAOB aKTUBOB, KOTOPbIE MOTYT ObiTb UCMOMb30BaHbl O4HON unu 6onee
yrpo3amu, TPaKTYeTCs Kak ysi3BUMOCTb. CBsI3aHHbIE C akTMBaMM1 YSI3BUMOCTU BKITKOYatoT B cebs cnaboctu duan-
YeCKOro HoCUTENS, opraHu3aumu, npoLeayp, nepcoHana, ynpasneHus, agMMHUCTPUPOBaHWS, annapaTHoro/npo-
rpamMmmMHoro obecneyeHus Unm MHopmaumn. Yrposbl MOryT UCMOMb30BaTh YSI3BUMOCTY A5 HAaHeCceHus yulepba
UTT unu uenam brsHeca. YA3BMMOCTb MOXET CyLLECTBOBATL U B OTCYTCTBUE Yrpo3bl. YA3BUMOCTbL cama rno cebe
He NpU4MHSAET yLLepb, HO 3TO ABMSIETCS TONBbKO YCIOBMEM UM HAGOPOM YCNOBUIA, MO3BOSSIOLLIMM Yrpo3e BO3aen-
CTBOBAaTb Ha akTMBbl. CneayeT paccMaTpuBaTth YsI3BUMOCTU, BO3HMKAIOLLIME U3 Pa3fMYHbIX UICTOYHUKOB, Hanpu-
Mep BHYTPEHHUX U BHELLIHUX MO OTHOLLEHMIO K KOHKPETHOMY aKTUBY. YSI3BUMOCTb MOXET COXPaHATLCS, NOKa cam
aKTUB HE U3MEHUTCSH TaK, YTOObI YSI3BUMOCTb y>Ke He CMOrna NposiBUTLCA. YA3BMMOCTb HEOOXOAMMO OLleHMBaTb
WHOUBMAYANbLHO U B COBOKYMHOCTU, YUTOObI paCCMOTPETL COXMBLLYIOCA CUTYaLUIO B LLIENOM.

MpumMepom ys13BUMOCTU SABNAETCHA OTCYTCTBME KOHTPONSA AOCTYNa, KOTOPOE MOXET 00YCMNOBUTL BO3HUKHOBE-
HWe yrpo3bl HECaHKLIMOHUPOBAHHOIO JOCTYNA Y NPUBECTU K yTpaTe akTUBOB.
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B KOHKpETHbIX CUCTEME 1N OpraHM3aLmn He BCe yA3BUMOCTY COOTBETCTBYIOT yrpo3am. B nepsyto ovepeap
crnepfyeT cocpeaoTovMTbCS Ha YA3BUMOCTSX, KOTOPbIM COOTBETCTBYHOT Yrpo3bl. HO B CUITy TOro, UTO OKpy>KatoLLas
cpena MOXeT HernpeackasdyeMo MEeHSITbCS, HeOOX0AUMO BECTU MOHUTOPUVHT BCEX YSI3BMMOCTEW ANsl TOro, YTOObI
BOBpPEMSI BbISIBNATb T€ U3 HUX, KOTOPbIE MOTYT UCMOMNb30BaTb BHOBb MNOABMASOLLNECS YTPO3bl.

OueHka ys3BMMOCTEN — 3TO NpoBepKa cnabocTen, KOTopble MOTyT ObITb NCMOSb30BaHbI CYLLECTBYOLLUMMU
yrpo3amu. JTa oueHKa JOMKHa yuYUTbIBaTh OKPYXKaloLLYO cpefy U CyLlecTByloLmMe 3auTHble Mepbl. Mepon
YSI3BMMOCTU KOHKPETHOW CUCTEMbI UITN aKT1BA MO OTHOLLEHWIO K YIPO3e SBMSIETCA CTENEHb TOrO, C KaKOM Nerkoc-
Tb0 CUCTEME UNUN aKTUBY MOXET ObITb HAHECEH YLLepD.

Mpu oLeHKe ypOoBEHb YA3BUMOCTU MOXET ObITb ONpeaeneH Kak BbICOKUIA, CPEAHUN UITU HU3KUIA.

3.5Bo3gencreue

Bosgencreune — 310 pesynbTaT MHUuuaeHTa MHopMaLMOHHOM 6e30MnacHOCTH, BbI3BAHHOMO Yrpo30ii 1 HaHEeC-
wero yuiepb ee aktvBy. Pe3ynsTaTtoM BO3OENCTBUSI MOMYT CTaTb Pa3pyLUEHNE KOHKPETHOIO akTVBa, MOBpEXaeHe
UTT, HapyLLeHMe NX KOHPUAEHUMANbLHOCTU, LENOCTHOCTU, AOCTYMHOCTU, HEOTKa3yeMOCTH, MOAOTYETHOCTU, ayTEH-
TUYHOCTU 1 JOCTOBEPHOCTU. Henpsimoe BO3aencTBue MOXET BKINoYaTb B ceb5 oUHAHCOBbIE NOTEPU, MOTEPHO
O0nK pbiHKa 1Ny penyTaumn. KOHTponb 3a BO30encTBMEM NO3BONAET AOCTUYb PAaBHOBECKS MeXay npeanonarae-
MbIMW NOCNEACTBUAMM MHLUMAEHTA U CTOMMOCTbHO 3aLLUMTHBIX Mep. CriegyeT yunTbiBaTb BEPOSTHOCTb BO3HUKHOBE-
HUSt MHUMAEeHTa. OTO OCODEHHO BaXHO B TEX Cry4asx, Korga ywepb npy kaxgom BO3HUKHOBEHUM MHUMOEHTA
HeBEeNWK, HO CyMMapHbIN 3 eKT HaKOMUBLLMXCS CO BpEMEHEM MHLNAEHTOB MOXET ObITb CyLLeCTBEHHbIM. OLieH-
Ka BO3[eCTBUS ABMSETCS BaXKHBbIM 31IEMEHTOM OLIEHKN PUCKa 1 BbIOOpa 3aLUUTHBIX Mep.

KonuyectBeHHOE 1 kKa4eCTBEHHOE U3MepEHME BO3AENCTBUSA MOTYT ObITb NPOBEAEHbI:

- onpegerneHnemMm (oMHaHCOBbLIX NOTEPb;

- UCMONb30BaHNEM SMMUPUYECKOW LLIKarbl CEpbe3HOCTU BO3AEeNCTBUSA, Hanpumep oT 1 go 10;

- UICMONb30BaHNEM 3apaHee OroBOPEHHbIX YPOBHEN (BbICOKUIA, CPEAHUIN N HASKWN).

3.6 Puck

Puck — aTo cnoCoBHOCTb KOHKPETHOW Yrpo3bl MCNONb30BaTh YA3BUMOCTM OAHOIO U HECKOMbKNX BUA0B
aKTUBOB Ans HaHeceHus ywepba opraHusauun. OgHa yrpo3a unm rpynna yrpo3 MoryT UCMofb30BaTh OOHY YA3BU-
MOCTb WIN Fpynny ysi3BMMOCTEWN.

CueHapuii p1cka onucbIBaET, Kak onpeaeneHHas yrposa unu rpynna yrpo3 MoryT UCMNonb30BaTh yA3BU-
MOCTb WM Fpynny ysa3BMMOCTEN NOABEPXKEHHOTO yrpo3e akTuBa. PUCK xapakTtepuayeTtcsi KomOuHaumen asyx
(haKTOpOB: BEPOATHOCTBLIO BO3HUKHOBEHUSA MHLIMAEHTA U ero paspyLumTenbHbIM Bo3aenctaneM. Jlioboe nameHe-
HVEe aKTUBOB, YrpO3, YS3BMMOCTEN UMK 3aLLMTHBIX MEP MOXET OKa3aTb 3Ha4YMTENbHOE BNUSHUE Ha puck. PaHHee
obHapyxeHue unm sHaHme ob6o BCEX 3TUX USMEHEHUSAX YBENUUMBAET BO3MOXHOCTU MO NPUHSATUIO HEOBXO0AUMBIX
Mep ans obpaboTkm pucka. ObpaboTka pucka BktovaeT B cebs yCTpaHeHWe, CHXKEHNE, NEPEHOC U MPUHATHNE
pvcka.

CnegyeT yunTbiBaTh, YTO PUCK HUKOTAA HE YCTPaHAETCA NONMHOCTLIO. [pUHATNE OCTAaTOYHOrO prcka ABMSET-
Cs14acCTbHO 3aKIMOYEHUS O COOTBETCTBUM YPOBHS 6e30nacHOCTU NOTpeBHOCTAM opraHm3aumn. PykoBoacTBo opra-
HM3aLMK OOIMKHO ObITb NOCTABNEHO B U3BECTHOCTL 000 BCEX OCTATOUHbIX PUCKaX, X OMACHbIX MOCNeACTBUSX U
BEPOSTHOCTU BO3HUKHOBEHMS MHUMAEHTOB. PelueHne o NpUHSATAM pUcka SOMMKHO MPUHMMAaTBCS cneuuanmcTamm,
UMEIOLLMMU NPaBo NPUHUMATBL peLLeHNe 0 4OMYCTUMOCTU ONACHbIX MOCNEeACTBUI NPU BO3HUKHOBEHUW MHUMAEHTA
N NPYMEHEHUN OONOMNHUTENbBHBIX Mep 3aLLUTbI B Cyvae, eCrv ypoBeHb OCTaTOYHOIO pUcka Henpuemsiem.

3.7 3awmTHbIE Mepbl

3alLMTHbIE Mepbl — 3TO AeNCTBUS, NpoLeaypbl U MEXaHU3MbI, CNOCOBHbIE 06ecneunTb 6e30MacHOCTb OT
BO3HVKHOBEHWSI YTPO3bl, YMEHBLUNTb YSI3BMMOCTb, OrpaHN4MTb BO3OENCTBME UHUMAEHTA B cucteme 6e3onacHoc-
T, OBOHAPYXMTb UHLMAEHTHI 1 0BNerYnTb BOCCTAHOBMNEHME aKTUBOB. OhdekTnBHas 6e30nacHOCTb 06bIYHO TPeby-
€T KOMOUHaLMKN Pas3nnYHbIX 3alLUMTHBIX Mep Ansi obecrnevyeHns 3agaHHbIX YpoBHEN 6e3onacHOCTU Npy 3awmTe
aKTMBOB. Hanpumep, MexaHu3Mbl KOHTPOMst 4OCTyNa, NPMMEHSAEMbIE K BbIYUCTIMTENBHBIM CPEACTBAM, JOIDKHbI
NOAKPeNnNATLCA ayanToM, onpeaerieHHbIM NopsaKoM AeNCTBUA NepcoHana, ero obyyeHveMm, a Takke usmnyec-
KOW 3aLLMTOn. YacTb 3aLLMTHBIX MEP MOXET ObITb 0becneyeHa BHELLHNMIN YCITOBUSIMW, CBOMCTBaMM aKTMBa UIK
MOXET y>Ke CYLLLeCTBOBaTb B CUCTEME UMM OpraHM3aLun.

Mopsaok Beibopa 3amUTHBIX MEP O4YEHb BaXKEH A1 MPaBUITbHOMO NITaHMPOBaHKS U peanuaauumn nporpam-
Mbl MHCPOPMaLMOHHOM Be30nacHOCTU. 3aluTHas Mepa MOXET BbINONHATbL MHOMO oyHKLMIA 6e30nacHOCTU U, Ha-
0bopoT, oaHa yHKLMSA Ge30nacHOCTN MOXET NOTpeboBaTh HECKOMbKMX 3aLLUUTHBIX Mep. 3allUnTHbIE Mepbl MOTYT
BbINOMHATE OAHY WUIMM HECKOMBKO 13 CneayoLwmx QyHKUNNA:

- NIpeJoTBpaLleHme;

- COEPXKMBaHWE;

- obHapy>xeHue;
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- OrpaHNyeHue;

- UICMpaBIiEHNE;

- BOCCTAHOBJIEHME;

- MOHWUTOPWHT;

- OCBeIOMIIEHME.

lMpumep — O61acmu, 8 KOMOPbLIX MO2YM UCMO/Ib308aMbCs 3aWjUMmHbIe Mepbl, 8K/TF04Yarom e cebsi:

- pusuveckyro cpedy;

- mexHuU4ecKyr cpedy (annapamHo-npozpamMmHoe obecnevyeHue u cpedcmea cesizu);

- epcoHarl;

- adMuHucmpuposeaHue.

HekoTopble 3aLLMTHbIE Mepbl MOTYT XapaKTepmnsoBaTh NO3WLIMIO OpraHusaumm B 06nact MHopMaLunoHHOM
©e3onacHocTu. B cBsA3n ¢ 3TMM BaXkHO BbIOUpaTh crieuduieckme 3almnTHblie Mepbl, He MPUYnHALWME yuepba
KyNbTYPHOW 1 cOLMansHON cpeae, B KOTOPOW (PyHKLMOHMPYET OpraHn3aums.

lMpumep — Takumu cneyughuyecKUMU 3aWiUMHbLIMU MepPaMU s18J1sIFOMCS:

- MoSIUMUKU U npouyedypbl;

- MexaHU3Mbl KOHMpoJisi docmyna;

- aHmueupycHoe npozpamMmMHoe obecrieyeHue;

- wugppoeaHue;

- yughpoeas noonuckb;

- UHCMpPYMeHMbI MOHUMOPUH2a U aHasu3a;

- pe3epeHbIl UCMOYHUK NUMaHusi;

- pe3epeHbie Konuu uHghopmayuu.

3.8 OrpaHunyeHusn

OObIYHO OrpaHMYeHUs ycTaHaBNMBaET UMM NMPU3HaET PYKOBOACTBO OpraHn3aLum, a Takke onpegensieT cpe-
[a, B KOTOPOW AeNCTBYET OpraHv3auums.

lMpumep — TaKue o2paHUYeHUsT MO2Ym 6KJ/1lo4amb 8 cebsi:

- Op2aHU3ayUOHHbIE;

- KOMMep4ecKue;

- QpuHaHcosble;

- 110 OKpyxaroujeli cpede;

- 1o nepcoHany;

- 8PEeMEHHbIe;

- npasoenblie;

- mexHu4eckKue;

- KynbmypHble/coyuarbHble.

OrpaHnyeHus, NpucyLye opraHnsaumnn, AoSMKHbI yUUTbIBATLCS NPY BbIGope 1 peanvsaunm 3alUmUTHbIX Mep.
Heobxoanmo neprognyeckm nepecMaTpmBaTh CyLLECTBYHOLLME U YUUTbIBATb HOBblE orpaHudeHust. CnegyeT oTMme-
TUTb, YTO OrPaHNYEHMSI MOTYT CO BpEMEHEM U3MEHSATLCH B 3aBUCMMOCTU OT NMONIOXKEHMS OpraHM3aLmmn 1 USMeHeHUs1
BHeLUHel cpeabl. BHelLHAs cpeaa, B KOTOPOW AeNCTBYET OpraHu3aLmsi, UMeeT OTHOLLIEHUE K HECKOSbKUM KOMMO-
HeHTaM 6e30nacHOCTH, B YAaCTHOCTU K yrpo3aMm, pyuckam 1 3aLLMTHbIM Mepam.

3.9 BsaumocBa3b KOMNOHEHTOB 6e30MacHOCTU

BesonacHoctb TT — 310 MHOronmnaHoBas opraHn3aLuus NPoL,ECCOB 3aLLMTbI, KOTOPYH MOXHO paccmaTpu-
BaTb C pa3fMyHbIX TOUEK 3peHusi. B3aMocBs3b KOMMOHEHTOB 6e30MacHOCTM, NoKa3blBatoLLas, Kak akTUBbI MOTyT
noasepraTbCcs BO3AENCTBUIO HECKOSBKUX YIPO3, 0OHa N3 KOTOPLIX IBNSIETCA OCHOBOW ANst MOAenu, npeacrasne-
Ha Ha pucyHke 1. Habop yrpo3 nocTosiHHO MeHSIETCA U, Kak NpaBuIio, M3BECTEH TOJTbKO YaCcTUYHO. Takke co
BPEMEHEM MEHSIETCS 1 OKpY>KatoLLasi cpeaa, U 3TM MU3MEHEHNs CMOCOOHbI MOBINUATL HA MpUpoaY Yrpo3 1 BEPOST-
HOCTb UX BO3HUKHOBEHMUS.

Mogenb 6e3onacHOCTM OTOOpaXaeT:

- OKpY>KaloLLyIO cpealy, COAeKaLLyo OrpaHNYEeHUs U Yrpo3bl, KOTOPbIE MOCTOSIHHO MEHSAIOTCA U U3BECTHbI
NULLb YaCTUYHO;

- aKTVBbI OpraHM3aLmm;

- YSI3BMMOCTU, NpUCyLLe aHHbIM akTUBaM;

- MepbI A1 3aLLUMTbI aKTUBOB;

- NpMemMneMble AN opraHM3aunm OCTaTOYHbIE PUCKN.

Ha ocHoBe aHanusa B3anmMocBs3M KOMIMOHEHTOB 0€30MacHOCTU, NPeACTaBNEHHO Ha PUCYHKe 1, Mogenb
©e30MnacHOCTN MOXET ObITb NPeACTaBMNEHA NATLI0 BO3MOXHbBIMM CLIEHapUsIMUA. OTU CLIEHapWK BKITOYatoT B cebs:
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- cueHapuii 1 — 3awmnTHas mepa S MoXeT ObiTb 3heKTUBHA AN CHKEHUS PUCKOB R, CBSA3aHHbIX C
yrpo3on T, cnocoBHOM NCNOMb30BaTh YA3BUMOCTb akTuBa V. Yrpo3a MoXeT A0CTMYb LeNn, TOSNTbKO eCINN aKTUBbI
ys13BMMbI ANt AaHHOW Yrpo3bl;

- CLleHapuii 2 — 3alUMTHas Mepa MOXeT ObITb 3EKTUBHON A1151 CHDKEHUS PUCKA, CBA3AHHOIO C YrPO30M,
NCMONb3YIOLLEN rpynny ysSI3BUMOCTEN aKTUBa;

- CUeHapun 3 — rpynna 3alnTHbIX Mep MOXeT BbiTb 3EKTVBHA B CHVXKEHUM PUCKOB, CBSI3aHHbIX C rpyn-
MoK yrpo3, UCMOMb3YOLLMX YSA3BMMOCTb akTMBa. ViHorga TpebyeTcs HECKOSBbKO 3aLlUMTHBIX MEP A1 CHUDKEHUS
pycka 0O NPMEMITEMOTO YPOBHS A1 NOAyYeHMs JONYCTUMOro OCTaToqHoro pucka RR;

- CLeHapWii 4 — PUCK CHUTAIOT MPUEMIIEMBIM U HAKaKNE Mepbl HE pearnmnayloTcs gaxe B MPUCYTCTBUN YIpo3
1 MPU Han4mmn ya3BnMMOCTEN aKT1Ba;

- CLeHapun 5 — cyLlecTByeT yA3BUMOCTb aKTBa, HO HE M3BECTHbI YTPO3bl, KOTOPbIE MO Obl e NCMOosb-
30Barth.

B kayecTBe 3aLLMTHON MepPbI MOXET ObITb MCMOMNb30BaH MOHUTOPWHT YTPO3 Arsi TOro, YTobbl yoeanTbes, YTo
Yrpo3bl, COCOGHbIE UCMONb30BaTh YS3BMMOCTb aKTUBA, HE NosiBUNMCL. OrpaHnyYeHns BAUSIOT Ha BbIOOpP 3aLuumT-
HbIX Mep.

OrpaHnyenusi

R — puck; RR — ocTaTouHbIi pyck; S — 3awmTHast mepa; T — yrposa; V — ys3BMMOCTb aKkTuBa

Pl/lcyHOK 1 — B3anMMocCBsI3b KOMMNOHEHTOB 6e30MacHOCTU

Jlio6as UTT BkntoyaeT B cebsi akTUBbI (B NEPBYO o4epeb MHOPMaLWIo, a TakkKe TEXHUYECKME CPeACTBa,
nporpaMmMHoe obecrieyeHmne, CBSA3b U T. A.), BaXKHble OS5 YCMELHOW AesATeNbHOCTM OpraHm3aunm. 9T1 akTuBbI
NpeACTaBnstoT AN OpraHn3aLmmn LIEHHOCTb, KoTopasi 0ObIMHO ONPeaensieTcs No UX BIMSIHWIO Ha GU3Hec-onepaumm
HEeaBTOPM30BAHHOIO PacKpbITUS UHCDOPMaLIMK, ee MoAMUKaLMM UIM OTKa3a OT aBTOPCTBA, a Takke HEAOCTYMHO-
CTbIO UK paspyLLEHNeM MHAOPMaLMK UK yeryr. [1nst Toro, YTobbl TOYHEE OLeHUTb pearnbHoe 3HaYeHVe BO3AeN-
CTBUSI, BHaYare ero onpeaensioT BHE 3aBUCMMOCTY OT Yrpo3, KOTOPbIe MOTYT €ro Bbi3BaTb. 3aTeM OTBEYAIOT Ha
BOMPOC O TOM, KaKne yrpo3bl MOTyT BO3HVKHYTb U Bbl3BaTb NOA0OHOE BO3OENCTBUE, KaKOBa BEPOATHOCTb UX
NOSIBIEHUS U MOTYT S aKTUBbI NOABEPraTbCs HECKOMbKMM yrpo3aM. [lanee nay4yatoT BONpoc O TOM, Kak1e ys3BU-
MOCTU aKTUBOB MOTYT GbITb UCMOSIb30BaHbl Yrpo3amMu Aslsi TOro, YToGbl Bbi3BaTk BO3AENCTBUE, T. €. MOTYT fin
Yrpo3bl UCMOJb30BaTh YSI3BMMOCTM, YTOObI BO3AEMCTBOBaTb Ha akTUBbI. Kakablil U3 3TVX KOMNOHEHTOB (LLEHHOCTU
aKTUBOB, Yrpo3bl U YsI3BUMOCTN) MOXET co3aaTb puck. OT oLeHKNU pucka danee 3aBucAT obime TpeboBaHus
6e30MacHOCTU, KOTOPbIE BbIMOMHAOTCS UMK AOCTUralOTCS peanu3saumen 3aWwnTHbIX Mep. B ganbHelwem npume-
HEHMWE 3aLLUTHBIX MEP CHU3WT PUCK, 3aLLUTUT OT BO3AENCTBMS YTPO3 M YMEHBLUWT YSI3BUMOCTb aKTUBOB.

B3anmocBA3b 3alUTHBIX MEp U prcka, MoKasbiBatoLLas 3 EKTUBHOCTb HEKOTOPbIX 3aLLMTHBIX MEpP B CHU-
)KEHUW pUCKa, NpPeAcTaBrieHa Ha pucyHke 2. YacTo TpebyeTcs NpUMEHEeHME HECKOSbKUX 3aLLMTHBIX Mep Ans
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CHW)XXEHMS pucKa 4o NPUEMIEMOTO YPOBHS. Ecrin pyuck cuntaeTcsl npyemnemMbiM, TO peanusaumsi 3almUTHbIX Mep
He TpebyeTcs.

P
Mpumenetne | | Péanvsosax-
3aLNTHBIX J A==
mep 3alUUTHbIE
Mepbl
Mpuemnemsin Puck
YPOBEHb
OcTaTo4HbI
puck
MnaHupoBaHue: Peanuszauus:
OLeHKa pucka, > NPYMEHEHNE 3aLlUTHBbIX
BblpaboTka nnaHa mep

6esonacHocTn ATT

PucyHok 2 — B3anMMocBA3b 3alLMTHBIX MepP U pucka

4 Llenn, ctpaternm n nonuTuka

B kauecTBe OCHOBbLI AeicTBEHHOM Be3onacHocTu VT T opraHnsaumm A0MmKHbI ObiTb COOPMYIMPOBaHbI LIENN,
cTpaTerum u nonuTuka 6esonacHocTy opraHmsaumm. OHM COOENCTBYIOT AeATENbHOCTM OpraHu3aumm n obecneyn-
BalOT COMNTAacoOBaHHOCTb BCEX 3alLUMTHbIX Mep. [Ind Toro, 4Tobbl o6ecnevnTb NOA0GHYI0 COrnacoBaHHOCTb, OCO-
©eHHO BaXkHO, YTOObI Lienu, cTpaTerns 1 nonutuka 6e3onacHoOCTy Gbinn MHTErPUPOBaHbI B NPOrpaMmMbl 06y4eHUs 1
NOBbILLEHMS KBanMdmKaLmm B obnactu 6esonacHocTu.

Llenu (4ero HeobxoamMmo JoCTUYL), cTpaTernm (cnocobbl JOCTMKEHUS LIenn), NonuTMKa (npasuna, KotTopble
crnepyet cobniogaTe Npy peanusauuy ctpaTteriin) u npouenypbl (METOAbI OCYLLIECTBIIEHUS MONUTUKN) MOTYT ObITb
onpeaeneHbl 1 packpbITbl B COOTBETCTBYIOLLMX NOAPA3AENEeHMX U HA COOTBETCTBYHOLLMX YPOBHSAX OpraHu3aLmm.
PykoBogsiLLMe OOKYMEHTbI JOIMKHbI OTpaXaTb OpraHn3aLMoHHbIe TpeboBaHNSA 1 yYNTBIBATL OpraHU3aumoHHbIE Or-
paHu4deHus. NMockonbKy MHOre yrpo3bl (HAaNpUMep ataku Xxakepos, yaaneHue ¢oannos, noxap) SBnsTcs pac-
NPOCTPaHEHHbIMM, BaXKHa COTNIaCoOBaHHOCTb MEXAY COOTBETCTBYHOLLIMMUN JOKYMEHTaMMU.

Bonee Toro, obwue uenu, ctpaTernm U NONUTUKA AOMKHbI OblTb OTPaXKEHbI N YTOYHEHbI B AeTarbHbIX U
cneumdmnyecknx Lensx, NonmMTrKke 1 Nnpoueaypax Bo Bcex chepax MHTepeca opraHM3aumu, Takux Kak ynpaBneHue
drHaHcamu, nepcoHanom u 6esonacHocTblo. [lanee 6esonacHOCTb NoApa3fenstoT Ha cocTasnswme (CBa3aH-
HYIO C NepcoHarom, puanyeckyto, MHopMaLMoHHYt0, MTT 6esonacHoCTb U T. 4.). Mlepapxusa ooKkymeHTauum
[OOIMKHA NOAAEPXKMBATLCS U aKTyanM3npoBaTbCs Mo pe3ynbTaTam nepmoanyeckoro aHanmsa 6esonacHocTu (Ha-
npuMep No pesynbTaTaM OLEHKN PUCKOB, BHELLIHETO 1 BHYTPEHHErO ayauTa 6e30MacHOCTU) U B CBS3W C UBMEHEHU-
MM Lienemn 4eaTenbHOCTY OpraHn3aLun.

Llenwn, ctpaterum, nonutuka n metoapl 6esonacHoctn UTT gomkHbl 0TOBpaxaTb To, YTo oxmaaeTca ot UTT
B cchepe BesonacHocTu. Kak npaBuno, nx nanararT Ha o6LLENPUHATOM A3blke, OAHAKO B HEKOTOPbIX CRyYyasax
MOXET BO3HWUKHYTb 1 MOTPEBHOCTB U3NOXUTL X 6onee dopMarbHO C UCTIONb30BaHNEM CrieLndUYECKON TEpMU-
Honoruu. Llenu, ctpaterns,, nonuTka onpeaensioT ypoBeHb 6€30nacHOCTM Ansi OpraHM3auum 1 nopor npyemne-
MOrO pu1cKa.
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4.1 Uenwn u cTtpaTternm 6e3onacHocT UH(POPMaLMOHHO-TENIEKOMMYHUKaLMOHHbIX TEXHONOIMMN

Mocne yctaHoBneHus uenen 6esonacHoct VT T opraHusaumm AomkHbI 6biTe pa3paboTaHbl ctpaterum 6e30-
nacHoctn UTT, asndtowmecs doyHaaMeHToOM pasBUTUst NonuTuky 6esonacHocTn UTT opraHusdauun. PassuTne 6e-
3onacHoctu TT Heobxoammo and Toro, YTobbl rapaHTUpPOBaTh JOCTOBEPHOCTL Y 3h(EKTUBHOCTL PE3yNbTAaTOB
npoLiecca ynpasrneHus puckamu. [nis pa3sutus U yCreLHon peanusaumm nonutrki 6esonacHocty TT B opraHu-
3aumm TpebyeTca obecneumnTs ee BCeCTOPOHHEee ynpasneHune. BaxHo, 4tobbl nonutuka 6esonacHoct ATT yunThbl-
Bana uenm n ocobeHHOCTM AaHHOM opraHm3aumu. MonuTnka 6esonacHocTy UTT gomkHa 06 beanHATLCA C NONUTKU-
Kon 6e3onacHoCTV 1 BU3HEC-NONUTUKOM opraHu3auun. Takoe 06beanHeHME MOMOXET AOCTUYb Hanbonee addex-
TUBHOIO MCMOJb30BaHUSA PECYPCOB 1 06ECneYmTb CornacoBaHHbIM Noaxoa k 6€30MacHOCTU B pasfuyHbIX YCroBu-
SIX OKpYXKatoLLern cpeapl.

MoxeT okazaTbcs Heob6X0aMMbIM pa3BMBaTb OTAENbHbIE CneLmdyeckne acnekTbl NONMTUKN 6e3onacHoCTU
ONst Kaxxgow unm Heckonbknx UTT. OTn HanpaeneHns AomkHbl 6a3npoBaThbCs Ha OLIEHKE pUCKa U COrfacoBbiBaTh-
cs1 ¢ nonutukon 6esonacHocTn UTT, TeM caMbIM yunTbIBasd pekoMmeHgaumm no 6€30nacHoOCT s TEX CUCTEM, C
KOTOPbIMW OHU CBSA3aHBbI.

B kavecTBe nepBoro Lwwara K npoueccy ynpasneHns 6esonacHocTbio UTT MOXHO paccMOTPeTb BOMPOC O
TOM, HACKOJbKO LUMPOKM FPaHuLLbl YPOBHS pUcKa, NPUeMremMoro Ans opraHusaumu. TwaTtensHoe onpegeneHue
npremIieMbIX PUCKOB W, criegoBaTenbHO, COOTBETCTBYIOLLETO YPOBHSI 6€30MacHOCTY — 3TO KIHOY K YCNELHOMY
ynpaBneHuio 6e30NacHOCTbIO.

HeobxoamMMocCTb 3aaHuns LUIMPOKUX rPaHuL, A0NYCTUMOrO pucka 6e3onacHoCT ANKTyeTcd 3ajadamm 6e30-
nacHoctu UTT, kKoTopble JOIMKHA BbINOMHWUTL opraHn3auus. ns peweHns 3agad obecneveHns 6e3onacHocTm
HY>XHO MOEHTUULIMPOBATE aKTMBbLI OPraHM3aLnm U MPOBECTU OLIEHKY UX LIeHHOCTW. [pu ngeHTudukawumm n oueHke
LIEHHOCTW aKTUBOB HEODXOAMMO YYUTbIBATL POSib, KOTOPYHO OHW UrPatoT B NoAAepKaHUN AeATENBHOCTM OpraHn3a-
unn. UTT aBnsieTcs NULLb YacTbio aKTUBOB OpraHM3aLmu.

YT00bI OLEHUTD, B KaKoW Mepe B13HeC opraHm3auum 3aBucut ot VT T, Heobxogumo paccMOTpeTb BOMPOCHI O
TOM:

- Kakue BaXkHble cocTaBnsoLLme bu3Heca He MOryT ocyLlecTBnATbes 6e3 UTT;

- Kakue 3agaym MoryT ObITb peLleHbl TONbKO Npy oMol UTT;

- KaKNe BaXKHble PELLIEHNS 3aBUCST OT KOHMAEHUMAaNbHOCTH, LENOCTHOCTM, OOCTYMHOCTU, HEOTKa3yeMOCTH,
NMOAOTYETHOCTU M ayTEHTUYHOCTU MHbOpMaLIMK, XpaHUMOW v obpabaTeiBaemon ATT, nnm oT TOro, HACKONMbKO
3Ta UHopMaLs akTyarnbHa;

- Kakasi XxpaHumas nnm obpabartbiBaeMas MHopMaLms A0MKHA 3alLmLLaThCS;

- KAKOBbI 41151 OpraHM3aLumMmn NocneacTBnsa nHuuaeHTa 6esonacHocTn?

OTBeTbI Ha 3TV BOMPOCHI MO3BONSAT yCTaHOBUTL 3aaaum 6esonacHoct UTT opraHusauun. Ecnn, Hanpyumep,
HEKOTOPbIE BaXKHbIE UMW OYEHb BaXXHble COCTaBNAOLLME AEATENBHOCTM OpraHn3aLmm 3aBUCAT OT TOYHOCTU NN
aKTyanbHOCTU MHhopMaLmn, TO 0aHOM U3 3afa4 6e30nacHOCTY OpraHM3aLmM MOXET cTaTb obecneveHme LienocT-
HOCTV 1 OBHOBNSIEMOCTU MHCPOPMaLMK B MpoLiecce ee xpaHeHus n obpaboTtkm UTT. Onpegenss 3agayun 6e3onac-
HocTn UITT, Heobxooumo Takke pacCMOTpeTb 3agayqmn busHeca v nx cBa3b ¢ 6€30MacHOCTbLIO.

B 3aBucumocTu ot uenen 6esonacHoctn UTT Heobxoammo cornacoBaTth CTpaTermio JOCTMKEHUS 3TUX Lie-
nen. BeibpaHHas cTpaTternsi ofmkHa COOTBETCTBOBATHL LIEHHOCTM 3allmLLaeMblx akTMBoB. Ecnun, Hanpumep, oTBeT
Ha oavH unm 6onee BOMPOCOB, PACCMOTPEHHBIX BbILLE, BLIABIISET CUIbHYIO 3aBUCUMOCTb oT UTT, TO opraHusa-
uuMsi, cKopee BCero, AoMKHa NpeabsBnsiTh BbiCOKMe TpeboBaHus k 6esonacHocTn UTT, n uenecoobpasHo BbIGu-
paTb CTpaTernto, OCTaTOUHYIO AN BbINOMHEHWS 3TUX TpeboBaHu.

OcHoBHble nonoxeHua cTpaterum 6esonacHocTn TT cBoasTCA K TOMY, Kak opraHmM3aumst OyaeT gocturatb
cBowX Lienen B obnacTtn 6esonacHoctn UTT. Bonpocel, K KOTOpbIM A0MKHa obpallaTteesa cTpaTterus, 6yayT 3aBu-
ceTb OT Yncna, Buaa v BaXXHOCTU 3TUX Luenen. [ins opraHm3aumm 06bI4HO BaXKHO MPUMEHSITb TUMOBbLIE PELLEHUS
3TUX BOMPOCOB. XapakTep BONPOCOB MOXET ObITb Kak O4eHb KOHKPETHbLIM, Tak 1 OBLLMM.

lMpumepsbi

1 KoHkpemHbIl eonpoc: op2aHu3ayusi (e cuny crneyughuku ceoeli desimesibHOCMU) MO)XXem umems
nepeooyepedHol yesnbto 6e3onacHocmu UTT obecnevyeHue NocmosiHHOU GOCMYynHOCMU 8cex C8oux
cucmem. B amowm criyyae o0Ha u3 cocmaenisiroujux cmpamea2uu Moxxem 6bImb HanpaesieHa Ha yMeHb-
WweHue 8eposIMHOCIMU 3apa)keHusi aupycamu rymem ycmaHOo8KU aHmueupycHo20 rpo2pamMmMHo20 obec-
neyeHusl.

2 O6wuli sonpoc: op2aHu3ayus, ocyuiecmeJsissrouasi npooaxy ceoux UHHopMayUOHHO-MeSTeKOM-
MYHUKaUUOHHbIX ycily2, MOXXem rnocmaeums yeJsibto 6ezonacHocmu UTT dokazamb nomeHyuaabHbIM
KJIlueHmam, Ymo ee cobcmeeHHbIe cucmembl op2aHU3ayuu 3aujuieHbl. B amom cryvyae 4acmbio cmpa-
meauu 6ydem ammecmauusi cucmemMbl 1o mpeboeaHusiM 6e3onacHoCcMu UHghopMayuu, npoeedeHHas!
YNOJIHOMOYEeHHOU CMOPOHHel op2aHu3ayuedl.
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[pyrumum BO3MOXXHLIMK acrnektamum cTparterum 6esonacHoct ATT, B cuny cneundmnyeckux aagad unm nx
KOMBWHaLMIN, MOTyT BbITb!

- CTpaTerns OLEeHKM pucka n MeTofbl, aganTUpyeMble B paMKax OpraHMsaunm;

- KOMMNeKcHas nonuTtuka 6esonacHoctn TT ans kaXkoon CUCTEMBI;

- OpraHun3aLMoHHble MeToabl 6e30MacHOCTU ANs KaXaou CUCTEMBI;

- cxema knaccudounkaumm UTT cuctewm;

- 0CO3HaHWe HeobxoauMoCTH 6e30NacHOCTU U NOBbILLEHME KBanudmkaumm B obnactn 6e3onacHocTy;

- ycnoBusi 6e30MacHOCTUN COeAUHEHWIA, KOTOPbIE AOMKHbI BbIMOSTHATHCS M MPOBEPSTLCA Nepen OCYLLECTB-
neHveM CoeanHeHUs ¢ ApyrMmMu yCTporcTBamu;

- CTaHOapTHbIE CXEMbI YNPaBeHNs MHUMOEHTaMN MHAOPMaLMOHHON 6e30MacHOCTY B paMKax BCEV OpraHu-
3aumn.

Mocne onpeneneHusa ctpaterna 6e€30NacHOCTU 1 ee COCTaBNSAOLLME AOMKHbI OblTh BKNIOYEHbI B MOSIUTUKY
©esonacHoct UUTT opraHnsaumm.

4.2 Nepapxma NonNuUTuK

MonuTrka 6e30nacHOCTV OpraHN3aLmMn MOXET COCTOSITb U3 MPUHLIMNOB 6e30MacHOCTU 1 ANPEKTUB Arlsi opra-
HuM3auum B uenom. NonuTnka 6e3onacHoOCTM opraHn3aumum A0ImKHa OTpaXxaTb Bonee LUMPOKMIN Kpyr acneKkToB nonu-
TUKM OpraHn3aLmn, BKIoYas acrekTbl, KOTOpbIe KacatoTcs NpaB IMYHOCTY, 3aKOHOAAaTENbHbIX TPEOOBAHUIA 1 CTaH-
[apToB.

MonuTrka nHopMaLmMoHHOM 6e30NacCHOCTU MOXET CoAepXaTb NPUHLUMMBLI N AMPEKTUBLI, CneumMdnyHbIe Ans
3aLNTbl YYBCTBUTENBHOM U LIEHHOW MM MHOW BaXKHOW A11s opraHusauumn nHgopmauun. Cogepralimnecs B Hel
NPUHLMMNBI CTPOATCS HA OCHOBE NPUHLIMNOB NONUTUKY 6E€30NacHOCTY U, TakuM 0Bpa3oMm, CornacoBaHbl C HUIMMU.

Monutuka 6esonacHocTn UTT opraHusaumm gormkHa OTpaxaTb CyLLECTBEHHbIE MPpUHLUMNLI 6e3onacHocTn UTT
W OVUPEKTUBbLI, MPUMEHUMbIE K NONUTMKE 6€30NacHOCTM 1 NONUTUKE MHOPMaLMOHHON 6Ge30MacHOCTH, U MOPSAOK
ucnonb3oBaHua ATT B opraHusauum.

MonuTuka 6esonacHocTy UTT gormkHa oTpaxkaTb NPUHLMINBI 6€30MacHOCTU U AMPEKTUBbLI, COAEPXKaLLMECS B
nonuTuke 6esonacHocTn NTT opraHusauumn. OHa AormkHa Takke cogepatb AeTany ocobbix TpeboBaHui Gesonac-
HOCTW M 3alUTHBLIX Mep, Noasiexallmx peanvsaunm, 1 npoueaypbl NpaBUibHOMO MCMOSTb30BaHMS 3aLLMTHBIX Mep
ons obecneveHunst ageksaTHoM GeaonacHoCTU. Bo Bcex cnydasx BaXkHO, YTOObI NPUHATBLIN noaxod 6bin adhdekTu-
BEH B OTHOLLEHUN NOTpebHoCcTen BusHeca opraHM3aLumu.

B HekoTopbIx criyyasx nonuTtuka 6esonacHocTn UTT MOXET ObITb BKITHOUEHA B COCTAB TEXHWUYECKOWM U Y-
paBneH4YecKom NoNUTUKN OpraHu3aumn, KOTopble BMECTE COCTaBNSAT OCHOBY nonutukn ATT. OTa nonutuka gon-
XHa cogepkaTb HECKONbKO yoeauTerbHbIX MOMOXEHWI BaXXHOCTN 6e30MacHOCTH, eCciv OHa Heobxoauma ansi
cobntogeHnsa aaHHom NonUTUKK. MNpumep nepapxmiecknx OTHOLLIEHWUIA, KOTOPbIE MOTYT BO3HUKaTb MeXay NonuTu-
Kamu, NokasaH Ha pucyHke 3. BHe 3aBUCUMOCTM OT OpraHn3aLMoOHHON CTPYKTYPbI U AOKYMEHTaLMK, NPUHATON B
OopraHMsaumm, BaXkHO, YTOObI y4UTLIBANMCh PasfMyHbie CTOPOHbI NMOMNUTUKU U Nogaep>KuBanach Ux cornacoBaH-
HOCTb.

[pyrne 6onee getanbHble NONUTUKM 6e3onacHOCTM TpebyoTes Ans cneunduyecknx CUCTEM U YCIyT Unm
rpynn UTT u ycnyr. 3Tu NONUTUKN 06bIYHO U3BECTHbI Kak nonuTukn 6esonacHoctn UTT. C nosuunii ynpasneHus
O4Y€eHb BaXKHO, YTOObI MX MPEAMET U rpaHunLibl BbINn ACHbI 1 0a31pPoBaNUCcb OOHOBPEMEHHO Ha B3HeC-TpeboBaHNSX
N TEXHNYECKMX TpebOBaHUSIX.

4.3 dneMeHTbI NONIUTUKN 6e30MacHOCTU UHDOPMALIMOHHO-TENEKOMMYHUKALMOHHbLIX TEXHONOMMI
opraHusauum

Monutnka 6e3onacHocTn UTT gormkHa hopMMpoBaThCs, UCXOAA U3 COrMacoBaHHbIX Lienen u ctpaTterum
©e3onacHoctu UTT opranmnsaumn. Heobxogumo BbipaboTaTb U CoOXpaHaTb NONUTMKy 6esonacHocTn UTT, cooTBeT-
CTBYHOLLYHO 3aKOHOOATENbCTBY, TpeboBaHMAM perynmpyoLmx opraHoB, NONMTUKe B obnactu busHeca, 6esonac-
HocTM n nonutuke ATT.

YUem 6onee oprannsaums nonaraetcs Ha UTT, TeM BaxkHee ee 6e30nacHOCTb, KoTopasi obecneynBaeT Bbl-
nonHeHune duaHec-3aaau. Npu dopmmnposaHum nonutuku 6esonacHoctTn UTT cnegyet NOMHUTL 06 OCOBEHHOCTAX
KyTbTYpPbl, OKpY>KatoLLen cpeabl OpraHM3anunm, MOCKOSbKY OHU BIUSIKOT HA MOAX0A K 6€30MacHOCTU, HanpuMep Ha
3alUTHbIE MepbI, KOTOPbIE MOTYT ObITb NEerko NPUHATLI B 04HOW cpeae 1 6bITb abContoTHO Henpuemnems! B Apy-
ron. [leatenbHOCTb B 00MnacTy 6€30nacHOCTU, U3NOoXeHHast B nonutuke 6esonacHocTn ATT, MOXXET OCHOBbLIBATLCS
Ha OpraHn3aLUMOHHbIX LIENsiX U CTpaTerusix, pedynbtaTax NpeablayLmyx MCCreaoBaHnii Mo OLEHKE U YNPaBeHUto
pUCKOM, pesynbTaTtax MeponpusiTUin O CONPOBOXAEHUIO CO34aBaeMbIX 3aLLUUTHBIX MEP, MOHUTOPUHrE, ayauTe 1
aHanmae 6e3onacHocTn UTT B NpoLecce TeKyLEen AeATENbHOCTU 1 oTYeTax 0b nHupaeHTax 6esonacHocTu. Jliobas
cepbesHas yrpo3sa unm ysi3BUMOCTb, 3aMeYeHHas B X0A4e AaHHbIX MeponpuaTUiA, AoMmKHa ObITb COOTHECEHA C
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BusHec-nonuTunka opraHusaumu,
BbITEKALLAA M3 Lienen n ctpaTerum

opraHusauum
|
Opyrve nonuTukn Y
Monutuka 6esonacHocTU
Monutuka mapkeTunHra obraHv3aumm Monmtuka NTT
p u opraHusauum
opraHu3auum

MonuTnka nHdopmaum-
OHHOW Ge3onacHocTn

MonuTnka 6esonacHoCTU
UTT

!

*
LenapTameHT nnn 6uaHec-nogpasgenexHus .
Monutnka 6esonacHoctn ATT

v
| Y

| y wrTB

UTT A
Monutnka 6e3onacHoCTU
UTT

* ['nybyHa nepapxum (4MCno CnoB) 3aBUCUT OT HECKOMbKMX (PaKTOpOB (Hanpumep pasmepa opraHu3auun).

PucyHok 3 — Wepapxusi nonnTtuk

MONMMTUKOW OpraHM3aLmu, OnuckiBaroLLen oOLLMIA NoAX04 K pELLEHMI0 3TUX Npobriem 6e3onacHocTw. [leTanbHbie
OENCTBMS N3raratTcs B pasnmyHbIX NonuTrkax 6esonacHoct UTT unm gpyrux BCnoMoraTenbHbIX AOKyMEHTaXx,
Hanpumep B opraHM3auUmMoHHbIX MeToaax 6e3onacHoCT.

B paspabotke nonutukmn 6e3onacHoct UTT opraHnsaummv AOmKHbI MPUHMMATL y4acTue npeacraBuTenm Ha-
npaBneHun, CBA3aHHbIX C:

- ayguTowm;

- NpaBoM;

- oUHaHCamu;

- NHOPMALIMOHHBIMU CUCTEMaMMU (CreLManmcTbl U NoNb3oBaTenu);

- KOMMYHaIbHbIMU CNy>Xbamn/MHpacTpyKTypoy (nuua, oTBeYaloLLmMe 3a 34aHus1, pa3MeLLeHne, 3NEKTPO-
CHabXeHne 1 KOHOMUMOHMPOBaHUE);

- NepcoHarnom;

- 6e30onacHoCTbIO;

- PYKOBOLCTBOM.

B cooTBeTCTBMM C LlenaMK 6e30NacHOCTU U CTpaTerMen, NPUHATON opraHu3auuen ans 4OCTUKEHUS 9TUX
uenen, onpegenseTca Haanexalmin ypoBeHb AeTanusaumm nonutukm 6esonacHoctn UTT opraHusaumu. MNMonutu-
ka besonacHocTn UTT gormkHa pacnpocTpaHATbLCA Ha:

- NpeaMeT v 3aga4um 6e30nacHoCTY;

- yenu 6e30nNacHOCTM C y4eTOM MPaBOBbLIX Y PErynmpyloLmnx obs3aTenbCTB, a Takke ¢ y4eTom busHec-
uenem;

- TpeboBaHus 6e3onacHocTn UTT k obecneveHnto KOHpAEHLMaNbLHOCTH, LIeNOCTHOCTU, AOCTYNHOCTH, 6e-
30TKa3HOCTW, NMOAOTYETHOCTU M ayTEHTUYHOCTU MHCbOpMaLmn 1 cpeacTB ee 06paboTKy;

- CCbIJIKM Ha CTaHAapThl, fiexallime B OCHOBE AaHHOW NONUTUKK;

11
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- aJMUHUCTPUPOBaHME MHpOPMaLMOHHON 6e30NacHOCTU, OXBaTbIBaAOLLEE OPraHN3aLNOHHbIE U MHOVBUAY-
anbHble OTBETCTBEHHOCTU 1 MONTHOMOYNS;

- Noaxon K ynpaBrieHMI0 PUCKOM, NMPUHSITBIA B OpraHn3aLumu;

- METOA OnpeaerieHnst NPUoOPUTETOR peanm3aumm 3aWmnTHBLIX Mep;

- ypoBeHb 6€30MaCcHOCTU U OCTaTOUHbLIN PUCK, ONPeAeNisieMbli PyKOBOACTBOM OpraHu3aumu;

- 06Wwue npaBuia KOHTPOSA 4OCTYNa (FTOrMYecKnini KOHTPOSb JOCTYNA, a Takke KOHTPOsb dU3NYEeCKoro
[OoCTyna B 34aHus1, MOMELLIEHMS, K cucTemam 1 nHdopmaumn);

- Noaxodpbl K OCBEAOMITEHHOCTM 0 6e30MacHOCTU U NOBbILLEHNE KBanndukaumm B obnactn 6esonacHocT B
pamMKax opraHMsauum;

- NpoLeaypbl NPOBEPKM 1 NogaepkaHns 6e30MnacHOCTY;

- 06LLMeE BOMPOChHI 3aLMTbl MepCcoHana;

- cnocobbl, KOTOpPLIMK NONUTUKa Ge3onacHoOCTM ByaeT JoBeAeHa A0 CBeAEHUS BCEX 3aUHTEPECOBAHHbIX
i,

- YCNOBUS aHanMa3a unv ayamra nonmntmuku 6e3onacHocTy;

- MEeTOA KOHTPOJISt UBMEHEHUIA B NONUTMKE 6e30NnacHOCTL.

OpraHun3aumm gOIMKHbI OLLEHUTL CBOM TpebOoBaHMS, OKpYKatoLLyHo cpeay U YPOBEHb Pa3BUTUS U ONpeaennTb
Hanbonee oTBeYaloLLYI0 UM crieumndmyeckyto npodnemy 6esonacHocTn. Ata npobrnema BKITHOYAET B cebs:

- TpeboBaHus 6e3onacHocTn UTT, Hanpumep TpeboBaHMs KOHOUOEHUMANBHOCTU, LIENTOCTHOCTU, JOCTYMHOC-
TW, HEOTKA3yEMOCTU, ayTEHTUYHOCTU 1 JOCTOBEPHOCTUN, OCOBEHHO C y4ETOM MHEHWI BriafesbLIEB aKTUBOB;

- OpraHM3aLNoHHYH MHPaCTPYKTYpY U pacnpeneneHme obs3aHHOCTEN;

- MHTerpaumo 6e30nacHOCTU NPY COBEPLLUEHCTBOBAHUN CUCTEMBI U 3aKyrKaXx;

- onpengeneHne MeTogoB M YPOBHEN Knaccudmkaumm HgpopmMaumu;

- CTpaTerunto ynpasIieHNsl puckamu;

- NlaHUpOBaHWe HENPEpPbLIBHOCTY OM3HeCa;

- BOMPOChI, CBSI3aHHbIE C NepcoHanom (0coboe BHMMaHue OOIMKHO ObITh yaeneHo nepcoHarny, 3aHMMaroLLe-
MY OTBETCTBEHHbIE AOIMKHOCTU, TAKOMY KakK TEXHUYECKUIA MePCOHarn 1 CUCTEMHbIE aaMUHUCTPATOPbI);

- OCBEOMIJIEHHOCTbL U 0BbYy4YeHME NepcoHana;

- NpaBOBbLIE N perynmpytoLlme oba3aTenbeTBa;

- MEHE)KMEHT, OCYLLIECTBIISAEMbIA HE3aBUCUMbIM SKCNEPTOM;

- ynpaBneHne MHUMAeHTaMu MHOPMaLMOHHOM 6e30MacHOCTH.

Kak oTMeYeHo BbilLe, pe3ynbTaThbl UCCrieqoBaHui Mo OLIEHKE PUCKa, MPOBEPOK COOTBETCTBUSA 6€30MacHOCTH
N MHUNOEHTOB 6€30NMacHOCTN MOTYT OKa3bIBaTb BIUMSIHUE Ha NONUTUKY 6e3onacHocTn TT opraHusaumn. 310, B
CBOI0 o4epenb, MOXET NoTpeboBaTh NEPECMOTPa UITN COBEPLLIEHCTBOBAHWS paHee onpeaerieHHon cTpaTerim Unm
NonuTUKN 6e3onacHoCTu.

[nsa obecneveHns agekBaTHOM NoaaEPKKM BCEX CBA3AHHBLIX C 6€30NMacHOCTbLI0 Mep NonuTnka 6eaonacHoc-
™M UTT gomkHa 6biTb 0406peHa pyKOBOACTBOM OpraHn3aLui.

Ha ocHoBe nonutukm 6esonacHoctn TT gormkHbl 6bITb NOAroTOBNEHbI ANPEKTUBHBIE YKa3aHusl, 00s13aTernb-
Hble Ans BCeX pykoBoauTenem 1 COTpyaHUKOB OpraHM3aunn. ATo MOXET NoTpedoBaTh NogNMCcaHnst Kaxabim co-
TPYAHWKOM AOKYMEHTa, NoATBepXaatoLero ero o6s13aHHOCTU B paMkax 6e30nacHOCTM faHHOM opraHu3aumu. [a-
nee crieqyeT pasBMBaTh M OCYLLECTBISATb MPpOrpaMMy OCBEAOMITEHHOCTM 0 6€30MacHOCTU, Pa3bsSICHSAIOLLYHO 3TH
00s13aHHOCTH.

[ormkeH ObITb Ha3Ha4YeH OTBETCTBEHHBIN 3a NONUTUKY 6e3onacHocTn TT, koTopbii AormkeH obecneunBaTb
COOTBETCTBUE NONUTUKM TPEOOBaHUSAM U aKTyanbHOMY CTaTycy AaHHOM opraHm3aumn. OBbIMHO M ABIISIETCH CO-
TPYAHWK CNy>x0bl 6€30NMacHOCTU, KOTOPbIN HECET OTBETCTBEHHOCTL 3a CrieaytoLLme AeNCTBUS: MPOBEPKY COOTBET-
cTBUs 6e3onacHoOCTU, peBU3Nto, ayauT, 06paboTKy MHUMAOEHTOB, BbiBIEHME crabbix MecT B 6e30nacHOCTM U
BHECEHME M3MEHEHWI B NONUTUKY 6e3onacHocTu TT opraHmnsauum, KoTopble MOryT noTpeboBaThCs Mo pesyrbTa-
Tam NoAobHbIX AENCTBUN.

5 OpraHusauuoHHble acneKkTbl 6e30NacHOCTU UH(OPMaLMOHHO-
TeNeKOMMYHUKaLUUOHHbIX TeXHONOrumn

5.1 Cnyxeb6Hble 0653aHHOCTN U OTBETCTBEHHOCTb

5.1.1 CnyxebHble 0693aHHOCTU, NOAOTYETHOCTb U OTBETCTBEHHOCTL B OpraHu3aumm

O hekTmBHasA Ge3onacHoCTb TpebyeT NoJoTYETHOCTHU, NCHEPMNbIBAOLLETO ONPEAENEHUS U MPU3HaHUS 00s-
3aHHoOCTelN B cpepe 6esonacHocTU. PykoBoACTBO AOMKHO OTBEYATh 3a BCe acneKTbl ynpaBrneHust 6esonacHoc-
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Tht0, BKMOYAs NPUHATUE peLLeHnI Mo ynpasneHuto puckamu. OTaensHble ee hakTopsbl, TakMe Kak Tun, gopmMa
pervcTpaumm, pasmep 1 CTPyKTypa opraHusaumm, NOBAUSIOT Ha TO, Ha KakoM ypoBHe ByayT onpegeneHbl aTu
06a3aHHocTU. BedonacHocTb T T — aT0 MexamcumniMHapHas Tema, OTHocALWwascs K kaxkgomy npoekty UTT nko
BCEM MONb30BaTENsM BHYTPU OpraHu3auun. Hagnexallee onpegeneHve n pasrpaHuieHe nogoT4eTHOCTH, cne-
LUMdUYECKUX CryxebHbIX 06S3aHHOCTEN U OTBETCTBEHHOCTU AOIMKHO obecnedmBaTs adhEKTUBHOE U KBanmduum-
POBaHHOE BbIMOJTHEHWNE BCEX BaXKHbIX 3a4ady. B MarnbIx opraHnsaumsix ux pykoBogCTBO MOXET UCMOSHATb 00A3aH-
HOCTWU, CBA3aHHble ¢ 6e30MacHOCTLI0, NMBO Apyrne COTPYAHUKN MOTYT BbINOMNHATL ABe U 6onee dyHkumn 6e30-
nacHocTu. B nogobHbIX criyyasx Aris UCKITFYeHUs KOH(PIMKTa MHTEPeCcoB 1 obecneveHns Heobxoanmoro pasge-
neHus cnyebHbIX 06893aHHOCTEN HYXXHbl HE3aBUCUMbIE PEBU3U.

XoTs 3Ta uenb MoOXeT OblTb 4OCTUTHYTA NPY MOMOLLIM Pa3fMYHbIX OPraHN3aLMOHHBLIX CXEM, 3aBUCALLMX OT
pa3mepa 1 CTPYKTYpbl OpraH1M3anunn, B KaXK40W OpraHu3aumvmn OKHbI MPUCYTCTBOBAThL CrieayoLme cnyxebHble
0b6s13aHHOCTY:

- coBeT no 6e3onacHocTu UTT, KOTopbI 0O6bIYHO peLLaeT MeXaMCLMNNMHapHbIE BONPOCHI, AaeT KOHCYbTa-
LM 1 peKOMEeHAYET cTpaTerim, ogobpsieT NONUTUKA U NPoLEeaypbI;

- agMuHuctpartop 6esonacHocT UTT, KOTOpbIN CBA3bIBAET BOEAUHO BCE acnekTbl 6e30nacHOCTM BHYTPU
opraHu3aumu.

CoBeT no 6e3onacHOCTX M agMUHUCTpaTop 6e30MacHOCTU AOMKHbI UMETb CTPOro onpeaeneHHbIe U YeTKO
chopMynMpoBaHHble 00SA3aHHOCTY M JOCTATOYHbIE NONTHOMOYMS Anst obecneyeHns BbINONHEHUS NONUTUKN 6e30-
nacHoctn UTT. OpraHmsauns o6a3aHa npegocTaBuUTb agMUHUCTpaTopy 6€30nacHOCTU YeTKME MEXaHU3Mbl B3au-
MoZencTBUA, 06593aHHOCTM U MOSTHOMOYMS, @ ero 06513aHHOCTM JOMMKHbI ObITb 040OPEHBI COBETOM MO Ge30MnacHo-
¢t UTT. BeinonHeHue aTux coyHKLUMIN MOXET BbITb OMONHEHO NPUBeYeHNEeM BHELLIHNX KOHCYbTaHTOB.

Mpumep OTHOLLEHU Mexay agMUHUCTpaTopoM be3zonacHocTn UTT, coBeTom no 6e3onacHocTn UTT v npea-
CTaBUTENAMM APYrnX CTPYKTYP B pamMKax OpraHu3auunm, Takmx Kak nonb3oBartenu n nepcoHan UTT, nokasaH Ha
PUCYHKe 4. 3TV OTHOLLEHMS MOTYT HOCUTb YNPaBeH4YeCKUn Nnm oyHKUMOHarnbHbIN XapakTep. B npegcraBneHHoOM
Ha p1cyHke 4 npumepe opraHmnsauumn 6esonacHocTu UTT nokasaHbl TpU opraHn3aLmMoHHbIX YPOBHS. OHU B LIEeNoM
BbITEKAIOT U3 KIACCUYECKOWM OPraHN3aLMOHHOW CTPYKTYPbI, TAKOW Kak koprnopauusi/genapTaMeHT unm ueHTp/ous-
Hec-noapasgenexHne, Ho MoryT ObITh Nlerko aganTUpOBaHbl MPUMEHUTENBHO K NGO opraHM3aLmm yBenuieHnem
UINN YMEHbLLEHWEM YUMCTIa YPOBHEN B COOTBETCTBUM C MOTPEOHOCTAMM opraHm3aumu. Manble unu cpegHue opra-
HM3aLMKU MOTYT BO3MNOXWUTbL Ha aaMUHUCTpaTopa 6esonacHocTn UTT Bce 0683aHHOCTK, CBA3aHHbIE ¢ 6e30nacHoOC-
Tbto. Korga 0693aHHOCTM 06beAMHATCS, BaXXHO 06ecneynTb CoXxpaHeHne COOTBETCTBYHOLLLEro KOHTpons 1 6a-
naHca, 4tobbl n3bexaTtb KOHLEHTpaLUUn B OAHUX pyKax CrMLLKOM 60MbLION OTBETCTBEHHOCTU 63 BO3MOXHOCTHU
OKa3bIBaTb BINSIHUE U OCYLLECTBNATb KOHTPOSb 00S3aHHOCTEN.

5.1.2 CoBeT no 6e3o0nacHOCT MHPOPMaALIMOHHO-TENTIEKOMMYHUKaLUUOHHBLIX TEXHONOMUMn

B coBeT no 6e3onacHocTn TT OomkHbI BXOAUTb Ntoan, obragaroLume AoCTaTOYHOM kBanudukaumen, Yto-
Obl JaBaTb KOHCYNbTaLMK U peEKOMEHAALMM B OTHOLLEHUN CTpaTerm, onpeaensatb TpeboBaHus, hopMynupoBaTth
NonuTKKy, paspabatbiBaTb NporpaMmmMy 6€30nacHOCTU, NPOBEPSITE UX BLIMOSTHEHWNE U PYKOBOAWUTL aAMUHUCTPATO-
pom 6e3onacHocTn UTT. CoBeT MOXET y>Ke CyLLLeCTBOBaTb B paMKax OpraHn3aLmm unu, 4to npeanodtuTensHee,
MOXeT ObITb CO3aH OTAENbHbIA COBET No 6e3onacHocT UTT. B 06513aHHOCTM Takoro coBeTa Unm KommteTa BXo-
OVIT:

- KOHCYNbTUPOBaHME ynpaenstoLlero komuteta UTT no Bonpocam CTpaTerniyeckoro niiaHMpoBaHus B cde-
pe 6e3onacHocTy;

- hopmynmpoBaHme nonutukn 6esonacHoctn UTT B nogaepkky ctpaternm VITT 1 cornacoBaHue C ynpaens-
toLLMM koMmuTeToM No UTT (ecnu cyLecTtsyeT);

- TpaHCMpOBaHue nonuTuku 6esonacHocTy B nporpammy 6esonacHoctv ATT;

- MOHUTOPUHT peanusaummn nporpammel 6esonacHocTn UTT;

- aHanu3 adppekTMBHOCTU NONUTUKM Be3sonacHocTn UTT;

- NOBbILLEHNE OCBEOMIIEHHOCTU O Bonpocax 6eszonacHoctn ATT;

- KOHCYNbTUPOBaHME OTHOCUTENBHO PECYPCOB (JTFOOCKUX, AEHEXHbIX, HAYYHbIX U T. A.) AN NO4AEpKaHWs
npovecca NrnaH1MpoBaHUs 1 peanusaunm nporpammbl 6esonacHocTn UTT;

- peLleHne MexXoTpacrieBbIX Tpobnem.

[ns 6onbLuern ahpekTUBHOCTM COBET AOMKEH BKMOYATb B CBOM COCTAaB YIIEHOB, MMEKLLNX NOATOTOBKY B
ob6nactun 6e30MacHOCTU 1 TEXHUYECKMX acrnekToB UTT, a Takke NpeacTaBUTenen NpoBangepoB 1 Nonb3oBaTtenem
UTT. 3HaHus 1 onbIT B 3TUX chepax Heobxoammel ans paspaboTtkm nonutunkn 6esonacHoctn UTT.
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5.1.3 AaMuHucTpaTop 6e3onacHOCcTV MHPOPMALMOHHO-TENEKOMMYHUKALIMOHHbIX TEXHONOMUN

OTBeTCTBEHHOCTL 3a 6e3onacHocTb UTT gormkHa ObITe BO3M0XKEHa Ha KOHKPETHOMO agMUHMUCTpaTopa. Af-
MuHUcTpaTop 6e3onacHocTn UTT gormkeH urpath posib LeHTpa Angd Bcex HanpasreHui 6esonacHoctn ATT B
paMKax opraH13aumn; TemM He MeHee, agMmnHucTpaTop 6esonacHocTn UTT MOXeT AenerMpoBTb ApYroMy COTpya-
HWKY HEKOTOpPbIE CBOM MOMTHOMOYMS. Tako COTPYAHUK MOXET B3ATb Ha cebs1 4OMOMNHUTENBHO 00s13aHHOCTH agMu-
HucTpaTopa 6e3onacHocT UITT, XOTHA B CPEQHMX M KPYMHBIX OpraHn3aumsix peKOMeHAyeTCsi OpraHu3oBbIBaTh Cre-

PykoBoacTteo
4 opraHu3aLmm

-,
I

el AIMUHUCTPaTOP
s Ge3onacHocTU
opraH13aLmm

___________ —| AamuHuctpatop
6e3onacHocTH
nTT

7 TR

GYHpaBﬂﬂIOLLI,VIVI KOMUTET

Monutnka
6e3onacHoCTH
UTT

YpoBeHb opraHusaLuu.
YpoBeHb AenapTameHTa

AamuHucTpatop 6esonacHocty UTT.

MpencTtaButens(n) UTT R
JenapTaMmeHT unu 6usHec-eguHmLa

MpencTasuteny nonb3osaTenel HOJ'TIrMKa GesonacHocTn
UTT AenapTamenTa
Unn BU3HEC-eAUHULbI

YpoBeHb npoekTa
*
UINN CUCTEMBI

AgmMuHucTpaTop
6esonacHocTH
npoekta unn UTT

AOMUHUCTPaTOP
6e3onacHocTH
NTT MonuTtyka 6e30nacHoCTy
UTT npoekTa,
WUIN CUCTEMBI

* Tonkko B AenapTameHTax I0CTaTOuHOro pasmepa.
—————— cnyxebHble 06s13aHHOCTHY;
- OpraHN3aLNOHHbIN YPOBEHb

PVIOyHOK 4 — [lpumep opraHusaumm ©6e3onacHocTn MH(bOpMaI.lMOHHO-TeJ'IeKOMMyHVIKaLI,VIOHHOVI CUCTEMBbI
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UMarnbHY OIPKHOCTb. B KpYMHbIX OpraHmM3aumsax MOXeT CyLLeCTBOBaTb CETb aAMUHUCTPATOPOB ANs nogpasae-
NEeHVI, AenapTameHToB 1 T. 4. B kadecTBe agmmnHucTpaTtopos 6e3onacHocTi ATT 1 agmmHmcTpaTopoB 6e3onacHo-
ctn UTT ansa genaptaMmeHToB/nogpasgeneHun npeanodtTuTensHo oTbmpaTth nioger ¢ obpasoBaHuem B obnactu
6e3onacHoctu n UTT. B 06s13aHHOCTM agMuHUCTpaTopa 6e3onacHocty UTT BXxoauT:

- HabnoaeHme 3a peanv3aumen nporpammbl 6esonacHocTn UTT;

- NoAaepXkaHue KoHTakTa ¢ coBeTom no 6esonacHoctn UTT n agmmnHucTpaTtopom 6e3onacHocty UTT m npe-
OOCTaBIIEHVE VM OTYETOB;

- onyGriMKoBaHme 1 noaaepka nonutukn 6esonacHoctn UTT n anpekTus;

- KOOpAVHaUWs paccrneaoBaHns UHUMOEHTOB,;

- yripaBneHmne NporpaMMon 0CBE4OMIIEHHOCTU 0 6e30MacHOCTU B pamMKax OpraHnsaumm;

- yCTaHOBreHWe uenen u kputepunes 6esonacHocT UTT, ncxoasi U3 NoNnUTUK;

- aHanu3, ayauT 1 MOHUTOPUHTI 3EKTUBHOCTU KOHTPOMNSsi 6e30MacHoOCTy;

- aHanu3, ayauT u MOHUTOPUHT CTpororo cobnoaenns npoueayp 6esonacHoct TT B opraHusauun.

CnyxebHble 0653aHHOCTM MOTYT ObITb pa3ferneHbl C y4eTOM pa3mepa OpraHn3auum, CIIOXXHOCTU CUCTEMBI
6e30nacHOCTN U OPYrnX ee 3Ha4YUMbIX 0COBeHHocTen (cM. 5.1.1).

Mpumepbli— fQenezupyembie pyHKUUU MO2ym 6bimb criedyrouumu:

a) admMuHucmpamop 6ezonacHocmu npoekma UTT.

OmoenbHbIe NPOeKMbI Unu cucmembl 0JDKHbI UMemb J1UY, OmeemcimeeHHbIX 3a 6e3onacHocmb,
KomopbIx uHo20a Ha3blearom aOMuHUcmMpamopamu 6e3onacHocmu npoekma UTT. B pside criy4aee makue
ob6s13aHHOCMU Mo2ym 6bimb OoNosIHUMesIbHOU Hazpy3kol. Pykoeodcmeo makumu aGMuHUcmpamo-
pamu dosnkeH ocyujecmersisimb aOMuHucmpamop 6esonacHocmu UTT. AGmMuHucmpamop 6e3onacHoc-
mu UTT sienissemcsi UeHMpPOM 8cex cesi3aHHbIX ¢ 6e30nacHOCMbIO acrieKmoe rnpoekma, cucmemabi Unu
epynnbsi cucmem.

O6s13aHHOCMU adMuHUcmpamopa 6ezonacHocmu npoexkma UTT eknroyarom e cebs:

- noddepxxaHue KOHMaKkma ¢ abMuHucmpamopom 6ezonacHocmu UTT u npedocmaeneHue emy
omy4emos,

- ebIpabomkKy u peanu3sayuro niaHa 6ezonacHocmu 0711 KOHKPEMHO20 NPoeKma,

- meKyw,uli MOHUMOPUH2 peasiu3ayuu u ucroJsib308aHusi 3aWumHbix Mep & chepe UTT,

- nepeoHavanbHoe paccriedogaHue u codelicmeue 8 paccriedogaHuu UHUUGeHMos;

8) admuHucmpamop 6e3onacHocmu UTT.

B cpedHux u KpynHbIX op2aHu3ayusix, Kak npasursio, cyujecmeyrom hyHKyuu 051s1 desie2upoeaHHo-
20 ynpaseseHusi, eKJloqaroujue e cebsi:

- ucrnosiHeHue u npumMmeHeHue rnpoyedyp 6esonacHocmu UTT,

- adMuHUcmpupoeaHue 6e3onacHocmu cucmem u cemu,

- 06HOBJIeHUEe crieyughuvecKux npo2pamMm 6ezonacHocmu (HanpumMep aHMU8UPYCHbIX MPO2PaMM,
eepcull npoezpaMMHO20 obecrie4eHus1), Mpo2paMMHO20 obecrie4yeHusl,

- adMuHUCMpuposaHue crieyuguvdeckux Memodo8 KOHMpPoJiss 6ezonacHocmu, Harpumep pe3epe-
HbIX Konut, criucka KOHMpoJist docmyna u m. 0.

AdmuHucmpamopsbi 6e3onacHocmu 0oJDKHbI UMemb coomeemcmeyruyro No82o0moeKy 0115 npo-
eedeHusi creyuasnbHbIX MePONPUsIMUU U NPUMeHeHUs cneyuasibHbIXx cpedcme 3auumel.

5.1.4 Nonb3oBaTenu HHOPMaLUNOHHO-TENEKOMMYHUKALMOHHbIX TEXHONOIUMn

Monb3oBatenu UTT oTBevaloT 3a:

- ncrnonb3oBaHne NTT-pecypcoB B COOTBETCTBUM C MONIMTUKON, AMPEKTUBaMM U NpoLeaypamu;

- 3aLWmMTy BU3HEC-aKTVMBOB B COOTBETCTBUM C NOMMTUKOW, ANPEKTUBaMK U Npoueaypamm 6esonacHoctn UTT.

5.2 OpraHn3saumoHHble NPUHLMUNbI

5.2.1 O6sa3aTtenbcTBa

[nsi o6ecneveHns 6e30NacHOCTM aKTMBOB OpraHM3aLmMmn JOMKHbI CyLLIECTBOBaTh 0693aTenbCTBa PyKoBOAd-
CTBa OpraHunsauum B oTHoLLeHun obecneyeHuns 6esonacHocTn AT T. Jiobor chakTnyecku CyLLEeCTBYHOLLMIA UK OCO3-
HaBaeMblli HE4OCTaTOK TakMx 0653aTensCTB OyaeT NoapbIBaTh 4OBEPME K agMUHUCTpaTopy 6esonacHocT UTT m
3HauMTEeNbHO OCNabnAaATh 3aWuTy NPOTUB Yrpo3. Pe3ynbTaTtoMm NOAAEPKKMN CBEPXY AO0MMKHA CTaTb 0puULmManbHO
cornacoBaHHas 1 JOKYMEHTUPOBaHHas nonutuka 6esonacHocTn ATT, BbiTekatoLLLas U3 NONUTUKM 6e30nacHOCTM
opraHusauun. CyLecTByoLLasi KOHKpETHasA MONUTUKA U e€ KIHYEBbIE 3IEMEHTbI JOIMKHbI PErYNAPHO OBOAUTL-
Cs1 00 cBeieHMs paboTatoLLMX B OpraHn3aumm Ha MOCTOSIHHOW OCHOBE M MO KOHTPAKTY U (f4e YMECTHO) NogYepKu-
BaTb 3aUHTEPECOBAHHOCTb 1 NOAAEPKKY PYKOBOACTBOM NONuUTUKM BesonacHocTn ATT.
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Ob6si3aTenbCcTBa PYKOBOACTBA OpraHn3aLmMmn B OTHOLLEHUN 3aa4d 6e30nacHOCTM BKIoYatoT B cebs:

- MOHMMaHWe oBLLMX NOTPeBHOCTEN opraHM3aLumu;

- MOHMMaHWe noTpebHocTn B 6e3onacHocTn UTT B pamkax opraHm3auuu;

- AEMOHCTpaLMo 0643aTeNnbCTB B OTHOLLEHUN 6e3onacHocTn ATT;

- HeoBXxoaUMOCTb 0bpaLLeHMs K NoTpebHocTamM 6Ge3onacHocTy UTT;

- HeoBXoaNMOCTb BblaeneHus pecypcoB angd 6esonacHoctn ATT;

- OCBEJOMIIEHHOCTb Ha CaMOM BbICOKOM YPOBHE O TOM, YTO siBNsAeTcs cpeactsamu 6esonacHoctn UTT ne
4YeM OHa 3akrnodaeTcs (BO3MOXHOCTU, OrpaHNYeHNs).

CnepyeT nponaraHaupoBaTh Lienv 6e30nacHOCTU BO BCEW OpraHm3aumn. Kaxxapbin cCoTpyaHVK, padoTaroLwmin
Ha MOCTOSIHHOW OCHOBE MW MO KOHTPaKTY, JOJMPKEH 3HAaThb O CBOMX 00A3aHHOCTSIX, OTBETCTBEHHOCTU, O BKIaJe B
BesonacHocTb UTT n emy AomKHbI ObITb NpegoCcTaBEHbI MOFTHOMOYUS ANS UX JOCTUXKEHWS.

5.2.2 NocnepoBaTtenbHbIM NOAXOA,

Heobxoamm nocnefoBaTenbHbIN NOAX0A KO BCe AeATENBHOCTU MO NaHUPOBaHWIO, peannsaLmn u ynpas-
neHuto 6esonacHocTbio UTT. BesonacHocTb fomkHa ObITb 06ecneyeHa Ha NPOTSPKEHNM BCEMO XXU3HEHHOTO LiMKNa
nHdopmMaumm n UTT — oT nnaHnpoBaHns 40 NpUoOpeTEHS, TECTUPOBaHNS U 3KCNyaTaumu.

OpraHu3saunoHHas CTPYKTypa, NoKa3aHHas Ha pUCYHKe 4, MOXEeT COAENCTBOBATbL rAPMOHN3MPOBAHHOMY
noaxody k 6esonacHoctn NTT BO Bcen opraHmnsauumn. CTpyKTypa JOJPKHA OblTb OCHOBaHa Ha TpeboBaHusAX 1
NOMNOXEHMAX MEXAYHAPOAHbIX, HALMOHAbHbIX, PErMOHarbHbIX, OTPaCcNeBbIX CTaHAAPTOB U NpaBun, U cTaHaap-
TOB OpraHu3aLumu, NPUMeEHsIEMbIX B COOTBETCTBUU C NoTpebHocTsamu UTT opraHusaumn. TexHudeckne HopMbl Jon-
XHbl JOMNOMHATLCA NPaBMNaMm 1 pekoMeHaauUmMsIMm1 no nx peanmsauum u UCNosfb30BaHUIo.

Vcnonb3oBaHve ctaHgapToB obecneyrBaet:

- UHTErpMpoBaHHy 6€30NacHOCTh;

- (byHKUMOHanbHY0 COBMECTUMOCTb;

- COrnacoBaHHOCTb;

- MOBUNBLHOCTb;

- 9KOHOMWIO CPEACTB;

- MEXXCETEBOE B3aNMOLENCTBME.

5.2.3 UHTerpupoBaHue 6e3onacHOCTN MUH(POPMaLMOHHO-TENTEKOMMYHUKALMOHHbIX TEXHOSOTUMN

HeaTtenbHocTb Mo 6e3onacHocTu 6onee adhdeKkTUBHA, ECNU B paMKax OpraH13aLmm OHa OCyLLEeCTBIISETCS
€OVHOOBpa3Ho M € HavYana xu3HeHHoro uukna cuctemel UTT. Mpouecc 6e3onacHoctn ATT cam no cebe aBnseTcs
nocrefoBaTeNbHOCTLHO MHOXECTBA NEPUOANYECKUX AENCTBUIA N LOMKEH UHTErpupoBaThLCs BO BCe (hasbl XKn3-
HeHHoro umkna cuctembl UITT. HecmoTps Ha To, 4To 6e3onacHocTb Hanbonee addeKTUBHA B Crlyvae MHTerpauum
B HOBYIO CMCTEMY C CaMOro Hayana, uHTerpaumsi 6€30nacHOCTU OKaXXeT MNOJIOKUTENbHOE BO3AENCTBUE HA YKe
paboTatoLme cucteMbl 1 BM3HEC-AeATENbHOCTb Ha NloboM aTane.

YKnsHeHHbIN uukn cuctembl UTT MoxXeT ObITh pa3geneH Ha YeTbipe OCHOBHbIE (ha3bl. Kaxkaas n3 atux a3
cBsA3aHa ¢ 6esonacHocTbio UTT crnegyrowmm obpasom:

- NnNaHnpoBaHue — notpebHocTn 6esonacHocTn UTT AormKkHbI ObITh YYTEHbI NPY NITaHUPOBAHNM U B NPOLIEC-
Ce NPUHSITUS peLLEHUIA;

- npnobpeTeHne — TpeboBaHust 6esonacHocTn UTT gormkHbI ObITh BKITHOYEHBI B MPOLECCHI KOHCTPYUPOBa-
HWs1, pa3paboTkK, 3aKyrnkn, MmoaepHusaumu cuctem NTT. UHTerpaums TpeboBaHuii 6€30MacHOCTY B yKa3aHHYHo
[eaTenbHOCTb rapaHTUpyeT, YTO peHTabernbHbIe CPeACTBa U Mephbl, OTHOCALLMECS K chepe GesonacHocTy, ByayT
CBOEBPEMEHHO peanun3oBaHbl B JaHHOW CUCTEME;

- TeCTUpoOBaHWe — TeCcTupoBaHune cucteMbl UTT gomkHO BkMoYaTh B ceba TeCTUPOBaHME KOMMNOHEHTOB,
CBOWCTB 1 obcnyxuBaHusa 6esonacHoct UTT. HoBble v NU3MeHEHHbIE KOMMOHEHTbI 6€30MacHOCTU LOJDKHbI
TECTUPOBATBLCS OTAENBHO C TEM, YTOObI MOATBEPANUTb, YTO OHW (DYHKLMOHMPYIOT AOMKHBIM 0Bpa3om, a fanee, B
onepaLroHHOM OKPY>KEHUWN, — AN NOATBEPXKAEHUSA TOTO, YTO UX MHTErpauus B cuctemy UTT He HapyLLuT Xxapak-
TEPUCTUK Ka4eCTBa NN CBONCTB Be3onacHOCTU. B TeueHue Bcex CTagum )XU3HEHHOTO LiMKINa CUCTEMbI JOMKHO
ObITb 3annaHMPOBaHO ee Nepuoanyeckoe TeCTUPOBAHME;

- akennyaTtaums — 6esonacHocTb UTT gormkHa 6bITb MHTErpupoBaHa B orepaumoHHyto cpeay. [Nockonbky
cuctemy UTT ncnonb3yoT AN BeINOMHEHUS onpeaeneHHbIX oyHKLUMI, OHa A0IMKHA NOAAEpXKMBaTLCSA B paboyem
COCTOSIHWM W, KaK NpaBuino, NoABepraTbCsl CepmMm MOAEPHU3aLMI, BKIOYaLWmX B cebs1 3aKynKy HOBbIX KOMMO-
HEHTOB TEXHUYECKUX CPEACTB, a Takke MoandmKaLmMn Unm JONOSTHEHUIO NporpaMMHoro obecneyeHus. K Tomy xe
OHa noaBepXKeHa 4YacTbIM U3MEHEHUSAM ONepaLOHHOM cpeapbl. OTU U3MEHEHMS MOTYT CO34aTb HOBbIE YA3BUMOCTU
CUCTEMBI, KOTOPbIE AOMXKHbI ObiTb NPOaHaNM3MPOBaHbl 1 OLLEHEHbI U NGO CHKEHBI, MO0 NPUHATBLI. CTONb Xe
BaXkHbl 6e3onacHasi 3aMeHa nnm nepenogynHeHne CUCTEM.
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O6ecneyeHune beszonacHocT! UTT — NOCTOSIHHBIV NPOLECC C MHOXXECTBOM OOPaTHBIX CBA3EW BHYTPU U MEX-
a4y dasamm xm3HeHHoro umkna cuctemsl UTT. B 6onbLlUMHCTBE criydaes cyLlecTByeT obpaTHas CBsA3b MeXay U
BHYTPW BCEX OCHOBHbIX COCTaBNSALLMX Npouecca obecneveHns 6esonacHoctn UTT. CeA3b JommkHa obecneyn-
BaTb HEMPEPbIBHbIN NOTOK MHGOPMAaLMKM 00 ysI3BMMOCTSIX, Yrpo3ax 1 3aLUMTHbIX Mepax B cMcTeme 6e3onacHoCTu
UTT Ha npoTspkeHumn BceX has XXM3HEHHOTO Uukna cuctembl ATT.

Kaxxgoe HanpaBneHve GnsHeca opraHn3aumm MOXET Takke onpeaensTb yHUKanbHble TpeboBaHms 6e3onac-
HocTu UTT. Takme HanpaBneHns AOMKHbI B3aUMHO NOAAEPKUBaTh ApYr Apyra: obLwmi npouecc 6e3onacHocTm
UTT gomkeH obecneunBate 06mMeH nHdopMauuer 06 acnektax 6€30nacHOCTY B LIENSAX €€ MCMONb30BaHNS A1
npouecca NPUHSTUS PeLLEHNsI PyKOBOOCTBOM.

6 PyHKUMM ynpaBneHUs 6e30nacHOCTbLI0 MHPOPMALIMOHHO-
TeNeKOMMYHUKALMOHHbIMUA TEXHONOIUAMM

6.1 O6wue BOonpoChkI
[ns ycnewHoro ynpaeneHusi 6esonacHocTeto UTT TpebyeTcst npyMeHeHne BUOO0B OeATENbHOCTU, HEKOTO-
pble U3 KOTOPbIX OCYLLIECTBISIOT B COOTBETCTBUM CO CieAyHOLLIMM LIMKIOM:
a) NNaHNpPOBaHME:
1) onpeaeneHne opraHnsaumnert TpedoBaHui nNo 6esonacHocT UTT,
2) onpeaeneHne opraHu3aumen Lenen, crpaternin n nonutuk 6esonacHoctm UTT,
3) ycTaHoBneHne 0683aHHOCTEN N OTBETCTBEHHOCTM B paMKax OpraHn3auum,
4) paspaboTka nnaHa no 6eaonacHocTn UTT,
5) oLleHKa pucKoB,
6) peLueHne 06 06paboTke purcka 1 BbIbope 3aLLMTHBIX Mep,
7) NNaHnpoBaHne HeNpepbIBHOCTY O13HeCa;
0) peanuzauus:
1) cozgaHwue 3almTHBIX Mep,
2)opnobpeHne UTT,
3) paspaboTka 1 BbINOTHEHWE NPOrpaMMbl OCBEAOMIIEHHOCTY NepcoHarna o 6e3onacHocTy,
4) ayauT-OyHKUMOHNPOBAHME 3aLLMTHBIX MEp;
B) aKCMyaTaumsi M Noaaepxka:
1) KOHTPOMb KOHOUIYPaLMK 1 YNPaBreHNE N3MEHEHNSMN,
2) ynpaBreHue HenpepbIBHOCTbLIO Bu3Heca,
3) aHanua, ayauT 1 MOHUTOPWIHT, @ Takke NpoBepKa COOTBETCTBUSA 6€30MacHOCTU 3asiBIIEHHBIM Tpe-
6oBaHuAM,
4) ynpaBneHve niumyaeHTamm 6e3onacHOCTV MHGOpMaLMn.
6.2 BHelwuHMe ycnoBuA
Mpw ynpaBneHn (oyHKUMOHANbHOM OEATENBbHOCTBIO B 06M1acTy 6e30nacHOCTM HEOH6XOAUMO YUMTEIBATL BHE-
LLIHIOK Cpefly, B KOTOPOW AENCTBYET OpraHn3auusi, MOCKOSbKY OHa MOXET OKa3biBaTb 3HAYMTENBHOE BNNSIHWNE Ha
06LLMI MoAX04 K opraHu3aumum MHopMaunoHHon 6esonacHocTy. B HekoTopbIx cnyyasix obecneyeHue nHgpopma-
LMOHHOW 6e30MacHOCTUN ABNSIETCA NPepPOoraTMBO roCcyaapCTBa, KOTOPOe onpeaenseT 06593aHHOCTN 1 OTBETCTBEH-
HOCTb MyTEeM NPUHATKSA U BBOAA B AENCTBME 3aKOHOB. B Apyrvx cnyyasx oTBETCTBEHHOCTb Bo3naraeTcs Ha cob-
CTBEHHUKA UNn MeHekepa. B cBsI3n ¢ 3aTMM MOXeT CyLLeCTBEHHO MEHSITBCS NoaxoA k 6esonacHoctn NTT-opra-
HM3aLK.
6.3 YnpaBneHue puckamum
Mpouecc ynpaBneHus pyckamu OIMKeH ObITb HEMPepbIBHbIM. B HOBBIX CUCTEMaXx 1 B CUCTEMAaX, Haxoas-
LLMXCS Ha CTagun MaHUpOBaHWs, ynpaneHne puckamu JOMKHO ObiTb YacTbio Mpouecca KOHCTPYUPOBaHWS U
pa3paboTku. B yxe cyLLecTByOLWMX cUCTEMaXx ynpaBrneHne puckamm AOMMKHO OCYLLLECTBNSATLCS B Niobor noaxo-
Asawum MmomeHT. [Npu npouecce NNaHMPOBaHNS 3HAYNTENbHBLIX U3MEHEHWUI B CUCTEMAX yNpaBrieHne pyckamu
OOIMKHO ObITb YaCTbIO 3TOr0 NPoLecca U JOMMKHO YYUTbIBaTb BCE CUCTEMbI BHYTPY OpPraHn3aLmu, a He MPUMEHSITb-
CS1 TONbKO K KOHKPETHOW M30MNMPOBaHHON CUCTEME.
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