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MpeancnoBue

Llenn v npuHumMnel ctaHgaptmsaumm B Poccuiickon depgepaumn yctaHoBneHbel ®efepanbHbiM 3aKOHOM
oT 27 gekabpsi 2002 r. Ne 184-®3 «O TexHN4YeCKOM perynmpoBaHumny, a npasusna NpUMeHeHNs HaUuMOHanbHbIX
craHgapToB Poccuickon ®egepaunm — NOCT P 1.0—2004 «Ctangaptmnsaums B Poccuiickon ®egepaumm. Oc-
HOBHbIE MONOXEHUNA»

CBepeHus o cTaHpapTe

1MNOArOTOBIJEH ®eneparnbHbIM rocyaapCTBEHHBIM yupexaeHnemM «ocyaapCTBEHHbIN Hay4YHO-UCCneao-
BaTENbCKUM UCTbITATENBbHbBIA MHCTUTYT NPOGNeM TEXHNYECKON 3awmuTbl MHGopmMaumn ®egepansHom cnyobl Mo
TEXHUYECKOMY N 3KCMOPTHOMY KOHTposto» (PIY « THUU MT3UN ®CTIK Poccnmn), BaHkom Poccnm, obLiectBom ¢
OrpaHNYEeHHON OTBETCTBEHHOCTLIO «HayyHo-nponssoacteeHHas doupma «Kpmctann» (OO0 «HIMP «Kpuctann»)
Ha ocHoBe COBCTBEHHOIO ayTEHTUYHOIO NepeBoAa CTaHAapTa, yKa3aHHOTO B MyHKTE 4

2 BHECEH TexHun4eckum kommnteTom no ctangapTtnsaumm TK 10 «lMepcnekTnBHbIe NPON3BOACTBEHHbBIE TEX-
HOJOrMKN, MEHEAXKMEHT M OLlEHKa PUCKOB»

3 YTBEPXIEH VM BBEJJEH B AEVCTBUE Tpukasom deaepanbHOro areHTCTBa Mo TEXHUYECKOMY pery-
nnpoBaHuio n MeTposiorm ot 7 noHs 2007 1. Ne 122-cT

4 HacTtoswuin cTaHaapT naeHTudeH mexayHapogHomy otvety MCO/MBK TO 13335-4:2000 «MHdopma-
LMOHHas TexHonorus. PekomeHaaumm no MeHemKMeEHTY 6e30nacHOCTM MHOPMAaLMOHHbBIX TEXHONOMMIA. YacTb 4.
PykoBoacTtBo no MmeHemxkmeHTy 6e3onacHocth cetu» (ISO/IEC TR 13335-4:2000 «Information technology —
Guidelines for the management of information technology security — Part 3: Selection of safeguards»).

HavmeHoBaHWe HacTosiLLero cTaHaapTa M3MEHEHO OTHOCUTENBHO HAMMEHOBaHWS YKa3aHHOTO MeXXayHapoa-
Horo ctaHgapTa ans npuBeneHus B cooteetcteue ¢ FOCT P 1.5 — 2004 (noapasgen 3.5)

Mpu NPUMEHEHUN HACTOSALLIErO CTaHAapTa PEKOMEHAYETCSI UCMONb30BaTh BMECTO CChINOYHbLIX MEXAyHa-
POAOHbIX CTaHAAPTOB COOTBETCTBYIOLLME MM HauMoHanbHble cTaHaapTbl Poccuiickon deaepaunm, cBeAeHNs O
KOTOPbIX NPUBEAEHbI B AOMONHUTESNTBHOM MPUOXeHUH |

5 BBE[IEH BIMEPBbIE

UHghopmauyusi 06 usMeHeHUsIX K HacmosiuemMy crmaHdapmy rmybriuKyemcs 8 exxe200H0 usdagaeMoM UHGhOp-
MaUuUOHHOM yKkazamerne «HauuoHanbHble cmaHdapmbl», @ meKcm U3MeHeHUl U Mornpasok — 8 eXXKeMeCsiYHO
u3dasaemMbix UHGhOPMaUUOHHbIX yKa3amernsx «HayuoHarnbHble crmaHO0apmbi». B criydae nepecmompa (3ameHbi)
usiu OmMeHbl Hacmoswe20 cmaHdapma coomeemcmayrouwiee ygedomrieHue 6ydem orybriuKoeaHo 8 eXXeMecsiy-
HO u3dasaeMoM UHGOpMaUUOHHOM ykasamerie «HayuoHanbHbie crmaHO0apmbly. Coomeemcemeytoujas UHQop-
Mauyusi, yeedoMIIEHUS U MeKCMbl pa3Mewaromcst makxe 8 UHghopmayuUOHHOU cucmeme obuiezo rosib308aHuUs —
Ha oghuyuansHom catime @edeparibHO20 azeHmcemea o MexXHUYeCKOMy peayriupog8aHUro U Memposioauu 8 cemu
NHmepHem
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FOCT P NICO/MIK TO 13335-4—2007

HAUWOHANBbHBIA CTAHOAPT POCCUUCKOW OEQEPALMUMNU

UHdopmaumoHHaa TexHornorus
METOObl U CPEOCTBA OBECINEYEHUA BE3OMNACHOCTU

YacTtb 4
Bbi6op 3awmThbl Mep

Information technology. Security techniques. Part 4. Selection of safeguards

Oarta BBegeHnsa — 2007—09—01

1 O6nacTb NnpMMeHeHus

HacToawmn ctangapT siBNsieTcst pyKkoBOACTBOM MO BbIGOPY 3aLLUUTHBIX MEpP C y4eToM noTpebHocTel un
npo6nem 6e3onacHOCTM opraHM3aummn. B HacTosiLem ctaHaapTe onvcaH npolecc Bbibopa 3alwmTHLIX Mep B COOT-
BETCTBMM C PUCKOM CUCTEMBI GE30MACHOCTM M C y4ETOM OCOOEHHOCTEN OKpY»KatoLLen cpeabl. HacTtosLwmi ctax-
AapT yCTaHaBMNMBaeT Cnocobbl 4OCTUXEHMS COOTBETCTBYIOLLEN 3aLUMTbI HA OCHOBE 6a30BOro ypoBHs 6e3onacHo-
cTu. NMprBeAEHHbIN B HACTOSILLEM CTaHAApTe NoAxXon K BbIOOpY 3aLLMTHLIX Mep CorflacoBaH ¢ MeToAamu ynpas-
neHus 6e30MacHOCTLI0 MHAOPMALIMOHHBLIX TEXHONOMMIA, NprBeaeHHbIMU B MICO/MOK TO 13335-3.

2 HopmaTuBHbIe CCbINKK

B HacTosILEeM cTaHOapTe MCNOoMb30BaHbl HOPMATUBHBIE CChINTKW Ha Crieayolme CTaHaapThl:

NCO/M3BK 9126-1:2001 NMporpammupoBaHme. Kauecto npoaykta. Yacte 1. Mogenb kayecTBa

NCO/M3K 10181-2:1996 MHdopmaumoHHas TexHororus. Baaumoaenctame oTKpbITbIX cucteM. OcHoBbI be-
30MacHOCTU Anst OTKPbITLIX cucteM. YacTtb 2. OCHOBLI ayTEHTUMKALMN

NCO/M3BK 11770-1:1996 NHhopmaLmMoHHbIe TexHonornn. MeToabl 6e3onacHoCTU. YnpaBneHue Krnoyamu.
Yactb 1. CTpyKTypa

NCO/M3K 13335-1:2004 MIHdopmaumoHHast TexHonorus. Metoapl obecneveHuns 6esonacHoctn. MeHex-
MeHT 6e30nacHOCTN MHAPOPMALMOHHBIX M TENEKOMMYHMKALMOHHBIX TEXHONormn. Yacts 1. KoHuenumsa n mogenm
MeHepKMeHTa 6e30NacHOCTY MHGOPMALIMOHHBIX 1 TENEKOMMYHMKaLMOHHbIX TEXHOOMIA

NCO/M3IK TO 13335-3:1998 NHpopmaLmoHHas TexHonorns. PekomeHgaumm no MeHedXXMeHTy 6esonacHo-
CTM UH(POPMaLIMOHHBIX TexHonornin. YacTe 3. MeToabl MeHepkMeHTa 6e30nacHOCTY MHAPOPMALIMOHHBIX TEXHOSTO-
i

NCO/M3K TO 13335-5:2001 NHpopmaLmoHHast TexHonorusi. PekomeHaaumm no MeHegkKMeHTy 6e3onacHo-
CTU MHAPOPMALMOHHBIX TEXHOMNOMMI. YacTb 5. PyKoBoACTBO N0 MeHeKMeHTy 6e30MacHOCTU ceTu

3 TepMuHbI 1 onpeaeneHus

B HacToswwem cTaHaapTe npuMmeHeHbl TepMuHbl No MCO/M3K 13335-1, a Takke cnefytowime TepMyHbI C
COOTBETCTBYHOLLMMM OrnpeaeneHnsIMu:

3.1 ayteHTUdpukayma (authentication): O6ecneyeHne ogHO3HAaYHOro COOTBETCTBUS 3aABEHHOrO MAEHTU-
dukaTopa 0ObEKTY.

[MCO/M3IK 10181-2]

3.2 upeHtndukaums (identification): Npouecc npncBoeHNst 06BEKTY YHUKANBLHOIO naeHTUduKaTopa.

1* 1
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4 Uenb

Llenb HacTosiwero ctaHaapTa — obecneynTb PYKOBOACTBO MO BbIGOPY 3aLLMTHBLIX Mep. [JaHHOE pyKOBOA-
CTBO NpeAHa3sHavYeHo Ans CUTyauuia, Koraa NPUHSITO peLLeHne BbibpaThb 3aLLMTHbIE Mepbl Ans CUCTeMbl MHpopMa-
LIMOHHbIX TexHororui (UT):

- COrnacHo TUny 1 xapakTepuctukam cuctemol T;

- cornacHo o6LLMM oLieHkam npobrem u yrpo3 6esonacHocTy;

- B COOTBETCTBUM C pe3yrbTaTamu AeTarbHOro aHanmaa puckos.

B pononHeHue Kk HacTosiLEMY CTaHAapTy NPeAoCTaBNeHbl NEPEKPECTHbIE CCbINKK, NOKa3biBaOLWWe, rae
BbIOGOP 3aLLMTHBIX MEP MOXET ObITb JOMOSHEH 3@ CHET NPUMEHEHMUS 06LLLEOCTYMHBIX PYKOBOACTB, COAEPXKaLLMX
onvcaHue 3awnUTHbIX Mep.

Hacrosiwumii cTanaapT Takke CoaepKUT ykasaHus no paspaboTke 6a30BOro pykoBoACTBa Nno obecneyeHmto
6e30nacHOCTN opraHnsaumm (Mnu ee oTAENbLHOTO NoapasaeneHust). OnucaHve AeTarnbHbIX 3aLMTHBLIX Mep CETH
COOEPXUTCA B AOKYMEHTaX, Ha KOTOPbIE ECTb CChINKM B NpUoXeHnsax A — H. B HacTosiLLiee BpeMsi TEXHUYECKU-
Mu kommteTammn MCO paspabaTtbiBatoTcs Apyrie JOKYMEHTbI No obecrneyeHmnto 6e30nacHOCTM CETEN.

5 Kpatkun o630p

Pasnen 6 HacTosiLLero cTaHgapTa CoOAepXUT BBeAEHME K BbIOOPY 3aLUMUTHBIX MEP U KOHLeNnuum 6a3oBoro
obecneveHns 6esonacHocTu. B pasgenax 7 — 10 paccmaTtpuBatoTcs Bonpockl 6a3oBoro obecneveHms 6esonac-
HocTu cuctem UT. [ins Toro, 4ToObl BbiIGpaTh NogxoasaLimue 3almTHble Mephbl, Heobxogumo onpeaenuts 6a3oBble
oueHku 6e3onacHocTu cuctem VT BHe 3aBUCUMOCTU OT TOro, OyaeT nu 3aTem NpoBOANTbLCS AeTalNbHbIN aHanu3
PYCKOB. OTU OLIEHKW U3NOXeHbl B pasaene 7, rae paccMOTPEHbI CrieayoLLue Bonpoch!:

- 4N kakoro Tvna cuctemsl T npegnonaraetcs BbIOOP 3aWMUTHBIX MeP (Hanpumep, aBTOHOMHBIN Uiy NoA-
COeAMHEHHBIV K CETU MEePCOHarbHbIN KOMMbLIOTEP);

- rae HaxoasTcs cuctembl VT, kakne yCroBus OKpy»KatoLLien cpeapbl B MECTE PACMONIOXKEHUS 3TUX CUCTEM;

- KaKkve 3aLUTHbIE MEPbI YXKE NPUHATBI UMM NNaHNPYOTCS;

- HACKOJTbKO MOMYyYeHHbIE OLIEHKM NPEAOCTaBNAT JOCTAaTOUHY0 MHdopMaLmio Ans Beibopa 6a30BbIx 3a-
LUTHBIX Mep Anga cuctems! UT.

Pasnen 8 cogepxuT 0630p 3aLLMTHBIX Mep, KOTOpble NpeanonaraeTcs BbiopaTte. OHW pas3aeneHbl Ha opraHu-
3aLMOHHbIEe, TEXHUYECKMe (T. e. Bbibopka NnpoBeaeHa B COOTBETCTBUM C NOTPEOHOCTAMM U HapyLLeHusMM obecne-
YyeHus 6e30nacHOCTH, a TakKe C y4EeTOM OrpaHMYeHUn) 1 Ha crneumanbHble 3alnTHble Mepbl cuctem UT. Bee
3aLLUMTHbIE MepbI CTPYNNMPOBaHbI MO KaTeropusiM. s Kaxxaowm kaTeropmm 3anTHbIX Mep NPUBEOEHO onncaHne
Hanbornee TUMUYHBIX 3aLLUTHBIX Mep, BKIMOYasa KpaTKoe onmMcaHue ypoBHsi 5e30MacHOCTH, KOTOPYH OHW AOIDKHbI
obecneumBaTtb. CrieumarnbHble 3alMTHbIE Mepbl B paMKax YCTaHOBIIEHHbIX KAaTeropui 1 ux nogpobHoe onucaHmne
MO>XHO HaWTN B JOKyMeHTax No 6a3oBon 6e30nacHOCTU (CM. CCbIfkK B NpunoxeHnsix A — H). ins obneryeHus
NONb30BaHUs ATMW JOKYMEHTaMM NePEKPECTHBIE CChINKM MEXAY KaTeropmsiMy 3aLUMUTHBIX Mep HAaCTOSLLIErO CTaH-
JapTa v rnaBamu gpyrmx JOKYMEHTOB, yKa3aHHbIX B NPUINOXEHUSIX, NPUBEAEHbI B TAONULAX ANnst Kaxgow KaTero-
Py 3aLLMTHBLIX Mep.

Ecnu opraHunsauuen NpuHSTO peLueHmne, YTo TUM OLEHKN, AeTalbHO ONMCaHHbIN B pa3gene 7 HacToALwero
CTaHgapTa, 4OCTaToueH Ans BbIOopa 3aLLUTHBIX Mep, TO OpraHu3aLuusi MOXeT UCMONb30BaThb CMUCOK MOAXOOSLLMX
3aLLUUTHBIX Mep, NpMBEAEHHBIX B pasgerne 9, Ans KaXaon TUnM4Hom cuctemMbl AT, onncaHmne KOTopbix NpuBeaeHO
B 7.1. Ecnu opraHusaums BbIGUpaeT 3aLLuTHble Mepbl Ha OCHOBe Tuna cuctembl VT, TO MOryT npumeHsiTecs 6a3o-
Bble YPOBHM 6€30MacHOCTU AN aBTOHOMHbIX paboymx CTaHLUMIW, CeTEeBbIX aBTOMaTU3MPOBaHHbIX paboymx
mecT (APM) unum cepeepos. [1r1s1 o6ecnedeHus TpebyeMoro ypoBHs 6e30nacHOCTM He06XoaMMo BbIOpaTh 3aLmT-
Hble Mepbl, NPUrOLHbIE B KOHKPETHBLIX YCIMOBUSIX, CPABHUTL UX C YKE CYLLECTBYOLUMU (MK NNaHMpyeMbIMn)
Mepamu obecnedeHms 6€30nacHOCTU U BHEAPUTbL BCE HOBOE, YTO MOXHO UCMONb30BaThb A AOCTVXEHWS 3aaH-
HOro ypoBHs 6e30nacHoOCTL.

Ecnun opranusaumeit npuHSTO peLleHne o HeobxoaumocTtu 6oree rny6okor oueHku ans Bbibopa adodekTus-
HbIX 1 NOAXOAALLMX 3aLLUTHBIX Mep, To pasaen 10 HacTosiLLero cTaHaapTa okasblBaeT NoAAeP KKy Takoro Bbibopa
C Y4ETOM paccMOoTpeHUsi Npobnem 6e30MacHOCTM, Ha BbICOKOM YPOBHE (B COOTBETCTBUM C BaXXHOCTbIO MHpopma-
Ln) 1 BO3MOXHBIX Yrpo3. B AaHHOM pasaene 3awmTHble Mepbl NPeAoXKeHb CorracHo npobnemam 6ezonacHoc-
TH, C Y4ETOM COOTBETCTBYHOLLMX YrpO3 1 BbiOpaHHoro Tuna cuctemsl VT. Cxema Bbibopa 3almMTHEIX Mep, onvca-
HWe KOTOopbIX NpuBeAeHo B pasgenax 7,9 10, npuBegeHa Ha pucyHke 1.
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B pasgenax 9 1 10 npuBeaeHo onucaHue BbiIbopa 3alMTHBIX MEP HA OCHOBE QOKYMEHTOB No 6a3oBoW
6e30onacHOCTH, KOTOpbIe MOTYT ObITb MPUMEHEHbI NN ansa cuctemol VT, nnn ana dopMmMpoBaHMs NakeTa 3almT-
HbIX Mep Ans psaa cucteM YT, ncnonb3yembix B onpeaeneHHbIxX yenoBusix. OpnueHTUpysicb Ha Tun cuctembl UT,
opraHusauus MoXeT UCMOoSb30BaTh NoAxon, NPEASIOKEHHbIV B pasgene 9, KOTopbI 4OMYCKaeT BO3MOXHOCTb
TOro, YTO HEKOTOPbIE PUCKM aHATNU3NPYIOTCS HeadeKBaTHO N BbIDUPAKOTCS HEKOTOPbIE 3aLUTHLIE MEpbI, KOTOPbIE
He ABNSTCS HE0OX0ANMbBIMU UITM COOTBETCTBYIOLWMMK. B pasgene 10 npegnoXeH Noaxod, HanpaBIieHHbIA Ha
peLLeHne npobnem 6e30nacHOCTU OT COOTBETCTBYHOLLMX YrPO3, KOTOPbI NO3BONSAET pa3paboTaTb ONTUMarbHbI
nakeT 3awWnTHbIX Mep. Pasgensl 9 1 10 opraHu3aumnsa MOXeT MCMOoNb30BaTh A4S Bbibopa 3alMTHbIX Mep 6e3
AeTarnbHbIX OLEHOK BCEX BapWaHTOB, NoAnagatoLLmx nog obnactb npumeHeHus 6azoBor 6esonacHoctn. OgHako
1 npu 6onee geTanbHOW OLEHKE, T. €. NPy AeTanbHOM aHanM3e PUCKOB, NMpU BbIOOpe 3alLUMTHBLIX Mep pa3genbl 9
n 10 BCe ewe OyayT NonesHbIMU.

Bazoabie oueHKH
{cMm. paznen 7}

Hasrmuchukayns Tana cucTemel MT
{cm. 7.1)

WoeHTuthakaums thU3uuecity yonoBui
W yonoBui OKDYKA0WEeH cpenbl
{em. 7.2)

OLEHKA CYLUECTRY IOWMX N NaHUPpYaMB X
AAWNTHEX Map
{cm. 7.3}

YOOEEpLEHCTBOBAHHBIA
nogxoa

NeocTon

noaxoa MpocTon

MIH YCOBEPLLEHCTRO-
BaHHbIA noaxoa?

Baspawil nogxen: seibop 32 MTHBIX MED BriSop 3alMTHEIX MeD GOrNAacHo yrpo2amM
COrNAacHD TuNy cucTemel UT W Npobnamam Ge3nnacHocT
{cw. pazgen 9) fcM. paagen 10}
(5BIYHD NEUMEHEEMDBIE 3ALUWTHEIE Mepsl Ouenxka npebnem BesonacHocTi
(cwm. 9.1) {om. 10.1)
CI‘IEL.LVIEJ‘I bHEIE JAWATHRE ME Dk 3ELL|,I»‘ITHI:IE! MEPbLI NS ofesnaye D
cucTem UT ROHDUAEHLMANEHOCTH
fom, 8.2) (em. 10.2)
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B pa3gene 11 HacTosLLEero ctaHgapTa paccMaTpuBaEeTCs CUTYaLus, Korga opraHn3aunsi NpYHUMAET peLue-
HMe 0 HeobXOoaMMOCTY NPOBEAEHMS AETaNbHOIO aHann3a pycKoB B CBSA3M C BbICOKUM ypOBHEM nNpobnem 6esonac-
HOCTW 1 NOTPEBHOCTSAAMU opraHmn3aummn. PykoBoacTeo no aHanuay puckoB npueeaeHo B MICO/MOK TO 13335-3.
B pasgene 11 HacToslwero ctaHaapTa npueeaeHo onucaHme B3ammocsaan MCO/M3K TO 13335-3 ¢ HacTosiLmMm
CTaHOapTOM, a TaKkke pe3yrnbTaThl MCMOb30BaHUSA MeTOA0B, U3noxeHHbIXx B MICO/MOK TO 13335-3, koTopblie
MOTyT y4MTbIBaTLCA NpU BbiOOpE 3alnTHBIX Mep. B pasgene 11 Takke npyBegeHo onMcaHue apyrmx hakTopos,
CMOCOOHBIX BNNATL Ha BbIOOP 3aLLUTHBIX Mep, Hanpumep, Ntobble orpaHnyYeHns], KOTOpble A0IMKHbI ObITb MPUHSITHI
BO BHMMaHWe, 00s3aTenbHble Unm MHble TpeboBaHust, KOTOpble 4OMKHbI ObITb BIMOHEHbI U T. A.

Mooxon, paccMoTpeHHbIN B pa3gene 11 HacToswero ctaHgapTa, OTNIMYaeTcs oT NoAXo40B B pa3genax 9
1 10 TeM, 4YTO OH COAEPKMT PYKOBOACTBO A1 BbIbOpa nakeTa 3alUUTHBIX Mep, ONTUMarbHbIX A5 KOHKPETHON
cuTyaumu. STOT NoAxon He ABMseTcs 6a3oBbIM, HO B HEKOTOPbIX CryYasix MOXET ObITb MCNOMb30BaH A1 BbIbopa
3aLLUMTHBIX Mep B JOMOSTHEHWE K Mepam 6a3oBor 6e3onacHoOCTU. B kauecTBe ansTepHaTUBbI 3TOT NOAXOA MOXET
ObITb NPpUMeHeH 6e3 kKako-Nnbo cBsI3n ¢ 6a3oBon 6Ge30MNacHOCTLIO.

B pasgene 12 npegcraBneHo pykoBoACTBO (kaTarnor) no Beibopy 6a3oBoro ypoBHs 6e30nacHOCTV opraHm3a-
LMK B LIESNIOM MI ee OTAENbHbIX NogpasaeneHui. [ng Takoro BbIbopa opraHu3aunsi 4OIMKHA pacCMOTPETh 3alUunT-
Hble Mepbl, paHee naeHTUMUMpoBaHHble ans cuctem UT unm rpynn cuctem UT, n onpegenntb obLwmiA nakeT
3aWmUTHBIX Mep. B 3aBncMMocCTy OT cTeneHn koHduaeHUmMansHoCcTH, NoTpedHocTM obecneyeHms 6e3onacHOCTH
orpaHu4eHnii MoryT GbITb BbiIOpaHbl pa3Hble ypoBHU 6a3oBon 6e3onacHocTu. B gaHHOM pasaerne paccMOTpeHbl
NpeMMyLLeCcTBa U HE4OCTAaTKN pa3fuyHbIX ypoBHen 6a3oBor 6e30nacHOCTU, KOTOpPbIE MOTYT MOMOYb NMPUHATUIO
NOAXOASALLEro peLleHns Ans Kaaonm opraHusaumm.

KpaTkoe pestome cogepxaHus HacTosILLIEero cTaHaapTa npueBeaeHo B pasgene 13, a B npunoxeHnax A—H
KpaTK1i 0630p MHCTPYKLIMI, Ha KOTOPbIE ECTb CChISIKM B pa3gene 8.

6 BBeneHue K BbIGOpY 3alUTHLIX MEP U KOHLUeNuun 6asoBoi 6e3onacHocTn

B HacTosilem pasgene npuBeaeH KpaTkuin 0030p npoLecca Bbibopa 3alluMTHBLIX Mep, a Takke cnocoba u
BPEMEHU NPUMEHEHUS B 3TOM NpoLiecce KoHLenumm 6a3oBon 6esonacHocTu. CyLLeCTBYIOT ABa MMaBHbIX Nogxoaa
K BbIOOPY 3aLLMTHBLIX Mep: UCMoSb30BaHMe 6a30BOro NoAxXo4a U BbIMOSTHEHME AETalnbHOIo aHanmaa pycka. Beinorn-
HeHue geTanbHOro aHanu3a pmcka MoXxeT NPOBOANTLCS Pa3fNMYHbIMU NOAXOAAMM, OONH U3 KOTOPbIX NOAPOOHO
nanoxeH B UICO/M3IK TO 13335-3 u Ha3blBaeTCs AeTarnbHbIiM aHanun3om pucka. B UCO/M3K TO 13335-3 Takke
paccMaTpuBaoTCs NPENMYLLIECTBA M HEOOCTATKU pa3HbIX MOAXOAO0B K OLIEHKE pyCKa 1, criedoBaTesibHO, BbIOOpy
3aLLUTHBIX MEp.

IMpoBeneHne aeTanbLHOro aHanmaa p1Mcka no3BosisieT BCECTOPOHHE paCcCMOTPETL pUCK. Pe3ynkratsl AeTanb-
HOro aHanmM3a MoryT NPUMEHSITLCS AN BbiOopa 3aLLMTHBIX MeEp, BbI3BaHHbLIX 3TUMM pUCKaMu, U NoA00OHbIE 3aLLUmT-
Hble Mepbl A0IMKHbI ObITb BHEAPEHLI. Takum 06pa3oM, MOXXHO 13bexaTb KpaHoCTel B obecrneveHnn 6esonacHoc-
™™ cuctem T opraHmsaumun. Tak kak aAnsa aHanmsa pucka TpebyeTcsi MHOrO BpEMEHU, YCUIWIA 1 NpOBeAeHNe
MHOTOYMCIEHHbIX 3KCNEPTU3, To OH 6onee noaxoauT ans cuctem VT ¢ BbICOKMM YPOBHEM pUCKa, TOoraa kKak bornee
NPOCTOWN NOAXOA CYMTAETCH A0CTAaTOYHbIM Afsi CUCTEM C HU3KMM YPOBHEM pUCKa. Vicnonb3oBaHWe aHanmaa p1cka
BbICOKOI0 YPOBHS MO3BOJISIET BbISIBNATb CUCTEMbI C 00rIee H3KNM YPOBHEM pycka. AHanM3 prcka BbICOKOro ypoB-
HS He A0KeH ObITb (POpManmn3oBaHHbLIM UK CIIOXHbLIM. 3alUTHLIE MePbI AN CUCTEM C Boriee HU3KUM YPOBHEM
pucka MoryT ObITb BbiOpaHbl MyTEM NPUMEHEHWS 3aLLMTHBIX Mep Mo 6a3oBo 6e3onacHOCTU. OTOT ypoBEHb 00ec-
neyeHnst 6e30NacHOCTM MOXET ObITb HE HKE MUHMMAITbHOTO YPOBHSA 6€30MacHOCTH, yCTaHOBIIEHHOMO OpraHu3a-
uren ang kaxxgoro tuna cuctembl UT. YpoBeHb 6a3oBon 6e3onacHocTu (aanee — 6a30BbIN NOAXon,) A0CTUraeTcs
nyTem peanvsaumm MMHAMarbHOro NakeTa 3almUTHBLIX MEP, N3BECTHBIX Kak 6a30Bble 3aLUTHbLIE MepbI.

Bcneacteue pasnuuuni B npoleccax Bbloopa 3allMTHbIX MEP B HACTOSALLEM CTaHAapTe paccMaTpuBaroTCsl
[OBa NnyTu NpuMeHeHnst 6a3oBOro Noaxoaa:

- B CNny4ae, eCnv peKOMeHAYHTCS 3aLlUTHbIE Mepbl B COOTBETCTBUM C TUMOM U XapaKkTePUCTUKaMU paccMmaT-
puBaemon cuctemol UT;

- B CINy4ae, eCcriv pEKOMEHOYHTCA 3aLUMUTHbIE MEPLI B COOTBETCTBMM C yrpo3amu 1 npobrnemamm 6e3onacHo-
CTH, a Takke B 3aBMCMMOCTUM OT paccMaTpuBaeMon cuctemMsbl UT.

MyTn BbIOOPA 3aLUTHLIX MEp NPUBEAEHBLI HAa pUCYHKe 2. Ha pucyHKe 2 Takke NokasaHbl B3aUMOOTHOLLIEHUS
mexagy MCO/M3IK TO 13335-3 1 HacTosAW MM CTaHOapTOM.

ba3zoBhbIln Nogxopn creayeT BbiOMpaTh B 3aBUCMMOCTU OT PECYPCOB, KOTOPbIE MOTYT ObITb NOTPAY€EHbI Ha
npoLiecc Bbibopa BbISABNEHHLIX NPo6rieM 6e30nacHOCTU, TUMa U XapaKTepPUCTUK paccMaTpuBaeMon cuctemMbl UT.
Ecnu opraHusaumsi He xenaeT TpaTuTb (Mo Kakon-rinbo NpuymnHE) MHOTO BPEMEHM U YCUIIA Ha BbIOOP 3aLLMTHBLIX
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Mep, TO OHa MOXeET BblbpaTb 6a30BbIV NOAX0A, Npeanaraowuin 3aWwmTy 6e3 ganbHenwmx oueHok. OgHako, ecnm
KOMMep4eckas AesiTENbHOCTb OpraHn3aLmMmn XoTsl Obl YaCTUYHO 3aBUCUT OT cucTembl unm yenyr T n/unu obpaba-
TbiBaeMasi MipopMaums ABNSEeTCS KOHpMAEHUManNbHOM To, MO BCEM BEPOSITHOCTI, MOTYT NOTPE00OBAaTLCS A0MOSHU-
TerbHble 3aLUTHbIE Mepbl. B 3TOM cnyyae HacTosITENbLHO PEKOMEHAYETCH pacCMOTPETL NpobremMbl 6esonacHOCTU
MHopmaumm Ha 6oree BLICOKOM YPOBHE U BbISIBUTb BEPOSTHbIE Yrpo3bl 4151 MPUMEHEHNS] COOTBETCTBYHOLLIMX
3alUTHBIX Mep, Heobxoammbix s obecneveHus bonee addekTnBHON GeaonacHocTh cuctemsl UT. Ecnv kom-
MepYeckas AesiTeNIbHOCTb OpraHn3auum B 605bLLION CTENEHM 3aBUCUT OT cucTeMbl U ycnyr AT n/vnm obpabatbi-
BaeMasi MHpopMaumsi ABNAETCSl CTPOro KOHUAEHUManbHOM, TO CTENEHb pUCKa MOXET ObITb BbICOKOW, MOSTOMY
AeTarnbHbIA aHanu3 pyUcka ABISeTCs HaUy4LMM CNOCcoBoM MAEHTUMMKALMN 3aLLUUTHBIX Mep.

Hauatb npouecc
aHanusa noucka
(cm. UICO/M3BK TO 13335-3)

AHnanus
pucka BbICOKOro
YPOBHS

[OeTtanbHbli aHanu3 pucka

(cM. UCO/M3K TO 13335-3) Basouiid noaxoA

CM. pUcyHok 1—I

MpocToit unu
yCOBEpLUEHCTBOBaHHbIV
noaxoa?

Bbi6op 3aWuTHLIX MEp
B COOTBETCTBUM C Yrpo3amm
n npobnemamu 6esonacHocTn

Bbi6op 3aWwuTHLIX Mep

|
]
|
|
|
|
|
|
|
|
|
|
cornacHo Tuny cuctems! UT {
|

PucyHok 2 — lMyTu Bbibopa 3almTHLIX Mep

CneumanbHble 3awmUTHbIE Mepbl LOMMKHbI ObITb MOEHTUULMPOBAaHLI HA OCHOBE AEeTanbHOr0 aHanmaa pucka
B CInyyae ecnu:

- TMN paccmaTpuBaemMoi cuctemMbl T He NpuBefeH B HACTOSILLEM CTaHOapTe;

- NOTpeBbHOCTM OpraHM3aLmm, CBsi3aHHbLIE C KOMMEPYECKOWN AeATENbHOCTLIO UM obecneyeHneM 6e3onacHo-
CTW, HECON3MEPUMbI C TPEBOBAHUSIMM HACTOSILLIErO CTaHAapPTa;

- bonee geTanbHas oueHKka HeobxoayMa BCNEeACTBME BbICOKOIO YPOBHS MOTEHLMANBHOIO pyUcKa Ui 3Hauun-
mMocTu cuctemsbl T ana 6usHeca.

CnepnyeTt OTMETUTb, YTO AaXke NpuY AeTanbHOM aHanm3e pucka 41t opraHM3aLmMmn None3Ho NPUMEHSITL K CUC-
Teme T 6a30Bble 3anTHbIE Mepb.

MepBoe peLLeHne, KOTOPOE B 3TOM 06NacTu A0MKHA NPUHATL OpraHM3aLmsl, KacaeTcst Bonpoca Ucnosb30Ba-
HKst 6a30BOro NoaxoAa: ero CaMoCTOSATENBHOrO NMPUMEHEHUS MU MPUMEHEHUS B KavecTBe YacTu bonee BcecTo-
pOHHeWn cTpaTeruu aHanmaa pucka (cM. MCO/MOK TO 13335-3).

CnepnyeT 3aMeTUTb, Y4TO NPU NPUHATUM peLLeHMs 00 Mcnonb3oBaHMK 6a3oBOro NOAX0Aa CAMOCTOSATENBHO,
npouecc BblIbopa 3aLLMTHLIX MEP MOXET B pe3yrkTaTte NPUBECTM K MEHEE ONTMMaribHOMY YPOBHIO 6E30MacHOCTH,
YeM B Criyyae NPUHATUSA cTpaTerim 6onee LWNPOKoro aHanuaa puckos. OgHako MeHbLUME pacxodbl U MeHbLUAs
noTpebHOCTL B pecypcax Ansl Bbibopa 3aLMTHBIX MEP U JOCTMKEHMNE MUHMMATbHOMO YPOBHS 6€30MacHOCTM A4S
Bcex cuctem VT onpaeapbiBatoT peLleHne o NpUMeHeHUn cobCcTBEHHOrO 6a30BOro Nogxoaa.
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baszoBas 3awuTa cuctembl T MoXeT BbITb JOCTUTHYTA Yepe3 MOEHTUMUKALMIO U MPUMEHEHNE MNakeTa
COOTBETCTBYIOLLMX 3aALLMTHBIX MEP, KOTOPbIE MPUMEHNMbI B YCITOBUSIX C HU3KUM YPOBHEM pUCKA, T. €. COOTBET-
CTBYHOT MUHMManbHOM NOTpebHOCTN 06ecneyeHns 6esonacHocT. Hanprmep, COOTBETCTBYOLLME 3aLLMTHBIE MEpbI
obecneyveHns 6e3onacHOCTN MOTryT ObITb AEHTUMMLMPOBAHBI MO KaTarnoram, KoTopble NpearnaratoT NakeTbl 3aLmT-
HbIX Mep Ans pa3nuyHbIX TUNoB cuctem VT ans obecneveHns nx 3almTbl T 60MNbLUIMHCTBA 06X yrpo3. KaTarno-
M 3aLLMTHBIX Mep codepkaTt MHpopMaLmIo O KaTEropmsax 3aUTHBIX MEP UITW OTAESbHbIX 3aLLMTHBIX Mepax, Unm
NX COBMECTHOM MPUMEHEHWM, HO OOBIYHO B HUX OTCYTCTBYIOT YKa3aHUsl O TUNax 3alUTHbIX Mep, MPUMEHSIEMbIX B
KOHKPETHbIX ycrnoBusix. Ecnn cuctemel UT opraHunsaumm (unv ee nogpasgeneHnin) aHanormyHbl, To 3almTHbIe
Mepbl, BbIOpaHHble NyTeM NpMMeHeHns 6a30BOro Nnoaxona, MoryT ObiTb MPMMEHEHBI KO Bcem cuctemam UT.
PasnuyHble NyTM NpMMeHeHus 6a3oBOro noaxoda Bbldopa 3aWUTHBIX Mep, paccmoTpeHHoro B ICO/M3AK TO
13335-3, npeacrasrieHbl Ha pUcyHke 3.

O6bnacTb NpUMeHeHus:
- OpraHusaums;
- chepa OeAaTenbHOCTY;
BeIGop 3aWnTHBIX Mep -ycnyrm v T.4.
cornacHo Tuny cuctemsl AT
(npocToii noaxoa,
CM. paa,u,en 9)

Basoabm
no,qxo,q
KaTanor 3awmTHbIX Mep Bb|60p 3aLUTHBIX Mep SawuTHble Mepbl Ans:
cornacHo yrposam u npobnemam cutyauum 1 cuTyauum 2 cutyauun 3
6esonacHocTu
(ycoBeplueHcTBOBaHHbIM noaxod, / , ,
cm. pasgen 10) /7 /
/7 /7

BbiGop 3aUTHLIX Mep / / [pymeHeHne

[
[
[
[
[
[
[
[
B KaXkaoM crydyae I I
vy

COrmnacHo AeTanbHbIM OLeHKaMm COOTBETCTBYHOLLMX
(cooTsercTaytowwmii noaxoa / ,~ / / / 6a30BbIX 3aLUTHLIX Mep
ans kaxgow cutyauum, Jf /7 /
cMm. pasgen 11) v
¥/
¥
{ 7
S
S
S
ABTOHOMHas Cepsepbl, Mpouecchbl, ogHon 13 npobnem
paboyas cTaHuusA NOAKINKYEHHbIE KOTOPbIX SIBAAETCS HapyLleHne
K BHyTPEHHEN ceTu KOH(pMAeHUManbHOCTN nU3-3a

yrpo3bl BO3MOXHOIO
MCMONb30BaHUsi MPOrpamMmMHOro
obecneyeHus
HeyrnorTHOMOYEHHbIMU
nonb3oBarensaMmm

PucyHok 3 — lMNoaxoapl kK BbIOOPY 3aLUMTHBIX MEp

Ecnu opraHmnsaumd npuMeHaeT 0a30BhbIN NoAxoa KO BCe CTPYKTYpe unum otgesibHbiM CBOUM nogpasaere-
HUSIM, TO Heo6XoaUMO NPUHATL peLleHne, Kakme nogpasaerieHnAa opraHn3aunm nogxogAat and npumeHeHnA ogHo-
rO N TOrO XXe YpOoBHA ©e30MnacHOCTH, a Takke Kakomn YPOBEHb obecneveHus 6e3onacHoCcTu cnenyert Bbl6paTb ansa
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OaHHbIX nogpasaeneHnin opraHmsaummn. B 6onblLUMHCTBE criyvaes npu UCNosib3oBaHUM 6a3oBov 6e3onacHoCTH
CHWXEHWE ee YPOBHS HEAOMYCTUMO, B TO BPEMSI Kak MPUMEHEHME AOMNONHUTENbHBIX 3aLUTHBLIX MEP MOXET ObITb
onpaBAaHO M He0BXOAMMO A1 yNpaBrieHnst PUCKOM CPeHEro U BbICOKOTO YPOBHS.

B kauecTBe ansTepHaTMBbl 6a30BbIN NOAXOA K 6E30MAaCHOCTU MOXET OTpaXKaTb CpeaHU ypoBeHb Ge3onac-
HOCTW OpraHn3aumu, T. €. B OpraHu3aumm gornyckaeTtcst 060CHOBaHHOE NpMMeHeHne 6oree BbICOKOro nnm bonee
HN3KOro OTHOCUTENBHO 6a30BOro YpoBHS 6€30MacHOCTU, HAaNpPMMep Mo pe3yrnbratamM aHanuaa pucka. OgHuM u3s
npeuMyLLeCTB NpMMeHeHnst 6a3oBoro noaxoaa 6esonacHocTu k rpynne cuctem VT siBnsieTca obecneveHne onpe-
AenNeHHoro ypoBHsi 6e3onacHoOCTY B npeaernax Bcen rpynnbl cuctem UT. B 3TUX yCnoBUsIX MOXET ObITb NONE3HbIM
pa3paboTka 1 JOKYMEHTUPOBaHMe 6a30BOro kaTariora 3awmuTHLIX Mep Ansi BCEN OpraHmM3aunm ninm ee oTaerbHbIX
noapasgeneHni.

7 Bba3oBble OLeHKM

lMpouecc BbIbopa 3awmUTHBIX MEp Bceraa TpebyeT 3HaHWs TUMna v XxapakTEPUCTMKM paccMaTprBaeMow cucTe-
Mbl AT (HanprMep aBTOHOMHas UnNn NOACOeAMHEHHas! K ceTy paboyas CTaHUMS), Tak Kak 3TU 3HaHWUsI OKa3bIBaloT
BIUSIHWE Ha BblibpaHHbIe 3alUTHBIE MepPbI. Takke None3Ho MMETb NpeacTaBneHne ob NHgpacTpyKkType opraHu3a-
UM (34aHns, MoMeLLeHVA N T. 4.). Opyrm BaxkHbIM hakTOPOM, CBA3aHHbLIM C BbIGOPOM 3aLLUTHBIX Mep, ABMSIETCA
OL|eHKa CYLLECTBYHOLLMX W/ NAaHUpyeMbIX Mep 3aLLmnTbl BO U36eXaHNe HEHY>XHOW paboThl, TpaTbl BDEMEHU U
cpenctB. OgHaKo HaCTOSATENbHO PEKOMEHAYETCS BCEra UCMonb30BaTh OLIEHKU, OMUCAHHbIE B HACTOSILLEM pas-
aerne, B KayecTBe 6a30BbIX 4115 BbIOOpa 3awuTHbIX Mep. [pu BbIOOpe 3almMTHBIX Mep criegyeT yunTbiBaTb Tpebo-
BaHWs BsHeca n nogxod opraHnsaumm k obecneveHuto 6esonacHoctu. B 3akntoveHre HeobxoamMmo onpeaennTb,
obecneunBaloT N 3TM OLEHKM OCTaTOYHO HopMaLmM Ans Bbibopa 6a30BbIX Mep 3aluThl, Unn Heobxoguma
bonee getanbHasi oueHka (cM. pasgen 10) unu getanbHbii aHanm3 pucka (cm. pasgen 11).
7.1 UpeHTncpukaumsa tuna cuctemol UT
[nsi oueHKn CyLLIECTBYIOLLEN UK NNAaHUPyeMol cuctembl VT opraHnsaums OSmKHa CpaBHUTL paccMaTtpu-
Baemyo cuctemy T ¢ nepeuncrneHHbIMm Hxe KoMnoHeHTamu. OpraHm3aums 4ormkHa MAEHTUULUMPOBATL KOM-
MOHEHTbI, NPEACTaBNALME AaHHY0 cUCTEMY. 3aLLNTHBIE MEPbI 41181 KaXKAO0r0 U3 NePEYNCIIEHHbIX KOMMOHEHTOB
npencraeneHbl B pasgene 9. K Hum oTHocATcs:
- aBTOHOMHas paboyasi CTaHuus;
- paboyas cTaHUmMs (KNMeHT 6e3 pecypcoB KOMMEKTUBHOIO NOMb30BaHMs), NOACOEOUHEHHAS K CETY;
- cepBep 1nu paboyas CTaHumsi C pecypcamm KOSINIEKTUBHOIO NOSb30BaHMs, MOACOEANHEHHbIE K CETU.
7.2 UpeHTndmkaums onsnyeckmx ycrioBuUin U ycrioBui oKpyxarlLleu cpeabl
OueHKa okpyatoLLer cpedbl BKTHoYaeT B cebs ngeHTudukaumio onsnieckon MHOPacTpyKTypbl, TO4epXKu-
BaloLLIEV CYLLLECTBYHOLLYIO UK NNaHMpyemyto cuctemy VT 1 3almMTHbIE Mepbl K HEW. 3alLMTHbIE MEpPbI JOIKHbI
COOTBETCTBOBATbL OKpPYXaloLLEW cpeae, No3TOMy NogobHasi OLeHKa ABNSAETCS BaXKHbIM (hakTOpOM A1 YCMELLHOro
BblbOpa 3aLWMTHBIX Mep. [pn paccMoTpeHnn punsnieckon MHPacTPYKTypbl OpraHM3aumns JOIPKHa N3YYnTb OKpY-
XatoLLyto cpeay v crneunanbHble 06CTOATENbCTBA, KOTOPbIE HEOOXOAMMO y4ecTb. [1py 3TOM cnegyeT Ucnonb30-
BaTb CriedyoLLmMe BOMpOoChkl, OTHOCALLMECS K:
- TEPPUTOPUN 1 30aHUIO;
re pacnonoXeHo 3gaHue. B rpaHuuax ceoen TeppmTopun ¢ 3abopom No NepUMETPY UK Ha yrvue
C HTEHCVBHbIM BVXXEHNEM TpaHcrnopTa u T. a.,
apeHayeT 34aHne ogHa UM MHOTO OpraHu3auui,
obnacTb 4eATENbHOCTU OpraHn3aLmin, apeHayoLMX 3gaHme (eCnm NPUMEHUMO),
rae HaxoasiTca ysi3BUMbIe/KpUTU4ECKMe obnacTu;
- yNpaBneHuto 4OCTYMNOM:
KTO UMeeT JOCTYN B 34aHNeE,
yCTaHOBJIEHA NV B 3A4aHUM MPOMYCKHasi CUCTEMA,
YCTONYMBA TN KOHCTPYKLMSA 30aHUS,
MPOYHOCTb M YPOBEHb 3aLUMTbI ABEPEN, OKOH U T. A.,
OXPaHSAITCS NN 34aHUs1, OXpaHa KpyriocyTo4Has Uv NoOBPEMEHHaS,
YCTaHOBIEHA N OXpaHHas CUrHanu3auusi Ha oTAenbHbIE 30aHUS W/ NOMELLIEHNS C BaXKHbIM 060~
pyaoBaHuem UT;
- 3aWuTe Ha MecTe:
CTeneHb 3aLLMLLEHHOCTM NOMELLEHWI, B KOTOPbIX pacrornoxeHa cuctema UT,
npegycMOTPEHbI N Mepbl NOXapHOoK 6e30nacHOCTW: cMrHan TPeBOMM 1 BITOKMPOBKa CUCTEM,

3—1774 7



roCT P UCO/MIK TO 13335-4—2007

npeayCcMOTPEHbI N MepPbl MO 0BHAPY>KEHMIO YTEYKN BOAbI/ XKUOKOCTU: CUrHan TpeBoru u nyTy aBa-
PUNHOIO CTOKA,

npegycMOTPEHbI NN BCOMOraTernbHble KOMMYHarbHbIE YCITyrv, Hanpumep 6ecnepebonHoe aneKkTpo-
1 BOOOCHabXeHWe 1 BEHTUNAUMS Bo3dyxa (415 ynpaBnieHus TeMnepaTypou U BNaXKHOCTBH)?

OTBETUB Ha 3TV BONPOChI, MOXHO NTENKO MAEHTUMLMPOBATH CYLLECTBYHOLLME U B3AUMOCBA3aHHbIE hn3M-
Yyeckue 1 Apyrve 3almTHble Mepbl. He cneagyeT cumMTtaTth TpaTon BpeEMEHM pacCMOTPEHME BONPOCa O MECTOMNOMO-
YXEHUW 34aHUS, B TOM YnCrie OBEPEN, 3aMKOB U MPOYMX CPEACTB KOHTPOIS (hm3n4ecKkoro 4ocTyna.

7.3 OueHkKa cyuecTByOLWMX/NIaHNPYEMbIX 3aLUTHBLIX Mep

Nocrne oueHKn hrsnyecknx yCrnoBuii 1 yCROBUIN OKpY>KatoLLen cpebl U KOMNOHEHTOB cucTeMbl AT JOmMKHbI
ObITb MOEHTUMLUMPOBAHbI CYLLECTBYHOLLME WU NNAHMPYEMbIE 3aLLMTHbIE Mepbl. OTO HEOOXOAMMO caenaTh BO
nsbexxaHve OybnMpoBaHuMs CyLLIECTBYHOLLMX WU NIaHNPyEeMbIX 3aLLMTHBIX Mep. Kpome Toro, nayvyeHve BHeOpeH-
HbIX UMW 3aMfIaHNPOBaHHbIX 3aLLMTHBIX Mep NoMoraeT npu Bbibope Apyrmx B3anMOCBA3aHHbIX 3aLLMTHbBIX Mep.
Mpu BeIGOPE 3aLLNTHBIX MEP OpraHM3auns AOIMKHA NPMHUMAaTh BO BHUMaHME UX COBMECTUMOCTb C CYLLECTBYHO-
MMM 3aUTHBIMK Mepamn. OgHM 3aLLMTHBIE Mepbl MOTYT KOH(ITUKTOBATL C APYIMMUW UMM MELLIaTb UX YCNELLHON
paboTe 1 gencTBytoLLEN cucTteme 6€30NacHOCTY B LLENOM.

Ons vgeHTudrKaumm CyLLEeCTBYOLMX UMW MITaHUPYEMbIX 3aLUUTHBIX Mep MOTyT MOMOYb criegytowime gen-
CTBUS:

- MPOCMOTP JOKYMEHTOB, COAEPKaLLMX MHGOpMaLuo 0 Mepax 6e3onacHoCTv (HanpuMmep, NIaHOB MITN KOH-
uenuun obecnevenus 6esonacHocTn UT). Ecnv npouecc obecneveHns 6e30nacHOCTU 4OKyMEHTUPOBaH, TO B JO-
KyMEHTauUMn AOIMKHbI ObITb NepeYvmcrieHbl BCe CyLLECTBYIOLLME UMW MaHUPYEMbIe 3aLUUTHbIE MEPbI U CTaTyC UX
peanusaumu;

- NpOBepKa BMECTE C NOfb30BaTeNsiMvM M OTBETCTBEHHBbIMW COTPYAHMKaMM (HanpumMep cneumanmcTom no
BesonacHocTv cuctembl VT, rmaBHbIM MHKEHEPOM UMM KOMEHOAHTOM, OTBETCTBEHHbLIM 32 YNpaBrieHne 30aHNeM U
€ro 3KCnsyaTaLuio) Toro, Kakme 3aluTHbIE Mepbl AENCTBUTENBHO peanuayoTcs A9 paccMaTpyMBaeMon cucre-
Mbl AT;

- OCMOTP 34aHus C Lenbio MPOBEPKU peanusaLm 3almUTHbIX Mep, X CPaBHEHUS C MEPEYHEM YCTaHOBIIEH-
HbIX 3aLLUTHBIX MEP, OLIEHKA X KOPPEKTHOCTU 1 3 heKTUBHOCTI.

MoxeT ObITb YCTaHOBIIEHO, YTO CYLLECTBYHOLLME 3aLUUTHbIE MEPbI NPEBLILLAOT TEKYLLME NOTPeOHOCTH opra-
HM3auun. B aTom criyyae cnegyeT paccMoTpeTb BOMPoC 06 NCKITKYEHMM U3ObITOYHBIX 3aWUTHBIX Mep. [pr aTom
crnegyeT NpUHATL BO BHUMaHWe dhakTopbl obecneyeHns 6e3onacHoOCTV opraHu3aumm u 3kOHOMUYECKOM Lienecooo-
pPa3HOCTU MPUMEHEHMS 3aLLUMTHBLIX Mep. 3alLMTHbIE MEPbI BIMSIOT APYT HA Apyra, MOSTOMY UCKIIoYEHUE U3bbITou-
HbIX 3aLLUTHBIX MEP MOXET CHU3UTb COBOKYMHbIN YypoBeHb 6e3onacHocTu. Kpome Toro, MHorga geLuesrie coxpa-
HUTb N30bITOYHBIE 3aLUUTHBIE MEPbI, YeM UX NTMKBUAMpoBaTb. HaobopoT, ecnu nogaepxaHve B paboyem cocTos-
HUM 1 0BCMyXMBaHUE N3BbITOYHBIX 3aLLUUTHBIX MEP CBA3aHO C BbICOKMMM pacXxodamu, TO AELLEBIIE UX NMKBUONPO-
BaTh.

8 3awuTHbIEe Mepbl

Hacroswumin pasgen cogepXXmT KpaTkuin 0630p BO3MOXHbIX 3aLLMTHBIX Mep, Nogsiexallmx peanvsaumm ans
MOBbILLEHMS yPOBHSA 6€30MacHOCTU. 3alUTHBLIE MepbI CBSI3aHbl C paboToN annapaTHbIX CPEACTB Y MEXaHU3MOB, a
Takke C NpoueaypamMu, KoTopble A0IMKHbI COBNMoaaTbCA NepcoHanom B opraHnsaunmn. OpraHm3aumoHHble u ran-
Yyeckue 3aluTHbIE Mepbl, NpuMeHsiemble k cuctemam UT, paccmatpueatotea B 8.1. CneyunarnbHble 3almnTHbIe
Mepbl 41 cuctemsl AT paccmaTtpuBatoTes B 8.2. CrieyeT OTMETUTL, YTO 3aLLUTHbIE MEpPbI A0IMKHbI ObITb ONMCaHbI
BHE 3aBMCUMOCTM OT criocoba 1x BblIbopa, T. €. HEKOTOpbIE 3aWUTHbIE MePbI MOTYT ObITb BbIOpaHbI, Apyrue MoryT
ObITb AEHTUULMPOBAHBLI NyTEM BbINOSHEHNS AETANbHOMO aHanM3a pUCKOB.

[nga Toro, 4To6bl yNPOCTUTL ONUCaHKE PasfMYHbIX TUMOB 3aLLMTHBIX MEP, OpraHM3aumsi 4OJPKHA YCTaHOBUTL
KaTeropum 3aWwmTHbIX Mep. HacTosLwwmii pasgen coaepkmT KpaTkoe ornmcaHue 3TUX KaTeropui U ykasaHue Ha To,
Kakue Tunbl 6esonacHocT T MMEerT K HUM OTHOLLEHKE. B npunoxeHnsix A — H npuBeaeHbl CCbINKN Ha LOKYMEH-
Thl, cogepalme 6onee nogpobHyo MHOPMALIMIO O 3aLLMTHBIX Mepax, NPUBeAeHHbIX B HACTOSILLIEM CTaHAapTe.

8.1 OpraHusauuoHHble U (pusnyeckme 3almnTHbIe MepbI

MICTOUHUKIM AONONHUTENBHON MHCbOPMaLMKM O KaTeropusix 3alLMTHBIX Mep NpvBeaeHbl B Tadnmuax 8.1.1—8.1.7.

8.1.1 MNonuTtuka n ynpaBneHne 6esonacHoctbio UT

[aHHas kaTeropus 3aWUTHBIX MEP COAEPKUT BCE 3aLLMTHBIE MEPLI, UMEIOLLIME OTHOLLEHMWE K YNPaBreHWIo
©esonacHocTbio VT, nnaHnpoBaHnio AeATENbHOCTY, pacnpeneneHmnto NosIHOMOYMI U OTBETCTBEHHOCTU MO 3TUM
npoLeccam, a Takke BCce Apyrme Heobxoanumble AeNCTBUS. AT 3amUTHbIE Mepbl onmncaHbl B ICO/M3K 13335-1un
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NCO/M3IK TO 13335-3. Lienbto aTux 3alUmMTHBLIX Mep ABMNSETCA AOCTKEHUE HEOBX0AMMOro YPOBHS 6e30nacHOCTU
opraHusaummn. Hmxe nepedncneHsbl 3amuTHbIE Mepbl B 3TOM 06nacTu:

1 MNonwuTtrka o6ecneyeHus 6esonacHocTn T opraHusaumm

OpraHusauus gormkHa paspabotaTtb AOKYMEHTUPOBAHHYO NPoLeaypY, COAEPKaLLyH NpaBuna, ANPeKTuBbI
N yCTaHOBIEHHbBIN NMOPSA0K AEUCTBUIA YNPABIIEHMS, 3aLLUTLI M pacnpenesieHns akTMBOB opraHnsauun. B gokymeH-
TUPOBaHHOM NpoLeaype AOMKHbI ObITb YCTaHOBMNEHbI NOTPEOHOCTY OpraHn3aumm B AOKyMEHTax No nonuTuke obec-
neyeHust 6esonacHoctn cuctem VT n nx cogep>xanne 1 ynpaereHue.

2 [MonunTtuka obecneyeHnsa 6esonacHoctn cuctemol AT

[ns kaxxgon cuctembl T cnepyet paspaboTarts nonutuky 6esonacHocTy cuctemsl T, cogepxallen onvca-
HMe 3aWUTHBIX Mep, NoaeXxallumnx peannsaumm Ha MecTe.

3 YnpasneHue 6e3sonacHocTbio AT

YnpaerneHue 6e3onacHocTblo T cnegyeTt chopmynmpoBaTth U CKOOPANHUPOBATL BHYTPW OpraHn3aumm B
3aBMICUMOCTU OT ee pas3Mepa, Hanpumep nyTem yupexaeHus kommteTa no 6esonacHoctn UT n HazHavyeHus nuua
(ynonHomo4eHHoro no 6esonacHocTn NT), oTBETCTBEHHOIO 3a 6€30MacHOCTb Kaxkaon cuctembl UT.

4 PacnpegeneHvne 0TBETCTBEHHOCTU 1 MOSTHOMOYNIA

PacnpeneneHne 0TBETCTBEHHOCT M NMOMHOMOYMI No obecneveHnto 6esonacHocT VT opraHusaumm A0mKHO
NpPoBOAUTLCA M ObITb 3aA0KYMEHTUPOBAHO B COOTBETCTBUM C NONUTUKOM obecneveHms 6esonacHocTn AT 1 nonutu-
Kon obecneyeHuns 6esonacHocTun cuctem UT.

5 OpraHusaums 6esonacHocTn UT

[na okazaHusa nogaepkku B obnactn obecneyeHns 6e3onacHoCT opraHm3aLms omkHa obecneyunTtb 6e30-
nacHocTtb VT Bcex cBomx GBrsHec-npoLeccoB (HanpumMmep 3aKynku, B3auMogencTBums ¢ ApYrumMu opraHMsaumnsamn).

6 VpeHTudmrkaums n onpeaenenne CTOMOCTM aKTUBOB

Bce akTuBbI opraHusaumm no kaxkaon cucteme VT gomkHbl ObITb MOEHTUMULMPOBAHBLI, CTOMMOCTb aKTUBOB
[JOIMKHa ObITb OLIEHEHA.

7 OpobpeHue cuctem UT

Cucrtembl T criegyeT oao0psaTh B COOTBETCTBUM C MONUTUKOM 06ecnedeHns 6esonacHoctn UT. Llenbto npo-
Lecca ogobpeHus 4OIMKHO ObITb 0b6ecneyeHe BHEAPEHUS 3aLUTHBIX MepP, rapaHTUPYHOLLMX HEOOX0ANMBbIN ypO-
BeHb 6e3onacHocTu. CnegyeT yuntbiBaTh TO, YTO cuctema VT MoxeT BkntoyaTh B ceb51 CETU U OCHOBHbIE JIMHUA
CBSA3MN.

8.1.2 NpoBepka cooTBETCTBUSI 6€30NaCHOCTM YCTAaHOBNEHHbLIM TPEe6OBaHUAM

[lns opraHu3aumm BaxkHo obecneyvmBaTb COOTBETCTBUE HEOOXOONMBIX 3ALLUTHBLIX MEP COOTBETCTBYHOLLM
3aKkoHoaaTernbHbIM U 06a3aTenbHbBIM TpeboBaHNSAM 1 MONUTUKE OpraHn3aLmm B JaHHOW obnactu. 3To CBSA3aHO C
TeM, YTo Ntobas 3awmTa, NPaBMIIo 1 NONUTMKA paboTatoT TOMNLKO B Crly4Yae, eCrnm Mx cobntogaroT Nosb3oBaTenv n
UM COOTBETCTBYIOT CaMu CUCTEMbI. K 3TONM KaTeropmm OTHOCATCA CrieaytoLme 3alUTHbIE MEPbI:

1 CooTBeTcTBME NONUTUKK 0becneveHnst besonacHocTn AT 3amtHeIM Mepam

OpraHusauusi 4ormKHa NPOBOAMTL Yepes 3ariaHNpPOBaHHbIE MHTEPBaribl BPEMEHU NPOBEPKN BCEX YCTAaHOB-
NEHHbIX 3aLUTHBIX MeP, NePeYNCeHHbIX B NoNuTuke obecnedeHuns 6esonacHocty UT opraHusaumm u cuctem AT,
a Takke B 4pyro B3anMOCBsI3aHHOM OKyMEHTaLMM opraH1M3aumm, HanpumMep B npoleaypax obecneveHunsi 6e3o-
nacHOCTM paboThbl U NNaHax 4ENCTBUIN B HENPEABUAEHHbIX CUTYaLMAX HA COOTBETCTBME KOPPEKTHOCTU U adhdhek-
TMBHOCTU NX UCNONb30BaHWA (BKIHOYasi KOHEYHOro Nonb3oBaTens). B cnydae He06x0AMMOCTHY 3aLLMTHbIE MepbI
OOIMKHbI MPOXOANUTL NUCMbITAHUS.

2 CooTBeTCTBYME 3aKoHoAaTeNbHbIM M 06s13aTeNbHbBIM TpeboBaHNAM

OpraHusauusi 4omkHa NPOBOAWTL NMPOBEPKY COOTBETCTBUSA cncTEMbI VT ycTaHOBMNEHHLIM 3aKOHOAATESTbHBIM
1 06s13aTenbHLIM TPeboBaHMAM CTPaH(bl), B KOTOPLIX (01) pacnonoxeHa cuctema UT. B cnyyae, ecnn Takue Tpebo-
BaHUS CYLLLECTBYHOT, TO OHM AOKHbI BKIIOYaTh B cebst 06a3aTenbHble TpeboBaHNSA N0 OXpaHe aBTOPCKUX NMpaB U
KOHGMAeHUManbLHOCTN MHopMaLmm, 3aLluTe OT KONMPOBaHUS NPOrpaMMHOro obecneyenuns, sawmuTe 3anmcemn
opraHusauum n 3almuTe OT HenpaBubHOro UCNonb3oBaHusa cucteMm UT v apyrne (Hanpumep No NPUMEHEHMUIO
KpunTorpadoum).

8.1.3 O6paboTKka MHUMAOeHTa

MNepcoHan opraHM3aumm AOIMKEH MOHUMAaTbL HE06XOAUMOCTb OTYETOB 06 MHUMAEHTaxX 6€30MacHOCTU, BKITHO-
Yasi HapyLLEeHWS NPaBUbHOIO (PYHKLIMOHNPOBAHUA NPOrpamMMHOro obecnedeHns 1 crnyyam HeyCToMYnMBon paboThbl
cuctemsbl. [1na aToro B opraHusaLumm AomkHa 6bITb paspaboTaHa COOTBETCTBYOLLAA CxeMa nepefayn coobLue-
HuiA. OBpaboTka MHUMAEHTA BKIoYaeT B cebs:

1 O14eT 06 nHUMaeHTe 6e3onacHoOCTH

OT14eT 06 MHUMAaeHTE ABNSieTCs 003aHHOCTBLIO KaXKaoro CoTpyaHmKa. MHUMAEHTLI U cOOoM MOTyT ObITh Takke
naeHTUULMPOBaHLI 1 3apErMcTpUpOBaHbI C MOMOLLIBIO MHCTPYMEHTanNbHbIX cpeacTB. [ns nosbileHnst adhdpekTus-
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HOCTU AeATEeNbHOCTU NpU MHUMAEHTE AoMkKHa ObITh paspaboTaHa cxema nepeaayn 0TYETOB 1 MeCTa UX npuemMa B
opraHu3aLuun.

2 Ot4eT 0 cnabbix MecTax nNpu obecneyeHn 6e3onacHoOCTU

Ecnun nonb3oBaTteny 3ame4atoT Kakme-nnbo HeJoCTaTkv, MMEoLLME OTHOLLEHUE K 0b6ecreyveHuno 6e3onacHo-
CTW, TO OHM 065A3aHbI KaK MOXXHO ObICTpee A0SOXNTb 06 3TOM OTBETCTBEHHOMY NNLLY.

3 OT4eT 0 HapyLLeHusIX B paboTe nporpaMMHOro obecneveHus

Ecnu nonb3oBaTenu 3ameyaroT Kakne-nmbo HapyLleHus B paboTe nporpamMmmHOro obecneyeHus, CBA3aHHOIo
¢ 6e30NacHOCTbLI0, TO OHU 06A3aHbI Kak MOXXHO BbICTpee A0NOXUTb 06 3TOM OTBETCTBEHHOMY FKLLY.

4 YnpaeneHue B Cry4yae BO3HUKHOBEHUSA MHUMAEHTA

Mpouecc ynpaBneHnst 4ormkeH obecneyvmBaTtb 6€30MacHOCTb OT MHLUMOEHTOB, X OBHapyxeHne, onoeeLLe-
HME 1N COOTBETCTBYIOLLYIO PEaKLMI0 Ha MHUMAEHT. OpraHnsaums ormkHa NpoBoanTb COOp 1 OLIEHKY MHGpopMaLmm
00 MHUMaeHTax BO n3bexaHune nx NnoBTOPHOro BO3HMKHOBEHWS, a Takke ANs CokpalleHus yulepba.

8.1.4MepcoHan

3alWnTHbIE MEpPbI B 3TON KaTeropmm AOMKHbI CHUXKAaTb pUCKM 6e30MacHOCTY B pesyrnbraTe oLMOOoK nnuv npea-
HaMepEHHOTO NN HenpegHaMePEHHOTo HapyLLEHUsI NpaBu 6e30MacHOCTU MEPCOHANOM (LLTaTHLIM UK HAHSTBIM
Mo KOHTPakKTy). K aTon kaTeropmm oTHOCATCA CrieaytoLLme 3alUTHbIE Mepb:

1 3aWwmTHbIE MEPbI ANS LUTATHOMO UM BPEMEHHOTO NepcoHana

Bce coTpyaHukn JOMmKHbI MIOHUMATbL CBOO POrib M 0693aHHOCTY OTHOCUTENBHO 6e3onacHocTU. OpraHnsauust
JOIMKHa onpeaennTb M AOKYMEHTMPOBATb NpoLeaypbl, kKacaroLmecs 6e30nacHOCTH, KOTOpble A0MMKHbI COBNo-
naTtbcsa nepcoHanom. MNpu Haime nepcoHana Ha paboTy OH JOIMKEH NoAnexaTb NPOBepKe U, B cryvyae Heobxoau-
MOCTU, C NEPCOHarIoM AOIMKHO BbITb NOAMNMCaHO cornalleHne o cobnogeHnn npasnn KOHMUAEHLMANBHOCTU.

2 3almTHbIe Mepbl ANs NepcoHarna, HaHATOro MO KOHTPaKTY

OpraHusauusi 4OMKHa KOHTPONMPOBaTh NepCcoHart, paboTaroLLMI MO KOHTPaKTy (Hanpumep yoopLumubl unm
TEXHUYECKUIA MepcoHan), a Tak xe nboro apyroro nocetutens. MNepcoHan, HaHATLIN MO KOHTPaKTy Ha ANUTensHoe
BpeMs1, JOIMKEH noanmcaTtb 0083aTenbCTBO 0 COBNAEHUN NpaBun KOHPUAEHLMANBHOCTH, NPeXae YeM OH Nony-
ynT gocTyn (usmyeckn nnm normdeckn) k cuctemam T opraHnsaumm.

3 OBy4eHme 1 ocBeOOMITEHHOCTL O Mepax 6e30nNacHOCTH

C nepcoHanom, KoTopbIi UCMONb3yeT, pa3pabaTbiBaeT, NogaepKUBaeT B pabo4emM COCTOSIHUM U UMEET J0C-
Tyn kK obopyanoBaHuio VT, AormKeH perynsipHo NpoBOAUTLCHA MHCTPYKTaXK Mo Borpocam obecneveHns 6esonacHoc-
Tn. NepcoHan gomkeH obecneunBaTbCa COOTBETCTBYIOLLIMMI MaTepranaMmn. 3To No3BonseT obecneyunTs ocee-
OOMIEHHOCTb NepcoHana 0 BaXKHOCT KOMMEPYECKON MHAOopMaLnm, COOTBETCTBYHOLLIMX Yrpo3ax, yA3BUMOCTAX U
pucke u, cneaoBaTesibHO, MOHMMaHue Heo6XoAMMOCTU 3aLUTHLIX Mep. OpraHu3aums gormkHa obyyaTe NonbL3oBa-
Tenew npaBunbHOMY NCMonb3oBaHuio cpeacTs VT Bo nsbexxaHme owmnbok. [ins oTBETCTBEHHOIO NepcoHarna, Ha-
npvMep cneuvanucTos no 6esonacHoctu VT, agMMHUCTpaToOpOB, OTBeYatLLmX 3a obecneyeHme 6esonacHocTy,
MOXeT noTpeboBaTbCA cneuunansHoe obyyeHue.

4 [Mpouecc obecneyeHnsa NCNONMHUTENBLCKOW AUCLMNIUHBI

MepcoHan opraHM3auum JOmMKeH NOHMMaTb NOCNeACTBUSA (HAMEePEHHOro UNKU HenpeaHaMepPEHHOro) Hapy-
LLeHWst nonnTUKKM obecneveHns 6esonacHocTn AT opraHnsaumm unm cornatleHms o cCobnioaeHnm KoHnaeHumans-
HOCTW.

8.1.5 3kcnnyaTtauMoHHble BONpoChI

Llenbto 3awmuTHBIX Mep 3ToW kaTeropum SBAseTCA nogaepxaHve B paboyem coctosiHum npoueayp no obec-
neyeHno 6e30nNacHOCTU, NPaBUNBHOMO N HAAEXHOrO (PYHKLUMOHMPOBaHUA obopyaoBaHusa T u cBA3aHHbIX C HAM
cucteM. BonbLUNMHCTBO M3 3TUX 3aLLUMTHBIX MEp MOryT BbITb peann3oBaHbl NyTEM BHEAPEHUSA OpraHU3aLMOHHbIX
npolenyp. OkcnnyaTauMoHHbIE 3aLLMTHbIE MePbl A0MKHbI ObITb COBMELLEHbI C APYTMMU BUAAMM 3aLLMUTbI, HANpu-
Mep P13NYECKON N TEXHNYECKON. K 3TOI KaTeropum OTHOCATCA crneayoLwme 3alimMTHbIE MepbI:

1 YnpaeneHue KoHpurypaumen n n"smeHeHnamm

YnpasneHune KoHurypauuen sBnsaeTca npoLeccoM oTcrnexmnsaHnsa nameHeHun B cuctemax UT. MNpu atom
rnaBHas 3agavya obecnedeHuns 6e3onacHOCTU opraHn3aLmm BKItodaeT B cebsa obecneveHne ahekTMBHOCTH 3a-
LLMTHBIX MEep U COBOKYMHOM 6e30nacHOCTM Npy U3MeHeHusX B cuctemax UT. YnpaBneHne nsmeHeHusiMum MoxXeT
crnocob6CcTBOBaTHL OAEHTUMKALIMM HOBBIX (OOPM NPUMEHEHMUS 3aLLUMUTHBIX Mep No obecneyeHmo 6e3onacHOCTU Npu
n3meHeHusx B cuctemax UT.
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2 YnpaBneHve pe3epsamu

OpraHusauusa gomkHa ynpasnaTtb pesepBamiu Ang npeaynpexneHns BoO3HMKHOBEHUS C6oeB n3-3a Heo-
cTaTka pecypcos. [1pu oLeHKe pe3epBoB, HeobxoanMbIx Anst cuctemsl VT, AOMmMKHBI yunTbiBaTHCS OyayLume u
TekyLume TpeboBaHus K pesepBam.

3 [lokymeHTaums

Bce acnekTbl onepauuii u koHdurypaumii AT gormkHbl ObITb 3a40KyMEHTUPOBaHbI st 06ecneyennst nx He-
npepbIBHOCTM U nocriegoBaTtensHocTu. besonacHocTe cuctembl T gormkHa ObITe 0dhopmIieHa JOKYMEHTANbHO B
nonutnke obecnedeHuns 6esonacHocT VT, B AOKyMeHTaLmMW, perfiaMmeHTpyHoLLEel onepaLmoHHbIe NpoLeaypbl
©e3onacHoCTK, oTYeTax U NraHax no buaHec-cTpaTerMn opraHMsaunm. ta JOKYMeHTaLms OOMmKHa ObITb akTyanu-
3MpoBaHa 1 AOCTYMNHa YNONTHOMOYEHHOMY NepcoHany.

4 TexHu4yeckoe obcnyxmBaHve

OpraHusaums gomkHa NpoBoaUTb TeXHUYeckoe obcnyxumsaHmne obopyaoBaHusa AT ons obecnedeHuns ero
NMOCTOSIHHOW HaZIE&XXHOCTU, OCTYNHOCTU U LLeNoCTHOCTU. TpeboBaHums no obecneyeHnto 6e3onacHOCTU, KOTopble
OOMKHbI cobrnogaTe NOAPSAAYMKM NPY BbINOSTHEHWUN TEXHUYECKOTO 0O6CYXXMBaHWS, OOMKHbI ObITb AOKYMEHTanbHO
ohopMIIEHbI 1 3aNMCaHbl B COOTBETCTBYIOLLIMX KOHTPaKTax. TexHNnYeckoe 00CnyXmMBaHne SOMKHO NPOBOANTLCS B
COOTBETCTBUM C KOHTPAKTOM C MPUBIIEYEHNEM KBaNUMLMPOBaHHOTO NepcoHana.

5 MOHUTOPWHI U3MEHEHUN, CBA3aHHBIX C 6E30MaCHOCTbLIO

OpraHu3auusi oMmKHa NPOBOANTbL MOHUTOPWHI U3MEHEHWUI BO3OENCTBUN, YIpo3, YA3BMMOCTEW N pUCKa, a
TakKe CBA3aHHbIX C HUMW XapakTepucTuk 6esonacHoCT1. MOHUTOPUHI JOMMKEH BKIoYaTh B cebsi cyLlecTByoLLmne
1 HoBble acnekTbl. OpraHm3aums JoMmKHa MPOBOANTL MOHUTOPVIHT OKPYXKatoLLIEN Cpefbl, B KOTOPOW pacronoXeHa
cuctema UT.

6 3anvcu ayauTa u permctpauus

Ayautopckue n permcTpupytoLme cnocobHOCTU CEpBEPOB (perucTpauus 3annucem ayanta n aHanma cpeacts),
ceTen (ayauT annapaTHO-NporpamMMHbIX CPEACTB MEXCETEBOW 3aLLUThl U MAPLLPYTOB) 1 MPUNOXEHWUI (ayaAUTOPC-
Kve cpefcTBa cucTem nepefaydv coodLleHnii unm obpaboTka TpaH3aKLMN) A0MKHbI UCNOMNB30BaTLCS Ans 3anMcu
noapobHocTen cobbITUN, OTHOCALLMXCH K obecrnedeHunto 6e3onacHoOCTU. 3TU COBbLITUS BKMNOYatoT B cebs nerko
Ono3HaBaeMble HECAHKLUMOHNPOBaHHbIE UK OLLMBOYHbIE COBLITUA U NOAPOOHOCTN OYEBUAHBLIX HOPMAarbHbIX CO-
ObITWI, KOTOPbIE MOMYT NOTPebOoBaTLCA AN AaNbHENLIEro aHannsa. 3anucu ayanTta v KypHarbel permctpaumm
OOIPKHbI PEryNSpHO aHanM3npoBaTbCs Ars 06HaAPYXEHNSA HECAHKLIMOHVUPOBAHHOM OEATENBHOCTM U MPUHSTUS COOT-
BETCTBYHOLLMX KOppeKTUpyoLnx mep. CobbITUSA, 3aperncTpupoBaHHbIE B XXypHanax, A0IPKHbI Takke aHanm3mpo-
BaTbCH Ha MOBTOPAEMOCTb aHaNOMMYHbLIX COOBLITUI, KOTOPLIE YKa3bIBaOT HA MPUCYTCTBME YSI3BUMOCTEW UIU YIPo3,
MPOTMB KOTOPbIX €LLe HE NPUHATLI aAeKBaTHbIE 3aLLUMTHbIE MepbI. Takon aHanm3 MOXeT BbISIBMATb LWAaGMOHbI B
04eBUAHbBIX HECBA3AHHbBIX COOBITUSIX, KOTOPbIE NO3BONAT NAEHTUMMLMPOBATE NNLL, 3aHUMAIOLLIMXCS HECaHKLMO-
HUPOBaHHOW AEATENBHOCTLIO, UMW ONPeAensTe OCHOBHbIE MPUYMHBLI NPo6BeM, CBA3aHHbIX C 6e30NaCHOCTLIO.

MpumedaHune— B HacTosiLLeM cTaHAapTe TEPMUHbI «aygnTopcKkue CMOCOBHOCTUY» CUCTEM U NPUNOXEHUN, 1
«perncrtpupyroimne CnocoBHOCTU» NPUMEHSAIOTCA B OOHOM M TOM e CcMbIcrne. B To Bpemsa nogobHble cnocobHocTU MoryT
ObITb UCMNOSb30BaHbI AN noanepXXkn nposegeHndA bonee LUMPOKMX (PMHAHCOBbLIX ayaunToB.

7 TectupoBaHue 6e3onacHocTun

OpraHusauus 4omkHa NpoBOANTb TECTMPOBaHMe 6e3onacHoCTH Ans obecneveHnsa 6e3onacHoro oyHKLUmMo-
HUpoBaHUs Bcero obopyaoBaHus T u cBsAI3aHHbIX C HUM KOMMOHEHTOB NpPOorpaMmMHoro obecneveHus. [JormkHa
NpOBOANTLCS NPOBEPKA COOTBETCTBUS TPeOOBaHNSIM, YCTAHOBNEHHbLIM B NOMNUTUKE obecneveHns 6esonacHocTu
cuctembl T 1 nnaHax npoBefeHNst TECTUPOBaHUS (MCMbITaHUIA), a Takke YCTaHOBMEHbI KpUTEPUX, NO3BOMSHOLLINE
OEMOHCTPUPOBATb AOCTWKEHNE HEOOXOAMMOro YPOBHS 0€30MacHOCTU.

8 YnpaeneHue HocuTensmm nHdopmauum

YnpaBneHne HocutTensiMm MHopmaLLmMm BKIKOHaeT B cebs pasHoobpasHble 3almuTHbIE Mepbl, 0becnevnsato-
Lme 3awmTy (br3nYEeCcKyo 1 B OKpYXKatoLen cpeae), a Takke BO3MOXHOCTb MOAOTYETHOCTU ANCKET, AUCKOB,
BbIBOZOB Ha neyaTtb 1 B ApYrylo cpeay nepefayn nHhopmMaumm. YnpasneHme MOXeT BKMYaTh MapKUPOBKY,
perncrpaumio, Bepmdurkaumnio LeNoCTHOCTH, 3aLLMTy (PM3NYECKOro OCTYNa, 3allmTy OT BO3OENCTBUS OKPY>Kato-
LLiel cpenbl, Mpouecc nepeaaydn 1 6e3onacHoe yHNUYTOXeHUe HocuTenen nHopmaumu.

9 ObecneyeHne CTUpaHUsa NamsTn

KoHbmaeHumansHOCTb paHee 3anmMcaHHoOM B 3anOMUHAIOLLEM YCTPONCTBE MHpOpMaLIMK JOMKHa ObITb CO-
XpaHeHa, Aaxe ecnm aTa nHdopmMaums 6onblue He TpebyeTcs. [ormkHO ObITb 06ecrneyeHo cTMpaHue nnm pmsmnyec-
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Kasi nepesanvcb aisos, CoaepKaLlLnx KOHUAEHUMabHbIA MaTepyarn, Ui OHW SOIMKHbI ObITb YHUMTOXEHbI APY-
MM cnocobom, Tak Kak (OyHKUMSI CTUPaHUS He BCErda rapaHTMPYeT NOMHOE YHNYTOXeHWe nHgopmauun. Cpeacrea
Onsi NorHoro 1 6e30nacHOro CTypaHns, o4odpeHHbIE OTBETCTBEHHBIM NEPCOHANOM (Hanpumep, creumanMcToMm rno
©e3onacHoCcTU), AOIMKHbI ObITe NPeAOoCTaBIEHbI B pacropsikeHve Nosb3oBaTenen.

10 PacnpegeneHue oTBETCTBEHHOCTM U NOSTHOMOYMIA

Ong MUHYMK3aUUM pycka 1 BO3MOXHOCTM Ansl 3M0ynoTpebneHms NofHOMOYUAMN, OpraHn3auns OormkHa
pacnpegennTb OTBETCTBEHHOCTb U MONTHOMOYMS. B YacTHOCTU OImKHBI ObITb pasgeneHbl 0083aHHOCTU U PYHKLMN,
KOTopble B KOMOMHaLUM MOTyT MPMBECTM K 06X04y 3aLLUTHBIX MEP UMW ayaUTOB UITN Ype3MEPHOMY NpenmyLle-
CTBY Ansi paboTHWKa.

11 KoppeKTHoe ncnonb3oBaHne NporpaMMHOro obecnevyeHms

OpraHusauus gormkHa obecneunBaTb HEBO3MOXHOCTb HECAHKLMIOHUPOBAHHOIO MOBTOPHOIO KOMMPOBaHWS
nevaTHbIX MaTepuarnoB 1 BbIMOTHEHWE NNLEH3NOHHBIX COrfaLLeHW B OTHOLLEHWM NpaB COOCTBEHHVKa Nporpamm-
Horo obecneyveHus.

12 YnpaBrneHue n3ameHeHAMM NporpamMmmMHOro obecnedeHns

OpraHn3aums 4omKHa yNpaBndTb M3MEHEHUSIMU MPOrpaMMHOro obecnedeHrs ans nogaepkaHus ero Leno-
CTHOCTM B CIly4ae BHECEHUS U3MEHEHWI (YyNpaBneHNe N3MEHEHNSIMU MPOrPaMMHOro obecneveHns OMKHO Npu-
MEHSTECS TOSNBKO K MPOorpaMmmMHOMY 06ecneyveHmto, B TO BpeMs Kak yrpaBrieHne KOHUrypaumen n UaMeHeH1smu,
OMMCaHHOE B COOTBETCTBYHOLLIEN KaTeropum obecneyeHns 6e30nacHOCTU, AOIPKHO NPUMEHSATLCS K cuctemam VT n
NX OKPY>KEHMIO B LIenoM). [ormkHbl 6bITb YyCTaHOBIEHbI MpoLeaypbl yNpaBneHns U3BMEHEHUAMN NPOrPamMmMHOro
obecneyeHuns, KOTopble NpeaycMaTpMBaloT yrpaBreHne BCeMU M3MEHEHUAMN 1 0OecnevmBaloT NogaepxaHue
BesonacHocTy Bcero npouecca. K HMM 0THOCUTCS CaHKLMOHUPOBaHHOE pa3peLleHne Ha USMeHEHWs1, paccMoTpe-
HMe BOMpocoB 6e30NacHOCTM ANst NPUHATMSA MPOMEXKYTOYHbIX PELLEHU 1 NpoBepka 6e30MacHOCTM Ha KOHEYHOM
cTagun.

8.1.6 NnaHmnpoBaHue HenpepbIBHOCTU BU3Heca

[ns o6ecneyeHns 3aLnTbl OCHOBHbIX BU3HEC-NPOLIECCOB OpraHM3aunm OT BO34ENCTBUS CEPbE3HbIX OTKa-
30B 1nu 6e4CTBMIN U CBeAEHUS] K MMHUMYMY yulepba, HaHECEHHOIo TakMMu CoBbITUAMU, OpraHn3auus OOSPKHA
pa3paboTaTtb 3PeKTUBHYIO CTpaTEro HeNpepbIBHOCTY BU3HeCa, BKITHOYas niaHbl U CTpaTervio 4eNCTBIN B Ypes-
Bbl4YaNHOW CUTyaLun 1 BOCCTaHOBMNEHUS nocre 6eacTteus. K aTol kaTeropmm oTHOCATCS cneayowme 3allnTHbIe
Mepbl:

1 Ctpaterusi HenpepbIBHOCTY BU3Heca

OpraHusaums gormkHa paspaboTaTe 1 JOKyMeEHTarbHO 0hOpMUTL CTpaTENIto HEMPEPbLIBHOCTM B13Heca, BKITHO-
Yyas nnaH gevcTBUIA B YPE3BbIYANHOW CUTYaLMM 1 BOCCTaHOBIEHME nocrne 6eacTBuiA, B OTHOLLEHUW paccMaTpu-
Baemow cuctembl VT Ha ocHOBE NOTEHLUMANbHbIX MOEHTUULMPOBAHHBIX HEONaronpusiTHbIX BO34ENCTBUA Ha 13-
HeC BCIeACTBMNE HEFOTOBHOCTM K paboTe, Moaudmkaumm nnm paspyLueHns cuctemsl AT.

2 NnaH HenpepbIBHOCTY OM3Heca

Ha ocHoBe cTpaTtermm HenpepbIBHOCTY DU3HECa OpraHM3aLms JOIPkHa pa3paboTaTe N AOKyMEHTarbHO odop-
MUWTb MNaHbl HENPEPbLIBHOCTU OM3Heca B CrlyYae BO3HUKHOBEHWSI Ype3BbIYaNHON CUTYaLMN U BOCCTAHOBIIEHNS
nocne 6eacTBuS.

3 lNpoBepka 1 akTyanusauusi nnaHa HenpepbIBHOCTY B13Heca

Mpexae Yem NpUHATL NIlaH HEMpPepbIBHOCTM BM3Heca, opraHn3aLms JOIDKHA TLaTeNbHO NPOBEPUTL Er0
3 hEKTUBHOCTb B 0O6CTOATENBCTBAX PearibHOM XXU3HM U JOBECTY €10 A0 CBEAEHUS OTBETCTBEHHOMO NepcoHana.
Tak kak nraHbl HenpepbIBHOCTU B3Heca MoryT BbICTPO yCcTapeBaTh, OpraHM3aLmns A0KHa NPOBOAUTL NX NEPUO-
OMYecKyto akTyanuaaumio. CTpaTterns HenpepbIBHOCTM BU3Heca A0mkHa COBEPLLEHCTBOBATLCA N0 Mepe Heobxo-
OVMOCTU.

4 [1ybrnvpoBaHne

OpraHusaums gomkHa gyonupoBaTtb Bce BaxkHble dpannbl M Apyrme MHOopMaLMoHHbIE AaHHble BuaHeca,
nporpamMmbl U JOKYMEHTaLMIO BaXHbIX cucteM. MNepunognyHocTb AybnmpoBaHusa 4OSmkHa ObiTb yCTaHOBMEHA B
3aB1CKMMOCTM OT BaXKHOCTU MHCGDOPMALIMK U B COOTBETCTBUM C NITaHOM HENPEPbIBHOCTU BraHeca. Pe3epBHbie konum
OOIMKHbI XpaHWUTBLCSA B 6e30nacHOM MeCTe M OTAENbHO ApYr OT Apyra, a BOCCTaHOBMNEHHbIE KOMUW — nepuoanyec-
KV NPOBEPSATLCH HAa JOCTOBEPHOCTb.
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8.1.7 dPusnyeckas 6e3o0nacHOCTb

3awmTHbIe Mepbl B 3TOM 06NacTu CBsA3aHbl ¢ hn3nyeckon 3almTon. X cnegyet paccmatpuBaTb COBMECTHO
C nageHTudmKaumnen okpyxatoLLen cpeabl (cM. 7.2). HmkenanoxeHHble 3awmuTHbIe Mepbl A0IMKHbI MPUMEHSITLCS K
34aHuaAM, 30HaM 6e3onacHoCcTU, MecTam pasmelleHnst OBM 1 ogucHbIM nomMeleHnsam. Bbibop 3awmTHbIX Mep
3aBUCUT OT paccMaTpuBaeMON YacTu 3aaHus. K aTon kaTeropmm oTHOCSITCS creaytoLlme 3allimMTHbIE Mepbl:

1 MatepuanbsHas sawmTa

dusmyeckne 3aLMTHbIE MepbIl, MPUMeEHseMble ANs 3aLlUUThl 34aHUs, BKIOYakoT B cebs 3abopsbl, ynpasne-
H1e u3nyeckmM AoCTynoM (MPOnyckHbIe NYHKTbI), MPOYHbIE CTEHbI, ABEPU N OKHA. 30HbLI 6e30NacHOCTM B Npeae-
nax 3gaHus JOMKHbI ObITh 3alUKMLLEeHbl OT HECAHKLNOHMPOBAHHOIO NPOHUKHOBEHWS C MOMOLLIbIO YNpaBreHnst dou-
3M4YECKNM AOCTYMNOM, OXpaHbl U T. 4. 30HblI 6e30nacHOCTU MOryT ObITb HeobxoauMbl Ansg obopygoBaHus UT, Ha-
npumep, CEpBEPOB, CBA3AHHOIO C HUMUW NMPOrpamMmMHOro obecrneveHnsi U AaHHbIX, MOAAEPKNBAOLNX BaXKHbIE
BVAbl KOMMEPYECKON OeATENBHOCTU opraHn3auun. [JIocTyn B Takne 30Hbl 6€30MacHOCTY A0MKEH ObITb OrpaHNyeH
MUHUManbHbIM YMCITOM HeobXoaMMOro nepcoHarna, nogpobHoe onucaHne 4ocTyna JOMKHO ObiTh 3aperncTpupo-
BaHO. Bce guarHocTnyeckoe u KOHTporbHoe 0b6opyaoBaHNe AOMKHO XpaHUTLCHA B 6e30nacHOM MecTe U ero uc-
Nornb30BaHWe A0MKHO AepXXaTbCs Mo CTPOrMM KOHTPOMEM.

2 [NpoTrBONOXapHaa 3awmTa

O6opynoBaHue v NpuneraroLwas TeppuTopus, BKITKoYas OCTYM K HAM, OOJDKHbI ObITb 3aLLMLLEHbI OT pac-
NMPOCTPAHEHMS OTHA N3 KaKOro-rnmbo MecTa B 34aHUM UM COCeAHMX CTPoeHnn. OnacHOCTb BOSHUKHOBEHNS U
pacnpocTpaHeHus noxapa B6rm3aun noMeLLeHnn n/nnm 30H, cogepxallmx obopynoBaHue, fomkHa bbiTb cBeaeHa
K MuHUMyMy. OpraHusaums omkHa obecnednTb 3aLluTy OT NoXapoBs, BO3HMKAKLNX B Npeaenax n/vnuv satparu-
BalOLLMX MOMELLIEHMSA/30HbI, coAepKalLlime OCHOBHOe 06opyaoBaHue. 3aluTHbIe Mepbl AOMKHbI NpeaycMaTpu-
BaTb OOHapY>XeHWe OrHs U AbiMa, OXPaHHYI0 CUrHanM3aumio 1 NogaBrieHne oyara Bo3ropanus. CrniegyeT Takke
YUMTbIBaTb, UTO NPOTMBOMOXAapHAast 3aLLMTa MOXET He Bbi3BaTb NOBpeXaeHns cuctem VT oT Bogbl Unv apyrux
CPEACTB TyLUEHMS.

3 3awmTta oT BOAbI/APYrMX XXNOKOCTEN

OpraHusauna He AoMmkHa pasmelLaTb OCHOBHbIE (3HaYMMble) CpeacTBa B 30HE BO3MOXHOIO 3aTOMNMeHns,
YTEYKM BOAbI UMW APYron XXnakoctu. [lomkHa ObiTe NpeaycMoTpeHa COOTBETCTBYOLLAA 3aLUmTa B Criydae BO3HMK-
HOBEHMS YTPO3bl 3aTOMNEHMS.

4 3aluuTa oT CTUXUNHBIX 6eacTBUIA

3aaHus, cogepxallme BaxxHoe 060pyaoBaHNe, OIMKHbI ObIThb 3aLMULLIEHBI OT yAapa MOJTHUU U OCHALLEHO
3aLUMTON OT rPO30BOro pa3psaaa. 3awmuTa OT CTUXUNHBIX 6e4CTBUI MOXET ObITb JOCTUMHYTA 3a CHET pasMeLLeHs
obopyaoBaHus B 30HaX, rae CTUXMIAHbIE BeCTBUSA ManoBepOSTHBI, a Takke NPUMEHEHUS CTPaTENMYECKOro N TeKy-
LLIero NNaHMPOBaHUS.

5 3awuTa oT XuLeHus

[ns obecneveHus ynpaBneHnsi ypoBHSIMU 3anacoB BCe YacTy 000pyA0BaHUS OOIMKHbI ObITb O4HO3HAYHO
NOEHTUMLMPOBaHbI M NoANeXaTb MHBEHTAapHOMY YYeTY. [lepcoHarn oxpaHbl U aaMUHUCTPATOPbI AOIMKHbI POBe-
pATb BbIHOCUMbIE 6€3 pa3speLleHns N3 NoMeLLEHWIA/30H nnu 3aaHus obopyaosaHue unu pecypcbl. OpraHmsauus
JormkHa obecneyumnTb 3aLLmTy KOHMAEHLMAaNbHOCTU MHAOPMAaLLMK 1 NpaB COBCTBEHHOCTU Ha NporpamMmmMHoe obec-
neyeHne, HaxXoasLWMNXCSA Ha NOPTATUBHBIX HOCUTENSAX (HAaNpUMep, CbEMHbIX M CMEHHbIX AMCKaX, PridLL-HaKonuTe-
n§AX, ONTUYECKNX AncKax, NMMOKMX Auckax u ap.).

6 OHeprocHabXeHue N BEHTUNAUMS

Bce obopyanoBaHme UT 0omkHO ObITh 3aLLmMLLEHO (Mpy HEOOXOAMMOCTIN) OT BHE3AMHOI0 OTKITHOYEHUS 3MEKT-
punyectBa. [lormkeH ObITb NpeayCMOTPEH COOTBETCTBYIOLLIMI anbTePHATUBHBLINA UCTOYHUK S3HEProcHabxeHus 1 bec-
nepeboriHoro nuTaHua. [ipyroi Lensto obecneyeHus 6e30nacHOCTU ABNAETCA NoAAepKaHWe AONYCTUMON TeMne-
paTypbl 1 BIAXKHOCTU.

7 MNMpoknaaka kabenen

CwunoBble 1 KOMMYHUKaLMOHHLIE Kabenu, OCcyLLIECTBSIOLWME Nepedady AaHHbIX MW NOAAEPXKKY cryo UT,
OOJMKHbI ObITb 3aLULLEHBI OT NepexBaTa nHdopMaumm, NOBPEXaeHUst U neperpy3ku. ponoxeHHble kabenu
OOMKHbI ObITh 3aLUMLLEHbI OT CIyYanHOro UNn NpeLHamMepPEHHOro NOBPEXAEHUS.

Mpu nnaHmMpoBaHM kKabenen OOMKHbI YYUTLIBATLCS NePCneKTUBHbIE pa3paboTku. B onpaBaaHHbIX criyyasix
kabenu 4omKHbI ObITb 3aLLMLLEHBI OT BO3MOXHOMO MOACMYLLMBAHWS.
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8.2 CneumnanbHble 3alWMUTHbIE Mepbl cuctem UT

McTOYHMKM 4OMOMHUTENBHOM MHAOPMALMK MO YNTOMSHYTbIM KaTeropnsm 3aLLmTHbIX Mep NpyBeAeHb! B Tab-
mmyax 8.2.1—8.2.5.

8.2.1 UpeHTudukauma u ayreHtucdukaums

WaeHTndukauma asnsetcs cpeacTBOM, C MOMOLLbIO KOTOPOro Nofb30BaTenb NPeACcTaBnsAeT 3asBNeHHbIN
naeHTudukaTop B cuctemy. AyteHTudmKaums SBngeTcs cpecTsoM Banuaaumm 4eNCTBUTENBHOCTM 3TOro 3asiBre-
HWH. Hyxxe npvBedeHbl IpUMepbl AOCTVXKEHUS naeHTudmKaummn n ayteHTudukauum (MA) (CyLlecTBytoT Takke apy-
rve knaccudukaumm UA):

1 VipeHTudukaums n ayteHTuukaumsa Ha OCHOBE HEKOTOPOW MHAOpMAaLIMK, N3BECTHOW MOMNb30BaTENHo

Hanbonee TMnnyHbLIM cnocobom naeHTnmnkaummn n ayteHTudmkaumum aenseTcs HasHadeHve naponen. MNa-
pOrb — 3TO OTNMYUTENBHANA XapakTepucTrka, CBA3aHHas ¢ NPoLLECCOM pacrnosHaBaHus, U NpeacTaBnsoLLas
cobo HeKoTopyIo MHbopMaLWIO, KOTOPas MOXET BbITb 4OCTYMNHA TONBbKO Nonb3osaTtento. OpraHn3auns OOrmKHa
ynpaensTb pacnpeaeneHmem 1 nepmogmnyeckor cMeHomn naponen. Ecnv nonb3oBaTenu camv BoIGUparoT naponu,
TO OHW AOMKHbI BbITb OCBEAOMIEHbI 06 0OLLMX NpaBunax HasHavyeHns n obpalleHus ¢ naponsamu. Ansa nogaepx-
K1 maponew MoXHO NPUMEeHsATL NporpaMMHoe obecneveHne, Hanpumep, OpraHn3aLmst MOXeET OrpaHNYUTb UCTIOMNb-
30BaHue 0BbIYHbIX Maponen NN PUCYHKOB 1 CUMBOSOB. NMpn HeoBXoAUMOCTH OpraHu3aums MOXET Co3aBaTb
KOMMW Naporsen, KOTopble OOMMKHbI HAOEXHO COXpaHATLCA. [JoCTyn K KONWsAM naporien nonb3oBaTternen, He MMeto-
LLMX UK 3abbIBLUWX NAPOsib, AOIMKEH BbITb pernameHTUpoBaH. VigeHTudmrkaumsa n ayteHTndukauusa Ha ocHoBe
HEeKOTOpOW MHGOPMaLIMK, N3BECTHON MOMb30BAaTEN0, MOXET UCNOMNb30BaTh CNOCobbI KpMnTorpadunm 1 NPOTOKOMbI
pacno3HaBaHus. ATOT TN Pacrno3HaBaHWA 1 MOATBEMKOEHNS MOXET Takke NPUMEHATHCSA A8 AUCTAHLMOHHON
naeHTUMKaLmmM n ayteHTUukaLmn.

2 NpeHTndukaums n ayteHTUdmKaums Ha OCHOBE TOro, YeM BriadeeT nonb3osatesnb

[nsa uenen naeHTUdMKaummn 1 ayTeHTUMKaLMnM MOryT UCMONb30BaTLCA HEKOTOPbIE 06 bEKTLI, KOTOPLIMUY Bra-
AeeT nonb3oBaTenb, HanpyMMep 3TO MOTYT BbITb KAPTOYKM (KETOHbI) C 3anoMUHaroLLMM ycTponcTteom (3Y) unm
MUKponpoueccopoM. OBLLENPUHATOE NPUMEHEHWE UMEIOT KPEAUTHbIE KaPTOYKN C MarHUTHBIM 3aNOMUHaOLWLUM
YCTPOWCTBOM Ha 06paTHOM CTOPOHe. AyTeHTumnkaumsa obecneunsBaeTcs Ha OCHOBE KOMBMHaLMM ABYX (hakTopoB:
(hakTopa obriagaHusi Nofnb3oBaTenem HekVM 06beKTOM, (Hanpumep, KapTOYKOM, CMapT-KapTon) 1 dhakTopa 3HaHUS
nonb3oBaTenemM HeKOTOPOoWn MHopMaLIMK (MePCOHanLHOro naeHTUMKaumoHHoro Homepa — PIN koga). TUnn4HbIM
NpYMepOM ABASETCA KAapTOYKa C MUKPOMNPOLIECCOPOM.

3 NoeHTndmkaumst n ayTeHTUMKaLMS Ha OCHOBE NCMOMNb30BaHWUA BUOMETPUYECKUX XapaKTepPUCTUK MONb30-
BaTens

TexHonornm GuomeTpr4ecKomn ayTeHTUdMKaLMN NCMONb3YIOT OTNNYUTENBHLIE XapaKTEPUCTUKN N aTpUBYThI
WHOMBMAYaNbHOIo pacno3HaBaHUs NIMYHOCTU. DTO MOTYT BbITb OTNEYaTKV NanbLeB, reoMeTpUs NagoHn, ceTyaTka
rnas, a Tarkke TeMbp ronoca v NMYHasa noanuce. [JaHHble GruomeTpuydeckoro Npodmns nonbL3oBaTens AOMKHbI
HaZEXHO XPaHUTLCS B 3aLUMULLIEHHON NaMaTU CMapT-KapTbl UK B CUCTEME.

8.2.2 Jlornyeckoe ynpaBneHue 1 ayauT Aoctyna

3alUnTHbIE Mepbl B 3TOW KAaTEropumn NpUMeEHSITCA ANS:

- OrpaHUYeHNs JOCTYNa K MHGOpMaLmm, KOMMboTepaM, CETAM, MPUINOXKEHNSAM, CUCTEMHbIM pecypcam, dhan-
nam v nporpammanm;

- permcTpaummn nogpobHOro onMcaHns owMbokK 1 AerCcTBUI Nonb3oBaTens B cneie ayamrta v npu aHanuse
3anuncen Ans obHapyXeHns 1 ncrnpasneHns HapyLleHni Npu obecneyeHnm 6e3onacHoCTU.

OBLWenpuHATLIM CPeACTBOM YCUNEHUS ynpaBneHus JOCTYNOM SBNSETCA UCMOMNb30BaHWe 0COBEeHHOCTEN
naeHTUMKaLMM 1 ayTeHTUMMKALMMW, BKITFOYEHHbIX B CNCKM YpaBneHns AOCTYMNOM, KOTOPble ONPeaensitoT, Kakue
dharinbl, pecypcbl U T. 4. pa3peLleHbl A58 4oCTyna nonb3oBatens U kakne hopMbl MOXET NPUHUMATL 9TOT AOCTYM.
K aTon kaTeropmm 3aLLumMTHbIX Mep OTHOCHATCS:

1 Monutuka ynpasneHnsa JocTyrnom

[ns kaxxgoro nonb3oBaTens Uy rpynbl Nonb3oBaTenen opraHnsaums OMmkHa yCTaHOBUTL OAHO3HaYHO
onpeAeneHHyo NONMTYKY ynpaeneHns JOCTynoM. 3Ta NonuTMKa ycTaHaenmMBaeT npaBa 4OCTyna B COOTBETCTBUM C
TpebosaHUsIMU BU3HECa, HanpUMepP NPUHLMMLI AOCTYNHOCTU, MPOU3BOAUTENBHOCTU 1 OCBEAOMITEHHOCTU. OpraHu-
3auus OOIMPKHA PYKOBOACTBOBATHCS OOLLMM NPUMHLUUNOM: «4aeM CTONbKO NpaB, CKOSIbKO HE0bXoaUMO, 1 NULLb
CTOJbKO, CKOJTbKO BO3MOXHO». PacnpegeneHve npae 4OCTyna cnegyeT yy4nThiBaTb B NOAX04e OpraHn3aumm K
obecneyeHunto 6e3onacHOCTU (HaNnpPUMep, OTKPbITBIN UK OFPaHUYEHHBIN JOCTYN), KyNbTYpe YAOBMNETBOPEHMWS MO-
TpebHocTel BrsHeca 1 MPU3HaHUIO CO CTOPOHbI NMONb30BaTeNen.

2 YnpasneHue JocTynoM nornes3osatens kK 9BM

YnpasneHwve goctynom kK 3BM npumeHsaeTcs Ans npeaynpexaeHns HeCaHKLUMOHNPOBAHHOMO AOCTYNA K KOM-
nbtoTepy. OpraHm3aums gormkHa obecneynBaTb BO3MOXHOCTb PACMO3HABaHNA Y MOEHTUMMKALMM TIMYHOCTY KaX-
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[0ro aBTOPM30BaAHHOIO NOMb30BaTENS, KaK MPU YCMNELHON, Tak U HeYAa4YHON NOMbITKE OCYLLEeCTBUTbL perncTpa-
uMto. YrnpaeneHue KOMMbHTEPHBIM JOCTYNOM MOXET ObITb 0GN1erHeHo C MOMOLLIbIO MAapOoren nnv Apyroro Mmetoga
naeHTUrKaLmm 1 aytTeHTdnKaumm.

3 YnpaeneHue goCTynoM Norb30BaTerns K AaHHbIM, YCIyram 1 NpUnoXKeH M

YnpaBneHue JOCTYNoM JOIMKHO MPUMEHSTBCS ANs 3aLUMTbI JaHHbIX U YCINYr B KOMMbIOTEPE UK B CETU OT
HEeCaHKLIMOHUPOBaHHOIO MPOHUKHOBEHUSA. OTO MOXET BbITb JOCTUIHYTO C MOMOLLIbIO COOTBETCTBYHOLLMX MEXaHN3-
MOB MAEHTUMKALMN 1 ayTeHTUMKaLUMK (CM. 8.2.1), NHTEPdENCOB MEXAY CETEBLIMU YCITyraMmm 1 KOHpUrypaumemn
ceTu, obecneymBatoLLel TONBKO CaHKLUMOHMPOBaHHbIM AOCTYN K yeriyram VT (orpaHuyeHHoe pacnipegeneHe npas).
[ns npegynpexaeHns HECaHKLMOHUPOBAHHOIO AOCTYNa K NPUITOXKEHUSIM, OpraH13aLms 4OMMKHa ynpaBnisTb 4OC-
TYNOM Ha OCHOBe (DYHKLIMOHAIBLHOWM PO MONb30BaTeNs B OPraHM3aLmin.

4 AHanus u akTyanusaums npas gocryna

OpraHu3aums 4OmKkHa NPOBOAMTE NEPUMOAMYECKUIA aHANU3 1 akTyanusauuio Bcex npas 4ocTyna, npegoc-
TaBIEHHbIX MONb30BaTENO, ECN M3MEHUNCL TpeboBaHMs K 06ecneveHmto 6esonacHocTw. [NpaBa npuBunernpo-
BaHHOIo JOCTyna AN yNpaBIieH s MX NpaBuITbHbIM MCMOSb30BaHMEM OOIMKHBI Hallle aHanmanpoBaTees. Joctyn
OOImKeH BbITb OTMEHEH HEMeJIEHHO, €CNW OH BOrbLUIE HE HYXKEH.

5 KoHTposbHbIE XXypHarbl

PaboTbl ¢ nomoLubio T JOmKHBI pErMCTPUPOBATLCS, @ KOHTPOSbHbIE KypPHarbl JOMKHbI MEPUOaNYECKU
NpocMaTpuBaThCs ANs YCTAHOBIIEHNS YCNELUHbIX U HEYAA4YHbIX NMOMbITOK BOWTK B CUCTEMY, MONYYNTb AOCTYM K
OaHHbIM, DYHKUMSM UCTIONb3YEeMOW CUCTEMBI U T. . HEMCNpaBHOCTY Takke OOMMKHbI PEMMCTPUPOBATLCS U Nepuo-
OMYeckn aHannanpoBaTbes. [NonyyeHHble JaHHbIE OOMKHBI MPUMEHATLCS B COOTBETCTBMM C 3aKOHOAATENBCTBOM
Mo 3aLmTe AaHHbIX N KOHPMAEHUNANBHOCTU, HAaNpPUMEP, UX MOXXHO XPaHUTb TOSbKO B TEYEHWE OFPaHNYEHHOTO
nepuoaa BpeMEHM U NCMONb30BaTh TOMBKO Aris OOHapYXXeHWs HapyLLeHni 6e30NacHOCTU.

8.2.3 3awmTa oT 3noHaMepeHHbIX KOAoB

3roHaMepeHHbIe KOAbl MOTyT MPOHMKAThb B CUCTEMY Yepe3 BHELLHME COeaNHEHNS n/nnm charinbl 1 nporpaMMHoe
obecneyeHne, yCTaHOBMEHHbIE C MOMOLLBK NEPEHOCHBIX AUCKOB. 3rI0HaMepeHHbIe KoAbl MOTYT OCTaBaTbCH He-
0BHapy>keHHbIMM [0 BbISIBIIEHMS X BPEAHOMO BO3AENCTBYS, ECIN HE peanv3oBaHbl COOTBETCTBYIOLLME 3aLLUUTHbIE
Mepbl. 3rToHaMepeHHbIe Kogbl MOTYT NOAPbIBaTh 3aLUTHbIE MEPbI (HAanpuMep NepexsaTbiBaTb M packpbiBaTh Ma-
ponu), Cry4arnHo packpbiBaTb Ui U3MEHSITb MHCpOpMaLMIo, HapyLLATb LIENTOCTHOCTb CUCTEMbI, YHUUTOXATb UH-
dropMaLmMIO 1 UCMONb30BaTh 0e3 paspeLLeHnsi pecypchl CUCTEMBI. 3TOHaMEPEHHbIE KOkl MOTyT ObITb CrieayoLLmX
TUMOB:

- BUPYCbI;

- Yepsy;

- TPOSIHCKUE KOHM.

Hocutensamm anoHamepeHHbIX KO4OB SBNSANTCS:

- UCMONHsAEMOe NporpamMmmMHoe obecneyeHue;

- hannbl gaHHbIX (CogepKaLlue NCMOoMNHAEMbIE MaKpoonpeaeneHns, HanpUMep, JOKYMEHTbI MO SMEKTPOH-
Hom 06paboTke TeKcTa unu KpynHodbopmaTHbIE Tabnuubl);

- aKTUBHOE coepxaHue cTpanuy MHTepHeta (WWW).

3noHamepeHHbIe Kokl MOTYT PacrnpoCTPaHATLCS Yepes:

- TNBKWe ONCKU;

- Opyre CbeMHbIE HOCUTENY;

- QNEKTPOHHYIO NOYTY;

- cetu;

- 3arpysky.

3rnoHamepeHHbIe Kogbl MOTyT ObITb BHECEHBI B pe3yrnbrate npegHaMepeHHbIX AeACTBUIN NOMNb30BaTeNs Unm
nyTemM B3anMOAENCTBUA HA CUCTEMHOM YPOBHE, KOTOPbIE NOSb30BaTENb MOXET HE BUAEThb. 3alyuta oT 3rioHame-
PEHHOro KOAa MOXET ObITb JOCTUTHYTa NyTEM UCNONB30BaHUSA HKE NEPEYNCTIEHHBIX 3aLLUUTHBIX MEp:

1 CkaHepbl

Pa3znuyHble hopMbl 3noHaMepeHHOro koaa MoryT ObITb OGHapY>KeHbl U yaarneHbl NyTeM CreLmanbHOro cka-
HMPYHOLLIErO MPOrpaMMHOro obecneYveHrs 1 NPOBEPOK Ha LieNoCTHOCTb. CkaHepbl MOryT paboTaTb B aBTOHOMHOM
pexume Unu nog ynpasneHneM LeHTparnbHoro npoteccopa. PaboTta ckaHepa B pexxume «oHnanH» obecneumsaeT
aKTUBHYIO 3aLUuUTY, T. €. 0OHapyXeHue (M BO3MOXHOEe yaaneHue) 3anoHaMmepeHHOro Kofga 40 pacnpocTpaHeHus
3apaxeHns u HaHeceHus yulepba cucteme UT. PekoMmeHayeTcsa NCrnonb3oBaTh CKaHephbl, paboTatoLume no npuH-
uuny cpmnsTpauumn coaepXXMMOoro CETEBbIX MPOTOKOMOB, 41151 aBTOHOMHbIX KOMMBIOTEPOB U pabounx cTaHLmMn, cep-
BepOB halrioB, CEPBEPOB ANEKTPOHHOWN NOYThI M CPeaCcTB MexceTeBor 3awuTtbl. OgHako nonb3oBaTeny u agmMmu-
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HUCTpaTOpPbl 4OMKHbLI MOHUMAaTb, YTO HEMb34 NoslaraTbCs Ha CKaHepbl Anst 0OGHAPYXEHUS BCEX 31TOHAMEPEHHbIX
KOOOB (JaXke YCTaHOBIIEHHOIO TMMNa), MOTOMY YTO HOBble (DOPMbI 3NTOHaMEPEHHbIX KOAOB BO3HWKAKOT HEMPEPBLIBHO.

2 [NpoBepkn LEeNTIOCTHOCTH

OO6bIYHO ANs ycuneHus 3almTbl, 06ecrneynBaemon ckaHepamu, TpebyoTca apyrve 3almTHble Mepbl. Ha-
npuMep 415 NPOBEPKU N3MEHEHMI, BHECEHHbIX B MPOrpaMmy, MOXXHO UCMONb30BaTk KOHTPOMbHbIE CyMMbI. [1po-
rpammHoe obecneyeHne LenoCTHOCTU JOMKHO ObITb HEOTHLEMIEMOW YaCTbO TEXHUYECKMX 3aLUUTHBIX Mep, 0bec-
neyYMBaroLLMX 3aLmUTy OT 3NIOHAMEPEHHOIO KOAa. TOT TEXHNYECKMI NMPUEM MOXET ObITb NCMONb30BaH AN dawn-
NOB AaHHbIX Y NPOrpamm, He UMeLLUX cTaTyca MHopMaLmmn 4N AanbHENLLEro NPUMEHEHMS.

3 YnpaBneHune obpalleHNeM CbEMHbIX HOCUTENEN

HekoHTponupyemoe obpalleHne HocuTenem (0CO6GEHHO OUCKET) MOXET NPUBECTU K YBENUYEHNIO puUCKa
BHeApeHUS 3n1Io0HaMmepeHHoro koaa B cuctembl T opraHusaumun. YnpaeneHue obpalleHnem B cpefe nepegad
NHOPMaLIMN MOXET ObITb JOCTUIHYTO NyTEM UCMONb30BaHUS:

- cleumarnbHOro NporpaMMHOro obecneyeHuss;

- Mpoueayp opraH13aumm no 3aLUTHBIM Mepam (CM. HIDKE).

4 Tpouenypbl OpraHn3auum no 3alnUTHEIM Mepam

OpraHusauus JormkHa paspaboTaTtb PyKOBOASLLME YKa3aHWs AN Nofb3oBaTenen n agMUHUCTPaTopOB, Or-
pefensioLLme npoLeaypbl Y NpakTuieckue 4encTBms Ans MUHUMM3aLMM BO3MOXXHOCTY BHECEHMWS 31TOHAMEPEHHO-
ro koga. Takve npouenypbl 4OSPKHbI OXBaTbIBATh 3arpy3Ky Urp 1 APYroro UCMoMHAEMOoro NporpaMmHoro obecne-
YEHMS, UCMONb30BaHNE pasHbIX TUMOB YCAYr B CETU NHTEPHET 1 MMMopTUpYyeMble dansbl pasHbix TMMNOB. [pu
HeobXoaMMOCTU OMKeH BbITb NPOBEAEH HE3ABNCHMBIN aHaNM3 UCTOYHMKA UITW UCMONHUTENBbHOro koga. Obyye-
HVE 1 QUCUMNIIMHapPHbIE AEACTBUS OOMMKHBI MPOBOAMTLECS Ha pabodeM MecTe Ans Toro, YToObl nepcoHan cobnto-
Aarn JOKYMEHTUPOBaHHbIE NPOoLEeaypbI M BbIMOSTHA HEOOXOAMMbIE OENCTBUS ANA NPeaynpeXxXaeHUs 3rioHamMmepeH-
HbIX KOOOB.

8.2.4 YnpaBneHue ceTbio

YnpaBneHue CeTbio BKIOYAET B ce0s1 NNaHnpoBaHme, IKCryaTaumio U agMMHUCTpUpoBaHmne ceTen. Beibop
npaBubHON KOHUIypaLmmn n opM agMMHUCTPUPOBaHNS cETEN ABMAOTCA 3¢pEKTUBHBIMM CPEACTBAMU CHIDKE-
HMS YPOBHSA pucka. B HacTosiLee BpeMs paspabaTbiBatoTcst Heckonbko AokyMeHToB ICO, cogepkalumx gonor-
HUTENBHYIO MHChOPMAaLIMIO O 3aLLMTHBIX 419 06ecneveHns besonacHocTn ceTu. K aTol kaTeropmm oTHOCATCS crne-
AytoLume 3amnTHbIE Mepbl:

1 OnepaunoHHbIe Npoueaypbl

YcTaHOBMEHWe onepaLyoHHbIX NpoLeayp 1 pacnpegerneHne OTBETCTBEHHOCTM Heobxoanmo Anis obecneve-
HWS MPaBUIbHOM 1 6e3onacHom paboTel ceTen. K HUM OTHOCUTCHA OKYMEHTaLMS onepaumoHHbIX NpoLeayp v ycTa-
HOBMEHWe nopsiaka OEVCTBUN N1 pearnpoBaHnst Ha 3HaYUTENbHbIE NHUMAEHTBI 6e3onacHocTy (cm. 8.1.3).

2 CucTeMHoe nnaHnpoBaHne

[ns o6ecneveHnst HaaeXXHoro PYHKLMOHMPOBAHWS 1 aAeKBaTHOWM NPOMYCKHOM CMOCOBHOCTH CETU JOIMKHO
NPOBOAMTBCSA NEPCNEKTUBHOE MITAaHNPOBaHNE M NOATOTOBKA, a TakKe TEKYLLMA MOHUTOPUHT (BKIOYas 3arpy3oq-
Hble CTaTUCTMKM). [LOImKHBI MPUMEHSITBCSA KpUTEPUM NPUEMKM HOBbIX CUCTEM, YNPaBMATb U pearnpoBaTth Ha U3me-
HeHust (cM. Takke 8.1.5).

3 KoHdourypaums cetu

CooTtBeTcTBYyIOLas KOHUIypaums CeTu ABNAETCH BaXkHbIM (0akTopoM ee yHKLMOHMpoBaHud. OpraHusa-
uMsi JOIMKHA paspaboTaTb CTaHAapTU30BaHHbIV NOAX0A AN KOHbUrypauum Bcex CBOUX CEpBEPOB M 0b6ecnevmnTb
KayeCTBEHHYIO COMPOBOANTENBHYIO JOKYMEHTaUu0. 3aTem AOMKHO ObiTe 06ecneyeHo NpMeHeHNe cepBepoB
TONbBKO A1 creumanbHbIX Lenen (HanpuMep, HUKakue Apyrue 3agaqu He OOMMKHbI peLlaTbCsl CpeAcTBaMmn MeXce-
TEBOW 3aLLMTbl) M JOCTaTOYHas 3aLLmTa OT HEMCPaBHOCTEN.

4 PasgeneHue ceTten

[nsi cBeAeHNst K MMHUMYMY PUCKa 1 BO3MOXXHOCTEN HEMPaBUITbHOTO MCMOMb30BaHUsi CETW B paboTe, JOMK-
Hbl ObITb TOTMYECKU 1 (PU3NYECKN pa3deneHbl CETU, CBA3aHHbIE C pasnuyHbiMK obnactamm 6usHeca. Kpome Toro,
cpefcTBa pa3paboTku AOMMKHbI ObITb OTAENEHbI OT AKCNyaTauMoHHOro 060pyaoBaHUS.

5 MoHUTOpPUWHT ceTn

MOHUTOPVHT ceTW AOMKEH MCNONb30BaTbCS AMs BbIIBNEHMS CriabbiX MECT B KOH(Urypauum CyLLecTByHO-
LLIE CETU, YTO NO3BONSAET BHOCUTb N3MEHEHWS B KOHDUIYpaLmIo, BbI3BaHHbIE aHanM3om Tpaduka, 1 nomoraeT
NaeHTUOULMPOBATE B3NTOMLLIMKOB CETU.

6 OOGHapyxeHue BTOpXKEHUSI

MonbITKM NONY4YUTb AOCTYM B CUCTEMY UM CETh U YCNELLHbIA HECAHKLUOHMPOBAHHbIN BXOA AOMKHbI ObITh
BbISIBMEHbI ANSA NPOBEAeHNsI OpraHM3aLein COOTBETCTBYIOLLX KOPPEKTUPYHOLLNX ENCTBUN.
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8.2.5 Kpuntorpadusn

KpunTorpadms, To ecTb MaTemaTnyeckuin cnocob npeobpasoBaHus AaHHbIX AN obecneyeHns 6esonacHoc-
TN, MOXET NPUMEHATLCA AN MHOTVX pasnunyHbIX Lienen obecneveHus 6esonacHocty UT, (Hanpumep, kpunTorpa-
dus nomoraeT obecneymsaTs KOHDPUAEHUMANBHOCTL U/UIU LIENTOCTHOCTb AaHHbIX, HEOTKA3yeMOCTb, U MPUMEHSIET
nepegosble MeTodbl nAeHTUdMKALMKN 1 ayTeHTUdKUKaumm). B cnyvae npyumeHeHus kpuntorpadum cnegyet obpa-
LLaTb BHMMaHWe Ha cobniofeHve 3akoHogaTenbHbIX U obasaTenbHblx TpebosaHun. OgHMM 13 Hambonee Bax-
HbIX aCNeKToB KpunTorpadum ABNsSeTCA ageksaTHas cuctemMa yrnpasneHus Krntovamu, nogpobHo paccMoTpeHHas
B ICO/M3K 11770-1. JononHutensHas nHgopmaLums o Krnaccmugmkaumm Kpuntorpauyecknx NpUnoxeHnin npmee-
AeHa B npunoxeHun C NCO/M3K 11770-1. cnonb3oBaHue kpunTorpadmm B uaeHTUdmKaumm n ayteHTudunkaumm
paccmatpusaeTcs B 8.2.1. [NporpamMHble cpeacTBa obecneveHns AaTbl/BpeMeH MOryT ObITb MCNONb30BaHbI Ans
noaaepXkn NPUMEHEHNS KpunTorpadr4eckmx 3allumTHbIX Mep. Huke paccmaTpusaroTcs pasHble NyTy NCNOMb30-
BaHuWA KpunTorpacum:

1 3awwmTa KoHPMAEHUMANLHOCTM OaHHbIX

Ecnu BaxHO coxpaHeHwme KoHMAEHUMansHOCTM AaHHBIX, HAaNnpMMmep B Criydae 0cobeHHO KoHnaeHUmarnb-
HOW MHhOPMaLIMK, [OIMKHBI MPUMEHSATHCH 3aLUMTHBIE Mepbl B BUAE LUMGPOBAHNS MHAOPMaLMKN ANA XpaHEeHWs 1 ee
nepegay no cetam. PelueHre o npumeHeHnn WindposBaHns JOMKHO MPUHUMAaTBCS C YYETOM:

- COOTBETCTBYIOLLMX 3aKOHOAATENbHBIX U 0BA3aTeNbHbIX TPeboBaHWN;

- TpeboBaHWit, yCTaHOBMNEHHbIX NPW yNpaBneHnm KniYamu u TpyAHOCTEN, KOTOpble NPUAETCHA NpecaonesaTtb
Ans obecneveHns 4eNCTBUTENbHOrO yny4lleHns 6e3onacHocTu 6e3 co3aaHns HOBbIX YS3BUMOCTEN;

- MPUrOAHOCTM COOTBETCTBYIOLLMX TEXHNYECKNX CPEACTB LUNGPOBaHMSA, UCNOMb3yeMbIX AN CUTyaumm pas-
BEPTbIBaHWSA 1 TPEBYEMOro YpOBHS 3aLLmUThbI.

2 3awyTta LUenocTHOCTM AaHHbIX

Ons sawutbl MHOOPMaLmy B NaMATV MW NpeAHas3HavYeHHoW Ansg nepegaym n CoXpaHeHus LLeroCcTHOCTH
XpaHUMbIX Unn obpabaTbiBaeMblX AaHHbLIX OMKHbI BbITb NPUMEHEHbI X3LL-(PYHKLUMK, LdPOBLIE NOANUCH N/MNn
Apyrve sawuTHble Mepbl Mo 06ecneyeHunto LenoCcTHOCTU. 3aLlUTHbIE Mepbl No obecneyvyeHnto LenocTHOCTU AaH-
HbIX (HanNpUMep MCNorb30BaHVe Tak Ha3blBaEMbIX KOAOB ayTEHTUMMKALMM COOBLLIEHNIA) MPEAOCTaBNSAIOT 3aLUTy
OT CIy4ariHOro UM HaMEePEHHOTO M3MEHEHNS CoaepPXKaHKs, 40BaBNEHNs NN CKIIoYeHKsa MHdopmaumn. Lindpo-
Bble nognmcy MoryT obecneunsaTtb He TOMLKO NOAOBHYI0 3aLmTy LIENOCTHOCTM COOBLLEHWI, HO UMEIOT CBONCTBA,
no3BorstoLLme genatb HEBO3MOXHbLIM U3MEHEHWE CMbIcra nepefaBaeMon nHdopmaumn. PelleHre ncnonb3o-
BaTb LM poBbIE MOANMUCY U ApYrve 3aLUMTHbIE MePbI LIeNOCTHOCTM AOMKHBI ObITh NPUHATBI C y4ETOM:

- COOTBETCTBYHOLLMX 3aKOHOAATESbHBIX M 00A3aTeNbHbIX TpeboBaHWi;

- MH(pPaCTPYKTYpbl OTKPLITLIX KIHOYEN;

- TpeboBaHMM K ynpaBneHu1Io Kniovyamu u TpyaHOCTEN, KOTOpbIe NpUaeTcs Npeoaornesath AN pearbHoro
yCOBepLUEeHCTBOBaHWSA 6e3onacHocT 6e3 co3aaHns HOBbIX YS3BUMOCTEN.

3 HeoTtkasyemocTb

MeToab! kpunTorpadum (HanpYMep Ha OCHOBE UCMONb30BaHWS LMAPOBLIX MOANUCEN) MOryT 6bITb MPUMEHe-
Hbl ANs nogTBEPXKAEHWS OTNpaBKu, nepegayun, 4OCTaBKkW, yBEAOMEHUS O Mpueme, Hanprmep coobLLEeHUI nnm
MPOTOKOSOB CBA3MN.

4 AYTEHTUYHOCTb JAHHbIX

[nga obecnevyeHns ayTeHTUYHOCTU JAaHHBIX, OPraHU3aums MOXeT NCMOoNb30BaThb LMpoBYIO NoagnNnck Ans
noaTBEPXAEHUSA NOANMHHOCTY AaHHbIX. Takas Heo6Xx0AMMOCTb MOXET BO3HUKHYTb NPU CCbIfKe Ha aHHbIE UCTOM-
HVKOB TPEeTbeW CTOPOHbI MW €CIN B TOYHOCTM CTIPaBOYHbIX AaHHbIX 3anHTepecoBaHa 6onbLuas rpynna nuu,. [ns
NOATBEPXXAEHNS TOro, YTO AaHHbIE MOCTYNalT OT ONPEeAEieHHOro fMua MOryT Takke NPUMEHSTLCSA LMdpoBble
noanucu.

5 YnpaBneHue kno4amm

YnpasneHue Knoyamm BKIYaeT B cebs TeXHNYeckue, opraHnsaumoHHble 1 NpoLeaypHble acnekTbl, Heob-
XxoaMMble AN noaaepkku noboro cnocoba kpunTtorpacum. 3agavden ynpasneHus Ktovamuy ABNsSeTCA HagexHoe
agMUHUCTPUPOBAHME N MEHEIKMEHT KPUMTOrpacpruiecKumm Knioyamm 1 CBA3aHHOM € 3TUM MHdopMaumei. Ynpas-
neHue KriYamm BKINYaeT B cebs: reHepupoBaHue, peructpaumio, ceptudmnkaumio, pacnpegerneHme, ycTaHoBKY,
XpaHeHue, apXuBMpoBaHNE, OTMEHY, M3BMEeYEHNE N YHUUTOXeHME Kitodeln. Kpome Toro, BaxkHO NpaBurbHO paspa-
6oTaTb Npoueaypy ynpasneHus Krovamm AN CHKEHUS prucka AUcKpeanTaumm KIiYen n ux ncnonb3oBaHne
HeynorHOMOYeHHbIMM nuuamu. MNMpouenypsl ynpaBneHus Krtodamu 3aBUCST OT MPUMEHAEMOro anropuTma, nuc-
Nornb30BaHWs KIto4a Mo Ha3Ha4YeH o U NONUTUKK obecneyeHns 6esonacHocTu. bonee nogpobHo ynpasneHve
kntoyamu paccmoTtpeHo B UICO/M3BK 11770-1.
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MCTOYHMKM AONONHUTENBHON MHAOPMaLMN O KaTeropusix 3aluMTHbIX Mep
3 aEaMTTirg )F: MNT ep Pasnensl Pasnensl Pasnensl Paspens! Pasnensl Paspens! Paspens! Pasnensl
1 nyHKThI [1]| 1 nyHkTbl [3] |1 NyHKTBI [4]) 1 NyHKTBI [5] [ NyHKTBI [6]| 1 NyHKTBI [7]|1 NyHKTBI [8] |1 NyHKTbI [9]
1 3awwmTa KoH- 10.3.2 (4.2.2,5.2.2, M4 19.5.1 — 8.23 8.1 19.5.1
d)VI,D,eHLI,VIaJ'IbHOC- npunoxe-
TW AaHHbIX Hune A
2 3awmra ueno- 10.3.3 [4.2.3,5.2.3, M4 19.5.2 — 8.23 8.1 19.5.2
CTHOCTU AaHHbIX npunoxe-
Hue A
3 HeoTkasye- 10.3.4 |4.2.6,5.2.6, — 19.5.3 — 8.23 8.1 19.2.3
MOCTb npunoxe-
Hue A
4 AyTeHTuu- 10.3.2 [4.2.3,5.2.3, M4 19.5.2 — 8.23 8.1 19.5.2
HOCTb AaHHbIX npunoxe-
Hue A
5 YnpaBneHue 10.3.5 |4.2.5,5.2.5, — 19.3 — 8.23 8.1 19.3
Knrn4amu npunoxe-
Hue A

9 basoBbIv noaxon: BbIOOP 3aWUTHbIX Mep cornacHo Tuny cuctembl AT

B cooTBeTCTBMU C pasgenom 8 MeloTcs ABa pa3HbIX NakeTa 3alUTHBIX Mep, MEXaHU3MOB 1/unu npoueayp,
npuMeHsieMbIX A5 3awWmTbl cuctembl IT. C 04HOM CTOPOHBI, CYLLECTBYIOT NLLBL HECKOSBKO KaTeropum opraHu3a-
LMOHHbIX 3aLLMTHBIX Mep, MPUMEHAEMbIX Ans Kaxkaon cuctemMsl AT B KOHKpeTHOW cuTyaumm (M. 8.1), He3aBncumo
OT MHAMBMAYanbHbIX KOMMOHEHTOB. Bbibop 3awmTHbIX Mep paccmatpmsaeTcd B 9.1. Tak kak opraHm3aums 06bI4HO
NPUMEHSIET 3aLLMTHbIE MEPbI N3 3TUX KaTEropun, MX HEOBXOAMMO paccMaTpuBaTh B NepBYIo odepedb. bonee Toro,
BONbLUMHCTBO 3aLLUTHBLIX MEP SABNATCA OPOroCTOALLMMMU, Tak Kak OHM OBbIYHO OCHOBaHbLI Ha BHEAPEHWW opra-
HU3aLMOHHbLIX CTPYKTYpP M npoueayp.

C Apyrou CTOPOHbI, UMETCS creumarnbHble 3aWwnTHble Mepbl cuctem UT (cm. 8.2), BeIGop KOTOPLIX 3aBUCUT
OT TMNa M XapakTepmncTmk paccMatpusaemon cuctembl UIT. Beibop Takmnx 3almMTHBIX Mep paccMaTpuBaeTcs B 9.2.

Bo3MOXHO, 4TO ogHa unm 6onee 13 3TUX KaTErOPUN UK cneLmanbHbIX 3aLUTHBIX MEP HE MPUMEHUMBI K
cucteme UT. Hanpumep, WwindpoBaHme MOXET He NoTpeboBaTbCH, eCrnv nepegasaemas Ui nprH1uMaemas MHop-
Mauus He HY>XOaeTcs B KOHPUAEHUManbLHOCTH, a LeNOCTHOCTb AaHHbIX MOXeT ObITb NpoBepeHa uHave. bonee
AeTanbHbIV BbI6op MOXET ObITb cAenaH TOrbKO Nocne pacCMOTPeHUS A0NONHUTENLHOM MHopMaLmm (CM. pasge-
nel 10 n 11).

Mocne Toro Kak Bce Tunbl 6esonacHoOCTU, NpuMeHnMble ansa cuctemsl T, naeHTnduumposaHsl, 4ONOMHU-
TenbHas UHOPMAaLIMS MO HUM U crieumanbHbIM 3aLLUTHBIM Mepam MOXET BbITb MONyYeHa B COOTBETCTBUM C pa3fe-
nom 8 nnu ncnonb3oBaHWeM 0gHOro Unu 6onee JOKYMEHTOB, NEPeYUCEHHbIX B NpuroxeHusax A — H. Baavmo-
CB$3b KaTeropuii 3aLLmMTHBLIX Mep ¢ TUNoM cuctemsl VT npueegeHa B Tabnvue 9.2. MNepen peanusauuent BolopaH-
HbIX 3aLLMTHBIX MEP OHU AOMKHbI ObITb BHUMAaTENbHO NPOBEPEHDI C CYLLECTBYIOLLIEN W/MNK NNaHUPyeMOi 3aLLm-
TOM (CM. 7.3).

[ns BeiGopa AONONHUTENBHbLIX 3aLLMTHBIX Mep A0MmKeH BbITb NpUMeHeH Bonee aeTarnbHbIA X aHanm3 (CM.
pasgens! 10 n/unun 11). Ecnu sawmTHble Mepbl BbIBUPAtOT No pasHbIM KpUTepunsam (6a3oBble 3aLUMTHbIE Mepbl U
AononHuTernbHas 3aLumTa), To OKOHYaTeNbHbLIN NakeT 3aWMUTHBIX Mep JOMMKeH bbITb cornacosaH. lNocne aHanmsa
HecKonbkux cucteM T aormkHa BbITb pacCMOTPEeHa BO3MOXHOCTb pa3BepThiBaHUS 6a3oBo 6e30nacHOCTU B Mac-
wrabe Bcew opraHusaumnm (cM. pasgen 12).

[Jpyroi BO3MOXXHOCTbI0 BblGopa 3amUTHLIX Mep 6e3 AeTanbHOro paccMoTpPeHUs 3ToM NpobnemMbl ABNsSeTcs
npUMeHeHWe NpyKnagHon cneupansHon 6a3oBor 6e30MacHOCTH, HanpUMep C UCMONb30BaHNEM CMPaBOYHNKOB MO
6a30B0W 3aLUMTE A8 ANEKTPOCBA3M, 34paBOOXpaHeHUs1, 6aHKOBCKON cucTemMbl (CM. npunoxeHns B,En F)n . 4.
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I'Ile MCNoJ1ib30BaHMN 3TUX CNpaBO4YHMKOB MOXHO, Hanpumep, cpaBHMBaTb CyLLeCTBYOLWNE NN NITaHUpyeMbIe
3alUTHbIE Mepbl C peKkoMeHOyeMbIMW. OpHako npu Bbl60pe 3aLlUNTHbIX MEP, KOTOPbIE OAO0JTXHbI ObITb BHEOPEHDbDI,
none3Ho BHMMaTeribHO paCCMOTPETb I'IOTpe6HOCTl/I n COOGpa)KeHVIFI OopraHun3auunun, CBA3aHHbIE C obecneveHemM

6e3onacHocTH.
9.1 O6GbI4YHO NpUMeHSiEMbIe 3alUTHbIE Mepbl

OO6bI4YHO NPUMEHSAOTCSA CreaytoLme KaTeropum 3awmUTHLIX Mep:
- nonuTKKa n ynpaenenune 6esonacHoctbio UT (cm. 8.1.1);
- POBepKa COOTBETCTBUS 6E30MaCHOCTN YCTAHOBINEHHBLIM TPeGoBaHUAM (cM. 8.1.2);

- 0bpaboTka nHuuaeHTa (cm. 8.1.3);
- nepcoHan (cm. 8.1.4);
- 3KCMNIyaTaumoHHble Bonpockl (cMm. 8.1.5);

- NNaHMPOBaHNe HenpepbIBHOCTU BusHeca (cm. 8.1.6);

Tabnwunuya 9.2 — Anroputm Beibopa crneumanbHbiX 3aWUTHLIX Mep cuctemsl T

CoumanbHble 3alUTHbIE Mepbl

ABTOHOMHas pa-
6oyvasa ctaHuus

MoacoeouHen-
Hoe k ceTn APM
(knneHT Ges
pasgenaembix
pecypcoB)

MopcoeaunHeHHble

K ceTu cepsep unu

APM c pecypcamu
KONNEKTUBHOIO
nonb3oBaHus

WUpeHTndmkauma n ayteHTudmkaums

MpaeHTudunkauma n ayteHTnduKauma Ha OCHOBE HEKOTO-
pou MHopmaLn, N3BECTHOM NONb30BaTENIO

NoeHTUdMKaumMs 1 ayTeHTUUKaLUs Ha OCHOBE TOro, YeMm
BrnageeT nonb3oBaTernb

WpaeHTndukauma n ayteHTudmkauma Ha oCHOBE MCMNOfb-
30BaHNs BMOMETPUYECKNX XapaKTepPUCTUK Nonb3oBaTens

INorn4yeckoe ynpasrieHve v ayaut gocrtyna

MonuTuka ynpasneHna OOCTYyrnom

YnpaeneHue AocTynom nonb3oBatens Kk 3BM

YnpasneHue [OCTYNOM nonb3oBaTenid K AaHHbIM, ycrnyram
N NPpUNoOXeHnam

AHanus un aktyanusauus npae goctyna

KoHTponbHblE XypHarbl

3ﬂOHaMep8HHbIe KoAbl

CkaHepbl

MpoBepkM LIEeNoCTHOCTM

KoHTposb oGpalleHnsi CbeMHbIX HocUTenen

A,D,MVIHVICTpaTI/IBHbIe 3allUTHbIe Mepbl

YnpaBneHue ceTbio

OnepaumnoHHble npoueaypbl

CucrtemMHOe nnaHupoBaHue

KoHdpurypaums cetu

Paspenenuve ceten

MoHUTOpPUHF ceTn

O6GHapyxeHne BTOPXEHWS

KpunTtorpacums

3almra KoHPUAEHUMANbHOCTM AaHHbIX

3awuTa LenoCTHOCTM AaHHbIX

HeoTtkasyemocTtb

AyTeHTVILIHOCTb AaHHbIX

()
()
()
()

YnpasneHue knodyamu

()
()
()
()
)

)

npuMeHeHne 3allnTHbIX Mep B 0Co6bIX ycnoBusax.

M pnMeydYyaHne — 3HakK «-» 03Ha4aeT NpUMeHeHne 3alUnTHbIX Mep B HOpMalibHbIX YCIOBUAX, 3HaAK «(~)» —
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- pmsmyeckasi 6esonacHocTb (cm. 8.1.7).

3almnTHbIE Mepbl 3TUX KaTeropuii GOPMUPYHOT OCHOBY Arsi YCMELHOro ynpaeneHust 6esonacHocTeto UT. B
3TOM CMbICIE MX He criegyeT HegooLeHrBaTh. BaxkHo Takke obecneunts paboyee B3aumMoaencTamne aTux 3amT-
HbIX MEpP C TEXHUYECKOW 3aLLUTON, PAaCCMOTPEHHOW HWXKe. [leaTenbHOCTb opraHu3auum B 3Ton 0brnacTu 3aBucuT ot
ee notpebHocTen obecneveHns 6esonacHocTu (cM. pasaen 10) 1 BbigeneHHbIX pecypcoB.

OpraHu3aums MOXeT NPUMEHSATb M OPYrve KaTeropym 3aLLMTHBIX Mep, HO CMOCco0 MX peanusaummn 3aBucuT ot
KOHKPETHbIX YCNOBUIA (Hanpumep 3aLLmTHbIe Mepbl, obecneynBatoLLme ynpasneHme JOCTYNOM K CETU, OTINYakoT-
Cs1 0T yrpaBrieHns OCTYNOM K aBTOHOMHOW paboyen ctaHumm).

Mpwu BbIGOPE 3aLUMTHBIX MEP OOMMKHbI YYUTBIBATECA pa3Mep opraHn3aummn n notpedHocTn B obecneyeHn ee
©e3onacHOCTK, Tak Kak OHWM MOTyT NOBMNSATL Ha CTEMNEHb peanu3auum 3aLlnUTHbIX Mep. Hanpumep, y HeGonbLuomn
OpraHM3aLmMn He CyLLIECTBYET H1 MOTPEOHOCTU, HY HEOOXOAUMOrO NepcoHara Assi Co3gaHus rpynnbl no obecneye-
Huto 6e3onacHocTu UT. TeM He MeHee, B opraHM3aumm 4OSMKeH OblTb Ha3HaYeH OTBETCTBEHHbIN 3a BbINOSIHEHNE
3TUX PYHKLMIA. 3alLMTHbIE Mepbl, NepeYnCIieHHbIE B 8.1, AOIMKHBI CUCTEMATU3MPOBATLCHA BCAKWI pas, Korga aTo
Heobxoanmo.

9.2 CneumnanbHble 3alUTHbIe Mepbl cuctem UT

B gononHeHve k 06bIYHO MPUMEHSIEMBIM 3aLLUTHBIM MepaM, OSMKHbI ObITb BbIOpaHbI cneumarnbHbIe 3aLmT-
Hble Mepbl 41151 K&X40ro TMna KOMMOHEHTa cucTeMbl. ANropuMTM BeiGopa creumanbHbIX 3aMTHBIX MEP CUCTEMBI
WUT npuBeneH B kayecTBe npumepa B Tabnuue 9.2. B aTom npumepe 3HakK «-» 0603Ha4aeT 3aluTHbIE Mepbl,
KOTOpble AOMKHbI ObITb MPUMEHEHBI B HOPMASbHBIX YCIOBUSIX, @ «(-)» — 3alUTHbIE Mepbl, KOTOPbIE MOTYT NOTpe-
B6oBaTbCs B 0COObIX cny4dasix. [Npouecc Bbibopa 3aLMTHBIX Mep SOJPKEH ObITb MPOAOIHKEH NYTEM PACCMOTPEHUS
NX XapaKTepPUCTUK, NpeacTaBneHHbIX B 8.2. [JononHuteneHas nHpopmaumst MOXeT ObITb NorydeHa u3 JOKYMEHTOB
no 6a30BoW 3awnTe, NEPEYMCEHHbIX B NpUnoxxeHnax A — H.

10 Bbi6Op 3aWMUTHBLIX MEP B COOTBETCTBUM C Npobremammn 6e30nacHOCTH
M yrposamu

BbiGop 3amUTHBIX MEP B COOTBETCTBMU C Mpobriemamm n yrpo3amu 6e3onacHoCcTy, N3NoXeHHbIMU B HACTOSI-
LLieM pasgene, MoXeT ObITb UCMONb30BaH CreayroLmMm oopasom:

- Ha NepBOM 3Tare AormkHa ObITe NpoBeaeHa aeHTUdMKaLms 1 oLeHka npobrem 6e3onacHoctu. OpraHnsa-
UMs JOMMKHA paccMOTPeTb TpeboBaHMs No 06ecneveHno KOHPUAEHLMANBHOCTU, LIENTOCTHOCTU, AOCTYMHOCTU, MO-
OOTYETHOCTU, ayTEHTUYHOCTU M JOCTOBEPHOCTYU. [TPOYHOCTb 3aLLMThI Y YACHO BbIOPAHHBIX 3aLLMTHBIX MEP AOIPKHbI
COOTBETCTBOBATL OLieHKaM Npobrnem obecneveHns 6e3onacHoCTy;

- Ha BTOPOM 3Tane Ans KaXaon 13 BbISIBIIEHHbIX Mpobnem 6e30nacHOCTM OOMMKHbI ObITb NepeYncneHbl TUnmY-
Hble Yrpo3bl M 411 KaXXAO0W Yrpo3bl B 3aBMCUMOCTU OT paccMaTprBaemon cuctembl VT JomKHbI ObITb NpeasioXKeHbI
COOTBETCTBYHOLLME 3aLLUTHbIE Mepbl. PasnuyHble Tunbl cuctem T nprBedeHbl B 7.1, KpaTKUn NepeyeHb 3aLmT-
HbIX Mep NpuUBeAEH B NOANYyHKTax pa3gena 8. B HEKOTOpbIX CryYasx y opraHmM3aumn MoryT BO3HUKHYTb JOMOSTHU-
TenbHble NOTPEOHOCTU 1 Leny npu obecneveHmn 6esonacHocTy.

10.1 OueHka npobnem 6e3onacHoCTU

[nsi BeIGopa cooTBETCTBYOLLNX 3DPEKTUBHBIX 3aLLUTHBIX MEP OpraHM3aLms OrKHa uccneaoBarh U oLe-
HWUTb Npobriembl 6e30NMacHOCTU, CBA3aHHbIE C KOMMEPYECKON AeATENBHOCTLIO, KOTOPYH 06CMNYy)XMBaET paccMaTpu-
Baemas cuctema UT. MNocne ngeHtudukaumm npobrnem 6e3onacHOCTU 1 € y4€TOM COOTBETCTBYHOLLMX YIPO3 MOXKHO
BbIOMpaTh 3aLmTHBLIE Mepbl cornacHo 10.2—10.5.

Ecnn nogo6Has oueHka nokakeT HeobXoAMMOCTb BbICOKOTO YPOBHS 6€30MacHOCTH, TO peKoMeHayeTcd ae-
TanbHbIV NOAXO0A K PELLEHMIO 3TOWM Npobnemsbl. [LononHUTENbHbIA MaTepuan MOXXHO HanTu B pasgene 11.

Mpobnembl 6e30nacHOCTV MOTyT BKIOYATL B ce0s1 MOTEpHO:

- KOH(buAEHUMaNLHOCTY;

- LIeNIOCTHOCTY;

- OOCTYMHOCTY;

- MOJOTYETHOCTH;

- ayTEHTUYHOCTY;

- BOCTOBEPHOCTH.

OueHka gormkHa BKItoyaTh B cebs1 paccmatpumsaemyto cuctemy VT, xpaHumyto nnv obpabatbiBaemyto B HEN
MHGOPMaLMIO 1 KOMMEPYECKME OnepaLm, KoTopble OHa obecneunBaeT. Ha ocHOBe 3TOro ngeHTurLmMpyoTCs
3aa4uv BblbMpaeMbIX 3aLLMTHBLIX Mep. PasnnyHble yactu cuctembl T unm xpaHmumon n obpabatbiBaemor MHGop-
MaLMK1 MOryT MMETb pa3nuyHble Npobrembl obecneveHns 6esonacHoOCTU. BaxxHo Hanpsimyro COOTHECTM Npobrembl
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©e30nacHOCTM C aKTMBaMu CUCTEMBI, TaK Kak 3TO MOXET NOBIIUSATb Ha BO3MOXHbIE YIpO3bl U, KaK CneacTeue, Ha
BbIOOP 3aLLMTHBIX MEp.

Mpobnembl ob6ecneveHns 6e30MacHOCTM MOTYT ObITb OLIEHEHbI C MO3MLIMM BO3OENCTBUS HEUCMPaBHOCTEN UM
HapyLleHun 6e30MacHOCTH, KOTOPOE MOXET CTaTb MPUYNHON CEPLE3HOIO UMW HE3HAYUTENBHOro CO0s1 B KOMMEP-
YeCKUX onepaumsax, Unm He NPUYNHUTBL HUKaKOro Bpeaa. Hanpumep, ecnm koHduaeHLUmansHas HopmaLms opra-
HM3auum obpabaTtbiBaeTcs B cucteme VT, To HeCaHKLMOHMPOBAHHOE PackpbiTUE 3TOW MHAPOPMaLMM KOHKYPEHTY
[aeT eMy BO3MOXHOCTb caenatb npeanoxeHns no 6onee HU3KoM LeHe, HAHOCS TeM cambiM yLlepd BusHecy
opraHusaummn. C gpyrow CTOpOHbI, ecnu 0bLenocTynHas uHdopmaumsi obpabaTtbiBaetcs B cucteme UT, 1o ee
packpbITUE He NpUHeceT HUKakoro Bpeaa. PaccMmoTpeHne BO3MOXHbIX yrpo3 (cm. 10.2, 10.3) MoxeT noMoYb B
BbIABNeHUM Npobnem 6esonacHocTu. [NprBeaeHHbIE HDKE OLIEHKU, AOIMKHbI ObITh coenaHbl OTAENbHO ANs KaxKao-
ro aKTMBa CMCTEMBI, Tak Kak Mpobrembl 0b6ecneyeHns 6e30nacHOCTY ANs KaXXAoro aktuea MoryT ObiTb pasnunyHbI-
Mu. B cnyyae, ecnm npobrnembl 6e30nacHOCTM JOCTATOMHO U3Y4YeHbl, TO aKTUBbI OpraH13aLmMmn 1 COOTBETCTBYIOLLINE
npobnembl obecneyeHns 6e30MacHOCTU MOTyT ObITb CTPYNMUPOBAHLI.

Ecnu cuctema T obpabaTbiBaeT nHpopmaLumio 6onee ogHOro Tmna, To AN pasnmMyHbIX TUNOB MHopMaLumm
MOXeT BbITb HE06X0AMMO OTAENBHOE paccMOTpeHWe. 3aluumTa, KOTOPYH B COCTOSIHUM NpegocTaBuTe cuctema UT,
JormkHa BbITb JOCTATOYHOM ANS BCeX TUNoB obpabaTbiBaeMon MHopmaumn. Takum obpasom, ecnv oTaensHas
WHOPMaLIMA MMEET BbICOKMIA ypoBeHb Npobriem obecnedeHns 6e3onacHOCTH, TO BCS CUCTEMa AOMKHA BbITb COOT-
BETCTBYyHOLLUMM 06pa3om 3aiumiieHa. B cnyyae, ecrnv o6bem MHgopMaLmm ¢ BbICOKMM YPOBHEM Npobrnem 6e30-
NacHOCTM HeBONbLLON, TO AOMKHA BbITb pacCMOTPEeHa BO3MOXHOCTL NepeBoaa 3Ton MHdopMaLmm B Apyryro cuc-
TEMy, eCIni1 OHa COBMECTMMa ¢ BM3HeC-NpoL,eccamm opraHM3aumm.

B cnyuae, ecnu naeHTnduLMpoBaHbl BCE BO3MOXHbIE BapuUaHTbl NOTEpU KOH(PMAEHLIMANBHOCTK, LIENOCTHOC-
TW, OOCTYMHOCTM, MOAOTYETHOCTM, ayTEHTUHHOCTU U JOCTOBEPHOCTU, CMOCOBHBIE MPUYMHUTL HE3HAYMTENBHBIN YLLEPO,
TO Ansi paccmartpuBaemon cucteMbl T gomkeH 6biTb MpMMeHeH noaxon HavmHas oT nyHkTa 10.2 1 ganee no
TEKCTY HacTosiLero ctaHaapTa. B cniydae, ecnm nobas n3 naeHTUuLMpoBaHHbIX BbiLLIE NOTEPb CNIOCOOHa Npuyn-
HUTb CEpbEe3HbIN yLLepO opraHM3aunn, omKHa bbITb NpOBeAEHa OLeHKa, HeobXoaUMOCTH BbIOopa 3aLLUTHBIX
Mepax, NpeanoxeHHbIX gononHutensHo B 10.2—10.5. MNpeanoxeHus no 6onee nogpobHbIM OLeHKam 1 BiIbopy
3aLNTHBIX MEpP Ha OCHOBE pe3yrbTaToB 3TUX oueHok npueedeHbl B MCO/MOBK TO 13335-3 n pasgene 11
HacTosILLero ctTaHgapTa. Tem He MeHee B kavecTBe 6a30BbIx Arsi 6oree TOYHOro BeiGopa 3aLUMTHBIX Mep, JOIDKHbI
paccMaTpmBaTbCs 3alUMTHbIE Mepbl, NpeasiokeHHble B 10.2.

10.1.1 NoTepsa KOHPUACHLMNANBHOCTHN

OpraHusauusa 4omkHa paccMOTpPeTb BO3MOXHbIN yLLepd npy notTepe KoHUaeHUMansHOCTM onpeaeneHHoro
akTuBa(oB) (MpeaHamMepeHHO Unn cnyyariHo). Hanprmep, notepst KOHOUAEHUMANBHOCTU MOXET MPUBECTU K:

- NoTepe 06LLLECTBEHHOrO OBEPUS UITU CHXKEHUIO ee MUaKa B OOLLEeCTBE;

- OTBETCTBEHHOCTU Nepep 3akOHOM, BKIH0Yas OTBETCTBEHHOCTb 3a HapyLLEeHWe 3akoHoAaTenbLCTBa B obnactu
3alLMTbl JAHHbIX;

- OTpULATENBHOMY BAUSIHWIO HA MONUTUKY OpraHn3aunu;

- CO3[aHuIo0 yrpo3bl 6e30MacHOCTM NepcoHana;

- (pMHaHCOBLIM NOTEPSAM.

PaccMoTpeB BbiLLenepeymcrieHHbIE BO3MOXHbIE BUAbI MOTEPU KOH(MAEHLMANBHOCTH, OpraHn3aumns OrmKHa
NPVHATb peLleHne o ToM, byaeT nv obLwmii yep6 oT noTepm KOHPUAEHUMANBHOCTU CEPbE3HBIM, HE3HAYNTENb-
HbIM UNn He ByaeT HUKakoro yuiepba. MNpuHAToe pelueHne AOMKHO BbITb AOKYMEHTUPOBAHO.

10.1.2 MoTeps LEeNOCTHOCTH

OpraHunsaums JomkHa pacCMOTPETb BO3MOXHbIN yLLepb npu notepe LeroCcTHOCTU onpeaeneHHoro akTu-
Ba(oB) (NpegHaMepeHHO 1 cry4yanHo). Hanprmep, noteps LENOCTHOCTU MOXET NPUBECTM K CeAyLLUM No-
CNeacTBUSIM:

- MPUHATUIO HENPABUIBHbIX PELUEHUN;

- obmaHy;

- NpepbIBaHMIO0 KOMMEPYECKMX OnepaLimii opraHu3aumy;

- noTepe obLEeCTBEHHOIO JOBEPUS UMW CHUXKEHUIO OOLLLECTBEHHOTO MMUKa OpraHu3auuu;

- (pMHaHCOBLIM NOTEPSM;

- OTBETCTBEHHOCTM Nepeg 3aKOHOM, BKITH04asi OTBETCTBEHHOCTb 3a HApYLLUEHME 3aKOHO4aTeNbLCTBA B obractu
3aLLMTbl JAHHbIX.

PaccMoTpeB BblilLenepevmcrneHHble NoCneacTBUst NOTEPU LIENOCTHOCTU, OpraHn3aLmns A0MmKHa NPUHATL pe-
LeHne o Tom, bygeTt nv obwmi ywepb oT NoTepu LLENOCTHOCTU CEePbEe3HbIM, HE3HAYUTENbHBIM NN He ByaeT
Hukakoro yuiep6a. MNprHAToe pelueHne AOMKHO ObITb 3a40KYMEHTUPOBAHO.
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10.1.3 MoTepsa AOCTYNHOCTN (FOTOBHOCTH)

OpraHusauus 4OrmKHa paccMOTPETb BO3MOXHbIN yLLEep6 npu KpaTKOBPEMEHHOM NoTepe AOCTYMHOCTM Npu-
NOXEHUS U MHOPMALIMK, T. €. PACCMOTPETb NPepbiBaHNE KakNX KOMMEPYECKMX onepaLimin BO3MOXHO NpuBeaeT
K HECOBMNIOAEHNIO BpEMEHM MX 3aBEPLLEHNS U3-3a HELOCTYNMHOCTM NPUMNOXEHUA N MHpopMauun. [1omkHb! ObITh
TakKe pacCMOTPEHbI Ype3BblYaHble OPMbI MOTEPU AOCTYMHOCTU, MOCTOAHHYIO NOTEPHO AAHHbLIX W/Mn hranyec-
Koe noBpexaeHve annapaTHbIX Y TPporpaMMHbIX CpeacTB. Hanpumep, noTepst AOCTYMHOCTU MOXET NPUBECTM K
crnegyoLwmnm NocneacTBUAM:

- MPUHATMIO HEMPABUITbHbBIX PELLEHUI;

- HECMOCOBHOCTY BbINOMHATL BaXKHbIE MOCTaBMIEHHbIE 3a4a4y;

- noTepe obLEeCTBEHHOIO JOBEPUS UMW CHUXKEHNIO OOLLLECTBEHHOIO MMUYKA OpraHu3auuu;

- (PUHAHCOBBIM MOTEPSIM;

- OTBETCTBEHHOCTM Nepes 3aKOHOM, BKITH0Uas OTBETCTBEHHOCTb 3a HapyLUEHME 3aKOHOA4aTeNbLCTBa B 0briactu
3aLUNTbI aHHbIX Y HEBbLINONHEHMWS JOTOBOPOB B YCTAHOBIEHHbIE CPOKY;

- 6onbLuMM 3aTpaTam Ha BOCCTaHOBIEHUE.

Ywepb oT noTepu AOCTYNMHOCTU MOXET 3HAYUTENBLHO KornebaTbes Ans pasHbiX Neprogos nogobHom notepu.
YKenaTenbHO paccMOTPEeTb BCe NOTEPU, KOTOPLIE MOTYT BO3HUKHYTE B Pa3Hble NEPUOALI BPEMEHU, U OLIEHUTD yLLepb
AOnNs Kaxkaoro nepmroa kak cepbesHbli, He3HauYUTENbHbINM UMK Kak OTCYTCTBUE yiepba. 3Ta nHdopmMaums ormkHa
ObITb UCNOMNBb30BaHa Npu BbIGOPE 3aLUTHBLIX MEP.

PaccmoTpeB BbiLenepevncrieHHble NoCcreacTBrUs NoTepu AOCTYNHOCTW, OpraHn3aumst 4OMKHA NPUHATL pe-
WeHune o Tom, BygeT nu obwmin yuiepb oT noTepu OCTYNHOCTM CEPbe3HbIM, HE3HAYUTENBHBLIM NN He ByaeT
HMKakoro yuiepba. NpuHSATOE peLueHne AOMmMKHO ObITb 3a,0KYMEHTMPOBAHO.

10.1.4 NMoTepsa nogoTYETHOCTU

OpraHu13auus JoMmKHa paccMOTPETL BO3MOXHbIN yLLepb Npy noTepe NoO40TYETHOCTU MONb30BaTeNen cucTe-
Mbl Ny CyOBEKTOB (HanprMMep, NporpaMmHoro obecnedeHuns), OENCTBYIOLIMX OT MUMEHU Nonb3oBaTtens. B atom
MYHKTE AOIMKHbI BbITb PACCMOTPEHbLI aBTOMATUYECKN FeHepUpyeMble COOBLLIEHNS, KOTOPbIE MOTYT CTaTb NPUYMHON
BO3HWKHOBEHWS MHUMAEHTa. Hanpumep, notepsa nogoTYETHOCTU MOXET MPUBECTU K CNeayHoLLIMM NOCNEACTBUSIM:

- MaHUMyUPOBaHMIO CUCTEMOW CO CTOPOHbI MONb3oBaTenNew;

- 0bmaHy;

- NPOMBILLIEHHOMY LLUMNOHAXY;

- HEKOHTPONMPYEMbIM AENCTBUSM;

- NOXXHbIM OBOBUHEHWAM;

- OTBETCTBEHHOCTU Nepes 3aKOHOM, BKITo4asi OTBETCTBEHHOCTb 3a HapyLLEHWe HauMOoHarbHOro 3akoHoda-
TenbcTBa P® B 06nacTu 3aawmTbl 4aHHbIX.

PaccmoTpeB BbillenepevmcrieHHbIe MOCNeACTBUSA NOTEPU MOSOTYETHOCTM, OpraHM3aums OIMKHa NPUHATL
peLueHune o ToM, ByaeT nv obLmn yuiep6 oT NoTepu NOAOTYETHOCTU CEPLE3HBIM, HE3HAUUTENBHBLIM UK He ByaeT
HUKakoro ywiepba. MNpuHsaToe peLleHne AOMmMKHO BbITb 3a40KYMEHTUPOBAHO.

10.1.5 NoTepsa ayTeHTUYHOCTH

OpraHusaums JomkHa pacCMOTPETb BO3MOXHbIN yLLep6 npu noTepe ayTeEHTUYHOCTU AaHHbIX, COOBLLEHWN,
He3aB1CKMMO OT TOrO, UCMONb3YIOT FN UX MO U CUCTEMBI. OTO OCOBEHHO BaXKHO B pacrnpeerneHHbIX cucTemax,
rae NPUHATbIE peLLeHUs PacnpOCTPaHSIOTCS Ha LUMPOKME coobLLecTBa UK rae MCMNonb3yTCs CCbINKM Ha MHAOpP-
Mauuto. lNMoTeps ayTeHTUYHOCTU MOXET NPUBECTU K CreayHoLLmMM NoCneaCcTBUAM:

- obmaHy;

- CMOSNb30BaHMI0 JOCTOBEPHbIX MPOLIECCOB C HEAOCTOBEPHBIMM AAHHBIMY (YTO MOXET MPUBECTY K PE3YIib-
TaTy, BBOASLLIEMY B 3abnyxaeHue);

- MaHUMyNUPOBaHMIO OpraHM3aLmnei 3BHE;

- MPOMBILLIIEHHOMY LLUMMOHAXY;

- NOXXHbIM OBOBUHEHWAM;

- OTBETCTBEHHOCTU Nepes 3aKOHOM, BKIoYasi OTBETCTBEHHOCTb 3a HapyLLUEeHWe HaumoHanbHOro 3akoHoda-
TenscTBa P® B 06nacTu 3aluThl AaHHbIX.

PaccmoTpesB BbilLenepeyncrieHHbIe NocrneacTBUS NoTepy ayTEHTUHHOCTU, OpraHn3aLms A0MKHA NPUHATL
peLueHne o Tom, ByaeT nv obLmMn yuepb oT NoTepu ayTEHTUYHOCTU CEPbE3HBLIM, HE3HAYUTENbHbLIM UK He ByaeT
HUKakoro ywepba. MNpuHsaToe peLleHne AOMmMKHO BbITb 3a40KYMEHTUPOBAHO.
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10.1.6 NMNoTeps AOCTOBEPHOCTHU

OpraHusauust 4omKHa pacCMOTPETbL BO3MOXHbIN yLLepb npy notepe 4OCTOBEPHOCTU CUCTEM. JTO Takke
Ba>)KHO B OTHOLLEHWW (DYHKLIMOHAIBHOCTH, KOTOPas ABMSAETCA BTOPUYHON XapaKTEPUCTUKON JOCTOBEPHOCTY (CM.
NCO/M3BK 9126). Hanpumep, noTeps 4OCTOBEPHOCTM MOXET NPUBECTU K CNeayHLLNM NOCNeACTBUSAM:

- 0bmaHy;

- noTepe JONM PbIHKa;

- CHVDKEHMIO MOTUBaLMKM B paboTe nepcoHana opraHm3auuu;

- HEHaEeXHbIM NOCTaBLUMKaM;

- CHWXKEHMWIO IOBEPUS NoKynaTenen;

- OTBETCTBEHHOCTM Neper, 3aKOHOM, BKITH04asi OTBETCTBEHHOCTb 3a HApYLLEHME 3aKOHO4aTeNnbLCTBa B obractu
3aLLMTbl JAHHbIX.

PaccmoTpeB BblilLenepeyncneHHble NOCNeAcTBUS NOTEPY JOCTOBEPHOCTU, OpraHM3aumns A0MKHa NPUHSTL
peLleHne o ToM, ByaeT nm obLumi yuepd oT NoTepy AOCTOBEPHOCTY CEPbE3HBIM, HE3HAUUTENBbHLIM UMK He ByaeT
HUKakoro yuiepba. MNpuHATOe peLueHre JOMKHO ObiTb 3a40KYMEHTUPOBAHO.

10.2 3awWuTHbIE Mepbl ANA o6ecneyYeHns KOHPUAEHLNANbLHOCTHU

B naHHOM pa3gene nepeyvvcneHsbl 3auTHbIE Mepbl OT NpeanonaraeMbix yrpo3, CBA3aHHbIX C HapyLLeHeM
KoHMaeHuuansHocTn. Kpome Toro, npvBeaeHsbl COOTBETCTBYHOLLME CChINKW Ha 3aLLMTHbIE Mephbl, B COOTBETCTBUM
¢ pasgernom 8. Ecnv aTu 3almTHbIe Mepbl TOOXOAST Npu Bbibope 3alnTHBIX Mep, TO crieayeT NPUHSITL BO BHYMAa-
HME TUM 1 XapaKTepUCTUKn cuctemsl UT.

BonbLIMHCTBO 3alLMTHBIX Mep, NepedncneHHbIX B 8.1, obecneumBaroT 6onee obLLyto 3aLuTy, T. €. Hanpas-
neHbl Ha pag, yrpos, U NPeoCcTaBNAT 3aluTy NyTeM NoAAePKKM 00LLero aeKTUBHOrO MeHeaKMeHTa 6e30-
nacHoctn UT. HacToawwmn ctanaapT He CoaepXXMT NoapobHOro NnepevmcrieHns 3almnTHBIX Mep, HO X AENCTBUE He
[OOIMKHO ObITb HEAOOLEHEHO 1 OHW A0IPKHBI ObITh peanunsoBaHb! Ans obLer agdeKkTnBHOM 6e3onacHOCTW.

10.2.1 MoacnywmBaHue

OpaHuM 13 cnocoboB NonyyeHus 4ocTyna K KOHbMaeHUansHon nHgopmaLuum SBnseTcs noacnyLunBaHue,
Hanpumep NyTeM NOAKIMOYEHMS K TIMHUM U NPOCAYLLIMBaHNS TeNedOHHOro pa3roBopa. 3allmTHbIE Mepbl OT 3TON
yrpo3bl BKMOYakoT B cebs:

- hU3NYECKYIO 3aLUUTY.

3almTa MoXeT BKNtoYaTb B ce0s MOMELLIEHUS, CTEHbI, 34aHUs U T. ., KOTOpble AenatoT noacnyLwmBaHue
HEBO3MOXXHbLIM UM MarioBepoATHbIM. [ipyroi cnocod 3awuThl 3aknoyaeTcsd B 4oOaBNeHnM LyMoB. ITOT crnocob
3awwmThl NoApobHO He paccmaTtpuBaeTcs B pasgene 8. [ins o6ecneveHnsi 6esonacHoOCTu TenedoHOB OT NOACITY-
LLUMBaHNSA B KA4YeCTBE 3aLLUTHOM Mepbl MOXET MCMONb30BaTbCA Haaexallas npoknazaka kabenen. 3ToT BONPoC
nogpo6Ho nanoxeH 8 MICO/M3IK TO 13335-5;

- TONUTUKY obecneyeHns 6e3onacHoCTy.

Opyron cnoco6 n3bexaTtb NOACMAYLLIMBaHUA 3aKINOYaETCHa B yCTaHOBINEHUN CTPOrMX NpaBuIi, ONpeaernsiio-
LLMX Koraa, rae 1 Kakum obpasom cnegyeTt obMeHMBaTbCsl KOHbMAaeHUMansHom HdopmaLmen;

- COXpaHeHue KoHMAEHUMANbHOCTU AaHHbIX.

Ewwe ogHum cnocobom 3awmThbl OT NOACAYLLNBaHUS ABNSETCS WndgpoBaHme coobLLeHn nepes ceaHcoM
obmeHa faHHbIMK. Bonee nogpo6bHO 3TOT cnocob n3noxeH B 8.2.5.

10.2.2 nekTpoOMarHUTHOE U3fy4YeHue

OneKkTpoMarHMTHOE U3nyyeHne MOoXeT UCMOoMb30BaTh B3NOMLLUMK ANd NONyYeHns ceeaeHun ob nHgpopma-
uum, obpabatbiBaemon B cucteme UT. 3almTHbIE MEPbI OT ANIEKTPOMAarHUTHOIO N3ITyYeHUs BKIHOYatoT B ce0s:

- hmanyeckyto 3awumTy.

dusunyeckasd 3alLmTa MOXET BKNOYaThb B ce65 Hapy>KHYHO OBLLMBKY NOMELLEHWUA, CTEH U T. 4., HE NO3BONS-
HOLLLYHO SNEKTPOMAarHUTHOMY M3IyYEeHUIO BbIXOAMTb 3a ee npeferbl. ATOT cnocob 3almTbl NoapobHO He paccmar-
pvBaeTcs B 8.1.7, TaK Kak 3TO He CaMbill AeLLEBbIN CNOCO0 3aLMThl OT ANIEKTPOMArHUTHOMO U3NYyYEHNS;

- COXpaHeHWe KOHVAEHUMaNbHOCTU AaHHbIX.

Bonee nogpobHyto uHpopmaLmio cMm. B 8.2.5. CriegyeT OTMETUTb, YTO COXpaHeHue KoHUAEHUManbHOCTH
OaHHbIX MPUMEHMMO K LLMPOBAHHON MHpopMaLMK, HO HE K MHGbOpMaLIMK Ha aTane obpaboTku, oTobpaeHNs nnm
pacneyaTky;

- ucnonb3oBaHve obopynoBaHust T ¢ ManbiM ypoOBHEM U3MyYEHMS.

Wcnonb3oBaHne obopyaoBaHusa AT ¢ ManbiM ypoBHEM U3MyYeHUs HE paccMaTpuBaeTcsa NnogpobHo B pasae-
ne 8, ogHako Ans 3almThl oOpraHu3aunsa MoxeT npuobpecTtn obopyaoBaHue, UMeloLLee BCTPOEHHbIE CpeacTBa
3aLLUUThI OT ANIEKTPOMArHUTHOIO U3MNYYeHUS.
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10.2.3 3noHamepeHHbIe Koabl

3rnoHaMepEeHHbIV KO MOXET NMPUBECTYU K yTpaTe KOH(PUAEHUNANBHOCTHW, Hanpumep nyTem nepexsara n/mnm
packpbITUsi naponen. 3alnTHbIE Mepbl OT 3TON Yrpo3bl BKIOYAKOT B Ce0S:

- 3aWnTY OT 3NOHaMEPEHHOrO Koaa.

MoapobHoe onncaHue 3almThl OT 3NTOHAMEPEHHOIO KOAA U3NoXxeHo B 8.2.3;

- 06paboTKy MHUMaeHTa.

CBOEBpPEMEHHbIV OTYET O MHObLIX UHLMAEHTAaX MOXET OrpaHNYMTb yLLEepO OT 3noHamMepeHHbIX atak. ObHapy-
YKEHUE BTOPXXEHUSI MOXET MCMONb30BaTLCS AN NPeceYeHns NonbITOK NPOHUKHOBEHNS B CUCTEMY UK ceTb. [lo-
NONHUTENBHYO MHopMaumio cMm. B 8.1.3.

10.2.4 NMoppenka noa naeHTUMKaTOp 3aKOHHOroO Nosib3oBaTens

Moppernka nog MoeHTUMKATOP 3aKOHHOTO NOSb30BaTENA MOXET ObITb UCMONb30BaHa Ans TOro, YToObl 06oK-
TV ayTeHTUdMKALIMIO 1 CBA3aHHBIE C HEW YCITyr N YHKLMM obecnedeHnst 6e3onacHocTn. 3TO MOXET NPMBECTU K
HapyLLEHMI0 KOHUAEHUMANBHOCTU BCAKUIA pas, Korga Takas nogaernka obecnedvBaeT OCTYN K KOHMAEHUManb-
HOM MHdOopMaLMn. 3alUTHBIE MEPbI OT 3TOW Yrpo3bl BKITHOYAKOT B Ce04:

- naeHTUMKaLmMIO U ayTeHTUMKaLMIO.

Mopaernka nog NMMYHOCTb 3aKOHHOTO NOMNb30BaTeNs 3aTPYAHSIETCS, ECNU 3aLMTHbIE MePbl AeHTUUKaLMN 1
ayTeHTUMKaLMM OCHOBaHbI Ha KOMBMHaLMK TOro, YTO M3BECTHO MONb30BATENH, UMK TOTO, YEM OH BNageeT, unm
MPUCYLLMNX TOJNTbKO EMY XapakTepucTmkax (cm. 8.2.1);

- NlIorMyeckoe ynpaBneHue 1 ayguT goctyna.

Jlornueckoe ynpaBneHue JOCTyrnom He CMOCOBHO AernaTth pasnuyme Mexay CaHKLMOHUPOBAHHBIM MOSb30-
BaTeneM 1 KeM-nnbo, MacKUpYLLUMCH Mo CaHKLMOHUPOBAHHOMO NOMb30BaTess, HO MPUMEHEHVE MEXaHN3MOB
yrnpaBreHus OCTYyNoM Ha pabovyeM MeCcTe MOXET YMEHbLUUTb 30HY BO34encTBus (cM. 8.2.2). PaccmoTpeHue u
aHarnu3 KOHTPOSbHbIX KypHaroB perMcTpaumm no3BonnT 0OHapYKUTb HECAHKLIMOHUPOBAHHbIE OEVCTBUS;

- 3aWUTY OT 3NOHaMEPEHHOrO Koaa.

Tak kak oguH u3 cnocoboB NoNy4YeHWs Naporien CBA3aH C BHEAPEHMEM 3lIOHaMEPEHHOIo Koga ansi ux nepe-
XBaTa, TO crieyeT yCTaHOBUTb MECTHYHO 3aLLuTy OT Takmx nporpamm (cm. 8.2.3);

- yripaBneHune ceTbio.

Opyrm cnocoboM 3axBaTa CEKPETHOIO MaTepuana aBrnsieTcs nogaerika nog 3akoHHOro Nonb3oBaTens B
Tpadvike, HaNpUMeP 3MNEKTPOHHOM NnouyTe. B HacTosLLEee Bpems MexayHapoaHasi opraHusaums o ctaHgapTusaumm
(NCO) paspabaTbiBaeT HECKONBKO AOKYMEHTOB, COAEPKaLLMX AONOMHUTENBHYIO MHAOPMaLMIO O NOAPOOHbIX 3a-
LLUMTHBIX Mepax rno obecneyeHnio 6e3onacHoOCTM ceTen;

- COXpaHeHVe KOHMAEHUMANbHOCTU aHHbIX.

Ecnu no kakon-nnbo npnynHe ynoMsHyTbIN Bbille cnocob obecneyeHms 6€30nacHOCTM HEBO3MOXEH Ui
HeoCTaTO4EH, TO AOMOSHUTENbHAs 3aLlmTa MOXET bbiTb 0becneveHa nyTem XpaHeHns KOH(MAEHUMANbHbIX AaH-
HbIX B 3allncpoBaHHOM Buae (cm. 8.2.5).

10.2.5 HanpaBneHue coobLweHni NO OLNBOYHOMY/APYTrOMY MapLUPYTy

OLWwnMBOoYHbBIN MapLIPYT — 3TO NpeAHaMepEHHOE UK CriydariHoe HenpaBuIibHOE HanpasneHne coodLLEeHUN,
a u3MeHeHvie MapLLpyTa MOXET NpecrefoBaTh NO3UTUBHbIE U ECTPYKTMBHbIE Lenu. I3ameHeHrne mapLupyTa coob-
LLIEHWI MOXET ObITb, HANPUMEP, CAENaHO Ans NoAAepKaHns HENPEPbLIBHOCTM FOTOBHOCTM K paboTte. HanpasneHve
COO06LLIEHMI MO OLLUMBOYHOMY/APYrOMY MapLLPYTY MOXET NPUBECTU K NOTEPE KOHPUAEHUNANBHOCTH, ECIIU OHO
OOornycKaeT HECaHKLMOHMPOBAHHbIN JOCTYM K 3TUM COOBLLEeHUAM. 3alMTHbIE MepPbl OT 3TOW Yrpo3bl BKIOYAKOT B
cebs:

- yripaBneHne ceTblio.

OnuncaHune cnocoboB 3alUnThl OT HanpaBneHUn CoobLLEHNIA MO OLWMBOYHOMY/ApYroMy MapLUpyTy ByaeT
npuBeneHa B opyrux gokymeHtax MCO, Haxoaswmxca Ha ctagum paspaboTku. B HUx ByaeT coaepxatbcs oo-
nonHuTenbHast nHcbopmaums no obecneyeHnto 6e3onacHoOCTM CeTy;

- COXpaHeHne KOHPAEHUMANbHOCTU AaHHbIX.

[ns HegonyLeHns HECaHKLMOHMPOBAHHOMO AOCTYNA B CllyyYae OLMBOYHOro U N3MEHEHHOro Hanpaere-
HMS1 COOBLLEHUI OHW MOTYT BbITh 3aLumndpoBaHbl. [JJononHUTenNbLHY HdopmMaLuio cm. B 8.2.5.

10.2.6 C6ou nporpamMmmHoro obecneyeHus

C6owu nporpaMMHOro obecneyeHnsi CTaBsaT Mo yrpo3dy CoXxpaHeHue KOHMAEHLMANbLHOCTK, ECIU MPOrpaMm-
Hoe obecrneyeHne obecneynBaet, Hanpumep yrnpasneHue AOCTYNOM Unm WndposaHmne, unm ecnv cbon nporpamm-
Horo obecneyveHns co3gaeT OpeLlb, HanpyMMep B ONePaLOHHON cucTeMe. 3allmTHbIE Mepbl MO COXPaHEHMIO KOH-
duraeHUMansHOCTY BKMOYAkoT B ce0s:

- 06paboTKy MHUMaeHTa.
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Kaxxgpii, KTo 3ameyaeT HenpaBuiibHoe yHKLMOHVUPOBAaHME NpOorpamMmMHOro obecneyeHusi, 06s3aH coobLLmnTb
00 3TOM OTBETCTBEHHOMY NKLLY C TEM, YTOOBI MOXXHO ObINO Kak MOXHO BbICTpee NpeanpUHATL COOTBETCTBYOLLIME
KOPPEKTMPYIOLLME N NpeaynpexaatoLlime genctauns. [JononHuTensHyto nigopmaumio cm. B 8.1.3;

- 9KCMyaTaunoHHbIE BOMPOCH.

HekoTopbix c6oeB NporpaMMHOro obecneyeHns MoXXHO n3bexarb MyTemM ero TeCTMpoBaHuA nepes ucnosb-
30BaHVEM UMW yNpaBIieHns U3MEHEHUSIMU NporpaMMHoro obecrneyeHus (cMm. 8.1.5).

10.2.7 XnweHwue

XULLiEHVE MOXET yrpoxaTb COXPaHEHWNIO KOHPUOEHLMANBHOCTM, ECINN YKPaOEHHbIA KOMMOHEHT COOEPXUT
KOHMAeHUnanbHy HpopMaLmio, KoTopast MOXeT OKka3aTbCs AOCTYMHON. 3alUTHbIE Mepbl NPOTUB XULLIEHUSA
BKITHOYaIOT B ce0bs:

- hU3NYECKYIO 3aLUUTY.

OT0 MOXeT BbITb TEXHUYECKAs 3alLmTa, 3aTpyaHALLAs A0CTYN B 34aHMe, 30HY Unu noMeLleHne ¢ obopy-
poBaHueM UT, unu cneumanbHbie 3alMTHbIE Mepbl OT XuLeHus (cMm. 8.1.7);

- nepcoHan.

3almTHbIE Mepbl AN NepcoHarna (ynpasneHue 40CTYNOM NepcoHara Ummnm noCTOPOHHMX NUL, COormalleHms
0 COXpaHeHUM KOHUAEHUMANBHOCTU U T. A.) AOMMKHbI NOAAEPKNBATHCS B paboveM COCTOSHUN, 3aTPYaHAS BO3-
MOXXHOCTb XuLeHust (cMm. 8.1.4);

- COXpaHeH1e KOHPAEHUMAaNbHOCTU AaHHbIX.

Takyto 3almTy crieqyeTt BHEOPUTb, ECNN CYLLECTBYET BEPOATHOCTb XuLLieHnsa obopynosaHusa UT, cogepxa-
LLIero KoHMAEeHUMAanbHy0 MHGOpPMaLMIo, Hanpumep HebOonbLLIOK NOPTaTUBHBIN KOMMbOTEP. [ogpobHOCTM CMm.
B 8.2.5;

- CpefcTBa KOHTPOMst HocuTenen nHopmauun.

JTiobble HocuTenNu HpopMaLmmn, coaepKaLlune CeKpeTHbIE MaTepuarnsl, 4OMKHbI OXPaHATBCS OT XMLLEHNS
(cm. 8.1.5).

10.2.8 HecaHKLMOHMPOBAHHbIN JOCTYN K KOMNbIOTEPaM, AaHHbIM, YCIIyraM U NPpUIIoKeHUAM

HecaHKLMOHUPOBaHHbIN AOCTYM K KOMMbIOTEPAM, AaHHbIM, YCIyram U NpUnoXXeHNsiM MOXET CTaTb Yrpo30W,
€CI1 BO3MOXXEH JOCTYN K IFoboMy cekpeTHoMy maTtepuany. 3alumTHbIE Mepbl OT HECaHKLIMOHUPOBAHHOTO JOCTYNa
BKIMOYaKOT B cebsi COOTBETCTRBYHOLLEE ONO3HaBaHWE U NPOBEPKY perucTpaLmm, normyeckoe ynpasneHne JocTy-
nom, ayauT Ha ypoBHe cuctembl VT 1 pasgeneHne ceTer Ha CETEBOM YPOBHE:

- naeHTUMKaLmMIO M ayTeHTUMKaLMIO.

3alwmTHbIe Mepbl NyTEM COOTBETCTBYIOLLIENO ONO3HABaHWS 1 NPOBEPKU perMcTpaumm cneayeTt Ncnonb3oBaTtb
B KOMBMHALUMKM C NOMMYECKMM YNpaBieHWeM JOCTYNOM AN NPeaynpeXaeHnst HECaHKLMOHMPOBAHHOMO AOCTYNa;

- lorMyeckoe ynpasneHue n ayguT gocTyna.

3alnTHbIE MepbI, U3NOXEHHbIE B 8.2.2, OOMKHbI MCMOMb30BaThCS A5 TOTMYECKOro yrpaBnieHns OCTYNoMm
Yyepes NCMNoMNb30BaHME MEXaAHN3MOB YyNpaBrieHnsa 4OCTYNoM. PaccMoTpeHme 1 aHanmns KOHTPONbHbIX XXYpHanos
pervcTpaLmm no3BonsieT 0GHapyxmMBaTb HECAHKLVMOHMPOBaHHbIE BUAbI AEATENLHOCTY NONb30BaTeNer ¢ npasamm
[0CTyna B CUCTEMY;

- pasgeneHue ceTen.

[nga 3aTpygHEHWs HECAHKLMOHMPOBAHHOIO AOCTYNA, OMKHO MPUMEHSITECS MECTHOE pasferieHne ceTen
(cm. 8.2.4);

- hmanyeckoe ynpasneHue 4OCTYNOM.

Kpome nornyeckoro, MoXeT MPUMEHSATLCS on3ndecKkoe ynpaBneHne JOCTynom;

- ynpaBneHne HOCUTENSMU JaHHbIX.

Ecnu koHdunaeHumanbHas nHopmaLnsi XpaHUTCS Ha NOPTATUBHBIX UMM UHBIX HOCUTENSIX (Hanpumep Ha
AnckeTax), To opraHvM3aunsi 4OIPKHA YCTaHOBUTb MECTHOE yNpaBreHne HOCUTENsIMU AaHHbIX ANS UX 3awmTbl OT
HEeCaHKLMOHNPOBAHHOIO A0CTYNa;

- COXpaHeH1e KOHAEHUMAaNbHOCTU AaHHbIX.

Ecnun no kakon-nnbo npuymHe ynpaeneHue HoCUTENSIMU AaHHbIX HEBO3MOXXHO MW HE4OCTaTOYHO, TO AOMNOr-
HUTENbHad 3aLMTa MOXeT 06ecnedmBaTbC MyTeM XpaHeHNs1 KOHMAEHUMaNbHbIX AaHHbIX B 3aIMEPOBaAHHOM
Buge (cm. 8.2.5).

10.2.9 HecaHKUMOHMPOBaHHbLIN [OCTYN K MeCTY XpaHeHUs1 HocuTernen nHcgpopmaumm

[ocTyn K MECTY XpaHEHWs U NCMONb30BaHNe HocuTenemn nHdopMaumm 6e3 COOTBETCTBYHOLLIMX MOFTHOMOYMIA
YrpoXarT KOHMAEHLUMANBLHOCTH, ECNN B 3TON CPEAEe XPaHATCS CekpeTHbIe MaTepuarbl. 3alMTHbIE Mepbl COXpa-
HeHUs1 KOHMOEHUMANBLHOCTM BKITIOYALOT B cebsi:

- 3KCNIyaTaumoHHbIE BOMPOCHI.
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MoXHO NpYMeHATL CpeacTBa ynpasneHns HocuTenamm nHdopmauum 4ns obecneyenns, Hanpumep duau-
YeCKOW 3aLUMTbl M MOAOTYETHOCTU 3a HOCUTENSAMW MHAOPMaLIMK, a TakKe rapaHTUPOBAHHOMO YHUUTOXEHUS XpaHu-
MOoW MHbOpMaLMK A5 TOro, YTOBb! HUKTO HE MOT BOCTIONb30BaTbLCHA CEKPETHLIM MaTepmnarnom U3 paHee YHUUTOXEH-
HoM UHopmaumu (cMm. 8.1.5). Ocoboe BHUMaHWe criegyeT 06paTuTb Ha 3aLUmTy MHOpMaLMK Ha Nerko CHUMae-
MbIX HOCUTENSAX, HaNnpuMep AUCKeTax, pe3epBHbIX KOMUSAX HA MarHUTHOW MEHTE, a Takke Ha 3aLumTy BymMaxkHbIX
HocuTenen nHdopmaumu;

- hmsmnyeckyro 6e3onacHoCTb.

CooTBeTCTBYOLLAs 3aLumTa NOMeLLeHU (MPOYHbIE CTEHBI M OKHA, a Takke husmdeckoe yrnpasreHue JoCTy-
MoM) 1 0hCHOro 06opyA0BaHNSA MOTYT NPEAOXPaHNTb OT HECAHKLMOHMPOBaHHOMo goctyna (cm. 8.1.7);

- COXpaHeHWe KOHPUAEHUMANbHOCTU OaHHbIX.

JononHutensHas 3aLuuTa CeKpeTHOro MaTepurana B Mecte XpaHeH st Hocutenemn nHgopmaumm MoXeT BbITb
AOCTUrHyTa NyTeM WndpoBaHns nHdopmMaumm. AdheKkTnBHas cuctema ynpasrneHus kniovammy Heobxoguma Ans
Ge3onacHoro npuMeHeHnst kpuntorpadumm (cm. 8.2.5).

10.3 3alWmnTHbIE MePbI LLeNTOCTHOCTHU

B naHHOM pasgerne nepeyncneHsl 3almTHbIE Mepbl OT NpeanonaraemMbiX yrpo3, CBA3aHHbIX C HapyLUeHneM
LenocTHocTU. Kpome Toro, npueBeaeHbl COOTBETCTBYHOLLME CCbINKW Ha 3aLLMTHBbIE Mepbl, ONUCaHHbIE B pasaerne 8.
lMpwv BbIGOPE 3aLLMTHBIX MEP CrEAYET Y4MTbIBATb TUM U XapakTepucTukn cuctemsl UT.

BonbLUMHCTBO 3aWUTHBIX Mep, NepeuncrneHHbIX B 8.1, obecneunsatot 6onee obLLyio 3aLumTy, T.€. Hanpas-
nNeHbl Ha pag yrpos, 1 NPeaocTaBnsoT 3aWwuTy NyTeM nogaepxkm obLiero adekTMBHOro MeHeaxmeHTa 6e30-
nacHocTu UT. B HacTosiLem cTaHaapTe 3T1 Mepbl NoApobHO He paccmaTpusatoTcs. He cnegyeT npeymeHbLUaTb
AeNcTBMe Taknx Mep, MOSTOMY OHU NoAnexaT peanusaumnm Ans obLen addekTmBHon 6e3onacHoOCTy.

10.3.1 YxygweHue Mecta XpaHeHUsi HocuTtenen nHgpopmaumm

YxygLlweHne Mmecta XpaHeHns HocuTenemn MHpopmaLmm yrpoXxaeT LenOCTHOCTN TOrO, YTO B HEM XPaHUTCS.
Ecnu uenoctHoCTb ABNAeTCA BaxkHbIM CBOMCTBOM HOCUTENEN MHOopMaLIMK, TO AOMMKHbI MPUMEHATLCA Creayto-
LLMe 3aLLMTHbIE MepbI:

- ynpasneHne HOCUTENAMN MHAOpMaLM.

YenewHoe ynpasneHne HocuTensmm nHchopmaLumm BKItodaeT B cebs BeprdmkaLmio LIenocTHocTH (cm. 8.1.5),
KoTOpast MOXeT 0BHapYXMTb B 3aMOMUHAOLLEM YCTPONCTBE UCTIOPYEHHbIE halnnbl;

- pe3sepBHbIe Konuu.

PesepBHble konum 4onmkHbI ObITb cAenaHbl CO BCeX BaXKHbIX hannos, AaHHbIX 6u3dHeca u T. 4. [Npu obHapy-
YXeHUW NoTepu LIeNOCTHOCTU, HAanpumep Yepes yrnpasneHye HoCUTENAMU MHOPMaLIMK UK BO BpeEMS TECTUPOBa-
HUSI pe3epBHbIX KOMWUIN, OOMKHBI MCNONb30BaTLCH 3TW KOMUU UNKU NpeabiayLimne 3anncn ans BOCCTaHOBIEHNS
uenocTHocTU (hannos. NogpobHoe onmcaHue pesepBHbIX Konuii cMm. B 8.1.6;

- 3aLmTa LLenoCTHOCTU AaHHbIX.

KpunTorpaduyeckme cnocobbl MOryT 6bITb MCNOMb30BaHbI A5 6€30NacHOCTM LeNOCTHOCTM AaHHbIX B 3aro-
MUHatoLLieM yCTporcTee. [JononHUTENbHYIO0 MHbopMaumio cM. B 8.2.5.

10.3.2 Owmbka TeXHUYECKOro obcnyxusaHus

Ecnu TexHnyeckoe obcnyxmBaHve NPOBOANTCS HEPErynApHO Unu ¢ oLumbkamu, TO LeNOoCTHOCTb BCeW 3aT-
POHYTOW MHAOPMaLMM HaXOANTCA MO Yrpo301. 3alLMTHbIE MePbl LIeNTOCTHOCTM B 3TOM Cly4ae BKIoYaloT B cebsi:

- TEXHNYECKoe OBCnyXMBaHMe.

MpaBunbHOE TEXHUYECKOE OBCMYXMBaHWNE ABSETCA Hanny4LmMmM cnocobom nsdexars oLMBOoK NPy OCMOT-
pe n pemoHTe (cM. 8.1.5). TexHnyeckoe obecnyxvBaHye BKMtoYaeT B cebs1 JOKYMEHTMPOBaHHbIE BEpUULIMPOBaH-
Hble NpoLeaypbl N0 TEXHNYECKOMY 06CMYXMBaHMIO, U COOTBETCTBYIOLLMIA KOHTPOMb 3a NpoBeAeHneM paboT;

- pesepBHbIe Konuu.

Ecnu B npouecce TeXHNYeCcKoro 06cnyXmBaHns UMenm MecTo oLLNMBKK, TO OpraHn3aLmns MOXeT UCMONb30-
BaTb Pe3epBHbIe KoMUY AN BOCCTaHOBMEHNS LIeNMOCTHOCTY NoBpexaeHHon nHdopmaumm (cm. 8.1.6);

- 3aLLUMUTY LLIeNOCTHOCTM AAHHbIX.

OpraHu3aums MOXeT UCMOoNb30BaTh CpeAcTBa KpunTorpadun Ans CoOXpaHeHUs LLENOCTHOCTM MHAopMaLIMK.
MoppobHee cm. 8.2.5.

10.3.3 3noHamepeHHbIN KOA

3roHaMepeHHbIN Kog MOXET MPUBECTU K HAPYLLEHWIO LIeNIOCTHOCTU, Hanpumep B Criydae, ecinv B AaHHble
nnu dpannbl BHOCUT U3MEHEHWS NULLO, NOMYyYMBLLEE HECaHKLMOHNPOBAHHbLIN JOCTYM C MOMOLLbIO 31TOHaMEPEHHOro
Kogda, Unuv Takne U3MeHeHus BHOCUT caMm kof,. 3aluTHbIE Mepbl MPOTMB 3MOHAMEPEHHOIO KoAa BKIOYaloT B cebs:

- 3aLLMTY OT 3MOHaMepPEeHHOro Koaa.
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MoapobHoe onvcaHue 3aLmThbl OT 3fTOHAaMEPEHHOTO koga cMm. 8.2.3;

- 06paboTKy MHUMAeHTa.

CBoeBpemeHHoe coobLLieHME O NMHoBbIX HEODBIYHBIX MHLMAEHTaX MOXET OrpaHnynTb yLlepb OT BO3aencTeums
3r1l0HaMepeHHoro koga. s Toro, 4Tobbl BOCNPEenATCTBOBaTL NOMNbITKAM HECAHKLIMOHMPOBAHHOIO JOCTYMa B CUC-
TEeMY UNn CeTb, OpraHM3aLms MOXET UCMOMNb30BaTb COOTBETCTBYIOLLME CPeACcTBa OBHAPY>KEHWUS MPOHUKHOBEHMS.
JononHutenbHyo nHgopmaumio cMm. B 8.1.3.

10.3.4 NMoppenka noa naeHTUMKaTOpP 3aKOHHOrO NoJsib3oBaTens

Mopaenka nod MOeHTUMKATOP 3aKOHHOTO NOMb30BaTeNsa MOXET ObITb UCMOMNb30BaHa Ars TOro, YTobbl 060K-
TV ayTEHTUMKALIMIO N CBSI3aHHBIE C HEW YCIyrv U oyHKUmM GesonacHocTu. B ntore npobremel LenocTHoCTH MoryT
BO3HMKaTb BCSAKWUIA pas, Korga nog BMOOM 3aKOHHOIO NMofb3oBaTens OCyLecTBAsSeTCA AOCTYN U Mogndukaums
nHdopMaLumn. 3alUTHbIE MepbI B 3TOW 06NacTu BKNOYaloT B cebs:

- naeHTUMKaLmMIO U ayTeHTUMKaLMIO.

MMunTaumsa 3akoHHOTO Nofb30BaTeNs 3aTPyAHAETCS, €CNU 3aLMTa C MOMOLLIbIO MOEHTUUKAUUA U ayTEHTU-
dmKaLmMm ocHoBaHa Ha KOMBUHaLMAX TOro, YTO 3HaeT NoNb3oBaTerlb, YeM OH BriageeT, a Takke Ha NPUMEHEHUN
XapaKTepUCTMK, MPUCYLLIMX CamMOMy Mnorb3oBaTento (cM. 8.2.1);

- NTorM4ecKkoe ynpaBneHune 1 ayauT Joctyna.

Jlornyeckoe ynpasneHue JOCTYNOM HE UMEET PasnuinMin Mexay CaHKLMOHMPOBaHHbLIM MONb3oBaTeNem 1
NLIOM, MacK1pYHOLLMMCS Mo, CaHKLUMOHNPOBaHHOIO NOSb30BaTENs, HO MPUMEHEHNE MEXaHU3MOB YrNpaBreHu s
OOCTYNMOM MOXET YMEHbLUNTL 30HY BO3AencTBuA (M. 8.2.2). [pocMOoTp 1 aHanma XKypHasioB permctpauum no3so-
nset obHapyXUTb HECAaHKLMOHNPOBaHHbIE BUAbI AeATENBHOCTY;

- 3aWnTY OT 3NOHaMEPEHHOrO Koaa.

Tak Kak OOHUM 13 NMyTen OBNageHNs NaporsiMy SIBNSETCS BHEAPEHUE 31TIOHaMEPEHHOIo Koda Ans nepexasarta
naponeu, To A0MKHa BbITb NpegyCMOTPEeHa 3aLLmTa OT Taknx 3rnoHaMepeHHbIX porpamm (cMm. 8.2.3);

- yrpaBreHne ceTbio.

Opyroi cnocob HecaHKLMOHUMPOBAHHOIO AOCTYMNa CBA3aH C NOAAENKON NoA 3aKOHHOrO Nosib3oBaTens B
Tpadke, Hanpumep aNeKTPOHHON noyTe. B HacTosLee BpeMs MexayHapoaHas opraHu3aums no ctaHgapTusaumm
(MCO) paspabaTbiBaeT HECKOMNBKO AOKYMEHTOB, COAepX aLLMX AONOMHUTENBHYIO MHAOPMaLMIO 0 NOAPOOHbIX 3a-
LLMTHBIX Mepax no obecneyeHmto 6e30NacHOCTY CETEW;

- COXpaHeHue LIeNnoCTHOCTU AaHHbIX.

Ecnun no kakon-nmbo npuymHe ynoMsaHyThIl Bbile cnocob obecneveHns 6€30nacHOCTY HEBO3MOXEH MUK
HeJoCTaTOYeH, TO JOMONHUTENbHASA 3awmTa MoxeT bblTb 06ecneyeHa cnocobamm kpuntorpadum, NogoGHbIMM
uncppoBbIM nognucam (cm. 8.2.5).

10.3.5 HanpaBneHue coobLeHUI NO OLWNBOYHOMY/APYrOMY MapLIPYTy

OLWMBOYHBIV MapLLPYT — 3TO NpegHaMepPEeHHOE Ui CIlyvanHoe HenpaBuibHOE HarnpaBrieHe COOBLLEHWN,
a u3MeHeHue MapLupyTa MOXeT npecregoBaTh NO3UTUBHLIE U AECTPYKTUBHbIE Lienu. iameHeHne mapLupyTa Mo-
XeT BbITb, HaNpPUMep, caenaHo ANs NoAAeP)KaHWS HenpepbIBHOCTU FOTOBHOCTU K paboTe. HanpasneHne coobLue-
HWIA NO HEMPaBUITBHOMY UITN M3MEHEHHOMY MapLLPYTY MOXET MPUBECTM K HAPYLLEHWIO LIENTOCTHOCTU, HanpMMep B
cnyyae, Korga coobLLEeHMs U3MEHSIOTCS U 3aTeM NepeaarnTcs MCXoAHOMY agpecarty. 3allimMTHbIE Mepbl OT 9TOM
Yrpo3bl BKMOYaloT B cebs:

- yrpaBneHune ceTbio.

OnuncaHure cnocoboB 3allnThl OT HaNpaBfeHUn CoOoBLLEHNI MO OLWMBOYHOMY/ApPYroMy MapLUpyTy ByaeT
npueedeHo B Apyrunx gokymeHtax MCO, HaxoasaLwmxesa Ha ctagum paspaboTku. B Hux ByaeT cogepxatbes 4o-
nonHWUTENbHas MHGOpMaLmMs No obecneyeHnto 6e3onacHOCTU CeTH;

- 3aLUUTY LEeNOCTHOCTM AaHHbIX.

[nga HegonyLeHNsa HeCaHKLUMOHNPOBAHHbLIX KOPPEKTUPOBOK B CryYae OLIMBOYHOro Ui U3MEHEHHOIO Ha-
npaBrieHns COOBLLEHNI MOXHO UCMONb30BaTh X3LU-PYHKLUMK 1 umdpoBble noanucuy. JononHuteneHyo MHdopMa-
umio cMm. B 8.2.5.

10.3.6 HeoTkazyemMocTb

3awwmTHbIe Mepbl 4518 obecneyeHns HEOTKasyeMOCTN AOIMKHbI MPUMEHATLCS B CIydae, eCrv BaKHO MMETb
[oKasaTenbCTBO TOro, YTO COOBLLEHNE NOCNaHo U/nnm NonyyYeHo 1 YTo ceTb 0becneynna ero nepedady. Mimetrores
cneumanbHble KpynTorpadnyeckue 3amnTHbIE Mepbl, ykadaHHble B 8.2.5, apnsowmmmcsa 6a3osbiMuy Anis obecne-
YeHUst HeOTKa3yeMOCTM (LLeJNTOCTHOCTb M HEOTKA3yeMOCTb AaHHbIX).
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10.3.7 Cooum nporpaMmmMHoro obecneyeHus

C6ow nporpammHoro obecrneyeHust MOryT HapyLUlaTb LIENTOCTHOCTb AaHHbIX U HdbopmMaLmm, kotopas obpaba-
TbIBAETCS C MOMOLLbIO TaKoro NporpaMMHoro obecnedeHuns. Mepb! Ans 3awmTbl LeNOCTHOCTY BKITOYAloT B ce6s:

- coobLeHne o cbosax B nporpaMMHOM obecrneyeHunn.

BeicTpoe coobLeHne o cbosx nporpaMMHoOro obecneyeHust MOMOraeT CHU3UTb BO3MOXHBIN yLlep®
(cm. 8.1.3);

- 3KCNyaTaumoHHbIE BOMPOCHI.

TecTmpoBaHue 6e30MacHOCT MOXET ObITb NCMONb30BaHO Af1s1 06ecneyYeHNs KOPPEKTHOIO PYHKLMOHMPOBa-
HMSA NporpaMMHoro obecneveHusi. C MOMOLLIbIO YpaBIieHNst U3MEHEHMSIMW MPOrpamMmMHOro obecneyeHmst MoOXXHO
n3bexatb Npobrem, KOTopble BO3HUKAIOT B CBA3M C YCOBEPLLEHCTBOBaHNEM UIN APYTMMW KOPPEKTUPOBKaMMU MPO-
rpammHoro obecnedeHus (cm. 8.1.5);

- pe3epBHbIE KOMuK.

PesepBHble konuu, HanpumMep nporpammMHoe obecnevyeHne npegplayLero NoKoneHus, MoXHO NCMosb30-
BaTb A1 BOCCTAHOBMEHMWS LIENOCTHOCTM AaHHbIX, 06paboTaHbIX C MOMOLLLIO MPOrpamMmMHOro obecneyveHus, PyHk-
umnoHmupyoLero co cbosmm (cm. 8.1.6);

- 3aLUUTY LleNOCTHOCTM AaHHbIX.

Cpenctsa kpunTorpadmm MoryT 6bITb MCMONB30BaHbI Ans 3aLUThbl LIeNTIOCTHOCTU MHdopmMaLmm (cm. 8.2.5).

10.3.8 OTKa3bl B UICTOYHMKAX NUTAHUA (INEKTPOCHaGKeHne U BEHTUNALMUA)

OTKa3bl B UCTOYHUKaX MUTAHNS MOTYT BbI3bIBaTb MPOONEeMbI LIENMOCTHOCTM, ECINN 3TW HAPYLLEHUS SBMSAIOTCS
MPUYNHON ApYyrMX HencnpasHocTen. Hanprumep, nepebou B a3HeprocHabXeHn MoryT NPUBECTY K BbIXOAY U3 CTPOS
annapaTtHbIX CPEACTB, TEXHUYECKMM HENCTNPaBHOCTAM Unm npobremam XxpaHeHus aHHbIX. 3almTHbIe Mepbl OT
3TUX NPOBIEM MOXHO HaMTW B COOTBETCTBYHOLLIMX MOAMYHKTax HACTOSILLEro cTaHaapTa. 3alnTHbIe Mepbl B 9TOM
obnacTtu BkItoYaroT B ceos:

- aneKTpocHabXeHne 1 BEHTUMALMIO.

Mpu HeobxoauMOCTH crieayeT UCMOoNb30BaTh NOAXoASALWMUE 3aLlLMTHbIE Mepbl Ans TOro, YTo6bl nsbexaTb
npobnem, CBA3aHHbLIX C ANEeKTPOCHabXeHWeM 1 BEHTUNAUMEN, HanpUMep, B Criydae ckadka HanpsXxeHus (CM.
8.1.7);

- pesepBHbIe Konuu.

PeszepBHble Konum AoMKHbI UICMOMNb30BaTbCS 419 BOCCTAHOBIEHUS NOBPEXAEHHOW MHopMaumm (cMm. 8.1.6).

10.3.9 TexHM4YecKkass HEUCNPABHOCTb

TexHn4eckme HemcnpaBHOCTU, HAaNPUMeEP B CETU, MOTYT HapyLLaTb LeroCTHOCTb No6on nHdopMaumm, xpa-
HALWencs unn obpabaTtbiBaemoin B cETU. 3alUTHbIE MepbI B 3TOM 00racTu BKIOYatoT B cebs:

- 3KCNyaTauyoHHbIE BOMPOCHI.

OpraHusauus gormKHa UCMoNb30BaTh yNpaBneHne KOHUrypaumvei u UaMEHEHNSIMU, a TaKKe ynpasreHne
MPOMYCKHOW CNOCOBHOCTLIO A1 TOro, YTOOLI HE AoMNycKaTb HencnpaBHocTel B cucteme VT unu cetu (cm. 8.1.5);

- yripaBneHne ceTbio.

OpraHunsaums gormkHa CMonb3oBaTh OnepauyoHHbIE NpoLeaypbl, MTaHMPOBaHNE CUCTEMBI U MPABUITBHYIO
KOHp1rypaumio cetv Ang Toro, 4To6bl CBECTU K MUHUMYMY PUCK OT TEXHUYECKUX HencnpasHocTen (cm. 8.2.4);

- ANeKTpoCcHabXeHVe N BEHTUMALMIO.

Mpun HeobxoanMOCTH crieayeT UCMOoNb30BaTh NOAXoASALWMNE 3aLlLMTHbIE Mepbl Ans TOro, YTo6bl nsbexaTb
npobnem, CBA3aHHbIX C ANEKTPOCHABXEHUEM W BEHTUNAUMEN, HanpuMmep, B Clyvae ckayka HanpsikeHus
(cm. 8.1.7);

- pe3sepBHbIe Konuu.

Pe3epBHble Konmy OOMKHbI MICMONb30BaTLCA Arlsi BOCCTAHOBINEHUS MOBPEXAeHHOM MHdpopMmaumm (cm. 8.1.6).

10.3.10 OwKnbKM nepegaumn

Ownbkn Nnepegaym MoryT HapyLLUTb LIENTOCTHOCTb NepeaaBaemMon nHdgopmaumm. Mepbl no o6ecneyeHunio
LLeNOCTHOCTM B 3TOM CIydae BKITHO4aloT B ceb4:

- NpoKnagKy kabenen.

lMnaHupoBaHWe 1 COOTBETCTBYIOLLASA MPOKaaKka kabener No3BoNAT UCKMIOYNTL OLLIMGBKK Npy nepeaade,
ecnu, Hanpumep, oLimbKa Bbi3BaHa neperpyskon (cM. 8.1.7);

- ynpaBneHue ceTblo.

CeTeBoe 060pyaoBaHUe AOMKHO NPaBUNbHO 3KCNNYyaTUPOBAaTLCH U TEXHUYECKM 0BCNyKnBaTbCA Ans TOro,
4yTObbLI N3GEXaTh OLLMBOK NpU Nepepaye. B HacTosLee BpeMs MexayHapoaHas opraHusaums no ctaHgapTMsaumm
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(MCO) paspabaTbiBaeT HECKOMLKO JOKYMEHTOB, COAEPXaLLMX AONONMHUTENBHYI MHGOopMaLmio no obecnedeHuno
BesonacHoOCTM ceTu, KoTopast MOXET ObITb MPYMEHEHA A1 3aLLMThl OT OLUMOOK Npy nepepave;

- COXpaHeHMe LIeNOCTHOCTUN AaHHbIX.

KOHTponbHbIE CyMMbI 1 LIUKITUYECKOE KOONPOBAHME B MPOTOKOMNAX CBSA3U MOXET OblTb MCNOMNb30BaHO ANs
3aLLUmMTbl OT CryYariHbIX OLMBOK Nnepedayn. Cpeacrea kKpuntorpadnv MOXXHO NPUMEHSTE AN COXpaHeHWs Lenoc-
THOCTU NepefaBaeMbIX AaHHbIX B Cly4Yae NpeaHamMmepeHHOro BO3AeNCTBNSA Ha AaHHbIe. [JJononHUTENbHY MHGOoP-
mauuto cm. B 8.2.5.

10.3.11 HecaHKLMOHMPOBaHHbLIN JOCTYMN K KOMMNbIOTEPaM, AaHHbLIM, yCrlyram U NPUNoXxeHUsam

HecaHKUMOHNPOBaHHLIV AOCTYN K KOMMbOTEPAaM, aHHbIM, YCryram 1 MPUNOXKEHUSM MOXET CTaTb Yrpo3om
ONs LENOCTHOCTU MHAPOPMALMK, ECIIM BO3MOXHO X HECAHKLIMOHNPOBAHHOE n3MeHeHVe. 3allmTHbIE Mepbl MPOTYB
HEeCaHKLMOHMPOBAHHOIO AOCTYNa BKIOYalOT B ce0 COOTBETCTBYIOLLYHO MAEHTUMKaUMIO n ayTeHTUdMKALIMIO, ITO-
rmyeckoe ynpasneHue n ayauT OCTyna Ha cucteMHoM yposHe VT 1 pasgeneHune ceten Ha CeTeBOM YpPOBHE:

- NaeHTUMKaLMIo 1 ayTeHTUMKaLmio.

CooTBeTCTBYOLLME 3aLLMTHBIE MEPBI C MOMOLLIbIO MAEHTUMKALIMYN 1 ayTEHTUMKaLUM OOIMKHbBI MCNOMb30-
BaTbCsl COBMECTHO C FTOTMYECKMM yNpaBneHnemM JOCTYNOM AN npeaynpeXxaeHns HeCaHKLMOHMPOBAHHOMO Npo-
HUKHOBEHUS;

- NlorMyeckoe ynpasneHune 1 ayauT goctyna.

3almTHbIE Mepbl, NpeAcTaBrieHHbIe B 8.2.2, AOMKHbI UCMONb30BaTbCs ANnst 06ecneyYeHnst Morm4eckoro yn-
paBrieHns OCTYNOM C NMOMOLLIbO COOTBETCTBYHOLLMX MEXaHU3MOB. [1pOCMOTP 1 aHanmn3 KOHTPOJTbHbIX XXypHAIIoB
perucTpauum no3sonsieT 0BHapyXMTb HECAHKLIMOHUPOBAHHYI0 OeATENbHOCTL MWL, HE UMEIOLLIMX NpaB AoCcTyna B
cucTemy;

- pasgeneHve ceTen.

YT0ObI 3aTPYOHUTL HECAHKLIMOHMPOBAHHbIN AOCTYM, OOJPKHO OCYLLECTBUTbCA MECTHOE pasferieHve ce-
Ten (8.2.4);

- (bmamyecknii KOHTPONb AoCTyna.

Kpome nornyeckoro npegynpexxaeHus He3aKOHHOIO MPOHUKHOBEHUS, 9Ta 3a4a4a MOXeT peLuaTbcsi C MoMO-
Lo onanyeckoro ynpaenennst 4octynom (8.1.7);

- ynpaBreHve HocUTensMm MHopMaLmn.

Ecnu koHbuaeHumansHble AaHHbIE XPaHATCH Ha NOPTaTUBHOM UM MIHOM HOCUTeNe (HanpyMep Ha AUCKeTe),
TO AOMKHbI UCMONB30BaTLCA MECTHbIE YNpaBneHns HocutensaMmm nHdopmaumm (8.1.5) Ans 3almTbl OT HECaHKLMO-
HMPOBAHHOIO JOCTYN3;

- LLeNTOCTHOCTb AaHHBbIX.

CpepnctBa kpuntorpadmm MOXHO UCNOMb30BaThb A4S 3aLUMTbl LEeNOCTHOCTU MHAOPpMaLUK B 3anoMUHaoLLEM
YCTPOWCTBE 1N BO BpeM4 ee nepeaadn. JononHuTensHyro nHpopmaLmio cMm. 8.2.5.

10.3.12 Ucnonb3oBaHUe HECAHKLMOHUPOBAHHbIX MPOrpaMm U AaHHbIX

Vcnonb3oBaHme HeCaHKLMOHMPOBAaHHbIX MPOrpaMm 1 AaHHbIX CO34aEeT yrpo3y LEeNoCcTHOCTN MHopMaLumn B
3anoMUHaroLLieM YCTPOMCTBE 1 Npu 06paboTke ee B CUCTEME, ECNN 3TU NPOrPaMMbl U JaHHbIE UCTIONbL3YHOTCS ANA
HEe3aKOHHOIO U3MEHEHNS MHOPMaLMW U cogepxaT 3roHaMePEeHHbIN Ko (Hanpumep v'1rpb|). 3aluTHbIE MepbI B
3TOM 0bNacTm BKMHOYatoT B cebsi:

- OCBEJOMIIEHHOCTb 1 0By4eHue rno Bonpocam 6e30nacHOCTy.

[o cBegeHns Bcero nepcoHana AormkHa ObITb JoBeAeHa MHopmaLums 0 3anpeTe YCTaHOBIEHWS Y UCNOMb-
30BaHusI Ntoboro NporpaMmmMHoro obecneveHus 6e3 paspeLleHns agMuHMCTpaTopa cucteMsl T nnm oTBeTCTBEHHO-
ro 3a 6e3onacHOCTbL 3TOM cncTemMsbl (cm. 8.1.4);

- pe3epBHbIe KOMuu.

PesepBHble konuu criegyet UCnonb3oBaTh Ansi BOCCTaHOBMNEHNS NoBpexaeHHon nHgopmMaumm (8.1.6);

- NaeHTUMKaLMIo 1 ayTeHTUMKaLmio.

CooTBeTCTBYIOLLME 3ALLMTHBIE MEPBI C MOMOLLIbIO MAEHTUMKALIMYN 1 ayTEHTUMKaLUM OOIMKHbBI MCNOMb30-
BaTbCsl COBMECTHO C FTOTMYECKMM ynpaBneHnemM JOCTYNoM AN npeaynpeXxaeHns HeCaHKLMOHMPOBAHHOMO Npo-
HUKHOBEHUS;

- NlorMyeckoe ynpasneHune 1 ayauT goctyna.

Jlornyeckoe ynpasneHvne 4OCTYNOM, onncaHHoe B 8.2.2, AomkHO obecneunBatb NPUMEHEHNE MPOrpaMMHO-
ro obecnedeHust 4ns 06paboTkM M U3MEHEHMS MHPOPMAaLIMK TOMBKO YNOMHOMOYEHHbIMY Norb3oBaTensamMu. MNMpo-
CMOTP W aHanm3 XypHaroB permcTpaumm no3sonset obHapyxmBaTb HECAHKLMOHMPOBaHHbIE BUAbI AEATENBHOCTY;

- 3aWnTY OT 3NOHaMEPEHHOro Koaa.
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Bce nporpammbl M AaHHbIe OOIMKHBI NPOBEPSTLCS NEpes UCMONb30BaHNEM Ha Hann4me 3oHaMepeHHOTo
koga (cm. 8.2.3).

10.3.13 HecaHKLMOHMpPOBaHHbIN AOCTYMN K MEeCTy XpaHeHUsi HocuTenen nHdopmauum

HecaHKUMOHMPOBaHHBIM AOCTYN K MECTY XPaHEHUs1 HOcUTenen MHpopmaLmm MOXeT NoAsepraTe ONacHOCTU
LeMOCTHOCTb 3TOW MHCbOPMaLMK, TaK Kak B 9TOM Crlydae BO3MOXHO HECAHKLIMOHUPOBaHHOE N3MEHEHNe HAopMa-
LMK, 3arnMcaHHOM Ha 3TOM HocuTene nHdopMaunn. 3amUTHBIE MePbl N0 COXPaHEHMUIO LIENMOCTHOCTM BKITHOYaIOT B
cebs:

- 3KCNyaTaumoHHbIE BOMPOCHI.

OpraHusauus MoXeT NPUMEHATL CPeACcTBa YNpaBneHUs HOCUTENAMN MHpopMaLmK, Hanpumep ansg ousm-
YeCKOM 3alUUTbl M NOOOTYETHOCTU ANS TOro, YTOOLI HE OMNYCTUTL NPOHUKHOBEHMUS B MECTO XpaHEeHWs, a Takke
BEpMdMKALIMIO LIENTOCTHOCTU At OOHapy»KeHns Moboi KOMNpoMeTaLmMK LLeNTOCTHOCTM MHdOopMaLIMK, 3anmcaHHON
Ha 3TOM HocuTene nHgpopmMauum (cm. 8.1.5). Ocoboe BHMMaHME OOMKHA YAENATh 3alimTe Nerko CHAMaeMbIX
HOCUTenen, Hanpumep AMCKETbl, MarHUTHbIE NEHTLI C 3annCsaMU Pe3epBHbIX KON U ByMaxHbIe HocUTenw;

- hmsmnyeckyro 6e3onacHoCTb.

CooTBeTCTBYOLLAsA 3aLLmMTa MOMELLEHUI (MPOYHBIE CTEHBI U OKHA, a Takke (ouandecKoe yrnpasreHme JoCTy-
nom) n ochmcHoe obopyaoBaHMe MOryT NPegoXPaHnTb OT HECAHKLIMOHMPOBAHHOIO gocTyna (cMm. 8.1.7);

- LLlerToCTHOCTb AaHHbIX.

OpraHu3aumns MOXeT UCMoNb30BaTb CPeACcTBa KpunTorpadmm Ans 3alwmTbl LENOCTHOCTU MHGOPMaLIMK B 3a-
nomMuHaroLem yctponcTtase. [JononHUTensHyo nHgpopmauuio cm. B 8.2.5.

10.3.14 OwnbkKa nonb3oBaTens

Owwubka nonb3oBaTens MOXeT HapyLUNTb LLIeOCTHOCTb MHbopMaLmMn. 3almnTHbIE Mepbl A1 LLENOCTHOCTH
NHOPMaLIMK BKIOYAIOT B Cebsi:

- OCBEOMIIEHHOCTb B BONMpocax 6€30macHOCTU 1 COOTBETCTBYHOLLIEE OOyYeHMe.

OpraHusauus gormkHa NpoBecTy 06y4eHne Bcex Nonb3oBaTenen Ans Toro, YTobbl OHW He JoMyCcKanu oLwm-
60k npu obpaboTke nHdopmaumu (cM. 8.1.4). B nporpammy obyveHns 4OMKHO BbITb BKNKOYEHO U3y4eHue onpeae-
NeHHbIX METOAMK ANS crneunanbHbIX AeNCTBUIA, Hanpumep npoueaypsbl No akcnnyaTaumm n obecneyeHmnio 6e3o-
nacHoCTy;

- pe3epBHbIe KOMuu.

PesepBHble Konuu, HanpymMep npeblayLlee NokoneHne NporpaMmMHoro obecneyeHns, MoryT ObITb UCMonb-
30BaHb! 1151 BOCCTAHOBMNEHUS LIENOCTHOCTU MHAOpMaLnn, NOBPEXAEHHOMN B pe3yrnbTaTte owWnbok nonb3oBatens
(cm. 8.1.6).

10.4 3aWuTHbIE Mepbl JOCTYNHOCTU

B naHHOM noapasaerne nepeyvncrieHsl 3awmnTHbIE MepPbl OT NpearnornaraeMbIX Yrpo3, CBA3aHHbIX C HapyLue-
HVYeM JOCTynHOCTU. Kpome Toro, NpvBeAeHbl COOTBETCTBYIOLLME CChINKU Ha 3aLLMTHbIE MepbIl, ONMCaHHbIE B pas-
aerne 8. [Npwv BbIOOpE 3aLLMTHBIX MEP OOMMKHbI YYUTLIBATLCH TUM U XapaKTEPUCTUKM cucTembl UT.

BonbLINMHCTBO 3aWUTHBLIX Mep, NepevrcrneHHbix B 8.1, o6ecnednBatoT 6onee obLLyio 3aWwuTy, T.€. Hanpae-
neHbl Ha pag yrpos, 1 NPeaocTaBnsoT 3aWwuTy NyTeM Nogaepxkm obLiero adekTMBHOro MeHegXxmeHTa 6e30-
nacHocTu UT. B HacTosiLem cTaHaapTe 3T1 Mepbl NoApobHO He paccmaTpusatoTcs. He crnegyeT npeymMmeHbLuaTb
OeNCTBUE TakuxX Mep, MOSTOMY OHW MoAsiexaT peanuaaummn ans obuien acpdekteHom 6e3onacHoCTy.

MoTpeBHOCTH B 4OCTYMHOCTM OAHHBIX MOTYT OXBaTbIBaTb LUMPOKWIN ANanasoH: OT AaHHbIX, HE3aBUCUMBIX OT
BpemeHn unu cuctem UT (noTepst Taknx AaHHbIX U HEAOCTYMHOCTb TaKUX CUCTEM BCE eLLe CHUTAITCH KPUTUYECKU-
MW), A0 AaHHbIX, CUNIbHO 3aBUCUMMbIX OT BpeMeHn unun cuctem UT. [JoCcTynHOCTb AaHHbIX WY FOTOBHOCTb
cucteM UT, HeE3aBUCUMBIX OT BpEMEHW, MOXHO 3aLLMLLATb C MOMOLLIbIO pe3epBHbIX KOMWUIA, TOrAda Kak B criyyae
3aBMCUMOCTM OT BPEMEHW MOXET MOTPEeboBaTLCA CUCTEMA, YCTONYNBAS K BHELLUHMM BO3AENCTBUSIM.

10.4.1 PaspywutensHoe Bo3aencTBue (4eCTPYKTUBHbLIX aTak)

WHbopMaLmsa MoXeT BbITb YHUHTOXEHA B pesyrsraTe paspyLUMTEnbHOro BO3AEUCTBUS (OECTPYKTUBHDBIX aTak).
3alwmTHbIE Mepbl B 3TOM 06M1acTu BKIHOYatoT B cebs:

- AVCLUMNIMHAPHBIN NpoLiecc.

Becb nepcoHan opraHusaummn JOMmKeH NOHUMaTbL NOCNEeACTBUA NPeAHAMEPEHHOIO UK CIy4YanHOro YHUYTO-
XeHnst uHdopmauum (cm. 8.1.4);

- CpefcTBa ynpasneHnst HoCUTENSIMU MHpOPMaLN.

Bce HocuTenu nicpopmaumm gomkHbI ObITe COOTBETCTBYHOLLMM 00pa3oM 3aLpLLEHbI OT HECAHKLMOHNPOBaH-
HOro JOCTyna, Mcnonb3ys puanyeckyto 3amuTy U NOAOTYETHOCTL ANs BCEW CTPYKTYpbl ceTu (cMm. 8.1.5);

- pe3sepBHbIe Konuu.
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PesepBHble konuu JomkHbl ObITb caenaHbl CO BCeX BaXKHbIX dhannos, AaHHbIX busHeca u T. A. MNpu obHapy-
XeHu1 notepu charna nnu nrbdor agpyron nHopmMaumm (Mo kakon-nMbo NPUYMHE) AN BOCCTaHOBNEHUS 3TON NH-
dopmMaLmmn OOMKHbI UCNONBb30BaTLCA Pe3epBHbIE KONUK N/UNY NpeabiayLlee NokorieHne pesepBHbIX Konui. [lo-
NONHUTENBHO O Pe3epBHbIX KOMusaX cM. B 8.1.6;

- MaTepuarnbHyHo 3aLuTy.

Cpeacta ynpasneHus ¢ousnyeckmm 40CTYNOM OOMKHbI UCMOMNb30BaTbLCA AN NPeaynpeXXaeHns HeCaHKLm-
OHMPOBAHHOIO A0CTYNa, KOTOPbIA MOT 6l CNOCOOCTBOBATL HECAHKLMOHMPOBAHHOMY NOBpeXaeHuo obopyaosa-
Husa T nnm nncpopmanmm (cm. 8.1.7);

- naeHTUMKaLMIO M ayTeHTUDMKALMIO.

CooTBeTCTBYIOLLME 3ALLUMTHBIE MEPBI C MOMOLLIbIO MAEHTMUMKALIMYN 1 ayTEHTUMKaLUM OOIMKHBI MCNOMb30-
BaTbCsl COBMECTHO C FTOrMYECKMM ynpaBneHnemM JOCTYNOM AN npeaynpeXxaeHns HeCaHKLMOHMPOBAHHOMO Npo-
HVKHOBEHWS;

- Nlornyeckoe ynpasneHune u ayauT goctyna.

Jlornyeckoe ynpasneHue 4OCTyNoM, onncaHHoe B 8.2.2, AomMKHO obecneynBaTh 3amnTy OT HECAHKLMOHK-
pOBaHHOIo AOCTYNa K MHpopmaLmm, KOTOPbIA MOXKET NPUBECTU K €€ YHUHTOXEHUIO. PaccMoTpeHue 1 aHanus xyp-
HarnoB perncTpaLum AaHHbIX NO3BONAET 0OHaPYKMBaTb HECAHKLIMOHNPOBAHHbIE BUAbI AEATENBHOCTY.

10.4.2 YxygweHue mecta xpaHeHUsi HocuTtenen nHcgpopmaumm

YXyALleHve Mecta XpaHeHus Hocutenen NHgopmaLumm yrpoXaeT roTOBHOCTU K (PYHKLIMOHUPOBaHMIO 06 bek-
TOB XpaHeHus. Ecnv gocTynHOCTE (FOTOBHOCTB K paboTe) ABNAETCS BaXkKHbIM CBOVMCTBOM HOCUTENEN MHGOpMaLIK,
opraHmMsaums gOrmkHa NPUMEHATh criedytoLme 3allmTHbIE Mepbl:

- yipaBreHve HocuTensamMm MHopMaLmn.

Mepvoguyeckre NpoBEPKU MeCTa XpaHEHNSt HOCUTENen MHopMaLm NO3BONAIOT OOHapyKuBaThb yxyaLle-
HVEe COCTOSIHMS HOCUTENEN OO TOro MOMEHTa, Koraa MHGopMaLUmns AeVCTBUTENBHO CTaHET HegocTynHow. OpraHnsa-
umsi JOMmKHa obecnevmBaTh YCNOBUS XPAHEHUS HOCUTENEN MHOPMaLIMK, UCKITHOYaloLLEE BHELLIHEE BO3OENCTBUE,
KOTOpOE MOXET CTaTb NPUYNHON yXyALeHNs ee PyHKLMOHMpoBaHus (cM. 8.1.5);

- pe3sepBHbIe Konuu.

PesepBHble konum OOmKHbI ObITh CAenaHbl CO BCEX BaXHbIX (balinos, AaHHbIX 6usHeca u T. 4. Ecnu cbann
Unm kakasg-nndo apyras nHopMaumst HeAOCTYMHbI (MO KaKoW-NMBOo NPUYUHE), OpraHmn3aLmsa JOMmKHa MCNoNb30BaTh
pe3epBHYHO KONWIO Unu NpeaplayLlee nokoneHve pe3epBHbIX KONui Ars BoccTaHoBNeHnst uHdopmMaumm. MNMogpob-
Hee 0 pe3epBHbIX kKonuax cM. B 8.1.6.

10.4.3 HencnpaBHOCTb annapaTypbl CBA3U U COOU KOMMYHUKALUOHHBLIX YCIyr

HeucnpaBHOCTb annapaTypbl U HApyLLUEHWsI B paboTe KOMMYHMKALIMOHHbBIX YCITYr CBA3W YrpoXatoT JOCTYr-
HOCTM MHdOpPMaLK, NepefaBaemMor Yepes 3TV KOMMYHMKALMOHHbIE yCryri. B 3aBMCMOCTU OT NpUYMHBI HEUC-
NPaBHOCTW UMW HaPYLLEHNSI KOMMYHUKALMOHHBIX YCIYr NOorie3Ho obpatutb BHUMaHne Ha cbon mporpammHoro obec-
neyennsa (cm. 10.4.11), nogaum anektponutanus (cm. 10.4.12) wnn Qpyrme TeXHUYECKME HEUCNPaBHOCTU
(cm. 10.4.13). 3awuTHbIE MEpbI 4OCTYMHOCTU BKIIOYaoT B ce0S:

- pe3epBMpPOBaHME N pe3epBHbIE KOMUN.

BHeapeHve pe3epBrpoBaHnst KOMMOHEHTOB KOMMYHUKALIMOHHBLIX YCIYT MOXET NPUMEHSTLCS 151 CHUXKEHUS
BEPOATHOCTU HApYLLEHUsI UX paboTbl. B 3aBUCMMOCTM OT MakCMMansHOro A0MyCTUMMOro BpEMEHU BbIHY>KAEHHOIO
NPOCTOS MOXeET BbITb NPegyCMOTPEHO pe3epBHOe 06opyaoBaHNE A1 BbINOMHEHUS YCTAHOBIEHHbIX TPEBGOBaHUIA.
[aHHble 0 KOHUrypaLmm 1 KOMNOHOBOYHOM MaHe AOMKHbI pe3epBUPOBaTLCS AN 0becneyeHns ux 40CTYNHOCTH
B aBapunHbIX cuTyaumsx. OByt nHdopmaLmio o pesepsupoBaHu cM. B 8.1.6;

- ynpaBneHue ceTblo.

B HacTosLLEee BpeMs MexxayHapoaHasi opraHmsaumst no ctaHgaptusaumm (MCO) paspabaTtbiBaeT HECKOIBKO
OOKYMEHTOB, COAEPKaLLMX OOMNOMHUTENBHYI0 MHCpOpMaLuuio 0 NOAPOOHbIX 3aLLMTHBIX Mepax no obecneveHunio
BesonacHocTu ceTu, NPMMEHNMYIO Ans 3aWwmThl OT c60eB B paboTe KOMMYHUKALMOHHBIX annapaTtypbl U YCyT;

- NpoKnagKy kabenen.

lMnaHnpoBaHWe 1 COOTBETCTBYIOLLIAS NPOKMNaaka kabenew No3BonsoT n3bexaTtb noBpexaeHui. B cnyyae
NOAO3PEHUS HENCMPABHOCTM Ha NIMHWK CBA3W ee criegyeT NpoBepuTsb (M. 8.1.7);

- HEOTKa3yeMOoCTb.

Ecnu TpebyeTca noaTBepxaeHe ceTeBbIX Nepeaady, OTNpaBky UNK Npuema CooBLLEHUIN, OpraHu3auns
OOMmKHa obecnevnTb HeoTkadyeMocTb (M. 8.2.5). B aTom crnyyae nerko MoryT 6biTb 0O6HapyXeHbl HeMCnpPaBHOCTU
CBSA3M UKW NPOoNyLLEeHHasa MHpopMaLms.
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10.4.4 3awuTa OoT Noxapa u/unu 3aTonneHus

OroHb n/vinv Boga MoryT YHUHTOXWUTb MHAopMaLmio n obopygoBaHune UT. 3awutHble Mepbl OT OTHS U/unu
BOAbI BKITHOYAIOT B cebsi:

- hU3nYECKYHO 3aLUnTY.

Bce 3gaHua n nomelleHus, cogepxatime obopynosaHue T nnm mecta xpaHeHUs BaxkHOW MHpopmaumn,
OOIMKHbI ObITb 000PYAOBaHbI COOTBETCTBYHOLLMMM CpeACTBaMM 3aLLUMTLI OT NoXxapa 1 3atonnenus (cm. 8.1.7);

- MfaH HenpepbIBHOCTY OBM3Heca.

[na 3awutel BU3HECa OT paspyLUMTENBHOrO BO3AENCTBUSA OrHA 1 BOAbI OpraHn3auus AomkHa paspaboTtaTb
nnaH HenpepbIBHOCTU B13HeCa, a Takke obecneunTb pe3epBrpoBaHMeE BCEV BaXKHOM MHpopMaLmm (cm. 8.1.6).

10.4.5 OunbKa TeXHUYECKOro o6CcnyXKuBaHus

Ecnu TexHu4eckoe obcnyxvnBaHme NPOBOANTCS HEPETYNSPHO UK € oLmMbKamm, TO JOCTYNHOCTb COOTBET-
CTBYyHOLLEN MHGOPMALMN MOXET HAXOAUTCS No4 yrpo30m. 3aluTHbIE Mepbl B 3TOM 06nacTu BKNoYatoT B ceds:

- TEXHUYeckoe obCryxmBaHue.

MpaBunbHOE TEXHUYECKOE OOCMYXMBaHWNE ABSETCA HauMy4LMM cnocobom nsdexarb OLMBOK NPy OCMOT-
pe u peMoHTe (cm. 8.1.5);

- pe3epBHbIe KOMUN.

Ecnu B npoLiecce TEXHUYECKOro 06CNy>XUBaHUSI UMEN MECTO OLLIMOKM, TO MOXXHO MCMONb30BaTh pe3epBHbIe
KOMum Ans BOCCTaHOBIEHMS JOCTYMNHOCTU YTEPSIHHOM MHApopMaLmm (cMm. 8.1.6).

10.4.6 3noHaMepeHHbIN KOA

3noHamMepeHHbIN Kog MOXET ObITb MPUMEHEH AN TOro, YTOObI 060MTHN ayTEHTUdMKALIMIO U CBSI3AHHbIE C HEN
ycnyr n doyHKUmMm 6e3onacHocTy. B pesynbrare 3TO MOXET NPUBECTU K NOTepe JOCTYMHOCTU, HanpumMep, ecnu
OaHHbIe NN doairnbl YHUHTOXaET L, NOSTyYMBLIEE HECAHKLIMOHUPOBAHHBIM JOCTYM C MOMOLLIO 3fIOHAaMEPEHHO-
ro Kkofa, U cam Kog ctupaeT channbl. 3amTHBIE MepPbl NPOTUB 31TOHaMEPEHHOIO KOAa BKITHYaloT B ce0s:

- 3aLLUMTY OT 3fIOHAMEPEHHOTO KoAa.

MoapobHoe onucaHue 3amnTbl OT 3rOHaMePEHHbIX KOAOB CM. B 8.2.3;

- 06paboTKy MHUMaeHTa.

CBoeBpeMeHHOe CoobLLEHME O NMOOOM HEODBIYHOM MHLMAEHTE MOXET OrpaHNYMTb yLLepb oT BO3OeNCTBISA
3roHamepeHHoro koaa. Cpeactaa o6HapyXeHUs NPOHUKHOBEHWSI MOTYT ObITb MCNONb30BaHbI 41151 TOro, YTOObI
BOCMPENATCTBOBATL MOMbITKaM HECAHKLIMOHNPOBAHHOMO AOCTYNa B CUCTEMY UMK CeTb. [LONONHUTENBHYO MHAOP-
maumio cMm. B 8.1.3.

10.4.7 NMoppenka noa naeHTUMKaTop 3aKOHHOroO Nosib3oBaTens

Mopnenka noa naeHTUdUKaTOP 3aKOHHOTO NOMNb30BaTENs MOXET ObITb MCMOMNbL30BaHa Ars Toro, YTobbl 0601-
TV ayTeHTUdUKaLMIO U BCe CBA3aHHbIE C Her ycryrn n yHKUmMn 6esonacHocTu. B pesynsraTte MoryT BO3HMKaTb
npobrnemMbl 4OCTYNHOCTU BCAKWI pa3, Korda Npv Noaaernke nof naeHtTudmkaTop 3akoHHOMo Nonb3oBaTens co3na-
€TCS1 BO3MOXHOCTb YAANEeHNst UM YHUHTOXEHUS MHcpopMauun. 3alimuTHele Mepbl B 3TOW 06nacTy BKITHOYatoT B
cebs:

- naeHTUMKaLmo 1 ayTeHTUmKaumio.

MmMunTaumsa 3akoHHOTO Nornb3oBaTens 3aTpyAHAETCS, €CNU 3aLpTa C MOMOLLIbIO MOEHTUUKAUNA U ayTEHTU-
du1KaLmMm OCHOBaHa Ha KOMBMHaLUMAX TOro, YTO 3HAET MOMb30BaTESb, YEM OH BIIaEET, a Takke Ha NPUMEHEHNN
XapaKTepuCTUK, NPUCYLLIMX CaMOMY norb3oBaTento (cM. 8.2.1);

- IorMyeckoe ynpasneHue n ayguT gocTyna.

Jlornyeckoe ynpaBneHve JOCTYNOM HE MOXET AernaTh pa3nuyme Mexay CaHKLMOHUPOBaHHbLIM MOSb30BaTe-
neM 1 IMLOM, MacKMPYOLLIMMCS Mo, CAHKLMOHMPOBAHHOIO NOfb30BaTess, HO MPUMEHEHNE MEXaHN3MOB yrpaB-
NeHNs1 AOCTYNOM MOXET YMEHbLLUUTbL 00racTb Bpe4OHOCHOrO BO3AencTBums (cM. 8.2.2). PaccmoTpeHue n aHanmns
XKypHaroB perucTpaLmm no3sornsieT obHapy>XMBaTb HECAHKLIMOHNPOBAHHbIE BUAbI AEATENbHOCTY;

- 3aWnTY OT 3NOHaMEPEHHOrO Koaa.

Tak kak 0gHMM 13 Crocob0B OBaeHUS NaponsaAMuy SBMSETCS BHEAPEHNE 31TOHaMEPEHHOTIO Kofa Ans nepe-
XBaTa naposemn, To opraHu3aLus A0rKHa NPeayCMOTPETb 3aLUMUTY OT TakmX 3rIOHaMepPEHHbIX Nporpamm (cMm. 8.2.3);

- yNpaBsrieHne CeThbio.

Opyroi nyTb HECAHKLIMOHMPOBaHHOIO AOCTYMa CBA3aH C NOAAENKON Mo 3aKOHHOTO Nornb3oBaTtens B Tpadu-
Ke, Harnp1Mep areKTPOHHOM NoYTe. B HacTosiLee Bpems MexayHapoaHasi opraHnsaums no ctaHgaptmsaumm (MCO)
pa3pabaTbiBaeT HECKOSBbKO JOKYMEHTOB, COAepXaLLUX AOMONHUTENBHYI0 MHAOPMaLMIO MO 3aLUUTHBIM Mepam And
obecneveHns 6e30nacHOCTU Ha YPOBHE CeTy;

- pe3epBMpoBaHMe AaHHbIX.
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Konuun gaHHbIX He MOTryT NpefoXpaHsiTb OT MOAAENOK NOA naeHTUMKaTop 3aKOHHOIO NoNb30BaTenNs, HO
CHWKaOT BO3OENCTBME pPa3pyLUMTENbHbIX COObITUM, CBSA3AHHBLIX C MOMbITKAMW HE3aKOHHOIO MPOHUKHOBEHWUS
(cm. 8.1.6).

10.4.8 HenpaBunbHasa MmapLIpyTU3aLMA UM U3MEHeHUe MapLLIpyTU3aLm coobLleHnin

OWMBOYHBIV MapLLPYT — 3TO NpegHaMepPEeHHOE Ui CIlyvanHoe HenpaBuibHOE HarnpaBrieHe COOBLLEHWN,
a u3MeHeHVe MapLupyTa MOXeT nNpecreoBaTh NO3UTUBHbBIE U OECTPYKTMBHbIE Lienu. MiameHeHne mapLupyTa Mo-
XeT ObITb, HANPUMEP, CAENaHO AN NOAAEPKaHMS HENPEPbLIBHOCTU FOTOBHOCTM K paboTe. HanpaeneHne coobLue-
HWIA NO HEMPaBUITBHOMY UITN 3MEHEHHOMY MapLLPYTY MOXET MPUBECTM K HAPYLLEHUIO LIENTOCTHOCTU, HanpMMep B
cny4ae, Korga coolLLEeHMS U3MEHSAIOTCS U 3aTeM NepeaarnTcs MCXOAHOMY agpecary. 3allMTHbIE Mepbl OT 9TOW
yrpo3bl BKMOYaroT B cebs:

- yripaBneHne ceTbio.

OnrcaHmne cnocoboB 3alLnThl OT HaMpaBeHUn COOBLLEHNI MO OLIMBOYHOMY/ApPYromMy MapLupyTy yaeT
npvBedeHo B Apyrmnx gokymeHtax MICO, Haxogsawwmxcsa Ha ctagum pa3paboTku. B Hux OypeT cogepxatbes Jo-
nonHWTENbHas MHGOpPMaLMs No obecrneyeHnto 6e3onacHOCTU CeTH;

- HEOTKa3yeMOCTb.

Ecnn TpebyeTca nooTeepxaeHne ceTeBbix nepeaad, OTNpaBKku UIv NpremMa CooBLLIEHWIA, OpraHn3aums Jor-
XHa obecrneyvnTb HeoTkasdyeMocTb (CM. 8.2.5).

10.4.9 3noynoTpebneHune pecypcamu

3noynoTpebneHne pecypcamu BEAET K HE4OCTYNHOCTU MHCbOpMaLMK UK YCNyr. 3allMTHbIE MepbI B 3TON
obnacTtu BKIoYatoT B ce0s:

- mepcoHan.

Becbk nepcoHan gormkeH NnoHMMaTh NOCHeaCcTBUSA HEMPAaBUITBHOTO MCNOMb30BaHUs pecypcos. B cnyyae He-
06X0aAMMOCTU AOIMKHBI MPUMEHSITBCA AUCUMNNMHapHbIE npoueccsl (cM. 8.1.4);

- 3KCNIyaTauyoHHbIE BOMPOCHI.

OpraHnsaums 4orkHa NpoBOANTE MOHUTOPUHT Asi OBHapYXeHWS Hepa3peLLeHHbIX BUAOB AeATENbHOCTY, a
TaKkke NPMMEHSITb pacnpegerneHme obs13aHHOCTEN Ansi CBeAEHMS K MUHUMYMY BO3MOXXHOCTEN 3noynotpebnenms
npusunernsmu (cm. 8.1.5);

- naeHTUMKaLmMIo M ayTeHTUMKaLMIO.

CooTBeTCTBYIOLLME 3ALLUMTHBIE MEPBI C MOMOLLIbIO MAEHTUMKALIMKN 1 ayTEHTUMKaLUM OOIMKHbBI MCNOMb30-
BaTbCsl COBMECTHO C FTOrTMYECKMM ynpaBneHnemM JOCTYNoM AN npeaynpexaeHns HeCaHKLMOHMPOBAHHOMO Npo-
HUKHOBEHWS;

- NTOrM4ecKoe ynpaBneHune 1 ayauT goctyna.

3almnTHbIE Mepbl, ONMCaHHbIe B 8.2.2, 4OMKHbI UCMOb30BaTbCS A1 FIOMMYECKOro YNpaBrneHnst OCTYMOM K
pecypcam Yyepe3 MexaHVU3Mbl ypaBreHnst JOCTYNoM. PaccMOTpeHune 1 aHanm3 >XypHanoB perncrpauum no3so-
nsieT obHapyX1BaTb HECaHKLMOHNPOBAaHHbIE BUAbI AeATENBHOCTY;

- yripaBreHne CeTbio.

OpraHu3aums gormkHa NPUMEHSATbL COOTBETCTBYIOLLLYHO KOH(OUIYpaLUIo 1 pa3gerneHne ceTy Ans yMeHblLue-
HWsi BO3MOXHOCTU HENPaBWUIbHOIO NCMOSTb30BaHNs CETEBbIX pecypcoB (cM. 8.2.4).

10.4.10 CtuxuiHble 6eacTBus

[ns npegynpexaeHnst noTepu MHgopmaLmmn 1 ycryr no npuyvHe CTUXUIAHBIX 6e4CTBUIA OpraHM3aumns JOIDK-
Ha BHeAPWTb creayoLme 3almTHbIE MepbI:

- 3aLLUMTY OT CTUXMIHbIX 6eaCTBUIA.

Bce 3gaHus JOmKHBI NPeA0XPaHATHCS HACKOMNBbKO 3TO BO3MOXHO OT CTUXUIHBLIX 6eacTtBui (cMm. 8.1.7);

- MfaH HenpepbIBHOCTY B13Heca.

OpraHusauus gomkHa paspaboTaTb U UCNbITaTk NilaH HENPEPBLIBHOCTU BM3Heca A1 KaXaoro 3aaHus, a
Takke obecnevnTb AOCTYNHOCTb PE3EPBHbIX KOMUI BCEWN BaXKHOW MHAOopMaLmn, ycryr n pecypcos (cm. 8.1.6).

10.4.11 C6oum nporpaMmmMHoOro obecneyeHus

C6ou nporpammHOro o6ecneyveH1s MoryT IpUBECTU K HE4OCTYNMHOCTU AaHHbIX 1 MHcpopmaLumn, koTopas 06-
pabaTbiBaeTCsi C MOMOLLIbIO 3TUX MporpamMM. 3alUmUTHbIE MepbI B 3TOW 00riacTv BKNoYatoT B cebs:

- coobLeHme o cbosix B MporpaMmMHOM obecrneveHnm.

BbicTpoe coobLeHre o cbosix MPorpaMMHOro o6ecneyeHnsi MOMoOraeT OrpaHMYUTb BO3MOXHbIV yLlepo
(cm. 8.1.3);

- 3KCNyaTaumoHHbIE BOMPOCHI.

TecTmpoBaHme 6e30NacHOCTN MOXET ObITb MCMNONBb30BaHO Ars obecneyeHnsi NpaBUNbHOTO PYHKLIMOHNPOBa-
HWs1 nporpamMMHoro obecneyeHns. OpraHm3aums MOXeT MPUMEHSITb yNpaBieHne N3MeHeHNsIMM NporpamMmm Ans
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TOro, YToObl N3bexaTb NPobNeM, KOTOpbie BO3HMKAIOT B CBSA3U C YCOBEPLLEHCTBOBAHMEM UM APYTUMN KOPPEKTU-
poBKamu nporpammMHoro obecneyerus (cm. 8.1.5);

- pe3epBHbIe KOMuK.

PesepBHble konuu, HanpYMep NporpaMMHoe obecredeHre NpeapblayLLEro MOKONEHWS, MOTYT UCMONb30BaTbLCS
Onsi BOCCTAHOBIEHUS AaHHbIX, 06paboTaHHbIX C MOMOLLIbIO MPOrpaMMHOro obecneyveHms, OyHKLIMOHVPYOLLETO CO
cbosamu (cm. 8.1.6).

10.4.12 HapyweHus B cHabxeHun (3NeKTpocHabXXeHne n BeHTUNALus)

HapyLieHus B cHabXeHun MOryT Bbi3biBaTb NPOGNeMbl JOCTYMHOCTU, ECIN 3TW HapyLLEHUS SBMASKOTCSA Npu-
YMHOWM APYrMX HemcnpaBHocTen. Hanpumep, nepebon B 3HeprocHabXeHun MoryT NpMBECTY K BbIXOAY M3 CTPOS
annaparHbIX CpeacTB, TEXHUYECKUM HEUCNPaBHOCTAM Uiy Npobriemam ¢ XpaHeHneM AaHHbIX. 3almUTHbIE Mepbl
NPOTMB 3TNX cneuundmryecknx NpobrnemM MOXHO HalNT B COOTBETCTBYHOLLMX MOAMYHKTaX. 3allUTHbIE Mepbl B 3TON
obnacTtu BkItoYaroT B ceos:

- aneKTpocHabXeHne 1 BEHTUMALMIO.

Mpu HeoBxoaUMOCTUN OpraHn3aumsi JOMKHa NCMOSb30BaTh COOTBETCTBYOLLME 3aLLUTHBIE MEPLI BO N36exXa-
HVe Npobnem C aHeprocHab>XXeHNeM 1 BEHTUMSLNEN, HAaNpPUMEp B CIlydae ckayka HanpsikeHus (cMm. 8.1.7);

- pe3epBHbIE KOMuK.

OpraHusaums gormkHa caenatb pe3epBHbIE KOMUK BCEX BaXKHbIX pannoBs, AaHHbIX 6usHeca u T. 4. MNpwu
noTepe danna nnv gpyrom MHGOpMaLMm No Npu4mMHe c60eB B CHADXXEHMM pe3epBHbIe KOMMM OOIMKHbI UCMOSb30-
BaTbCA AN BOCCTAHOBIEHUS MHdopMaumn. bonee noapobHo o pesepBrpoBaHum cMm. B 8.1.6.

10.4.13 TexHM4YecKne HemcnpaBHOCTU

TexHn4eckre HeMcnpaBHOCTW, HANPUMEP B CETW, MOTYT HapyLUaTb JOCTYMHOCTb 060N nHdopMaumm, xpa-
HeLWencs nnn obpadatbiBaeMon B ceTW. 3alLMTHbIE MepbI 3TOM 06/1acTy BKIoYatoT B ce0s:

- 3KCNyaTaumoHHbIE BOMPOCHI.

YnpaBneHune KoHpUrypaumnemn n usMeHeHsIM1, a Takke ynpasrneHve nponyckHON CNoCOBHOCTbIO AOIMKHbI
ncnomnb3oBaTbCs 4118 Toro, YTobbl He JonycKkaTb HeucnpaBHocTeln B cucteme UT nnu cetu. [lokymeHTaums um
TEXHUYECKoe 00CNy>KMBaHNE NPUMEHSItOTCA A1is obecneveHus 6e3aBapunHon paboTbl cucteMsl (cM. 8.1.5);

- yripaBreHne CeTbHo.

OpraHusaums gormkHa NCMonb3oBaTh OnepauyoHHbIE NpoLeaypbl, MTaHMPOBaHNE CUCTEMBI M MPaBUITBHYIO
KOHp1rypaumio cetv Ans Toro, 4To6bl CBECTU K MUHUMYMY PUCK OT TEXHUYECKMX HencnpasHocTen (cm. 8.2.4);

- MfaH HenpepbIBHOCTY OBM3Heca.

[ns 3awmThbl GU3Heca oT ryouTenbHbIX BO3AENCTBUN TEXHUYECKNX HEUCTIPABHOCTEN, OpraHn3aumst 4OSMKHA
paspaboTaTb 1 BHEOPUTb NilaH HeNPepbIBHOCTU OBU3Heca, a Takke co3aaTth JOCTYMNHbIE pe3epBbl BCEN BaKHON
nHpopmaumm, ycnyr n pecypcos (cm. 8.1.6).

10.4.14 XuwwieHune

XVLLIEHNE MOXET YrpoXaTb AOCTYNHOCTUM MHGOPMaLMK U TOTOBHOCTU 06opyaoBaHus U T. 3almTHble Mephbl B
3TOM 0BNacTun BKMOYaroT B cebsi:

- hmanyeckyto 3awmTy.

OTO MOXeT BbITb TEXHNYECKas 3alumnTa, 3aTpyaHSIoLWasn JOCTYN B 30aHWE, 30HY Uy NoMeLLeHne ¢ obopy-
posaHnem UT, nnu cneumarnbHble 3alUUTHbIE Mepbl OT XuLeHus (cm. 8.1.7);

- mepcoHarn.

3awumTHbIe Mepbl ANs nepcoHana (ynpasneHue OCTYNoM NepcoHarna u/mnm noCTOPOHHNX MWL, CornalleHus
0 COXpPaHEHMU KOHUOEHLMANBHOCTU U T. A.) AOMKHbI NO4epKnBaTbCca B paboyem COCTOsIHUN, 3aTPyaHASt BO3-
MOXHOCTb X1LLEeHUA (cM. 8.1.4);

- CpecTBa ynpasneHnst HoCUTENSIMU MHOPMaLN.

JTioBble HocuTenn nHcopMaumn, cogepallme BaXkHbIA MaTepuan, JOPKHbI MPegoXPaHATLCHA OT XULLEHNS
(cm. 8.1.5).

10.4.15 MNeperpy3ka Tpacdumka

Meperpyska Tpadmka yrpoxkaeT AOCTYNMHOCTU MHGOpMaLIMK, NepeaaBaeMoin Yepes npefocTaBnsemMble yery-
. 3aWwuTHbIE MepPbI B 3TON 06nacTu BKIMHOYaKoT B ceb4:

- pesepBrpoBaHME N pe3epBHbIE KOMUK.

BHenpeHwue pe3epBrpoBaHMs KOMMOHEHTOB KOMMYHUKALIMOHHBIX YCITYT MOXET NPUMEHSITECS AN CHKEHUS
BEPOSATHOCTU Neperpy3kn Tpaduka. B 3aBucumocTy oT MakcumanbsHOro A0MyCTUMOrO BPEMEHM BbIHY>XXAEHHOIO
MPOCTOS MOXET ObITb NPEAYCMOTPEHO pe3epBHOE 060pyA0BaHUE A1 BbINOMHEHWS YCTAHOBMNEHHbIX TpEOOBaHUIA.
[aHHble 0 KOHGUIypaLM 1 KOMIOHOBOYHOM MiaHe AOIPKHbI pe3epBUpOBaThLCA Al 06ecrneyeHnst x 4OCTYMHOCTU
B aBapunHbIX cuTyaumsx. OBLLyo MHopMaLuio 0 pe3epBrpoBaHum cM. B 8.1.6;

- yripaBreHne CeTbHo.
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OpraHun3aums gomKkHa UCnonb3oBaTh NPaBUbHYIO KOHMUrypaumo, MEHEAXXMEHT U aAMUHUCTPUPOBaHUE
ceTel 1 ycnyr cBs3u Ans Toro, 4Tobbl n3dexartb neperpysku (cm. 8.2.4);

- yripaBreHune ceTbio.

B HacTosLLee BpeMsa MexayHapoaHasi opraHusaums no ctaHgaptusaumm (MCO) paspabaTtbiBaeT HECKONbKO
OOKYMEHTOB, COAEePKaLLMX OOMNOMHUTENBHYI0 MHCpOpMaLuuio 0 NOAPOOHbIX 3aLLMTHBIX Mepax no obecneveHunio
BesonacHoCTV CeTn, NPUMEHNMYIO A1 3aLUMThl OT Neperpysku Tpaduka.

10.4.16 OwKMbKM Nnepegaumn

Owmnbku nepegaym MoryT HapyLLMTL JOCTYMNHOCTL Nepeaasaemon MHdopmauun. Mepsbl B 3To obnacTtu Bko-
YaloT B cebs:

- NpoKnagKy kabenen.

lMnaHupoBaHWe 1 cooTBETCTBYOLAs Npoknaaka kabenemn no3sonsoT nsbexaTs ownbkn Npu nepegade,
€ecnun, Hanpumep, oluMobka Bbl3BaHa neperpyakon (cMm. 8.1.7);

- ynpaBneHue ceTblo.

YnpaBneHue ceTbio He MOXET MPEAOTBPaTUTb OLLUMOKM Npu NnepedaYe, Ho CNocobHO pacno3HaBaTh Npobrie-
Mbl, BO3HMKaIOLLME OT OLUMBOK Nepeayu 1 B KaXKOOM Cryyae BKIoYaTb TPEBOXHYHO CUrHanM3aumio, Y4To No3Bo-
nsieT CBOEBPEMEHHOIO pearnpoBaTh Ha 3TU Npobnemsbl. B HacTosWwee Bpems MexayHapoaHas opraHMsauums no
craHgapTusaumm (MCO) paspabaTbiBaeT HECKOIBKO JOKYMEHTOB, COAEPXKaLUMX AOMOSNHUTENBHYI MHGOPMaLMIO O
3alUMTHBIX Mepax no obecneveHno 6e3onacHOCTU ceTu, NPUMEHAEMbIX AN 3alUMThI OT OLWNMBOK Npu nepegave.

10.4.17 HecaHKLMOHUPOBAHHbIN JOCTYN K KOMNbIOTEPaM, AaHHbIM, YCIyraM U NPUNoXeHUAM

HecaHKUMOHNPOBaHHbBIN JOCTYN K KOMMbIOTEPaM, aHHbIM, YCIyram 1 NPUIoXXeHNsIM MOXeT CTaTb Yrpo3om
ANA AOCTYNHOCTM MHPOoPMaLIMK, CNIN BO3MOXHO HECAHKLIMOHUPOBAHHOE YHUYTOXEHWE 3ToWn nHdbopMauun. 3a-
LLMTHbIE MEPbI MPOTMB HECAHKLIMOHMPOBAHHOIO AOCTYNa BKITKOYatoT B cebsi Ha CETEBOM YPOBHE:

- NOeHTUMKaLMIO U ayTeHTUMKaLmLO.

CooTBeTCTBYIOLLME 3ALLMTHBIE MEPBI C MOMOLLIbIO MAEHTMMKALMYN 1 ayTEHTUMKaLUM OOIMKHbBI MCNOMb30-
BaTbCsl COBMECTHO C FTOrMYeCcknM yrnpaBrneHnemM JoCTyNoM A npeaynpexaeHns HeCaHKLMOHMPOBAHHOMO Mpo-
HUKHOBEHWS;

- NTorM4ecKkoe ynpaBneHune 1 ayauT Joctyna.

3alWmnTHbIE Mepbl, ONNCaHHbIE B 8.2.2, AOMKHbI UCMONb30BaTLCS AN JTOMMYECKOro yrnpasnieHns 4OCTYNoMm
Yyepes COOTBETCTBYHOLLME MEXaHU3MbI YNpaBneHns. PaccMoTpeHne n aHanmsa KOHTPOSbHbIX XKypPHaroB permctpa-
LM No3BONSET 0BHAPY>XUTb HECAHKLMOHNPOBAaHHYIO AEATENbHOCTb NiLL, HE MMEIOLLIMX NPaB AOCTYNa B CUCTEMY;

- pasgeneHve ceTen.

[ns Toro 4tobbl 3aTPYOHWUTL HECAHKLMOHMPOBAaHHbIV AOCTYM, OpraHn3aums OMKHa OCyLLLEeCTBNATb pasae-
neHve ceten (cm. 8.2.4);

- hmanyeckoe ynpaeneHne 4OCTYNOM.

Kpome nornyeckoro npegynpexaeHns He3akoHHOMo NPOHUKHOBEHUS, 3Ta 3a4a4a MOXeET peLlaTbcsi ¢ NoMO-
Lo OM3NYECKOro ynpaBrieHme 4ocTynom (cm. 8.1.7);

- ynpaBneHue HoCUTeNsMmM MHAOpMaLmK.

Ecnu koHduaeHUunanbHble AaHHbIEe XPaHATCSA Ha MOPTATMBHbBIX UM MHBIX HOCUTENSIX (HanpMMep Ha aucKe-
Te), TO opraHmn3auus oskHa UCnonb3oBaTh CPEACTBa YNpaBreHns Hocutenamm nHdopmauum (cm. 8.1.5) ans
3aLLUMTbl OT HECAHKLMOHMPOBAHHOIO AOCTYNa.

10.4.18 Ucnonb3oBaHWe HECAHKLMOHUPOBAHHbLIX MPOrpaMm U AaHHbIX

Mcnonb3oBaHre HeCaHKUMOHMPOBaHHbLIX NPOrpamMM U AaHHbIX CO34aeT yrpo3y AOCTYNHOCTM UHGOpMaLmn B
3aMnoMUWHaloLLIEM YCTPOWCTBE 1 Npy 06paboTke B cucTeme, eCrnv NporpaMmMbl U aHHbIE UCTIONb3YHTCA AN YHUY-
TOXEHUS MHpOPMALIMU NN €CIIN OHU coAepXaT 3rIoHaMePEHHbIN Kog (HanpyMep KOMNbIOTEPHbIE Urpbl). 3aLmT-
Hble Mepbl B 3TOM 061acTy BKMOYakoT B cebs:

- 0CBEOMIIEHHOCTb B Bonpocax 6e3onacHocTy 1 oby4eHune.

OpraHu3aums gormkHa 40BEeCTM A0 CBeAEHUS BCero nepcoHarna nHopmMaLmio o 3anpeTte YCTaHOBINEHWS U
NCMONb30BaHKs N0OOro nporpaMmmHoro obecneveHns 6e3 paspeLleHns agMUHUCTpaTopa CeTy U nNuua, OTBET-
CTBEHHOro 3a obecneyveHne 6esonacHOCTU aTon cuctemsl (cM. 8.1.4);

- pe3epBHbIe KOMuu.

PesepBHble konuu AOMKHBI UCMONb30BaTLCS 19 BOCCTAHOBIEHUS NOBPEXAEHHON MHopmaumm (cMm. 8.1.6);

- NOeHTUMKaLMIo U ayTeHTUMKaumio.

CooTBeTCTBYOLLME 3ALLUMTHBIE MEPbI C MOMOLLIbIO MAEHTUMKALMYN 1 ayTEHTUMKaLMM OOIMKHbBI MCNOMb30-
BaTbCsl COBMECTHO C NTOrMYecknM yrnpaBrneHnemM JoCTyNoM A npeaynpexaeHns HeCaHKLMOHMPOBAHHOMO Mpo-
HUKHOBEHWS;

- NTorM4ecKkoe ynpaBneHune 1 ayauT Joctyna.
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Jlornueckoe ynpaBneHue AOCTYNoM, onMcaHHoe B 8.2.2, AomkHO obecneynBaTb NpUMEHEHME NPOorpamMmMHoO-
ro obecneyeHns ons 06paboTkm 1 yaaneHns MHGHOpMaLmmM TONbKO CaHKLMOHMPOBaHHBIMU Monb3oBaTensamn. Pac-
CMOTPEHME N aHaNM3 >XypHarioB perncrpaumm no3sonseT oOHapyKMBaTb HECAHKLUMOHNPOBAHHbIE BUAbI AeATESb-
HOCTY;

- 3aLLUMTY OT 3fIOHAaMEPEHHOTO KoAa.

Bce nporpamMmbl M JaHHbIE JOMMKHBI NPOBEPATLCA Nepe NCNofb30BaHWEM Ha NPUCYTCTBME 3NIOHAMEPEHHO-
ro koga (Bupycol) (cm. 8.2.3).

10.4.19 HecaHKUMOHMPOBaHHbLIM AOCTYN B MeCTa XpaHeHUA Hocutenen uHdopmauum

HecaHKUMOHMPOBaHHbIN AOCTYMN K MECTaM XpaHeHUs HocuTenen nHopmaLIMm MOXeT noaBepraTs OnacHoOC-
TN OOCTYMHOCTb MHCpOpMaLmK, Tak Kak B 3TOM Cly4ae BO3MOXXHO HECAHKLIMOHUPOBaHHOE YHUMTOXEHWE MHpopma-
LMK, 3aNMCaHHON Ha 3TUX HOCUTENX. 3alLMTHbIE Mepbl B 3TOM 06riacTv BKIOYaroT B ceds:

- 9KCMyaTaunoHHbIE BOMPOCH.

OpraHusauus MOXeT ynpaBnsaTe HOCUTENSMU MHCpopMaLum, HanpuMep Anst PU3nYecKon 3aLnTbl U NOJ0T-
YETHOCTW HocUTENen NHopmMaLmm 45 Toro, YToObl HE AOMYCTUTb HECAHKLIMOHVUPOBAHHbIN JOCTYM K MHGopMaLmu,
3anmncaHHoOM Ha 3aTnx Hocutensax (cM. 8.1.5). Ocoboe BHMMaHue JOIMKHO yaenATbCs 3amnTe Nerko CHUMaeMbIx
HocuTenen nHopmMaLIMmn, HanpUMep AUCKET, MarHUTHBIX NTEHT C 3anmMcsiMu pe3epBHbIX KOMUi 1 ByMaxKHbIX HocUTe-
new;

- hmanyeckyto 6e30nacHOCTb.

CooTBeTCTBYOLLAA 3aLLMTa MOMELLEHUI (MPOYHBIE CTEHBI M OKHA, a Takke (ou3ndecKoe yrnpasreHme JoCTy-
nom) n oprcHoe obopyaoBaHME MOTYT 3aLLUTUTL OT HECAHKLMOHMPOBaHHOIo AgocTyna (cm. 8.1.7).

10.4.20 OwwmnbkKa nonb3oBaTens

Ownbka nonb3oBaTeNs MOXET HAPYLUNTb AOCTYNHOCTb UHOPpMaLmK. 3allMTHbIE Mepbl B 3TOM obracTtu
BKITHOMatoT B cebs:

- OCBEOMINEHHOCTb B Bonpocax 6e3onacHocTu 1 obyveHue.

OpraHusauus AormkHa NPOBECTM COOTBETCTBYIOLLEE OOyYeHNe BCcex Nornb3oBaTenen Ans Toro, YTobbl OHU He
gonyckanu olwmbok npu obpaboTke nHdopmaumm (cm. 8.1.4). B nporpammy ob6y4HeHNss AOIHKHO ObITb BKITHOYEHO
0by4yeHune onpegeneHHbIM MeTOAVKaM Ans cneunanbHbiX AENCTBUN, HAaNPUMEp npoLleaypam Mo aKkcnyatauum
unm obecneyeHuo 6e3onacHoOCTy;

- pe3epBHbIe KOMUN.

PesepBHble Konuu, HanpUMep NpeplayLlee NokoreHne NporpaMMHoro obecrneyeHnsi, MoryT ObITb UCMOfb-
30BaHbl 41151 BOCCTaHOBMNEHUS MHCbopMaLIMK, MOBPEXAEHHON B pe3ynbrate ownbok nons3osarens (cMm. 8.1.6).

10.5 3aWwnTHbIE Mepbl ANA NOAOTYETHOCTU, ayTEHTUYHOCTU U AOCTOBEPHOCTU

ObnacTb NpYMeHeHNs NOAOTYETHOCTU, aYTEHTUYHOCTU N JOCTOBEPHOCTU LLUIMPOKO PasnnyaeTcs B pasHbIX
OOMeHax. OTv pas3nmuns nogpasyMeBaloT BO3MOXXHOE NPUMEHEHNE MHOXECTBA pasHbIX 3aWmUTHbIX Mep. [oaTomy
ANt HUX MOTYT ObITb MPUBEAEHbI TONBKO OOLLME peKoOMEHAaLUN.

3almTHbIE Mepbl, NepeyvncneHHble B 8.1, NpeaocTaBnsAloT O0LLYHO 3alUnTy, T.€. OHW HanpaBneHbl Ha pag
yrpo3 1 obecneunBaloT 3aLluTy nyTemMm nogaepkkm oduero adhpekTnBHoro ynpaeneHus 6esonacHocTeto UT. Ha-
CTOSILLMI Nogpasfen ux He COAEPKNUT, HO BITUSHME STUX Mep He criefyeT NpuyMeHbLLATb U OHW Takke nognexar
peanusaummn onsa obecnedeHns obLuern agdekTMBHON 6e30NacHOCTH.

10.5.1 NMopoTyeTHOCTL

Mpw 3aLwmuTe NOAOTHETHOCTU OMKHA YUMTbIBaTLCA Mtobas yrpo3a, KoTopas MOXET NPUBECTU K BbINOSHEHNIO
OENCTBUIA, HE CBONCTBEHHBIX paccMaTpnBaeMomy 0O6beKTY Unn cyobekTy. Hxke npuBeaeHs! npuMepbl HEKOTOPbIX
Nogo6GHbIX yrpos:

- KONNEKTMBHOE NOMb30BaHWe yYeTHbIMY 3arnmcsimu;

- OTCYTCTBME BO3MOXXHOCTM ONEepaTUBHOIO KOHTPONSA AENCTBUN;

- IMUTaLUsI 3aKOHHOTO NMOMb30BaTENS;

- cbon NporpamMmmMHOro obecneyeHuns;

- HECaHKLIMOHUPOBAHHbIM AOCTYM K KOMMbLIOTEPY, AaHHbLIM, YCIyram U NPUNOXEHUSAM;

- HeYOOBNETBOPUTENBHANA ayTEHTUMKALIMS.

CyLuecTBytoT ABa TWMNa NOAOTYETHOCTH, KOTOPbIE AOMKHbI ObITh MPUHATLI BO BHMMaHWe. [epBbI Tun cBa3aH
C naeHTMduKaumern nonb3oBaTens, No40OTYETHOO 3a ornpeaerneHHble 4encTBus ¢ nHdopmaumen n cuctemamm UT.
KoHTpOnbHbIe XXypHarbl permctpaLmm npeaocTaBnsatoT Takyro NoA0TYETHOCTL. BTopon — kacaeTcs nogoT4eTHOCTH
MeXay Nonb3oBaTeENAMU B CUCTEME. DTO MOXKET ObITb JOCTUrHYTO NYTEM NPUMEHEHUS YCIYT N0 OOHapYXeHUo
HeoTKa3yeMoCTu, 4POONeHUst 3HaHWIA NN ABOMHOTO KOHTPOSS.
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MHorue 3almTHbIe Mepbl MOTYT BHECTU BKMNaA B yrydllieHVe NOAOTYETHOCTU, HaumHasa OT NonuMTuku obecne-
YeHnss 6e3onacHOCTH, NIOrMYECKOro YrpaBneHnsa 1 ayguTta 4ocTyna u 4o BHeAPEHMS] 0OHOPA30BbIX Naporen 1
CpeacTB ynpaBrneHnsi HocUTeNaM1M nHgopMaumn. Peanmsaumst nonmMTikv B 00nactu BriageHnst iHdopMaumen Sens-
€TCcsa Npeanockinkon Ansg obecneyveHns NoaoTHETHOCTU. BeiGop cneumanbHbIX 3alUMTHBIX Mep ByaeT 3aBuceTb OT
crneundmrkm UCNonb3oBaHNs NOAOTYETHOCTM B Npeaenax AoMeHa.

10.5.2 AyTeHTUYHOCTb

[loBepue Kk ayTEHTUYHOCTU MOXET ObITb CHUXKEHO 000N Yrpo30M, KOTOopasi 3acTaBsSeET YeroBeKa, CUCTEMY
UM NPOLIECC YCOMHUTBLCS B TOM, YTO OO BEKT IBNAETCHA TEM, UTO OH NpeacTaBnsieT u3 cebs. [Npumepamm BO3HUKHO-
BEHUS TaKOW CUTYaLUn ABMNSIETCS U3MEHEHME AaHHbIX 6e3 HaanexaLlero KOHTPONS, NPOUCXOXAEHWE HENPOBEPEH-
HbIX UM HENoaAePKUBaEMbIX AaHHbIX.

MHorue 3almTHbIE Mepbl MOTYT BHECTU CBOM BKITa, B yNyuLLEHWE ayTEHTUYHOCTM, HAYMHAs OT UCMOSb30Ba-
HUSA yTBEPXKOEHHbIX CNPaBOYHbIX AAHHbIX, FIOMMYECKOro ynpaBneHus u ayamta Aoctyna n oo LM poBbIX NOANuU-
cel. Beibop cneumanbHbIX 3alMTHBIX Mep 3aBUCUT OT crneuundnki CNOMb30BaHMS ayTEHTUYHOCTUM B Npeaenax
JaHHon obnacTu.

10.5.3 [locToBepHOCTb

JTiobag yrposa, KoTopas MOXeT NPMBECTU K HENocrneaoBaTeNbHOMY NOBEAEHNIO CUCTEM UIK MPOLLECCOB,
NPUBOAUT K CHUXKEHMWIO [OCTOBEPHOCTU. [prMepammn Takux yrpo3 SBnsaTcs HenormyHoe (yHKUMOHMPOBaHNE Cu-
CTEMbI Y HEHaAEXHble NOCTaBLUMKN. CHXEHNE AOCTOBEPHOCTM NPMBOAUT K MIIOXOMY OOCNYXMBaHWIO NOTpebuTe-
newn n noTepe nx JoBepus.

MHorve 3alUmTHbIEe Mepbl MOMYT BHECTU CBOW BKIa B YCUNeHNe JOCTOBEPHOCTU, HAUMHAs OT NaHoB Henpe-
pbIBHOCTW BU3Heca, BHeApEHUS pe3epBMpoBaHUS B (OU3NYECKYHO CTPYKTYPY U TEXHUYECKoe 0BCny>XuBaHue cuc-
TeMbI 1 A0 aeHTUdrKauum, ayTeHTUdrKaLmm, TorM4eckoro ynpaeneHus 1 ayauta gocTtyna. Beilbop cneumanbHbIx
3aWNTHBIX Mep OyaeT 3aBuceTb OT crieuudukm Bbibopa nokasaTtenen JOCTOBEPHOCTM B Npedenax AaHHON
obnactu.

1 BbIGOp 3aWMTHbLIX Mep cornacHo AeTaljibHbIM OLleHKaM

BbiGop 3aLLMTHBIX MEp COrMacHo AeTarbHbIM OLIEHKaM OCHOBLIBAETCS Ha TEX XKe NPUHLMNAX, KoTopble Npu-
MEHSNNCh B MpeablayLLmx pasgenax. [poBeaeHne geTanbHOro aHanmaa pucka no3BorisieT y4ecTb crneumasnbHble
TpeboBaHus n obcToATenscTBa cuctem T n ux aktuebl. OTnvdme OT NpeablgyLUmnx pa3gernos 3akiovaeTcd B
YPOBHE YCUINWI 1 AeTanunsaumm npouecca oLueHnBaHus. [103Tomy, BO3MOXHO KBannuumMpoBaHHoe 060CHOBaHne
BblIOpaHHbIX 3alMTHbIX Mep. Mogpasaen 11.1 HacToswero cTaHgapTa HanpaeneH Ha To, YTobbl NCNoNb30BaThb
MonoXeHnsi 0 MeToAax aHanmaa pucka, yctaHosneHHsle B UICO/M3K TO 13335-3, ans npouecca Bbibopa 3alumT-
HbIX Mep, YCTaHOBMEHHbIX B HACTOSALLEM cTanAapTe. [NpuHUmnbI BbIGopa 3aLLUTHBIX Mep pacCMOTPEHbI B 11.2.

11.1 BsaumocBsasb MCO/MIK TO 13335-3 ¢ HacToAWMM CTaHOapPTOM

B MCO/M3BK TO 13335-3 npencraBneHbl TEXHUYECKME NpUeMbl yripaerneHusi 6esonacHocTtbio NT. B Hem
TaKKe paccmaTpuBaloTCs BapuaHTbl CTpaTErm aHannsa BO3MOXHbIX PYUCKOB OpraHn3aunm  pEKOMEHAOBaHHbIN
noaxon Ans aHanusa pucka. OCHOBHbIMW BapuaHTamu cTpaTerMmn anst ipUMeHeHns B Npedenax opraHn3aumm
SIBMSIETCS MCMNOMNb30BaHUE:

- 6azoBoro noaxoaa Ans scex cucrem UT;

- JeTarnbHOro aHanusa pucka ans scex cucrem UT;

- PEKOMEHOOBAHHOIO Noaxoaa, T. €. nocre AeTanbHOro aHanmsa pucka scex cuctem UT ucnoneayercs
DasoBbIi nogxon kK cuctemam VT ¢ HU3KMM ypoBHEM pUCKa U AeTanbHbIA aHanuns3 pucka anga cucrem T ¢ Bbico-
KM yPOBHEM pUCKa.

Ecnu npuHATO peLueHre ncnonb3oBaTh AeTarnbHbIA aHanuna pyucka ansa scex cuctem VT gns nogeHTudmkaumm
3aLLMTHBIX Mep, TO OpraHn3aums JOrKHa UCMONb3oBaTb MHpOPMaLMIO O BbIGOpe 3aLLMTHBLIX Mep U 3¢hdeKTUBHOM
NCMONb30BaHUM Pe3yrnbTaToB AeTanbHOMo aHanmaa pucka, npueegeHHyto B 11.2. Kpome Toro, opraHusauust 4OmK-
Ha MCMonb30BaThb MHOPMAaLMIO O 3aLLMTHBIX Mepax, B TOM YMCre AN cneumanbHbix cucteM UT, n cessb Mexay
npobnemamm 6e30MacHOCTM 1 yrpo3amu, NpuBeaeHHbIMY B pa3gernax 8—10.

11.2 MpuHUMNbI BbIGOpa

Bas3oBbIMY NPUHATO CHNTATb YETLIPE acrnekTa, CBsA3aHHbIE C 3aLLUMTHBIMU MepaMMu, T. €. BO3OENCTBUS, Yrpo-
3bl, YA3BMMOCTb M pUCK. Prck cam no cebe paccMatpmBaeTcs, Koraa opraHM3aLuusi MpUHUMAaEeT peLLeHne O CHUXKe-
HUM UNn M36eKaHMM prcKa O MOMEHTA ero NPUHATUS (MPYMEPOM CHUXKEHUS pUCKa SIBMSIETCS NOJTyYeHNEe CTpaxo-
BOrO nonuca, a n(prMepoM nsberaHus pucka — nepeBo KoHhuaeHumansHom nHopmaumm B Apyron KOMMbTep).
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AcnekTbl, hopMUpYOLLME PUCK (BO3OENCTBUS, YrPO3bl, YA3BUMOCTW), ABNAOTCS rMaBHOM LIENbIo 3aLUTHBIX Mep.
CyuiecTBytoT cnegytoue nytn 60pb0bl 3aLLMTHBIX MEP NPOTMB 3TUX aCMNeKTOB:

- YrpO3bl — 3aLUTHbLIE MEPbI MOTMYT CHUXXaTb BEPOSTHOCTb BO3HMKHOBEHWS Yrpo3bl (Hanpumep paccmoTpe-
HMe yrpo3bl NoTepPU AaHHbIX BCrieacTBME OLLIMOOK Nofb30BaTers, Kypc 00y4eHUsi Nonb3oBaTeren, HanpaBeHHbIN
Ha CHWXEHME Yncria oLmboK) UM B criyvae 3annaHnpoBaHHOW BPEAOHOCHOW aTakm (BO3OeNCTBUS) CAEPKUBATb
yrpo3y nyTem yBenuieHns TeEXHNYECKOW CIIOXKHOCTU, KOTOPYHO HaZlo NpeoaoneTh ANd AOCTUXKEHNS YCNEeLHOCTH
aTtaku;

- YSI3BMMOCTb — 3aLLUTHbIE MEPbl MOTYT CHATb YS3BMMOCTb UMW CAENaTh ee MeHee Cepbe3Hon (Hanpumep,
€CINW BHYTPEHHSISA CETb, NOACOEANHEHHAs K BHELLHEN CETU, YA3BMMA OJ151 HECaHKLMOHNMPOBAHHOIO AOCTYNa, TO
peanusaunsi COOTBETCTBYHOLLEN MEXCETEBOW 3aLUMTLI AeNaeT 3TO coeauHeHne bonee HaaeXHbIM, a pasbeanHe-
HMe CHUMAaET 3Ty ySA3BUMOCTb);

- BO3ENCTBUE — 3aLUNUTHbIE MEPbI MOTYT CHU3UTb BO3AENCTBUE NN NOMOYb ero nsbexartb (Hanpumep,
ecnv BpeHOe BO3AENCTBUE 3aKyaeTcs B He4OCTYMHOCTU MHCpOPMALINK, TO OHO MOXET ObITh CHKEHO NyTEM
CO3aHus KOMUK, XpaHsaLwmxcsa B 6e3onacHoOM MecTe, a Takke pa3paboTku U BHeOPEHWS NMiaHa HeNPepbIBHOCTU
6uaHeca). Ecnu cyLLecTBYIOT 3anmcy ayauTa, To aHanua 1 CpeAacTBa NpeaynpexxaeHnst MoryT obecneyunTb paHHee
0obHapyXeHve MHUMOEHTa U CHU3UTb BpegHOe BO3AeNCTBME Ha BU3HeC.

OT TOrO, KaK 1 rae Ucnorb3yeTcsl KOHKPETHast 3alMTHas Mepa, BO MHOIOM 3aBUCAT T€ BbIrodpl, KOTOpble
norny4vaeT opraHn3aLms ot ee peanusaumm. O4eHb 4acTo Yrpo3bl MOrYT OTHOCUTLCH K HECKOMNBbKUM YA3BUMOCTSAM.
MoaTomy, ecnv NpUMeHsieTCA 3aLlMTHasa Mepa, NpeaoTepaLLatoLLas ogHy yrposy, To 04HOBPEMEHHO OHa MOXET
3aLumLLaTh HECKOSBKO YA3BUMOCTEN cucTeMbl. OBpaTHOe yTBEpXAEHME TOXe BEpHO — Mepa 6e3onacHocTu, npe-
OOoXpaHsiioLLast O4HY YA3BUMOCTb, MOXET ObITb MPUHATA MPOTUB HECKOSBKUX YTP0o3. ATU BbIrodbl CneayeT yunTbl-
BaTb NMpW BbIOOpeE 3aLLMTHBIX Mep. [JoNonHUTENbHbIE BbIFOAbLI 4OJPKHBI ObITh NOATBEPXKAEHbLI JOKYMEHTANbHO ANs
TOro, YTOObI UMETL MOJTHYIO0 KAPTUHY TpeboBaHWIM 6Ge30NacHOCTU, KOTOPbLIM YAOBNETBOPSIIOT 3aLLMTHBIE MEPHI.

O6bI4HO, 3aLLUTHBIE MepPbl MOryT 06ecneunTb OAuH 1N 6onee TUMNOB 3aLLUTbI: NPeaYNPEXaEHNE, COEPXKM-
BaHWe, 0OHapyXeHue, CHXXeHWE, BOCCTaHOBMNEHNE, KOPPEKTUPOBKY, MOHUTOPUHT U OCBEOOMMEHHOCTb. Bbibop
3alUUTHBIX Mep B JAHHOM Clnyyae 3aBUCUT OT OCOBEHHOCTEN CUTyaLmMm 1 NpeaHasHayeHnn 3alnTHbIX mep. Bo
MHOMMX Cry4asX 3aluTHbIE Mepbl HanpasreHbl Ha obecneYyeHne HECKOMbKNX TUMOB 3aLLUTbI, YTO MPUHOCUT O0-
NonHUTENbHbIE BbIroAdpl. [ogo0HbIe 3alUMTHbIE Mepbl, NPEAOCTaBMAOLLNE MHOFOYMCIEHHbIE BbIroAbl, 4OIDKHbI
ObITb BbIOpaHbI B NEpBYIO o4vepeb.

OpraHunsauusa gomkHa nogaepxunBaTh B pa3yMHbIX npeaenax 6anaHc 6e3onacHoCTy 1 Bo3aencTeuin. Ecnm
CMNULLKOM MHOMO BHUMaHUS yaensaeTcs 0AHOMY TUMY 3aLmUThl, TO MarnoBepPOsATHO, YTO O0LLMIA ypoBeHb 6e3onacHo-
cTn Byaet achdekTneH. Hanpumep, ecnmn 60MbLLIMHCTBO CAEPKUBAIOLLMX 3aLLMTHBIX Mep Ucnonb3yeTcs 6e3 aaek-
BaTHbIX Mep 0bHapyXeHUs Onsi onpeaeneHnst Toro, Koraa caepXXnBaHue yxxe He paboTaerT, To obuiasi 6esonac-
HOCTb He byaeT 3 heKTUBHON.

MpeanoXeHHble 3alMTHbIE Mepbl HEOBXOAMMO A0 UX peanuaaunm CpaBHUTDL C CYLLIECTBYHOLLUMU MepamMmm
no obecneyeHnto 6e30nacHOCTU, YTODbI OLIEHUTb, Kakne Mepbl MOTYT BbiTb YCUMNEHbI UM YCOBEPLLEHCTBOBaHLI. B
nobom cnyyae ato OyaeT gellesne, YeM BHEOPATb HOBYHO 3aLLUTY.

Bo Bpems BbIGOpa 3aLLMTHBIX MEP BaXXHO CPaBHUTbL pacxodbl MO peanu3almm 3auTbl CO CTOMMOCTbIO
aKTMBOB M OLEHNTb BO3BPAT BIIOXKEHUI C TOYKM 3PEHNSI CHUDKEHNST pPUCKOB. Pacxoapbl Ha peannsaumio U TEXHUYeC-
Koe o6cnyXnBaHne MoryT ObITb BbiLLE CTOMMOCTM CaMOM 3aLLMTbI, U 3TO criedyeT yunTbiBaTh Npu Bbibope 3alumT-
HbIX Mep.

TexHnyeckme orpaHnyeHus, Hanpumep TpeboBaHMs K PYHKLMOHUPOBAHWUIO, yNpaBnsiemMmocTu (TpeboBaHus K
onepaLmoHHOW NOAAEPKKE) U BONPOCaM COBMECTUMOCTU MOTYT 3aTPYAHSTb UCMOMb30BaHNE HEKOTOPbIX 3aLLuT-
HbIX Mep. B aTnx cny4vasx cneunanuctel no cuctemam VT n obecneveHmto 6e3onacHOCTM A0MKHbI paboTaTb
COBMECTHO Ar1si BbIpaboTkM ONTUMarbHbIX pelleHni. Ecnm 3alumTHble Mepbl CHIDKaOT 3¢pdeKTUBHOCTb GOYHKLIMO-
HUPOBaHUS CUCTEM, TO 3TU cneuunanucTbl no cuctemam VT n obecneveHnto 6€30MacHOCTY A0SMKHbI HAXOOUTb
peLueHne, obecneunBaroee 3hPeKTUBHYIO paboTy cuctembl AT Npu rapaHTUPOBaHHOM JOCTAaTOMHOM YPOBHE
©e3onacHocTu.

[na Taknx acnekToB, Kak oxpaHa HEMNPUKOCHOBEHHOCTY U lopuamMdeckas 3aLimta nMyYHom nHpopmMaLumm, mo-
XeT NoTpeboBaThCs HanMume cneuunanbHbIX 3aLLMTHBIX Mep. TakumM 06pa3oM, opraHnsaums A0IMKHa UccneaoBaThb
N naeHTMdULMpoBaTh 6a30Bble 3aLUMLLAEMbIE STTEMEHTDI.
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12 Pa3paboTtka 6a3oBon 6e30MacHOCTU opraHusauumn

B cnyyae, ecnu opraHnsaumsi pUHMMaET peLLEeHNe O NpuMeHeHn 6a3oBoi 6e30nacHOCTM KO BCEl OpraHu-
3aLMM UK K ee YacTu, TO A0MKHbI ObITb PAaCCMOTPEHbI CreayoLLMe BOMNpOChI:

- KaKMe YacTu opraHn3aumm UM cuctem MoryT 6biTb 3aLlUULLIEHBI HA OOHOM M TOM ke 6a30BOM YPOBHE, a
Kakue TpebyloT pasHoro ypoBHsi 6e30MacHOCTM, UK OOSMKEH N MPUMEHSTLCS OOUH U TOT XKe 6a30BbIi YpOBEHb
NS BCeW opraHnsauum;

- Ha KaKon ypoBeHb obecneyeHnst 6e3onacHOCTM AoimkHa ObITb HalleneHa 6a3oBasi 6Ge3onacHOCTb (MK ee
BapVaHTbl);

- KaKk MOryT ObITb OnpegeneHb! 3alMTHbIE Mepbl, 00pasytoLme pasnuyHyto (Mpy HeobxoanmocTn) 6a3oByro
©€e30nacHOCTb.

Cxema pasnmyHbix 6a30BbIX YpOBHE o6ecneyeHnsi 6e3onacHOCT NpeacTaBieHa Ha pUCyHKe 4.

Puck

Bas3oBbI ypoBeHb 2

Ba3sosbin yposeHb 1b

YpoeeHb 1a
Cuctema | Cuctema | Cuctema | Cuctema | Cuctema | Cucrema | Cucrema | Cucrema
nT nT nT nT nT nT nT nT
1 2 3 4 5 6 7 8

Cuctembl UT

PucyHok 4 — Pa3nnyHble 6a30Bble YpOBHU

MpenmyLLecTBO NpUMEHEHNS pa3nnyHbIX ypoBHeN 6a3oBo 6e30NacHOCTY B OpraHM3aLum 3akniovaeTcs B
TOM, YTO BOMBLUMHCTBO CMCTEM ByayT COOTBETCTBYHOLLMM 00pa3oM 3alluLLEHbI, T. €. UM Byaet obecneyeH He
CINULLIKOM HU3KUA 1 HE CIIULLKOM BbICOKUA YpOBeHb Be3onacHocTu (Hanpumep ans cuctem UT 1,2, 6 n8 ¢
ypoBHeM 6asoBon 6e3onacHocTn 1 n anga cuctem UT 3,4 n 5 ¢ yposHeM 6a30B01 6€30M1acHOCTU 2 Ha pUCYHKe 4).
Ecnu cuctembl T ¢ pa3nunyHbiMu TpeboBaHnsMu 6e30nacHOCT AENCTBUTENBHO OTNMYatoTes (6ONbLLIMHCTBO Tpe-
OyeMbIx 3alLMTHBIX Mep pasnuyHbl ANg kaxaowm cucteMol UT), Torga Ang 4aHHOW opraHu3aumm pekoMeHayeTcst
NPUMEHATb pasnuyHble 6a30Bble YpoBHM Ge3onacHOCTU. Ecnn nmeroTcs npuHLMNansHO pasHble TpeboBaHus obec-
neyeHus 6e30nNacHOCTU, TO peLLeHNe O NPUMeEHeHM 6a30BOro ypoBHS 6e30NacHOCTU AOIMKHO ObITh NepecMoTpe-
HO.

Ecnu, ¢ apyroi CTOpOHbI, €AMHCTBEHHBIM pasnuunemM Mexay pasnuyHbiMy 6a3oBbiMy YpOoBHAMK Ge3onac-
HOCTU siBNsieTCA NOTPEOHOCTb B HEKOTOPbLIX AOMOSNTHUTENbHBIX 3aLLMTHBIX Mepax Ans NoBbILLeHWs 6a30BOro ypos-
HSA 6e30MacHOCTH, TO BO3MOXHO OTCYTCTBYET HEOOXOAUMOCTb BO BHEAPEHMM HECKOIBbKMX pasnuyHbIX 6a30BbIX
ypOBHeW. Ecnu peanunsyeTcs Tonbko oauH 6a30BbIn ypoBeHb 6€30MacHOCTH, TO HEMPOU3BOANUTENbHbIE U3AEPXKKM
opraHv3aumm MoryT ObiTb 3HAUUTENBHO CHWXKEHbI, M MEPCOHAN OpraHn3aLmm MOXeT OPUEHTUPOBATLCS Ha OAMH U
TOT e CYLLIeCTBYHOLLNIA ypoBEHb 0becnedeHns 6e3onacHoCcTu.

VMcnonb3oBaHne 6a30B0oro ypoBHsi obecneyeHnsa 6e30nacHOCTM AOMKHO COOTHOCUTHCHA C BO3MOXKHOCTbIO
norn4ecku peanv3oBaTb 0AUH NNy 6onee ypoBHen 6a3zoBor 6esonacHocTU. Ecnv BbIGpaHbl pa3nuyHble 6a3oBble
YPOBHUM 06ecneyeHns 6e30nacHOCTU, TO OHU JOSKHbI ObITb TOYHO YCTAHOBMEHbLI B COOTBETCTBUM C TpeBOBaHUSIMU
obecneyeHns 6esonacHocTy 3awwmiaemon cuctemsl UT. OBbIMHO Ba30BbIN ypoBEHbL 0becnedeHns 6esonacHocTu
He JorkeH ObITb HaLerneH Ha yaoesneTBopeHune TpebosaHun cuctem VT k 6€30nacHOCTY CaMoro HU3KOro YPOBHSA
(cm. TpeboBaHus cuctemsl UT 2 Ha pucyHke 4). CnegyeTt CTPeMUTLCA K YPOBHIO, AOCTaTOMHOMY A5 60MbLUINMHCTBA
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(cMm. BasoBbI ypoBeHb 1a Ha pucyHKe 4) unu Bcex (cM. 6a3oBbIn ypoBeHb 1b Ha pucyHke 4) cuctem UT. Lleneco-
06pasHO CTPEMUTLCS K HamMBbICLLEMY YPOBHIO obecneyeHuss 6esonacHocTu cuctem UT ¢ nomoLbio 6a30Bbix
3aLUUTHBIX Mep, TaK Kak OHM 06ecnevnBatoT JOCTATOUHbINA YPOBEHb GE30MaCHOCTU Af1si BCEX paccMaTprBaeMbixX
cuctem UT npu Hebonblumx 3aTpatax. [ns NpUHATUS OKOHYATENbHOMO PELLEHMS O TOM, Kakue cuctembl T gomk-
Hbl ObITb 3aLLULLEHBI HA OOHOM 1 TOM e 6a30BOM YPOBHE, OpraHM3aLms AOMmKHa NPOBECTU AeTanbHOE PacCMOT-
peHue cnctem UT. HekoTopekle cuctembl VT BO MHOrOM CXOXM NO XapakTepuctukam n/unm tpebosaHusim obecne-
YeHus 6esonacHoCcTU. B 3TOM criyyae oHM 4OmKHbI ObITb 3aLLULLEHBI HA OQHOM U TOM e 6a30BoM ypoBHe. Ecnn,
C iPYroW CTOPOHbI, HECKOSIbKO CUCTEM MOSTHOCTBIO OTIMYAOTCS N0 CBOUM TPeboBaHMAM k o6ecneyeHmto 6e3onac-
HOCTM, TO YacTO caMbIM NErKMM CNIOCOGOM YA0BNETBOPEHUSI TPEOOBaHUIA 6E30NMaCHOCTY SBMSIETCH PACCMOTPEHME
KaXKaoN CUCTEMbI B OTAENBHOCTY.

OTO cnpaBeAnvBo M ANs criyyas, eCnm NPUHSATO PeLLEHNe O BHeapeHUn 6a3oBOro ypoBHsi oGecrnedeHuns
6e3onacHOCTM Ans Bcet opraHm3aumm. MNpuHATLI 6a30BbI ypoBeHb 6€30MacHOCTN MOXET CTPEMMUTLCS K peanu-
3aLMM TPEX pasHbIX YpoBHeN obecneyeHns 6e3onacHoOCTu:

- HA3KOTO YPOBHS ¢ Ao6aBneHem cneumarnbHbIX 3aUTHBIX Mep Ans 3awuTbl Bcell cuctembl T ¢ 6onee
BbICOKUMM TPEBGOBaHMAMM,

- CpeaHero ypoBHsi ¢ fobaBneHnem cneumanbHbiX 3aWUTHLIX Mep Ans 3awmThl Bcen cuctembl T ¢ Gonee
BbICOKMMM TPEBGOBaHMAMMU;

- BbICOKOTO YPOBHS1, [OCTATOMHOrO Ans obecneveHms 6esonacHoctu Bcex cuctem T, nognexaluyx sawmre
C nomMolLLbio 6a3oBoi 6e3onacHOCTHU.

Kak 6b1110 ykasaHo BbiLLE, CPEAHMI U BbICOKUIA ypoBeHb 0becneveHunst 6asoBoi 6e3onacHOCT Lienecoob-
pa3HO MCMOSb30BaTh Ar1sl MHOMMX OpraHn3auuii Ansi obecneyeHmst LOCTaTOMHOM 3aLLmTbl 6e30MacHOCTU opraHm3a-
LMW U CHDKEHMS HaKNaaHbIX pacxoaoB. OKoHYaTeNIbHOE peLLEeHME AOMKHO ObITb MPUHATO B COOTBETCTBUM C MO~
TUKOW Ge3onacHOCTY opraHu3aummn 1 TpeboBaHuin kK obecneveHnto 6e3onacHOCTV paccMaTpmBaemMblix cuctem UT.

13 BbiBOAbI

B HacTosiLem cTaHgapTe paccMOTPEHbI pasnuyHble NyTu Bbibopa 3alUTHbLIX Mep, KOTopble MoryT 6biTb
NCMONb30BaHbl Anst AOCTUXKeHUs 6a30Boro ypoBHs obecrneveHnsi 6e30nacHOCTM U B Ka4ecTBe AOMNONHUTENBLHON
nHdopmaummn k Metogam, onncaHHbiM B ICO/MOK TO 13335-3. HacToswwmi ctTaHgapT cogepkmT 063op obLuenpu-
HATbIX 3aLLUUTHBIX Mep, KOTOpble MOryT ObITb BblGpaHbl, UCX0Os U3 YNOMSIHYThIX Bbllle noaxoaos. Hactoswmin
CTaHOapT COAEPKUT CChINKW Ha pasHble pykoBoACTBa Mo 6a3oBol 6esonacHOCTH ¢ 6onee noapoOHbLIM onMcaHEM
3aLLUMTHBIX Mep. B HeM Takke NpMBeAeHO onncaHne pasnm4yHbIX NyTen pa3paboTku 6a3oBoi 6e3onacHOCTY opra-
HU3aLMK, NPEUMYLLEECTBA U HEAOCTaTKU pasnnyHbIX NoaXo40B Mo obecneyeHuto 6esonacHocT. HacToswmm cran-
AapT MOXeT NPUMEHNATLCS NFOBLIMU OpraHN3aLMsIMK1 Marnoro 1 KpynHoro 61aHeca, BbiGMpaloLLmX 3aLLUTHbIE MepbI
Ansi CBOMX cUCTEM NHAPOPMALIMOHHBIX TEXHOMOTUIA.
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MpunoxeHue A
(cnpaBo4Hoe)

Kogekc MeHegXKMeHTa 6e30MacHOCTH VIH(*)OpMaLWIOHHbIX TexXHonornm

B HacToseM npunoxeHun NpuBeaeHo KpaTkoe onMcaHue HauMoHanbHbIX cTaHaapToB Benukobputanum [1] n [2]
cepuun BS 7799.

O6nacTb npuMeHeHus

Cepusa ctaHgapToB BS 7799 BkntoyaeT B cebsa aBe yacTu:

BS 7799-1:1999 Kopekc meHemxmeHTa 6€30MacHOCTU MHAPOPMALMOHHBIX TEXHOMOIUiA;

BS 7799-2:1999 TexHunyeckue ycrnosus no cuctemMaM MeHemkmeHTa 6e30nacHoCTM MHOPMAaLMOHHBIX TEXHOMO-
M.

OaHHble cTaHaapTbl onybnvkoBaHbl bputaHckum MHCTUTYTOM cTaHaapToB. CtangapTt BS 7799-1:1999 ([1]) 3ame-
HaeT Bepcuto 1995 . Obe vactu ctaHgapta BS 7799 npegHasHaveHbl AN BbICLIEro pykoBOACTBA M NepcoHana, oTBeT-
CTBEHHOrO 3a MHMLMWMPOBaHWE, peanusauunio 1 nogaepxaHne B paboyem coCTOSHUU MHOPMALMOHHON Be3onacHOCTU
opraHv3saumm, u MoryT 1UCMONb30BaTbCA B Ka4eCTBe OCHOBbI ANg pa3paboTku ctaHOapToB No obecnedeHunio 6e3onacHo-
CTU opraHu3aumu.

CraHngaptbl [1] 1 [2] nogroToBneHbl KOMUTETOM BpUTaAHCKOro MHCTUTYTa CTaHAAPTOB MO YNPaBMEHMIO 3aLmnTon
nHdpopmaummn. [laHHble cTaHAapThl YYMTbIBAOT nocnegHve pas3paboTtkv B 0bnactv NnpumeHeHus TexHonorun obpaboTtku
nHopMaLmm, 0COBEHHO B CETAX M CpeAcTBax CBA3N. B HUX Takke yaeneHo BHMMaHWe BOBMEYEHNIO N OTBETCTBEHHOCTYU
BbICLLUErO pYKOBOACTBa opraHmsauum 3a obecrneveHue GesonacHOCTM nHdopmaumu. B npouecce ux nepecmoTpa 6bin
y4YTEH ONbIT OpraHn3auMin pasHbIX CTpaH Mupa.

CopepxaHve AaHHbIX CTaHA4apTOB BKIIOYaloT B cebs NonHbI Habop CPeacTB ynpaBneHns U Hauny4Lmin npakTum-
Yeckui onbIT B obrnactu MHpopMauuoHHon 6e3onacHocTu. [JaHHble CTaHA4ApThbl Takke NpegHasHavyeHbl AN npyMeHe-
HWUS1 B Ka4eCTBE OCHOBbI NS BbISIBNEHWS Anana3oHa CPeAcTB ynpaBneHus, HeobxoaMMbix Ansg 60nbLIMHCTBA CUTyauuii,
CBS3aHHbIX C UCMOMb30BaHNEM MH(OPMALIMOHHBIX CUCTEM B MPOMBILLIEHHOCTU U TOProBne W, crnegoBaTenbHO, MOryT
ObITb MPUMEHEHbI B BONbLUNX, CPEAHUX U MarbIX OpraHu3aumsx.

CopepxaHue [1]:

1 O6nactb NpUMeHeHus

2 TepMuHbI 1 onpegeneHns

3 MonuTtnka obecneveHnss 6esonacHoOCTM

3.1 NonuTtuka obecneyeHns nHdpopmaynoHHon 6eszonacHoCTu

4 OpraHusaumsa 6e3onacHocTh

4.1 WndpacTpykTtypa obecneyeHus 6esonacHOCTM UHGOpMaLnm
4.2 be3onacHOCTb JOCTyna TpeTben CTOPOHbI
4.3 AyTCOpCUHr
5 Knaccudmkaumsa v ynpasneHue akTusamu
5.1 MNogoT4YeTHOCTb aKTMBOB
5.2 Knaccudpmkaums nHgpopmawmm
6 ObecnevyeHne HGesonacHoOCT nepcoHana
6.1 besonacHocTb B onpefeneHMn BMaoB paboT 1 BbIAENEHHbIX PECYPCOB
6.2 ObyyeHne nonb3oBaTenemn
6.3 PearmpoBaHue Ha MHLUMAEHTHI
7 Be3onacHoCTb hU3MYECKON U OKpYXXaloLLen cpeapl
7.1 Obnactn 6e3onacHocTn
7.2 BesonacHocTb o6opynoBaHus
7.3 O6Lime cpencTtea ynpasneHus
8 YnpaBneHue cuctem CBSI3U U OMepaLMOHHbIA MEHEMKMEHT
8.1 OnepauunoHHble nNpoueaypbl U pacnpeneneHne 0TBETCTBEHHOCTU
8.2 lMnaHnpoBaHue n NpMemka cUcTem
8.3 3awmTa oT 3MoHaMepeHHbIX KOAOB
8.4 [enictBns No o6CnyxMBaHUio
8.5 YnpaBneHue ceTbio
8.6 ObpauyeHre n 6esonacHOCTb HocuTenen nHdopmMaunm
8.7 O6bmeH gaHHbIMM 1 NporpaMMHbIM obecnedyeHnemM
9 YnpasneHue gocTynom
9.1 TpeboBaHusa K cMcTemMam [OCTyna B OpraHvu3aumm
9.2 YnpaBneHne OOCTYNOM nofb3oBaTtenem
9.3 OTBETCTBEHHOCTb Monb3oBaTenemn
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9.4 YnpaBneHue JOCTYNnoMm B CeTb
9.5 YnpaBneHue JOCTYNOM B KOMMbIOTEP
9.6 YnpaBsneHve OOCTYNOM K NPUMOXEHUAM
9.7 MOHUTOPWHI cuCTeM JOCTyna 1 nonbL3oBaTenen
9.8 MobunbHasa obpaboTka AaHHbLIX M OUCTaHUMOHHasi paboTta
10 PaspaboTka 1 TexHu4eckoe OOCMyXMBaHWE CUCTEMbI
10.1 TpeboBaHusa k cuctemam obecrnevyeHnss 6e3onacHOCTH
10.2 Be3onacHOCTb B NpUKNagHblX cuctemax
10.3 KpunTtorpaduyeckune cpefctsa ynpasrneHus
10.4 Be3onacHocTb hannoB NpUKNagHbIX CUCTEM
10.5 BesonacHocTb Npu pa3paboTke U NOAAEPXKKN OKpyXatollen cpeabl
11 YnpaBneHue HenpepbIBHOCTbLIO GU3Heca
11.1 AcnekTbl ynpaBneHns HenpepbIBHOCTbIO GusHeca
12 CooTBeTCTBUE
12.1 CooTBeTCTBME 3aKOHOAATENbHBIM U 06583aTeNnbHbIM TPeboBaHUSM
12.2 AHanu3 nonuTtnkn 6e30nacHOCTU U TEXHUYECKOTO COOTBETCTBUS
12.3 Bonipocel, cBA3aHHbIe C ayaUTOM CUCTEMBI
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MpunoxeHue B
(cnpaBo4Hoe)

CraHpapT ETSI" «CBolicTBa U MexaHU3Mbl o6ecneyeHnsi 6a3oBOro ypoBHsi 6e3o0nacHOCTU»

B HacToswem npunoxeHun npuBeaeHo KpaTkoe onucaHwe ctangapta ETSI [3].
O6nacTb npuMeHeHus
B cranpapte ETSI nepeuncneHbl Bce cBoicTBa U MexaHW3Mbl obecneveHnss 6a3oBoro ypoBHsA 6esonacHocTy,
KOTOpble MOABEPrnMCb OLEHKE M MOryT NMpUMEHATbCA B Apyrmx ctanHgapTtax ETSI. OgHako B npunoxeHun K AaHHOMY
CTaHdapTy NpvBeAeHbl PYKOBOASALIME yKa3aHMsA NO BbIOOPY M NPMMEHEHUIo crieumanbHbiX MexaHn3mMoB obecneveHus
6e3onacHocTn. AN cneumanbHbIX PEKOMEeHAAUMN NpuBeaeHbl COOTBETCTBYIOLUME CCbIIKU HA UCTOYHUKN MHAOpMaLMK.
Bonee Toro, akcnepTbl cooTBeTCTBYOWMNX KOMMTETOB ETSI MOryT momouys B cnyvyae BO3HVMKHOBEHWS BOMpPOCOB. B 6onb-
LUMHCTBE crny4aeB oduumanbHble cTaHA4apTbl NO MPUMEHEHUIO MEXaHU3MOB obecrneveHns 6e30macHOCTU OTCYTCTBYIOT,
odHaKo caMmu MexaHu3mbl obecneyveHnsa 6e3onacHOCTN UCMONb3yTCA B OpraHnsaumax. MHorne mexaHmambl He onybnu-
KOBaHbl Mo npuymHe obecneyeHnss 6e30MacHOCTU, Tak Kak OHU MCMOMb3YIOTCA B cneuunanbHbiX npunoxernmsax ETSI. Tak
Kak HabrniogaeTcs 3HauMTenbHas akTMBHOCTb B 0BnacTsx TenekoMMyHuKaumu 1 kpuntorpaduv, TO AaHHbLIA cTaHAapT
nepuoanyeckn nepecmaTpmBaeTCs M KOPPEKTUPYeTCs.
CopepxaHue
1 Obnactb NpMMeHeHuns
2 HopmaTuBHbIE CCbINKM
2.1 O6wue cBONCTBA U MEXAHU3MbI
2.2 CBoNCTBa M MEXaHU3Mbl, UMeoLMe OTHOLLIEHWE K NPUKNaaHbIM cucTteMam
3 Onpefgenexuns, CMMBOMbI U COKpaLLEeHNst
3.1 OnpeneneHus
3.2 CokpallieHus
4 CsowicTtBa 6e3onacHocTu
4.1 BeegeHne
4.2 O63op ceoncTs 6e3onacHoOCTn
4.2.1 AyteHTndmkaums
4.2.2 KoHtmaeHumansHoOCTb
4.2.3 LenocTtHocTb
4.2.4 YnpaeneHvne JOCTYMNOM
4.2.5 YnpasneHue knioyamu
4.2.6 HeoTkasyemMocCTb
4.2.7 Ayant 6e3onacHocTtu
5 MexaHun3mbl obecneyeHnsa 6esonacHoCTH
5.1 BeegeHue
5.2 KpaTtkuii 0630p
5.2.1 MexaHu3mbl ayTeHTUdUKaLuMm/naeHTndmKaummn
5.2.2 MexaHu3Mbl KOHPUAEHUMANBHOCTH
5.2.3 MexaHun3Mbl LieNIoOCTHOCTHU
5.2.4 MexaHun3mMbl ynpaeneHns 4ocTyrnom
5.2.5 MexaHn3mbl ynpaBneHus Krovamm
5.2.6 MexaHu3mbl HEOTKa3yemMocTu
5.3 dopmat onucaHus
Mpunoxexne A (cnpasoyHoe) OnucaHve MexaHW3MOB:
MexaHunsmbl obecnedyeHus 6esonacHocTu/ayTeHTUdMKauns/maeHTudmkayms
MexaHun3ambl obecneveHns 6esonacHocTu/ayTeHTudmKaumsa/mgeHTudukaums/metTogsl Ha OCHOBE MpaKTu-
YeCKUX 3HaHWui
MexaHn3mbl obecneyeHnsa 6e3onacHOCTU/KOHUAEHUNANBHOCTL/WMdPOBaHNE
MexaHu3mbl obecnevyeHnss 6e3onacHOCTU/LEeNoCTHOCTb
MexaHn3mbl obGecneveHns HGesonacHoCcTU/ynpaBneHne gOCTYNom
MexaHnsmbl obecneveHns GesonacHoCTU/ynpaBneHns Kniovamu/pacnpegeneHns OTKpbITbIX Koyewn
Mpunoxerne B (cnpaBoyHoe) CBA3b Mexay ycrnyramm n MexaHuamamu 6esonacHocTu

1) EBpoOnenckuit MHCTUTYT TENEeKOMMYHMKALMOHHBLIX CTaHAapToB.
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MpunoxexHune C
(cnpaBo4Hoe)

PykoBoAcTBO No 6a30B0oM 3amuTe UHPOPMALIMOHHBLIX TEXHOOMMiA

B HacToswwem npunoxeHun npuBeaeHoO KpaTkoe onucaHue cTangapta [4].

O6nacTb npuMeHeHus

Llenbto 6a3oBon 3awmtbl T nyTem COOTBETCTBYIOLLErO NPUMEHEHUS CTaH4APTU30BaHHbLIX OPraHN3aLUMOHHbIX, Nep-
COHanbHbIX, UHPPACTPYKTYPHBLIX N TEXHUYECKMNX 3aLUMUTHBIX Mep ABMSETCA AOCTUXEHWe cTaHdapTta GesonacHocTn cuc-
Tem UT, KoTopbIvi ABRSETCA afeKkBaTHbIM M AOCTATOYHbLIM AN YA0BNETBOPEHUS TpeboBaHWIN 3aLlmThbl CPEOHEro YPoBHA U
MOXET CNY>XWUTb B KA4€CTBE OCHOBbI ANs npuMeHeHus B VT, Tpebytowwmx 6onee BbICOKOrO YPOBHSA 3aLLMTbI.

C aTon uenbio pykoBoAacTBO no GasucHoun 3awmte UT pekomeHayeT nakeT KOHTPMEpP ANA TUMUYHbIX KOHurypa-
LI, OKpY>KatoLLEen cpeabl U opraHn3aLmnoHHbIX cTpykTyp UT. MNpy noarotoBke aToro pykoBOACTBa OpraH no obecneyeHuto
6e3onacHoCcT nHopmMaumm lepmaHMm NPUHAN pacyeTHble OLIEHKM puUcka Ha OCHOBE M3BECTHbIX Yrpo3 U YA3BMMOCTEN
n paspabotan anga aToM uUenu naket mep. Takum obpasom, nonb3oBaTensaMm pykoBoAacTBa no 6asucHonm 3awute UT He
npuaeTcsa CHOBa NMpoBOAUTb NOAOOHbIM aHanu3 6a3oson 3awutbl UT. MNMonb3oBaTeny OOMKHbI TONbKO obecneyntb noc-
nefoBaTenbHY 1 NOMHYI0 peanu3aumio PeKOMEHAOBaHHbIX 3aLMTHBLIX Mep.

B 10 e Bpems pykoBoAcTBo no 6a3oson 3awmTe T nomoraet obecneunts 6e3onacHocTb UT B TOM, 4TO KacaeTcs
3KOHOMUYECKM 3PDEKTUBHOIO BbINOMHEHWSA TPeOOBaHWMIA K 3aliMTe Ha CpedHeM ypOBHE, Tak Kak nmonutuka 6esonacHo-
CTU UHAMBMAYANbHbBIX CUCTEM MOXET CCbINAaTbCA Ha 3TO PyKOBOACTBO. Takum obpasom, 6asosas 3awmta NT ctaHoBMTCS
06LLENPUHSTON OCHOBON COrMaLLeH1s Mo 3alUMTHBIM Mepam Arsi COOTBETCTBUA TPeboBaHMAM 3alUMThl CPEAHETO YPOBHSI.

CopepxaHue

1 MeHepxmeHT Ge3onacHocTn UT

2 MNpumMeHeHne pykosofcTea no 6asoson 3awmte UT

2.1 MNpumeHeHne pykosoacTea no 6asosown 3awmte UT
2.2 YctaHoBneHue TpeboBaHuM K 3awute
2.3 Ncnonb3oBaHue pykoBoacTBa no 6asoson sawmte AT
2.4 TMpakTnyeckne COBETLI K ONepaunoHHbIe BCrIOMOraTernbHble CpeacTsa
3 basoBas 3awmTta T OCHOBHbIX KOMMOHEHTOB
3.1 OpraHusauus
3.2 MepcoHan
3.3 lNnaHupoBaHne OeNCTBUIA B HELUTATHbIX CUTYaLMaX
3.4 PesepBupoBaHue
3.5 3awmTa aaHHbIX
3.6 3awuta OoT KOMNBLIOTEPHOrO BUpYCa
3.7 Obwee npeacraeneHne o kpuntorpadum
4 NHppacTpykTypa
4.1 3gaHus
4.2 lMNpoknaaka kabenen
4.3 MNomeLleHuns
4.3.1 Odhnc
4.3.2 MNomelweHne ansa cepsepa
4.3.3 Apxu1Bbl 3aNOMMHAOLLMNX YCTPONCTB
4.3.4 TNomeLleHne TEXHNYECKON NHMPaCTPYKTYpPbI
5 Cucrtembl, He BXxoasiLuue B CeTb
5.1 Oduckosas onepaumoHHasa cuctema DOS PC (ogmHOYHBIV nonb3oBaTtenb)
5.2 Cncrembl UNIX
5.3 lMopTaTuBHbLIA NEPEHOCHON KOMMbIOTEP
5.4 OuckoBas onepaumnoHHas cuctema DOS PC (Heckomnbko nonb3oBaTtenen)
5.5 MK Windows NT
5.6 MK Windows 95
5.7 Obuwas cucrtema, He BXoasiLasi B CETb
6 CeTteBble cucTeMbl
6.1 CeTb K Ha ocHoBe cepBepa
6.2 Cetb UNIX
6.3 CTpykTypa ceTu paBHonpasHbix IBM Ha 6ase Windows ansa pabounx rpynn
6.4 CeTb Ha ocHoBe Windows NT
6.5 CemenctBo onepaumoHHbix cuctem Novel Netware 3.x
6.6 CemenctBo onepaumoHHbix cuctem Novel Netware 4.x
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6.7 l'eTeporeHHble ceTu
6.8 YnpaBneHue ceTbio U cuctemamm

7 Cuctembl nepefaym faHHbIX

7.1 ObmeH mexay cpefamn XpaHeHus
7.2 Mogem

7.3 MexceTeBas 3awmrta

7.4 3nekTpoHHasa no4ta

7.5 NHTepHeT cepeep

8 [OucTaHuMoHHas nepedaya AaHHbIX (TENeKOMMYHUKaLus)

8.1 TenekoMMyHMKaLNOHHbIE CUCTEMBI
8.2 dakcumunbHblE annaparthbl

8.3 ABTOOTBETUMKN

8.4 Annapatypa ANCTaHLUMOHHOIO AENCTBUS

9 [pyrne KoMnoHeHTbl UT

9.1 CrangaptHoe nporpammHoe obecneveHue
9.2 basbl AaHHbIX

9.3 CpeacTBa nepefayn AaHHbIX

KaTtanoru salmTHbIX mep

Katanoru yrpos

Kartanoru yrpo3 ¢ Tabnuuamm 3awmTHbIX Mep
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MpunoxeHue D
(cnpaBo4Hoe)

CnpaBounuk NIST" no komnbloTepHoM 6e3onacHocTu

B HacToswem npunoxeHun npuBeaeHo kpaTtkoe onucaHue crnpasoyHuka NIST [5].

O6nacTb npuMeHeHus

CnpaBsoyHuk NIST obecneunBaeT 3aluMTy KOMMbIOTEPU3OBAHHBIX PECYPCOB, BKMNOYas annaparypy, nporpamMmmHoe
obecnedyeHne n nHdopmaumio. B HemM pasbACHATCA BaXHble KOHUEMLUKU, BONPOCHI CTOMMOCTU M B3aMMOOTHOLLEHNS
cpencTs ynpaeneHus 6esonacHocTbio. B Hem npvBefeHbl npenmyLLecTBa BHEAPEHUS CPEACTB ynpaBneHus 6e3onacHo-
CTbl0, OCHOBHbIE TEXHOMNOMUWN UMW NOAXOAbl AN KaXA0ro Buaa KOHTPONS.

CnpaBoyuHuk NIST pgaeT wmpokuii 0630p KOMMbOTEPHOW 6€30MacHOCTU C TeM, YTOObl Nonb3oBaTeNb MOr MOHATb
CBOM HY>Abl B 9TON 06nactu n pa3paboTtaTtb NpaBunbHbIA NOAX0A K BbIOOPY NOAXOAALMX CpeAcTB ynpasneHus 6esonac-
HocTblo. CnpaBovHuk NIST He cogepxuT onucaHusa 3aTanos, HeobxoanMbIX AN peanusauuy nporpammel obecneyveHns
KoMnbloTepHon 6esonacHocTn. CnpaBoyvHuk NIST npegocTtaensieT noapobHble METOAMKM BHEAPEHUS CPEACTB ynpasne-
HUs 6e3onacHOCTbIO NNW NpegnaraeT pykoBoAdALWME yka3aHns no ayauTy 6e3onacHoCcTy cneumanbHbix cnuctem. B koHue
kaxkgon rnasbl cnpaBodHvka NIST npuBeaeHbl CCbINOYHbIE AaHHbIE.

Llenbto cnpaBoyHuka NIST He aBngeTcs onucaHue TpeboBaHuil. B HEM paccmaTpuBalTcs npeumyliectesa uc-
Nonb30BaHWS PasfnYHbIX CPEACTB YNpaBneHns KOMMNbIOTEPHOW 6e30MacHOCTbIO M CUTyaumK, B KOTOPbIX UX MPUMEHEHNE
MOXeT OblTb HeobxoanmbiM. Ocobble TpeboBaHMs ANA HaUMOHanNbHbIX CUCTEM BblgeneHbl B Tekcte. CnpaBoynuk NIST
COAEPXKUT peKkoMeHAauMn 1 pykoBOAALUME YKa3aHWs, B HEM He MpedyCMOTpeHbl Kakme-nmbo mMepbl Haka3aHus.

CopepxaHue

| BBegeHue u o6wmii o63op

1 BeegeHwne
2 OnemeHTbl KOMMNbIOTEPHON 6e30nNacHOCTU
3 PacnpepeneHue oTBETCTBEHHOCTU U MOMHOMOYMIA
4 O6wwe yrposbl: KpaTkuii 063op
Il CpeoctBa MeHeaXmeHTa
5 MNonuTtuka obecneyeHmsa KOMNbOTEPHOW Ge3onacHOCTU
6 MeHemKMeHT nporpamMMbl KOMMbIOTEPHON 6€30nacHOCTU
7 MeHemKMEHT pucka KoMnbloTepHow 6esonacHocTu
8 be3onacHOCTb M NnaHMpoBaHME B XW3HEHHOM LMKIE KOMMbIOTEPHON CUCTEMBI
9 MNapaHTuM
Il CpeacTtBa onepaumoHHOro ynpasneHus
10 YnpaBneHue nepcoHanom/nonb3oBaTensiMm
11 MoproTtoBka K BHELTATHBIM CUTYaLMAM U CTUXUNHBIM 6eACTBUAM
12 ObpaboTka MHUMAEHTa B KOMMbOTEPHOW Ge3zonacHocTn
13 OcBegomneHHocTb, obyveHne n obpasoBaHue
14 Bonpocbkl 6e3onacHOCTV Mpu aKchnyaTauum n TEXHNYECKOW NOALEPXKKM KOMMbloTepa
15 BesonacHOCTb YN3NYECKON U OKpyXatoLlen cpeapl
IV TexHudeckne cpeactea ynpaBneHus
16 NpeHtudukaumns n ayteHTndnkaums
17 INornyeckoe ynpaeneHne OOCTYNOM
18 Cneppl ayanta
19 Kpuntorpadwms
V Mpumep
20 OueHKa M CHWXeHWe pucka Ans rMnoTeTUYECKON KOMMbIOTEPHOW CUCTEMBI

1) HaumoHanbHbIi WHCTUTYT CTaHaapToB 1 TexHonorun CLUA.
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MpunoxeHue E
(cnpaBo4Hoe)

MeaunumHckue VIH(*)OpMaLIVIOHHbIe TeXHOoJIormu.
KaTeropvwl 6e30MacHOCTU U 3amTa VIHqI)OpMaLlMOHHbIX CUCTeM 34paBoOOXpaHeHuA

B HacTosLemM nNpunoxeHnn nNpuBeAeHO KpaTkoe onvcaHve esponerickoro ctaHgapta ENV [6].

O6nacTb npuMeHeHus

HacToswmin eBponenckMin ctaHaapT ycTaHaBnMBaeT METOAbl KnaccuduvkaumMm aBToMatu3npoBaHHbIX MHGOpMa-
LMOHHBIX CUCTEM 3[paBOOXPaHEHMS C TOYKM 3peHus B6esonacHocTu. MpuHATbIe 3awmnTHbIE Mepbl obecneynBaloT npe-
[OXpaHeHne [OCTYMHOCTH, KOHMUAEHUMANbHOCTM U LIeNOCTHOCTM AaHHbIX A0 NpUeMnemoro ypoBHs. [pueeaeHo cooT-
BETCTBUE MakeTa 3almnTHbIX TpeboBaHui n Tpebyemoro ypoBHs pucka Ans Kaxgown Kateropuu.

HacTosAwmn eBponenckuin cTaHgapT NPMMEHSETCS KO BCEM aBTOMAaTUYECKUM MHEOPMALIMOHHBIM crucTemam 3apa-
BooxpaHeHus. Cloja OTHOCATCA CUCTEMbl, HEMOCPEACTBEHHO CBA3aHHbIE C NeYEeHUEM NauUMEHTOB, HaNPUMepP CUCTEMbI
06paboTku pesynbTaToB aHann3oB nabopatopuin. OH Takke BKMOYaeT B ceba cTaTucTMyeckMe U agMUHUCTPATUBHbIE
cucTeMbl, obecneymBaloime onepaTvBHYO NOAAEPXKKY CaMOro yYpexaeHus 30paBOOXPaHeHus, HanpuMmep nnaTexHble
BEAOMOCTM MepcoHana, CUCTEMbI NNaHMPoBaHusa u nHaHcoBoro yvyeta. OgHako CUCTEMbI, AN KOTOPbIX BaXKHbIM Tpebo-
BaHMeM SBNAETCH KOH(PUAEHUManbLHOCTb, B HAacTOsLLIEM €BPONENCcKOM CTaHAapTe He paccMaTpuBaeTcs. [JaHHbI cTaH-
[apT npefgHasHayveH Ang notpebutenen HageXHbIX MHPOPMALMOHHBIX CUCTEM B 3ApaBOOXpaHeHun u/mnm paspaboTtym-
KoB/npou3soanTenen Takux cucteMm. BHegpeHne TEPMUHOB M MOMOXEHWI, YCTAHOBMEHHbLIX B 4aHHOM CTaHaapTe, cro-
CcoBCTBYET BbINONHEHNIO 0653aTENBLCTB MO HALMOHANbLHOMY M €BPONENCKOMY 3akoHoAaTenbCcTBy B obnactu 3agpaBooxpa-
HeHus, a Takke OTBeYaeT oXuaaHuam obLuecTBa B COOTBETCTBMM CO CTaHAapTamy 6e3onacHOCTV MHOPMaLUn BbICOKO-
ro ypoBHS.

CopepxaHue

1 Obnactb npMMeHeHuns

2 HopmaTuBHbIE CCbINKM

3 TepmuHbI 1 onpegenexHns

4 CokpalleHus

5 Knaccudukaunss MHPOPMAaLMOHHBIX CUCTEM 30PaBOOXPaHEHNS

6 3awmTHbIn npocduns | (TpeboBaHus 6a30BOro ypoBHs)

7 3awuTHbIn npocune I

TpeboBaHus 6a30BOro ypoBHsI

TpeboBaHWsA MOBbILLEHHOTO YPOBHS
8 3awwmTHbI npocuns i

TpeboBaHus 6a30BOro ypoBHsI

TpeboBaHWSA MOBbILLEHHOTO YPOBHS
9 3awwmTHbIN Npocuns IV

TpeboBaHus 6a30BOro ypoBHsI

TpeboBaHWsA MOBBILLEHHOTO YPOBHS
10 3awwuTHbIM Nnpodunb V

TpeboBaHus 6a30BOro ypoBHs

TpeboBaHWSA MOBBILLEHHOTO YPOBHS
11 3awmuTHbI Npoduns VI

TpeboBaHua 6a30BOro ypoBHS

TpeboBaHWsA MOBBILLEHHOTO YPOBHS

Mpunoxexne A (cnpaBo4Hoe) MNoaxoa K knaccudukaumm cucTemMbl

MpunoxeHne B (cnpasoyHoe) PekomeHaaumm no MCNonb30BaHMI0 €BPOMENCKOro craHgapra

Mpunoxenne C (cnpasoyHoe) lMpumepsbl kaTeropmin MHPOPMALIMOHHBIX CUCTEM

MpunoxeHne D (cnpaBoyHoe) Knaccndmkaums MHHOPMAaLMOHHBIX CUCTEM

Mpunoxexne E (cnpaBoyHoe) MICTOYHUKM yrpo3

Mpunoxexwe F (cnpasovHoe) Bubnuorpadus
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Mpunoxexue F
(cnpaBo4Hoe)

TK 68 baHkoBckue n apyrue oMHaHCOBbIEe YCIYTH.
PykoBoaswme ykazaHus no MHopMaLMOHHOM 6e30nacHOCTH

B HacToswem npunoxeHun npuBegeHoO KpaTkoe onncaHue JokymeHTa [7].

O6nacTb npuMeHeHus

PuHaHCOBbIE yupexaeHns BCe Yalle NCNomnb3yloT NMHPOPMALIMOHHBIE TEXHOMNOMMK AN YCNELWwHoro BeaeHns busHe-
ca. MeHeoXMeHT pucka siBNSeTCA OCHOBHbLIM KOMMOHEHTOM obecneyeHnst kKa4eCcTBeHHbIX pMHaHCOBLIX ycnyr. PuHaHco-
Bble yYpexaeHus ynpasnsioT puckom yepes ahMeKTUBHYIO NPakTUKy BusHeca, BHUMaTENbLHOE 3aKnioyeHne OroBOpos,
CTpaxoBaHMe U UCMONb30BaHWE MexaHW3MoB Be3onacHocTu.

PUHaHCOBbIE yYpEXAEeHNS UCMbITbIBAIOT NOTPEOHOCTL ynpaBneHns 6e30nacHOCTbIO MHopMaummn B fMobbix cuTy-
aumax. Hactoawuin OKyMeHT He npeanaraeT pelleHnn anga scex cutyaumii. Kaxagas cutyaumns gomkHa 6biTb nccnegosa-
Ha MHAMBUAYyanbHO. HacToawmMi JOKYMEHT CoaepXuT obLumMe pekoMeHaauuun.

OCHOBHbBIMK 3aga4amMy HACTOALWEro JOKYMEHTa SABNSAITCS:

- nNpegcTaBneHne CTPYKTypbl Nporpammbl MHOPMaUMOHHON 6e3onacHoOCTyY;

- NPeAcTaBneHve pykoBoACTBa Mo BbIGOPY cpeAcTB ynpasneHns 6e30nacHOCTbIO, YCTaHaBNMBaKLWEro npuemne-
MYIO MpaKTUKy BegeHusa busHeca,

- COOTBETCTBME CYLLECTBYOLMM CTaHAapTaMm, a Takke HOBbIM pa3paboTkam 0OBbEKTUBHBIX M OBLLENPUHATBLIX KpuTe-
pueB 6e3onacHoCTU.

HacTosawmn JoKyMeHT npegHasHayYaeTcs Ans UCMonb30BaHWUS (PUHAHCOBLIMU YYPEXOEHUAMU BCEX TUMOB, KOTO-
pble XenawT MPUMEHNUTb 3KOHOMHYI0 1 KOMMEpPYecku LenecoobpasHyto nporpammy obecneyeHns MHOOpPMaLMOHHOWN
6e3onacHocTn. OH Takke noneseH Ansa Tex, KTo NpefocTaBnseT ycnyrn omHaHCoBbIM yupexaeHnsam. Hactosawmin aoky-
MEHT MOXET TakkKe CNy>XWUTb B Ka4eCTBe NEePBOMCTOYHMKA ANS npenogasaTtenen n usaatenen, obcnyxmeatowmx uHaH-
COBYIO AeATeNbHOCTb.

CopepxaHue

1 BBegenue

2 YnpaeneHune 6esonacHocTbio UT

3 Monutnka 6esonacHoctn UT opraHm3auun

4 OpraHusaumsa 6esonacHoctn UT

4.1 ObsasartenbcTBa
4.2 OTBETCTBEHHOCTb U NOIHOMOUNS
5 AHanuns pucka
5.1 BeegeHune
5.2 NnniocTpmpoBaHHbIN NPOLECC OLEHKM pucka
5.3 Yrposbl
5.4 YassumocTun
5.5 Kateropuu puckos
5.6 VigeHTndwmkaumsa n aHanus yHKUUA opraHusaumm
5.7 lMpouecc oueHkn pucka
6 PekomeHngauun no obecnedenunto 6esonacHoctn UT
6.1 MNpuHATHME pucka
7 Bbibop 3awmTHBIX Mep no obecneyeHuto 6esonacHocTn
7.1 Knaccudukaums nHdopmaumn
7.2 Jlornyeckoe ynpaBneHue AOCTYNnoOM
7.3 Cnep peBu3un
7.4 YnpaBneHve n3MeHeHUsIMM
8 BHegpeHue 3almTHbIX Mep
8.1 KomnbtoTepsbl
8.2 Cetn
8.3 MNporpammHoe obecneyeHne
8.4 lNonocoBas, TenedoHHas 1 Apyras B3aMMOCBA3aHHasA annaparypa
8.5 dakchbl 1 nsobpaxeHus
8.6 OnekTpoHHas nouTa
8.7 [JokyMeHTbl Ha GymaxHOM HocuTene
8.8 Mukpodgopmbl 1 apyrve cnocobbl XxpaHeHue HocuTenen uHpopmauum
8.9 KapTbl hrHaHCOBONM TpaH3aKumu
8.10 ABTOMaTMYECKNE OTBETUUKM
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8.11 OnekTpoHHble POHAbI N TpaHcdhepThl
8.12 Yekn
8.13 OnekTpoHHasa KoMmepums
8.14 3neKTpoHHbIE AeHbrN
8.15 BHecucTtemHble cpeacTea
8.16 CtpaxoBaHue
8.17 Ayaut
8.18 Ob6sAs3aTensHOE COOTBETCTBME
8.19 MNnaHnpoBaHMe BOCCTaHOBMEHUS MOCne CTUXUnHoro 6eacTems
8.20 BHelwHne nocTaBLumku ycnyr
8.21 Kpuntorpaduyeckme onepaumm
8.22 CekpeTHOCTb (3alymTa YacTHOM uHdopMaLmm)
8.23 BHeapeHune kpuntorpacmyecknx CpeacTs ynpaBneHns
9 OcBefoMIIeHHOCTb O Ge3onacHoCTH
9.1 OcBegomMneHHocTb 06 MHOpMaUNOHHON 6e30nacHOCTH
9.2 Yenoseueckne akTopbl
10 OanbHenwee obecneveHne GesonacHOCTU
10.1 TexHunyeckoe obGecnyxunBaHune
10.2 CooTBeTCTBME GE30ONACHOCTM
10.3 MoHuTOpUWHT
10.4 Ob6paboTka MHUMAEeHTa
11 Ccbinku
Mpunoxerne A (cnpasoyHoe) Ob6pa3subl 4OKYMEHTauun
Mpunoxexne B (cnpasoyHoe) MNpumMepbl 6a30Boro yposHa 1 obecneyveHne GesonacHoOCTM
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Mpunoxexune G
(cnpaBo4Hoe)

3awuTa ueHHou HcopMaumm, He noagnagaoLlen noa AeNCTBUE 3aKoHoAATeNbLCTBA
O rocyaapcTBeHHOMN TalHe.
PekomMeHaaumMmn onsa aBToOMaTU3MPOBaHHbIX paGounx MecT

B HacToswem npunoxeHun nNpuBegeHoO KpaTkoe onncaHue JokymeHTa [8].

O6nacTb npuMeHeHus

HacToswmii JOKyMEHT pekoMeHAyeT crneuuannctaM opraHm3aumMm Mepbl Mo BHEAPeHWIo obecnevyeHns 3awumTol
LeHHOM MHpopMauun, He nognagarolleln nog OencTBMe 3aKkoHOAAaTeNnbCTBa O roCy4apCTBEHHOM TaiHe, KoTopasa obpa-
6aTbiBaeTcs, obpallaeTcs M XpaHMTCHA C MOMOLLBIO KOMMNbIOTEPHBIX CPeacTB. HacToswme pekoMmeHgauum B YacTHOCTK
KacalTcs:

- OPOroCTOALEro NPOrpaMMHOro obecneyveHns Unu XUWEHUn, yxyaweHus COCTOSHUS Uy packpbITMA nHgopma-
Lun, KOTOpble MOTYT MOCTaBUTb OpraHn3auuio B 3aTpyaHUTENbHOE MONOXEHUE;

- orpaHuyeHHoro obpalleHus unu cneumdunyeckon KoOHUaeHUnansHon nHdopmaumnm, KoTopas npu ycrnosuu
NPUHATBIX 00A3aTEeNbCTB COXpaHeHnst NPOEeCCMOoHanbHOW KOHPMAEHUNANbHOCTH, He OOIDKHA pasrnawaTtbes. Ans uH-
dopmaumm 6onee BbICOKOrO YPOBHS KOH(MAEHLMANBHOCTU, T.6. 0C0D0 CeKpeTHOWM MHOpMaLMK, opraHn3auusa AomKHa
npeaycMoTpeTb yCurneHHble Mepbl obecnedeHns 6e3onacHOCT, peKOMEeHAOBaHHbIE B HACTOSALLEM [OKYMEHTe.

OpraHunsauns JormKHa COCTaBMNsATb CBOU BHYTPEHHWE MHCTPYKLMN HA OCHOBE 3TUX PEKOMEHAAaLWNA.

CopepxaHue

Beenenue

1 Obnactb npMMeHeHus

2 AAMUHUCTPATUBHOE ynpasneHue n opraHusaumus obecneveHns GesonacHocTu

2.1 MNapTHepbl Mo 6e30NacHOCTU U UX Ponb
2.2 Mpouenypesl
3 dusnyeckas 6esonacHoCTb
3.1 MecTtononoxeHue
3.2 NHcTannsauma annapaTtHbix cpeacts 9BM
3.3 YnpaBneHve OOCTYyNnoM nepcoHana K annapaTtHbiM cpeacTeBam
3.4 YnpaBneHue AOCTyrNoM nepcoHana B 34aHus
4 BesonacHoCTb, KacalwLasacs nepcoHana
4.1 OTBETCTBEHHOCTb 1 NpoLeaypb!
4.2 OByyeHre 1 ocBe4OMIEHHOCTb — MOBbILLIEHHAss OCBEAOMIEHHOCTb
5 be3onacHOCTb AOKYMEHTOB
5.1 ObpalleHne 1 3awmTa nHdopmaumm
5.2 ObpalleHure n 3awmTa HocutTenenm nHpopmaumm
6 BesonacHoCTb KOMMbIOTEPOB
6.1 KomnbtoTepHoe oGopynoBaHue
6.2 YnpaBneHvue JOCTYMNOMm
6.3 MNporpammHoe obecneyeHne
6.4 dannbl
6.5 TexHnyeckoe obcnyxmBaHune
6.6 BpeMeHHbI peMOHT
6.7 Hagsop n Bepudumkaums
7 MNpouenypa coxpaHeHus (pe3epBrpoBaHKs) 1 nopsgka AEeVCTBUN B HENPEABUAEHHOW CUTyauumm
7.1 MNpoueaypa coxpaHeHnsi (pe3epBMpoBaHuUs) HannoB AaHHbIX
7.2 lNMpoueaypa coxpaHeHus nporpaMmmHoOro obecneyeHus
7.3 MNpouenypa AenCTBUI B HENPeaBUAEHHOW CUTyauun: criyvam OBbI4HbIX HEUCNPaBHOCTEN
7.4 MNMopsipok AeNCTBUI B HENPEABUAEHHOW CUTyaLMn: Criydan forMyeckoro BO3AencTBns (atakm)
7.5 Mopsaok AeNCTBMI B HEMPEABUAEHHON CUTyauUMK: Cryqan «kaTtacTpoduyecKuii»
8 BbesonacHbln 06MeH nHdopmaumen nNo cpeacTsam CBA3M
8.1 Kpuntorpaduueckoe obecneveHne 6esonacHoCTu
8.2 BesonacHOCTb kaHanoB 1 AOCTYNOB nepeaayn
9 YnpaeneHve koHdwurypaumemn
Mpunoxerne A (cnpasoyHoe) lMpuHATbIE obs3aTenbcTBa
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MpunoxeHue H
(cnpaBo4Hoe)

KaHapckumn CcnpaBOYHUK Mo 6e3onacHocTu VIH(*)OpMaLI,VIOHHbIX TexXHonorum

B HacTosdweM npunoxeHun nNpuBeaeHO KpaTKoe onucaHue cripaBoyvHuka [9].

O6nacTb NnpuMeHeHus

HacTosawmn cnpaBoYHNK nomoraeT obecneynBatb 6€30NacHOCTb KOMMNbIOTEPU3OBaHHBLIX PECYPCOB (BKMoYas an-
napaTHble 1 NporpaMMHble CpeacTBa) NyTemM pasbACHEHUS BaXHbIX KOHLEMUMIN, BONPOCOB CTOMMOCTU U B3aumoaen-
CTBMSA CPeACTB ynpasneHus 6esonacHocTbio. CnpaBoYHMK NOKa3biBaeT NPeNMyLLECTBA BHEAPEHUS CPEACTB yrnpaBneHns
6€e30nNacHOCTbI0, OCHOBHbIE TEXHOMOMMU UMK NOAXOAbl ANS KaX4oro Bmaa cpencrsa obecneveHns 6esonacHocTu.

HacTosawwmii cnpaBoYHUK aeT WMpoKuiA 0630p KoMMNblOTEpHOM 6e30nacHOCTM ¢ TeM, YToObl Nonb3oBaTeNnb MOr
MOHATL CBOW HYXAbl B 3TOW obnactu n paspaboTatb NpaBubHbIA NOAXOA K BbIGOPY NOAXOAALLMX CPeacTB yrnpaBneHus
6e3onacHocTbio. CnpaBoyHuk NIST He cogepXuT onucaHus aTanos, HeobXxoAMMBbIX ANS peanu3aumu nporpaMmmbl obec-
neyeHns KOMMbOTEpHOM Ge3donacHocTu. Hactoswmi cnpaBodHuk NIST npepoctaBnseT nogpobHble METOAMKM BHeOpe-
HMA cpeacTB ynpasrneHns 6e3onacHOCTbIO UNW npeanaraeT pykoBOAsLME yKa3aHnusa no ayauTy G6esonacHocTu cneuu-
anbHbIX cuctem. B koHue kaxgow rmasbl cnpaBovHuka NIST npuBeaeHbl CCbINOYHbIE AaHHbIE.

HacToswwmii cnpaBoYHMK He codepxuT TpebosaHui. B HeM paccmaTpuBaloTcs npevMmyLlecTBa UCMNONb30BaHUA
pasnuyHbIX CPEACTB YNpaBneHNs KOMMbIOTEPHOW 6E30MacHOCTLIO U CUTyaUMK, B KOTOPbIX UX NPUMEHEHNE MOXET ObITb
HeobxoanmbiM. Ocobble TpeboBaHWs AN HaUMOHAmNbHbBIX CUCTEM BblAeneHbl B TekcTe. CnpaBOYHMK COOEPXKUT PEKO-
MeHAauMM 1 pykoBOASALUME YKasaHusa U He npedycMaTtpyBaeT Kakux-nnbo mep HakasaHus.

CopepxaHue

| BBegeHue n o6wmii o63op

1 BeeaeHune
2 OnemMeHTbl KOMMNbIOTEPHOWN Ge3onacHoCcTH
3 PacnpegeneHne OTBETCTBEHHOCTM U MOIHOMOYNIA
4 O6wwme yrposbl: KpaTkuin 0630p
Il CpeoctBa MeHeXMeHTa
5 MonuTtuka obecneyeHms KOMNbOTEPHON Ge30nacHOCTM
6 MeHeoXMEHT nporpaMMbl KOMMbOTEPHOM 6e30nacHOCTM
7 MeHeXMeEHT pucka komnbloTepHon 6esonacHocTu
8 be3onacHOCTb M MMaHMpPOBaHWE B XM3HEHHOM LMKIE KOMMbIOTEPHOW CUCTEMBI
9 MapaHTun
IIl CpepcTtBa onepaumoHHOro ynpasneHus
10 YnpaBneHue nepcoHanom/nonb3oBatensiMm
11 MNoaroTtoBka K BHELWTATHLIM CUTYaUMAM U CTUXMIAHBIM GeacTBMAM
12 O6paboTka nHUMAEeHTa B KOMMbOTEpHOU 6e3onacHocTu
13 OcBegomneHHocTb, obyyeHne n obpasoBaHue
14 Bonpocbkl 6e30nacHOCTV NpW aKChnyaTauum 1 TEXHUYECKOW MOSOEPXKKM KOMMbIoTepa
15 Bbe3onacHoCTb (hU3NYECKOW M OKpyXatoLen cpeabl
IV TexHnyeckvne cpenctea ynpaBneHus
16 NpeHtTudukaumns n ayteHTudukaums
17 Jlornyeckoe ynpasneHue AOCTYNOM
18 Cnepgpbl ayanta
19 Kpwuntorpadms
V lMpumep
20 OueHKa 1 CHWXKeHWe pucka Ans rMnoTeTUYeCKoW KOMMbIOTEPHOW CUCTEMBI
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MpunoxeHue |
(cnpaBo4Hoe)

CBefeHusA 0 COOTBETCTBMU HaUMOHaNbHbIX CcTaHAapToB Poccuiickon ¢e.qepauuu

CCbU104YHbIM MeXAYyHapoAHbIM CTaHA4apTam

0O603Ha4YeHne CChINIOYHOro
MeXayHapoaHoro craHaapTa

O6o3HayeHne 1 HavMeHoBaHue COOTBETCTBYKOLLEro
HauMOHanbHOro craHgapTa

NCO/M3K 13335-1:2004

MOCT P MCO/M3K 13335-1—2006 NHdopmaumoHHas TexHonorus.
MeToabl n cpencrtea obecnedeHus 6e3onacHocTu. Yacte 1. KoHuenumst n mo-
Oenn MeHeaxMeHTa 6e30nacHOCTU UHOPMAUMOHHBIX U TENEKOMMYHUKaLIW-
OHHbIX TEXHOMOINIA

NCO/M3K TO 13335-3:1998

MOCT P NCO/M3K TO 13335-3—2007 MHdhopmMaLMOHHasA TEXHOMOTWS.
MeToapl n cpeacTtea obecneyeHns 6esonacHocTu. Yacte 3. Metoabl MeHeax-
MeHTa 6e30nNacHOCTN MHPOPMALIMOHHBIX TEXHOMOTUIA

NCO/M3K TO 13335-5:2001

MOCT P NCO/M3K TO 13335-5—2006 MHdhopmaLMOHHasA TEXHOMOTMS.
MeToapbl n cpeactea obecnedeHus 6esonacHocTy. Yactb 5. PykoBOACTBO MO
MeHeKMeHTy 6esonacHocTu cetu

NCO/M3K 10181-2:1996

NCO/M3K 11770-1:1996

NCO/M3K 9126-1:2001

BS 7799-1:1999

* COOTBeTCTByI'OIJJ,VIVI HauuWoHanbHbIA cTaHgapT OTCYTCTBYET. o ero yTBEpPXOEHNA pekoMeHaOyeTCA NCnosb-
30BaTb nepeBoa Ha pyCCKMVI A3blK JAaHHOro MeXxayHapoaHoro crtaHpapTta. MepeBog gaHHoro MeXayHapoaHoro
cTaHgapTta Haxoautca B ®efeparnbHOM MHPOPMaALMOHHOM (DOHAE TEXHUYECKUX PErflaMeHTOB U CTaHOAPTOB.

59



roCT P UCO/MIK TO 13335-4—2007

Bubnuorpadcusa

[1] BS 7799-1:1999 Code of Practice for Information Security Management

[2] BS 7799-2:1999 Specification for Information Security Management Systems

[3] ETR 237:1996 Security Techniques Advisory Group (STAG); Baseline security standards; Features and mechanisms

[4] IT Baseline Protection Manual, lepmanus

[5] NIST Computer Security Handbook

[6] ENV 12924:1997 Medical Informatics — Security Categorisation and Protection for Healthcare Information Systems

[7] ISO/TR 13569:2005 Financial services — Information security guidelines

[8] Protection of sensitive information not covered by the Official Secrets Act — Recommendations for computer
workstations

[9] Canadian Handbook on Information Technology Security

60



rOCT P UCO/MIKTO 13335-4—2007

YK 004.056:006.354 OKC 13.110 T59
35.020

KntoyeBble cnosa: I/IHCbOpMaLI,VIOHHaFI TEXHOJ10IUA, VIHCbOpMaLI,VIOHHaFI ©e3onacHoCTb, PUCK, yrposa, yAa3BMMOCTb

61





