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MNMpeaucnosue

Llenu n npuHuunel ctaHgapTusaumm B Poccunckon ®enepauuu yctaHosneHsl degepansHbiM 3aKOHOM OT
27 pekabps 2002 r. Ne 184-d3 «O TexHU4eCKOM perynmpoBaHumny, a npaBuna NpMMeEHEHNs1 HauNOHambHbIX
ctaHgapTtoB Poccuiickon ®epepaumm — FOCT P 1.0—2004 «CtangapTtusauusa B Poccuiickon degepauuu.
OCHOBHbIE MOMNOXEHUSA»

CBepeHusa o cTaHaapTe

1 NOAIrOTOBJIEH ®epepanbHbiM rocyfapCTBEHHbIM yupexaeHnem «locyaapCTBEHHbIN Hay4HO-
nccneaoBaTernbCKU UCTblITaTeNbHbIA MHCTUTYT NPOOneM TeXHNYECKON 3alLmnTbl MHopmaumm PeagepanbHon
CNyX0bl MO TEXHUYECKOMY M 3KCMOPTHOMY KOHTposito» (Pry «THUUNWN MT3U ®CTIK Poccumn) Ha ocHoBe
CODCTBEHHOIo ayTEHTMYHOrO NepeBoa CTaHAapTa, yKa3aHHOro B NyHKTe 4

2 BHECEH TexHu4yeckum kommuteTom no ctaHgaptudaumm TK 10 «lMepcnekTuBHbIE NPOM3BOACTBEHHbIE
TEXHOMNOMMN, MEHEIKMEHT U OLIEHKa PUCKOB»

3 YTBEPXXOEH W BBEOEH B OEWNCTBUE Mpukasom denepanbHOro areHTCTBa No TEXHUYECKOMY
perynuposaHuio u metponoruv ot 19 gekabps 2006 r. Ne 317-ct

4 HacTtosiwun ctaHgapT MaeHTMdeH mexayHapogHomy otyety MCO/MBKTO 13335-5:2001 «MHdopma-
UMOHHas TexHomnorus. PekomeHaaumMm no MeHemXKMeHTy 6e30nacHOCTM WHMOPMAaUNOHHBLIX TEXHOOrMMIMA.
Yactb 5. PykoBogctBo no meHemxmeHTy 6e3onacHoctn cetu» (ISO/IEC TR 13335-5:2001 «Information
technology — Guidelines for the management of IT Security — Part 5: Management guidance on network
security»).

Mpy NpUMEeHEeHUN HacToALLEro CTaH4apTa PEKOMEHAYETCS UCMONb30BaTh BMECTO CChINOYHbIX MEXAYHa-
pPOOHbIX CTaHAAPTOB COOTBETCTBYIOLLME MM HALMOHarnbHble cTaHaapTel Poccuiickon ®enepaumm, cBeaeHns o
KOTOPbIX MPUBEAEHbI B 4ONOSTHUTENBLHOM MPUIOXeHUn A.

HanmeHoBaHuMe HacTosiwero ctaHaapTa UBMEHEHO OTHOCUTENBHO HAMMEHOBAHUS YKa3aHHOMO MeXay-
HapogHoro ctaHgapTa ans npueedexus B cootsetcTeme ¢ FTOCT P 1.5 (nyHkT 3.5)

5 BBEJEH BIMEPBbIE

UHpopmayusi 06 UBMEHEHUSIX K HacmosiweMy cmaHOapmy nybrukyemcsi 8 exe2o0HO usdasaeMom
UHGhopMayUuoOHHOM yKa3zamerne «HayuoHarnbHbie crmaHdapmhbi», @ MeKcm U3MeHeHUU U rornpasoKk — 8 exe-
MecsiYHO u3dasaeMbix UHGOPMaUUOHHBLIX yKazamensix « HauuoHanbHble cmaHdapmal». B cnyyae nepecmom-
pa (3ameHbl) unu omMeHbI Hacmosiweeo cmaHOapma coomeemcmayroulee yeedomrieHue bydem ornybriuxko-
B8aHO 8 eXeMecs]HHO u30asaeMoM UHGOPMaUUOHHOM yKazamesne «HayuoHamnbHble cmaHlapmbly.
Coomeemcmsyrowas uHpopmayus, yeedoMIeHUsT U MeKCcMbl pa3Mewjaromces makxe 8 UHghopMmayUuoHHoU
cucmeme obuwe20 rnonb3o8aHusi — Ha oguyuansHoM calime ®edepanibHO20 a2eHmcemea no MexHU4ecKkomy
peaynuposaHuro U Memposioauu 8 cemu lHmepHem
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HAUMWOHANBbHBIAN CTAHOAPT POCCUUCKONW SGEOEPALUUM

UHdopmaumoHHas TexHonorus
METOObI U CPEOCTBA OBECNEYEHUA BE3OMACHOCTU
YacTtb 5
PykoBoacTBO N0 MeHeM)KMeHTYy 6e30nacHOCTU ceTu

Information technology. Security techniques.
Part5. Management guidance on network security

Data BBeaeHna — 2007—06—01

1 ObnacTb NpuMeHeHus

HacTtoawmi ctangapT npegcrasnsieT cobon pykoBoACTBO MO ynpasreHnio 6€30nacHOCTbIO CeTMU AN
nepcoHana, OTBETCTBEHHOIO 3a 3Ty AeATENbHOCTb, U COAEPXKUT OCHOBHbIE NMOSIOXEHUS NO BbISABMEHMWIO N aHa-
nun3y akTopoB, UMEILLIMX OTHOLLEHWE K KOMMOHEHTaM 6e30MacHOCTU CBA3U. DTN haKTopbl cregyeT y4uTbl-
BaTb MpUW yCTaHOBMEHUN TpeboBaHuWI No 6e3onacHoCTn CeTw.

HacTtosawmii ctaHgapT ocHoBaH Ha nonoxeHnsax MCO/MOK 13335-4 nytem onucaHust meTona naeHTudun-
Kauum 1 aHanmsa Bblbopa KOHTPONMPYEMBbIX 30H, UMEHOLLMX OTHOLLEHWE K CETEBBIM COEQMHEHUSM, C TOUKM 3pe-
HUs1 obecneyeHns 6e3onacHoCTu.

AcnekTbl 4eTanbHOro NPOEKTUPOBAHMS U TEXHUYECKOW peanu3aumm KOHTPONMPyeMbIX 30H He BXOOAT B
obnacTb NnpUMeHeHUs HacTosALLero cTaHaapTa. Takme pekoMeHaauum NnaHMpyeTCs BKMOYMTL B pa3pabaTbiBa-
eMble MexXayHapOaHble AOKYMEHThI.

2 HopmaTuBHbI€ CCbINKU

B HacTosiLem cTaHOapTe MCNofb30BaHbl HOPMAaTMBHbLIE CChINKM Ha crieaytoLme CTaHaapThbl:

MCO/MBK TO 7498-1:1994 UHdopmMauunoHHas TexHonorus. Baanmoceaab OTKpbIThIX cucTeM. bazoas
aTanoHHasa mogenes. basosas mogens

NCO/M3K TO 7498-2:1998 Cuctembl 0b6paboTku nHpopmauun. B3anmocBasb OTKPLITbIX CUCTEM.
basoBasi aTanoHHas mogernb. Yactb 2. ApXuTeKkTypa 3aLuTbl

NCO/M3K TO 7498-3:1997 UHdopmaumoHHas TexHonorus. BaaumogencTBne OTKPbITbIX CUCTEM.
basoBasi aTanoHHasa Moaernb: NPUCBOEHNE UMEH W afpecaund

MCO/M3K TO 7498-4:1989 Cuctembl 06paboTkm uHdopmaumi. B3auMocBsi3b OTKPbITbIX CUCTEM.
BbasoBas aTanoHHas mogenb. Yactb 4. CTpykTypa ynpaBneHus

MCO/M3K 13335-1:2004 UHdbopmaumoHHast TexHonorusi. Metogbl obecneveHnss MeHemkmeHTa 6e30-
NMaCHOCTM MHPOPMALMOHHBIX U TENEKOMMYHUKALMOHHbIX TexHonormi. Yacte 1. KoHuenuum n mogenv meHea-
XMeHTa 6e30MacHOCTM MHPOPMAaLMOHHBIX M TENEKOMMYHUKaLNOHHbLIX TEXHOSOMMIA

MCO/M3K TO 13335-3:1998 MHdopmaumoHHas TexHonorms. PekomeHaaumm no MeHepkMeHTy 6e30-
NacHOCTM MHPOPMALMOHHbIX TEXHOMOrMn. Yactb 3. MeTofbl ynpaBneHus 6e3onacHoCTb0 MHGPOPMaLMOHHbIX
TEexXHonorum

NCO/M3K TO 13335-4:2000 WMHopmaumnoHHasa TexHomnorus. PekomeHgaumm no MeHeaXMeHTy 6e3o-
NMacHOCTM MH(POPMAaLIMOHHbIX TexHonorn. Yactb 4. Beibop mep 3awuThbl

NCO/M3K 13888 (sceuactn) NHdopmaLmoHHasa TexHonornda. MeTtoapl 3awuTel. CTporoe BoinonHeHme
obsa3aTenscTB

MCO/M3K TO 14516:2002 WNHpopmMaLmoHHas TexHonorms. PykoBogsiime ykasaHus no Ucrnonb3oBa-
HWIO U YNpaBMeHMWIo yCryramu OBEpPUTENbHOWN TPETbEN CTOPOHBI
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MCO/MBK TO 15947:2002 UHdpopmaunoHHasa TexHonorus. Metoapl 3awmnTbl. OCHOBHbIE MNONOXEHNS
no o6Hapy>XeHU0 NPOHUKHOBEHUSA B UHPOPMALIMOHHbIE TEXHONOrMK
CchbInku Ha apyrue AOKYMEHTbI, UMELLME OTHOLLIEHME K pacCMaTpmMBaeMoun Teme, NpueeaeHsl B 6ubnu-

orpadum [1] — [3].
3 TepMMHbI n onpepeneHuns

B HacToswwem cTtaHaapTe npumeHeHbl TepMuHbl o MCO/M3K 13335-1.

4 O603Ha4YeHMA U COKpaLLeHuUs

B HacTosLeM cTaHaapTe NpuMeHeHbl crieaytoLe 0603Ha4YeHNs U CoKpaLLeHUs:

EDI — 3NEKTPOHHbIV 0OOMEH AaHHbIMU;

IP — npoTokon NHTepHeT;

nTt — NHOpMaLMOHHAsA TEXHOMNOMUS;

MK — nepcoHanbHbIM KOMMNBIOTEP;

PIN — NUYHbBIN NOEHTUUKALMOHHBIA HOMED;
SecOPs — 3awuTHbIe onepaunoHHbIe npoLueaypbl.

5 CtpykKTtypa

HacTosawmin ctaHgapT OCHOBaH Ha CcrieayoLlem noaxoae: BHavyane npoBoAMTCS Npouece naeHTuduka-
UMM 1 aHanmsa pakTopoB, BNUSAIOLLNX HA CPeACTBA CBA3N, B LENsX yCTaHOBNEHUS TpeboBaHuii No ceTeBom
©e30nacHOCTH, 1 3aTEM ONpeaensaTCs NOTEHLMaNbHbIE KOHTPONMpPYEMbIE 30HbI. [1pyn 3TOM yKka3biBaeTcs, rae
MOXHO MCMNONb30BaTb COOTBETCTBYOLLME NONoXeHns apyrux yacten MCO/MOK 13335.

B HacTosiem ctaHgapTe NpuUBEOEHO ONMUCaHME TPEeX OCHOBHBLIX KPUTEPUEB MAEHTUMKaALMM MOTEH-
LManbHbIX KOHTPONIMPYEMbIX 30H B MOMOLLIb fMLiaM, OTBETCTBEHHbIM 3a 06ecneveHue 6e3onacHoctn UT. 3Tu
KpUTEpMM pacnos3HatoT:

1) pa3sHble TUMbl CETEBLIX COEANHEHUIA;

2) XapakTepuCTUKM pasHOM OpraHm3aLmm CeT1, COOTBETCTBYIOLLNE JOBEPUTENbHbIE OTHOLLEHMWS U

3) noTeHumanbHble BUAbI puckoB obecneveHns 5e3onacHOCTM, CBA3aHHOMO C CETEBLIMU COEANHEHNSMN
(ncnonb3oBaHWeM ycrnyr, NPeaoCTaBNSAEeMbIX YePE3 3TU COEANHEHNS).

Pe3ynbTaTbl KOMOMHMPOBAHNS 3TUX KPUTEPUEB 3aTEM UCMOSTL3YHOT A4S MHAUKALUMM NOTEHLUMANbHbIX KOH-
TponupyembIx 30H. [pUBOAMTCA Takke KpaTKoe ONMcaHne NoTeHLMarbHbIX KOHTPONMPYEMBbIX 30H C yKa3aHUEM
WCTOYHUKOB, e OHM XapakTepuaytTcsa 6onee nogpobHo.

6 Uenb

Llenb HacTosiLLero ctaHaapTa — AaTb PYKOBOACTBO AN AeHTUdMKaLMmM 1 aHanunsa akTopos, OTHOCS-
Lmxcs kK 6esonacHoCTM cpeacTB CBA3W. ITU (haKTopbl CrieayeT yuuTbiBaTb Af1st TOro, YTobbl ycTaHaBnMBaTh
TpeGoBaHus No 6e30MacHOCTY CETU U yKa3biBaTb Ha MOTEHLMabHbIE KOHTPONIMPYEMbIE 30HbI.

7 O6wee npeacraBneHue

7.1 Mpepgnocbinka

"ocynapcTBEHHbIE Y KOMMepYeCKe opraHnsaumm B 60MbLLOK CTENEHN NonaratnTcs Ha UCNoNb3oBaHWe
WHopMaLun Npu BeaeHnn ceoero busHeca. HapyLueHue Taknux xapakTepucTuk MHopMaLnm U YCryr, Kak KOH-
dmaeHUManbHOCTb, LEeNOCTHOCTb, AOCTYMNHOCTb, HEOTKa3yeMOoCTb, MOAOTYETHOCTb, ayTEHTUYHOCTb U JOCTO-
BEPHOCTb, MOXET MMeTb HebnaronpuaTHOe BO3AEeWCTBUE Ha AeroBble onepauum u BusHec opraHusaumu.
MoaTomy cyLlecTByeT HeobxoaMMoCTb B 06ecneveHmm 6e3onacHoCTM MHpopmauum 1 ynpasrneHum 6esonac-
HocTbto cucteM UT B Nnpegenax opraHn3aumu.

HeobxogmmMocTb B 06ecneyeHny 6e3onacHoCT MHopMaLumn 0COOEHHO BaXkHa B COBPEMEHHOM MHAOP-
MaLUWOHHOM NPOCTPAHCTBE, Tak Kak MHorne cucteMbl T opraHusaumii obbeguHaoTes B ceTn. CeTeBble coean-
HEHWS MOTyT HaXOA4MTbCA B rpaHMLLaX CaMoi OpraHM3aummn, Mexay pasHbiM1 OpraHn3aumnsiMm U MHOra4a Mexay
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opraHusaumen u ceTamm ooLLero nonb3oBaHus. FocyaapCTBEHHBbIE M KOMMEPYECKUE OpraHu3auumn BegyT CBOO
OesATenbHOCTb YHMBepcanbHO. Mo3ToMy opraHmsaummn 3aBUCAT OT BCEX BUAOB CBSI3WM — OT MUCMOMb3YHOLLMX
aBTOMaTM3UPOBAaHHbIE CUCTEMbI MH(POPMALMOHHOrO OBCNyXMBaHUS 00 MCMONb3YLWUX «Knaccudeckmne»
cpeactBa. Ix notpebHOCTH B ceTAX AOMKHbI ObITh YAOBNETBOPEHDI, MpY 3TOM 0becneveHmto 6e30nacHoCTm
ceTen npuaaeTcs Bce bonbluee 3HaYeHne.

PekomeHgauun no ngeHtudmkaumm n aHanmay hakTopoB, OTHOCALLUXCS K obecneyeHnto 6e3onacHoCcTn
CpencTB CBSA3W, MPUBEAEHbI B 7.2. 3Tn chakTopbl cnegyeT NpUHMMaTh BO BHUMaHWUE 4118 TOro, YTobbl ycTaHaB-
nuBaTb TpeboBaHWsi K 6€30MacHOCTM CETEN U yKa3biBaTb HA NOTEHLMANbHbIE KOHTPONMPYEMbIE 30HbI. OTW NPO-
uecchl 6bonee nogpobHO pacCMOTPEHbI B NOCHEAYOLWUX pa3genax.

7.2 Tpouecc naeHTUUKaLmm

Mpun paccMOTPeHUN CeETEBLIX COEANHEHUI BCEM OTBETCTBEHHbLIM CneuuanncTam opraHmsauum cnegyet
YeTKo NpeacTaBnATb cebe TpeboBaHUA GU3HeCa M NPenMyLLLECTBa KOHKPETHBLIX CpeacTB cBa3n. Kpome Toro,
cneumanncTbl M gpyrue nonb3oBaTenn CoeaUHEHNN 4OMKHbI ObiTb OCBEAOMIIEHBI O pUCKax obecneyeHus 6e3o0-
MacHOCTM N COOTBETCTBYIOLLMX KOHTPONMPYEMbIX 30Hax CeTeBbIX coeanHeHnn. TpeboBaHusa GusHeca n npeu-
MywiectBa B obecneyeHun 6e30NacHOCTM OKa3biBalOT BIMSHWME Ha MHOIMME peLeHus W OeNcTBus,
OCYLLIECTBIISIEMbIE B NMPOLIECCE PACCMOTPEHUS] CETEBbIX COEOUHEHMWN, BbISIBNIEHMST KOHTPOIMPYEMBIX 30H U
nocnegyoLlero Belbopa, MPOEKTUPOBAHUS, BHEAPEHUS 1 NogaepKaHs 6€30MacHOCTU C MOMOLLbIO 3aLLMTHBIX
mep. CrnegoBaternbHO, B TEYEHUE BCEro NpoLecca criefyeT NOMHUTbL 06 aTux TpeboBaHusx Gu3Heca n oxunaae-
MbIX MpenmyLlecTBax. [ns Toro, 4ToObl nAeHTUMLMpPOBaTb 3a4aHHbIEe TpeboBaHUsA 6e30MacHOCTU, UMetoLmne
OTHOLLEHWME K CETU, N KOHTPONMPYEMbIE 30HbI, HEOOXOAMMO PELLUNTL crieaytoLimne 3aaqdu:

- aHanu3 obLwmx TpeboBaHun k obecneveHno 6e30NacHOCTM CETEBbLIX COEAUHEHUI, U3OXEHHbIX B NOSN-
Tuke 6esonacHocTn T opraHmnsaumm (cm. pasgen 8);

- aHanu3 ceTeBOW CTPYKTYPbl U €e NPUMEHEHMS, KOTOPbIN UMEET OTHOLLEHWE K CETEBbIM COEANHEHUAM,
YTOObI UMETH HEOHXOOUMYHO OCHOBY AJ151 BLINMOMHEHUSA NOCAeayLWwmX 3agad (cM. pasgen 9);

- aeHTUrKauns Tuna nunm TUNoB paccMaTpMBaeMoro coegmHeHns cetu (cm. pasgen 10);

- aHanu3 XxapaKkTepUCTUK NpeanoXeHHOro 00 beaNHEHUS B ceTb (MCMOSb3ys Npyu HEO6XOAMMOCTU UMELD-
Lytocs MHopMaLno O NPUMEHEHUN CTPYKTYPbl CETU) U CBA3AHHbIE C 3TUM LOBEPUTENbHbIE OTHOLLEHMUS
(cm. pasgen 11);

- onpegeneHne B1aoB pUCcKOB 6€30MacHOCTU, ECIIN 3TO BO3MOXXHO, C MOMOLLbIO aHanM3a pyCcKOB M ynpas-
neHusa pesynbTaTaMy NpOBeAEHHOro aHanuaa, BKioyas OLEeHKN AeroBbIX onepaunii u MHopMaLmio, KOTOPYHo
npegnonaraeTcsi nepefaBaTth Yepes CoOeANHEHUS, 1 NIy ApYryro MHGOPMaLMIO, NOTEHLMANBHO OCTYMHYIO
O HECaHKLUMOHMPOBAHHOIO NOJTy4YEHUSA Yepes 3TU coeauHeHus (cM. pasgen 12);

- NaeHTUdMKaLnsa NoTEHLMaNbHO KOHTPONMPYEMBbIX 30H, KOTOPbIE MOTYT ObITb MCNOMBL30BaHbl HA OCHOBE
aHanusa Tuna(oB) COEOUHEHMST N XapaKTEPUCTUK OpraHmn3aLmmn CeTn U CBSA3aHHbIX C 3TUM OOBEPUTENbHbIX
OTHOLLEHWI, a Takke BUOOB YyCTaHOBIEHHbIX pUckoB 6e3onacHocTy (cM. pasgen 13);

- pa3paboTka AOKYMEHTALUUN U aHann3 BapMaHTOB CTPYKTYpbl obecneyeHus 6e3onacHocTn (CM. pas-
aen14);

- pacnpegenenve 3agad no getanbHoMy BbIOOpY 3aLLUUTHBLIX MEP, MPOEKTMPOBAHUIO, peanv3auun n nx
obcnyXuBaHuio, UCMONb3ysa MAEHTUDULMPOBAHHbLIE NOTEHUMANBHO KOHTPOMMPYEMbIE 30HbI U COTNacoBaHHY0
CTPYKTYypy obecneyveHns 6esonacHocTu (cM. pasgen 15).

Obwume pekomeHgaumm No naeHTUdUKauum 3awmTHblx mep cogepxatca B MICO/M3K TO 13335-4.
Hactoawwun ctangapt gononHaet MCO/M3K TO 13335-4 n npegcraBngaeT npouecc Bbibopa noaxons-
LLIMX KOHTPONMpPYEMbIX 30H C TOYKM 3peHus obecrneyeHuns 6€30nacHOCTH, CBSI3aHHOW C NOAKNHYEHUAMM K
CeTsaM CBSA3MW.

OO6wwun npouecc naeHTudrKaumm n aHanuaa akTopoB, OTHOCSLLMXCS K CpeacTBaM CBSA3W, NPeAcTaBneH
Ha pucyHke 1. PakTopbl, OTHOCALLMECS K CpeACTBaM CBS3U, criegyeT NPpUHUMAaThL BO BHUMaHue a5 Toro, YToobl
ycTaHaBnuBaTb TpeboBaHus kK obecneyeHnto 6e30nacHOCTH CETU 1 yKa3biBaTb Ha MOTEHLMaNbHbIE KOHTPOIU-
pyemble 30Hbl. Kaxapbii 3Tan aToro npouecca nogpobHO M3NOoXeH B MOCMNeAYLWMX pasgenax HacTosLWero
cTaHpgapTa.

Ha pucyHke 1 cnnoLwwHbIMY NMMHUSAMUW NPEeACTaBIEeH rMaBHbIA NyTb Npolecca. NMyHKTUPOM OTMEYeEHbI Cry-
Yaw, Koraa Buabl pucka obecnedeHms 6e30nacHOCTM MOTyT ObITb YCTaHOBIEHbI HA OCHOBE pe3yNbTaToB UX aHa-
nv3a v ynpasneHus pesynbTataMmy 3TOro aHanmsa.
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AHanua nonutuku 6eso-

nacHoct T opraHusa-
unm (pasgen 8) |

AHanms cTpykTyp ceTu

N X NpUMEHeHna
(pasgen 9) |

WpeHTudumkaums Tunos

coeauHeHus ceTn
(pasgen 10) ‘

AHanus xapakTepucTuk
opraHu3aLmm ceTv 1 [o-

BEPUTESIbHBLIE OTHOLIEHNS
(pasgen 11)
obecneveHns 6esonacHoCcTn

- -
OnpenegeHMe BWJOB pUC: 1 pesynbTaTbl MEHeKMeHTa
koB 6esonacHocTn —1 (pa3spen 12 8 UICO/MIK

O630p aHann3a puckoB

(pa3pen 12) 13335-3 1 UICO/M3K
13335-4)

Onpepenexve NoTeHLW-

anbHbIx 6e30nacHbIX 30H
(pasgen 13) ‘

[okymeHTaums n aHanuns

CTpyKkTyp Ge3onacHocTn
(pa3pen 14) |

MoaroToBka K pacnpeaene-
HWIO 3aga4y No BbIGopy
3aLLUUTHBLIX Mep
(pa3gen 15)

PucyHok 1 — lMpouecc naeHtudmnkaumm n aHanuaa akTopos, OTHOCALLMXCS K CPEACTBaM CBA3N
1 BEOyLMX K yCTaHOBMEHMo TpeboBaHWi 6e3onacHOCTH ceTn

B gonosnHeHune K rmaBHOMY MyTW NpoLecca Ha HEeKOTOPbIX 3Tanax MOXeT BO3HWUKHYTb HEO6X0ANMOCTb
BEPHYTLCA K pe3ynbTaTaM npeablayLLyX 3TanoB ANs CoXpaHeHUsl NocnefoBaTeslbHOCTU, B YaCTHOCTHU, K aTa-
nam «AHanu3a nonuTUKU opraHusaumn no GesonacHocTn UT» n «AHanmn3 CTPYKTYp CeTU U UX NPUMEHEHUIAY .
Hanpumep B cnefyowmx cutyaumsix:

- rocre ycTaHoBMeHUst pucka obecneveHuss 6esonacHoOCTM MOXeT noTpeboBaTbcs aHanu3 NONUTUKK
6e3onacHocTy UT opraHnsaumm , eCnv 4To-To He YYTEHO Ha YPOBHE MONUTUKY;

- €Cnv NpU UAEHTUDUKALUM NOTEHLMANBHBIX KOHTPONUPYEMbIX 30H HE06X0AMMO NPUHUMAaTL BO BHUMa-
HWe nonutuky 6esonacHocTv UT opraHusaumm, NoToMy YTO B HEW MOXET GblTb 3a1aHO, YTO onpeaeneHHas
6e3onacHOCTb foMMkHa GbITb peann3oBaHa no BCel OpraHvW3aLmm, HE3aBUCUMO OT PUCKOB;

- ecnv HeobxoauMo o6ecneYnTb COBMECTMMOCTL NpU BbliGope BapuaHTa CTPYKTYpbl 6e30nacHoCTM 1
npoBeAeHUs aHanM3a CTPYKTYp CETU U UX NMPUMEHEHUS.

8 AHanus Tpe6oBaHuN nonUTUKKN 6esonacHoctn UT opraHmsauum

Monutuka opraHm3aumm no 6esonacHocT UT BkntovaeT B cebs pelleHust o HeobxoanmocTu obecneve-
HUA XapaKTepUCTUK KOHDPUAEHLNANBHOCTU, LIENOCTHOCTU, HEOTKA3yeMOCTU, NOAOTYETHOCTU, ayTEHTUYHOCTU
N JOCTOBEPHOCTU Nepedayvn/npmemMa coobLeHNi, a Takke B3rnsaabl Ha TUMbl yrpo3 n TpeboBaHus 6e3onacHoc-
T, UMEIOLLME HENOCPEACTBEHHOE OTHOLLEHMWE K CETEBBIM COEAUHEHUSIM.

Hanpumep, B COOTBETCTBMM C NONUTUKOW OpraHmn3aLmm no 6esonacHoctn T cnegyeT NpuHATL pelueHve
0 TOM, YTO:

- AOCTYNHOCTb HEKOTOPbIX TUMOB NH(OPMALMW UK YCIYT SBNSIETCA NPEAMETOM PACCMOTPEHMS;

- HMKaK1e CoeMHEHNS HE pa3peLLatoTcs Yepes KOMMYTUPYEMbIE NIMHUN CBA3Y;

- BCe coeanHeHmns ¢ IHTepHeT JommkHbI BbITh Yepes nepexo MeXceTeBOoro akpaHa;

- JOIMKEH MPUMEHSTLCS KOHKPETHbIV TUM Nepexona MeXCceTeBOro aKpaHa;



rocT P NICO/M3K TO 13335-5—2006

- HMKaKMe nnaTexHble MHCTPYKLUN He ABNSATCA eNCTBUTENbHBIMM 6e3 LndpoBOI nognmncu.

Takue pelueHnsi, MHeHNs 1 TpeboBaHus, NnpuemMnemble B maclitabe opraHm3aunm, 4OMKHbI ObITb MPUHS-
Thl BO BHMMaHWE Npu onpegeneHnumn BugoB pucka obecneveHms 6esonacHoctu (CM. pasgen 12) n ngeHtudpuka-
UMM noTeHuManbHbIX KOHTPOMMpPyeMbiX 30H ANs ceTeBblX coeauHeHun (cMm. pasgen 13). MNpun Hanuumm
Kaknx-nnbo TpeboBaHum K obecneveHmto 6e30nacHOCTN OHM MOTYT BbITb NOATBEPXKAEHbBI AOKYMEHTaAMU B BUAE
npeaBapuUTENbHOro NepeyHs NoTeHUManbHbIX KOHTPONMPYEMbIX 30H WU, NPpU HEOBXOAMMOCTU, OTPaXeHbl B
BapmaHTax CTpyKTypbl obecneyeHuns 6esonacHocTy. MecTo AokyMeHTa no nonutuke 6esonacHoctn T B pam-
Kax noaxoga opraHusauum k 6esonacHoctn UT, ero cogepxxaHve M OTHOLLEHME C APYTMMW aHanormyHbIMu
AokymeHTamu npueegeHsl B UCO/MI3K TO 13335-3.

9 AHanus CTpPyKTyp ceTu u uX NnpuMMeHeHus

9.1 BBepeHue

BbinonHsAT criegyowme nocnegoBaTenbHbIe 3Tanbl NpoLecca NoaTBepXAeHNs NOTEeHUManbHbIX KOHT-
pOoNMpyeMbiX 30H, T.e. UAEHTUDULNPYIOT:

- TUNbI COEANHEHUS CETU, KOTOPbIE MNAaHUPYETCS NCNOML30BaTh;

- XapaKTepUCTUKN CETU N COOTBETCTBYIOLLNX BOBJIEYEHHbBIX JOBEPUTENBbHbBIX OTHOLLEHWN;

- BMAbl pycka obecneveHns 6e3onacHoCTy.

Cnncok noTeHumanbHbIX KOHTPONMPYEMBbIX 30H (a No34Hee COOTBETCTBYHOLLMX NPOEKTOB Ge3onacHoCTH
onpegeneHHoro coeAnHeHns) Bcerga crieflyeT CoCTaBNsATb B KOHTEKCTE CTPYKTYPbl CETH, YIKE CYLLECTBYHOLLEN
W NNaHMPYeMOWN K UCMOSb30BaHWIO, U ee MPUMEHEHNSI.

Takum obpasom, cnegyet o6CTOATENBHO U3YYNTb COOTBETCTBYHOLLYIO CTPYKTYPY CETU U €€ NPUMEHEHNE
Ons Toro, 4Tobbl 06ecneynTb HEOOXOAMMOE NOHMMAaHME U KOHTEKCT NOCHeAyLLuX 3Tanos npowecca.

Mpu BbISCHEHUM 3TUX aCMEKTOB, MO BO3MOXHOCTW, HA PpaHHEW CTagMmn NPoLecc MaeHTUdUKaLMN COOTBET-
CTBYHOLLMX KpUTEPUEB ONpeaeneHnst TpeboBaHmm k obecrnedeHmnto 6e30nacHOCTH, BbISIBIEHUS MOTEHLMANBHbIX
KOHTPONMPYEMBbIX 30H U YTOYHEHUS Be30nacHoOM CTPYKTYpbl CTAHOBUTCA Gonee adhekTnBHbIM. Pe3ynbTtaTtom
aToro npouecca 6yaet Belbop Hanbonee BbIMOMHUMOrO peLleHuns no obecnedeHmto 6esonacHocTu (cM. 9.2 n
9.5).

B T0 e BpeMsi pacCMOTpPEHUE CTPYKTYPHbIX aCNEKTOB CETU U UX NMPUMEHEHUE Ha paHHen cTagun npeno-
CTaBNSET BO3MOXHOCTb s aHanu3a v BO3MOXXHOIo NnepecMoTpa 3TUX CTPYKTYP, ECNN NpUeMIieMoe peLleHne
obecneyveHust 6e30NacHOCTN HE MOXET ObITb pearnbHO BLINOMHEHO B NpeAenax UMeLLENCs CTPYKTYpbl CETU.

B npouecce NpuHATMS peLleHns o CTPYKTypax CeTu 1 UX MpUMeHeHnr Heobxoaumo paccMmaTpuBaTh pas-
Hble UX acneKTbl, B TOM YNCe:

- TUNbI CETH;

- NIPOTOKOSbI CETY;

- MPUMEHEHNE CEeTW.

HekoTopble BONpOCk! A8 aHanm3a 3Tux acnekToB paccMoTpeHbl B 9.2 1 9.4, aopyrne — B 9.5.

OO0uee pyKoBOACTBO MO CTPYKTYpaM CETU M NX NPUMEHEHUI0 — B cTaHgapTax cepun MCO/MIKTO 7498.

9.2 Tunbicetn

B 3aBMcMMOCTM OT Nnowaamn passepTbiBaHWS CETU NOAPA3LENSA0T Ha CrieayoLwmne TUMbI:

- NoKarbHble (BblMUCTTMTESNBbHbIE), UCNONb3YEMble AN MECTHOIO COEAMHEHNSI CUCTEM;

- permoHarnbeHbl€ (BbIYUCNNTENBHBIE), UCMONb3yeMble A5t COeAMHEHNS CUCTEM B Npeaenax PermoHa;

- rnobarnkbHble, UCNonb3yeMble AN COeANHEHUS cucTeM B 6onee LUMpoKknx maclutabax, Yem permoHarns-
Hble, BMOTb 40 rnobarnbHbIX.

9.3 MpoTokonbl cetTn

Pa3sHble NpoTOKOMbI UMEIOT CBOM XapaKTepuCcTMKn obecnedeHmns 6e3onacHocTu u TpebytoT cneumnanbHo-
ro pacCMOTPEHUS, Hanpumep:

- MPOTOKOSbI KOMMEKTUBHOIO MOMb30BaHWUSA CPeaon MCMONb3yoTCS MaBHbIM 06pa3oM B JOKasbHbIX
ceTsx (MHorga B maclwtabe permoHa) n obecnevmBatoT MEXaHNU3MbI PErynMpoBaHUst KONNEKTUBHOIO UCMOSb30-
BaHUsA cpeabl Mexay cuctemamu. MNpu KONnekTMBHOM MCMONb30BaHUK cpeabl BCs MHopMauus pmsnyeckm
OOCTYMHa C MOMOLLbO BCEX NOACOEANHEHHbBIX CUCTEM;

- MapLUPyTHbIE MPOTOKOIbI MCMONb3YOTCH A8 onpeAeneHns nyTy Yepes y3nbl, N0 KOTOpbIM Hopma-
LMsi pacrnpoCTpaHseTcs B npeaenax fokanbHbIX M permoHarbHblx ceTen. MIHdopmaunst dhmandeckn 4OCTynHa
0151 BCEX CUCTEM BAOSb MapLLpYTa, KOTOPbIA MOXET ObITh Cry4YaHO Uy NpegHaMepeHHO U3MEHEH.

MpoTokosbl MOryT ObITb MPMMEHEHBI Ha Pa3HbIX CETEBbLIX TOMOOMUSX, HAaNPMMEP B BUAE LWMHbI, KOnbLa
unu 3se3apl, C peanuaaunen Yepe3 6ecnpoBoaHbIE UK OpYyrue cpeacTBa CBSA3W, KOTOpPblE MOTYT OKasblBaTb
OOMOSTHUTENBHOE BrMsiHNE Ha obecneyeHne 6e30nacHoOCTU.



rocT P MICO/M3K TO 13335-5—2006

9.4 CeTteBble NPUNOXEHUA

Tvn NpUNOXeHWUIA, UCMNOMb3yeMbIX B CETU, HEOGX0ANMO paccMaTpMBaTh B KOHTEKCTe obecneveHus 6e3o-
MacHOCTW, M TUMbl MOTYT BKIOYaTb B ce0S:

- NPUSOXEHMEe Ha OCHOBE AMYNALMM TEPMUHANA;

- NPUSIOXEHNEe Ha OCHOBE 3aNOMMUHAKLLErO YCTPOMCTBA (MPSIMOro NPUMEHEHUS UMW NPOrpamMMbl NAaHN-
pOBLLMKA);

- CepBEpPHbIE MPUIOXKEHUSI KITNEHTA.

9.5 [lononHutenbHoe coobpaxeHue

Mpw aHanM3e CTPYKTYpbl CETU 1 €€ NPUMEHEHUS CEAYET PaCCMOTPETL CYLLECTBYHOLLME CETEBbIE BXOASH-
LLME UK UCXOAsLLME COeAUHEHUS B Npeaenax opraHnsauum, a Takke ceTb, C KOTOPOW NpeanaraeTcs coeguHe-
Hue. CyliecTByOLWME COEANHEHNS OPraHN3aLumM MOTyT OrpaHNYMBaTh MW HE AONYCKaTb HOBbIE COEANHEHMS,
HanpvMep No yCnoBMsIM COrnaLleHWIn U KOHTPaKTOB. MpucyTCTBME APYrnX BXOASLLMX UMM UCXOASILLMX COeau-
HEHWIA CeTU, KKOTOPOW TpebyeTcs coeaNHEHNE, MOXET BHECTU JOMONHUTENBHYIO YSI3BMMOCTL U, ClieAoBaTe b-
HOo, co3daTb pucku Ooree BbLICOKOTO YpOBHS, noTpeboBaB 6Gonee BbicOkoW GesonacHOCTU W/uUnu
OONONHUTENbBHBIX 3aLWUTHBIX MEp.

10 UpeHTUdMKauma TMNOB ceTeBOro coeanHeHUs

CyLuecTByeT MHOro 0OAHOPOAHbLIX TUMOB CETEBOr0 COEANHEHUS, KOTOPbIE MOXET UCNONb30BaTh OpraHu-
3auus. Hekotopsble TUMNbl COeAMHEHUIA MOTYT BbIThb OCYLLECTBMNEHbI Yepes YacTHbIE CETU (JOCTYN OrpaHuyeH o
N3BECTHOro coobLLecTBa), Apyrne — yepes ceTb 0bLLero nonbL30BaHWs (4OCTYN NOTEHUManbHO pa3peLleH Ans
nto6on opraHM3aLmMm Unm KOHKpEeTHOro nuua). [lanee aTm TMnbl CETEBOro COEANHEHMNSI MOTYT ObITb UCMONBL30Ba-
Hbl ANS NpegocTaBrneHns pa3HoobpasHbIX YCNyr, HanpuMep ANeKTPOHHOM NoYTkl unu EDI, n ana npumeHeHns
cpeacTs ceTent MHTepHeT, HTpaHeT nnu SKCTpaHeT, Kaxaas nu3 KOoTopbiX MOXeT noTpeboBaTb OTAENbHOro
paccmoTpeHmns 6esonacHocTn. Kaxabin n3 TMNOB COeAMHEHUI MOXET MMETb pa3Hble YyS3BMMOCTY U, CreaoBa-
TenbHO, COOTBETCTBYHOLLME pUCKM Be30MacHOCTH, KOTopble, B KOHEYHOM cyeTe, NoTpebyloT pa3Horo Habopa
3aLUUTHBIX Mep.

MyTb pacnpeneneHns nNo KaTeropnsiM 0A4HOPOAHbLIX TUMOB CETEBOrO COeAMHEHWS, KOTOPOE MOXET NOoTpe-
6oBaTbCcsa AN 6usHeca, Cc onMcaHueM npyuMepa, NoKa3aHHOro ANS KaXaoro Tuna, npeAcTasneH B Tabnvue 1.

Mpw JOMKHOM yyeTe ceTeBbIX CTPYKTYP U UX MpUMeHeHus (cM. pasaen 9) cneayeT BbibpaTb 0AWH unu
Honee TMNOB, NPeACTaBneHHbIX B Tabnuvue 1 1 noaxoaswmx Ans paccMaTprBaeMbliX CETEBbIX COEANHEHUI.

CnepyeT 3amMeTUTb, YTO OAHOPOAHbBIE TUMbl CETEBOIO COeANHEHNS, U3NOXEHHbIE B HACTOSALWEM CTaHAap-
Te, MoryT BbITb OpraHn3oBaHbl 1 pacnpegerneHbl Mo KaTeropusam NPeNMyLLLECTBEHHO C TOYKU 3pEHMS Nepcrek-
TMB Bn3Heca, a He TEXHNYECKUX cpeacTB. ITO O3HAYaeT, YTO ABa pasHbIX TUMa CEeTEeBOro CoegUHEHNs MoryT
ObITb MHOrA4a peann3oBaHbl aHaNOrMYHbIMU TEXHUYECKUMY CPEACTBaMU, N B OOHUX CryYasx 3aluMTHbIE Mepbl
MOTyT BbITb Kak OANMHaKOBbLIMU, TaK U (B APYrUX Cry4vasx) pasHbIMU.

Tabnwunya 1— Tunbl ceTeBoro coegnHeHns

Homep
Tun ceTeBoro coegmMHeHus Mpumep

nyHKTa

10.1 CoeavHenve B npegenax opHowm B3anmHasa cBsi3b Mexay pasHbIMW YacTAMW OAHON U TOW Xe
KOHTPONUPYyeMOW TeppuTopuM Opra- | opraHusauuu B npegenax oOOHOW W TOW >Xe KOHTponupyemom
HU3aumm TeppuTopun, T.e. OAMHOYHOE KOHTpONupyemoe 34aHue unu no-

MelleHue

10.2 CoegunHeHne Mexay pasHbiMU B3aumHaa cBA3b Mexgy pervoHanbHbiMu odwmcamu (n/unm
TeppuTOpuansHO YyAaneHHbIMU Yac- | perMoHarnbHbIX 0PMCOB C MECTOM PACNONOXEHMS FONIOBHOrO oduca
TSAMUW OOHOW M TOW e opraHu3auum komnaHun). B aTom Tune coeamHeHusi GOMbLUMHCTBO MOMb30-

BaTenen (ecnu He BCE) MMEIOT BO3MOXHOCTb MOAKIOYEHUS K
cuctemam WUT, pocTtynHbiM 4Yepe3 ceTb. OgHako He Bce NOfb-
30BaTenu B Npegenax opraHM3aumm HageneHbl NoSIHOMOYMSAMUY AN
JoCTyna KO BCEM MPUMOXEHUAM MU MHdopMaummn (T.e. Kaxpoe
NOAKIYEeHNe NoNb3oBaTenNsa OCyLEeCTBMASIETCA B COOTBETCTBUM C
npeaocTaBneHHbIMU NPUBUIETUSIMU).

OpuH gocTyn M3 Opyron 4acTu OopraHmsauny MOXET CIYXUTb
AN ANCTaHLMOHHOIO TEXHUYECKOro obcnyxmBaHus
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Howmep
Tun ceTeBoro coeanHeHUs Mpumep
NyHKTa
10.3 CoeavHeHnst mexay y3nom CBsA3n Mcnonb3oBaHne paboTHUMKaMM  MOOWUIMBHBLIX  TEPMUHANoB
opraHusauum u nepcoHanom, pabo- | oGMeHa faHHbIMK (HanpyMep NPoAaBLOM, NPOBEPSIOLLNM Hannyne
TaloWwUM B MecTax, yOaneHHblX OT | 3amaca OT Nokynartens) unm yctaHoBrneHne paboTHUKaMWU OUCTaH-
opraHvsaumm LIMOHHBIX JIMHUA CBA3W C BbIYMCIUTENBHON CUCTEMON OpraHn3aumm
M3 goma uMnuM Apyroro yaarieHHoro MecTa, He CBSI3aHHOro 4yepes
ceTb 3TOM oOpraHus3auun. B aToM TuNe ceTeBOro CcCoeauHeHus
nonb3oBaTesib MMeET NOSTHOMOYMSI UCMOJSIb30BATb CBOK NTOKANbHYH
cuctemy
104 CoegunHeHns Mexay pasHbiMu CBA3b mMexay AByMs unv 60MbWMM YMCIIOM OpraHv3auvin B
opraHuMsauusMm B rpaHuuax 3akpbl- | criyyae, ecnu cyliectsyeT NoTpebHOCTb GusHeca cnocobcTBoBaThL
Toro coobuiecTBa, Hanpumep MO | ANEKTPOHHbIM TpaH3aKUUsiM (HaNpUMep 3NEKTPOHHLIN NepeBof,
NPUYMHE KOHTPAKTHbIX WIM Opyrux | nnartexen B 6aHKOBCKOW cdepe AeATenbHOCTM). JToT TMn coeau-
3aKOHHbIX 00643bIBaAOWNX CUTyaUUA | HEHMS aHanoruyeH Tuny no nyHkTy 10.2, 3a UCKNYeHneM Toro, 4To
Unn nHTepecoB busHeca (baHKOBCKMX | coeauHsieMble y3nbl CBA3W MpuvHagnexaTr AByMm unu  6Gonee
onepauumn unmn CTpaxoBaHus) opraHuMsauusiM, U CoeiHeHns1 He NpefHasHayeHbl obecneunBaTb
OOCTyn KO BCEMY MNakeTy MNPUMOXEHUN, UCMOMNb3yeMbIX KaXaoun
y4yacTByIOLLEN opraHnsaumen
10.5 CoeaviHeHnss ¢ gpyrumm  opra- CnenyeT nmeTb yaaneHHble 0a3bl AaHHbIX, NOAAEPKUBaAEMbIE
HU3aUUaIMU OpyrMMn opraHmsaumsaMmn (Hanpumep 4vepes npenocTaBnsieMble
ycnyrn). B aTom Tune ceTeBOro cCoeauMHEHUs! BHELLHSAS OpraHu-
3aums, K MHopmauum KOTOpPOW paspeluaeTcs [OCTyn, 3apaHee
HagenseT WHAMBUAYarnbHbIMW MOMHOMOYMSIMU BCEX MNONb30Ba-
Tenen, B TOM YMCIe U3 CoeanHsIIoLWMX opraHmn3auun. OgHako, XoTs
BCe MNonb3oBaTeNun 3apaHee HagensanTcs TakKMMU MOTHOMOYMAMMU,
HET BO3MOXHOCTM MNPOBEPKM MNOTEHUManbHbIX MONb30BaTenen
MHa4Yye 4eM 4epe3 KX CMoCcOBGHOCTb NNaTuTb 3a MpeanaraemMble
ycnyru.
Cnegyet MMeTb Takke OOCTYN K MPUIOXEHWsIM B CUCTEMax
opraHusauum, XxpaHsien nnm obpabaTbiBatoLLEen TEXHONOMMYECKYHO
MHpopMauuio, KoTopas MOXeT ObiTb npegocTaBrieHa MNosb-
30BaTensM U3 BHELLHUX OpraHmn3aumn. B Takmx ycrnoBusix BHELLHWE
nonb3oBaTtenu 6binv 6bl U3BECTHBI U YNOMTHOMOYEHDI
10.6 CoeavHeHne ¢ 0gHOPOAHLIMU 06- Monb3oBaTenu 1 opraHM3auum MOryT MHULMMPOBATL AOCTYN K

nactsMu o6Lero nonb3oBaHus

obwum 6Gaszam AaHHbIX, BeG-cavTaM W/MNu 3NeKTPOHHOW MouTe
(4epe3 WHTepHeT) B cnydvae, ecnu 3TO Jenaetcs C LEnbo
nony4yeHus Unu nepegayn nHopmaumm Mexagy aboHeHTaMu unu
y3namu CBSI3U, KOTOpble OpraHu3auus crneuuarnbHO 3apaHee He
Hagenuna nofiHoMoYnsiMn. B 3aToM Tune coeauHeHWs Mnorb3o-
BaTENM OpraHn3auumn Mornu Obl MCNONBb30BaTb YNOMSHYThIE BbILLE
cpeacTBa Ansl OpraHU3auMOHHbIX (BO3MOXHO [JaXe YacTHbIX)
Luernen, odHaKo oOpraHu3auuMs B TakOM cryvyae KOHTponupyeT
He3HaunTenbHbIN 06bEM NepegaBaeMon nHgopmaumu.

JocTyn MoXeT ObITb UHULMMPOBAH BHELUHMMY MOSb30BaTENSAMU
cpencTB opraHusauun (Yepes UHTepHeT). B atom Tune ceteBoro
COEAVHEHNsT OpraHMsauMs He MOXeT MepCoHaNbHO CaHKUMO-
HUpOBaTb [AOCTYN [ANfS1 KOHKPETHbIX BHELIHUX MoNb3oBaTenen
3apaHee

11 AHanun3 xapakTepuCTUK CETU U CBA3AaHHbIX C HUMU
AoBepUTENibHbIX OTHOLUEHUN

11.1 XapakrtepucTuku cetu

XapaKTepuUCTUKM CyLLLECTBYHOLLNX UK NNAHNPYEMbIX CeTel cneayeT perynspHo nepecmatpueath. Oco-
OEHHO Ba)XHO BbISICHUTb:

- ABNSIETCS NM CeTb CeTbHo 06LLEro NoNb30BaHUS 1 AOCTYMNHA NK s Ntoboro aboHeHTa;

- YacTHasi I 3TO CeTb, COCTOSALLAs N3 COOCTBEHHbIX NN apeHA0BaHHLIX JIMHWIA CBA3M 1 NOSTOMY CHUTalO-
Lasics bonee 3alLUuLLLEHHONM MO CPAaBHEHUIO C CETbHO 0OLLIErO NONb30BaHMS.
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BaxHO Takke 3HaTb TN AaHHbIX, TPAHCMOPTUPYEMBIX CETLIO, HAanpumep:

- ceTb Nepefayn AaHHbIX, NpeAHa3HavYeHHas rnaBHbIM 06pa3om Ans obMeHa AaHHbIMY C UCMONb30BaHN-
€M COOTBETCTBYIOLLMX MPOTOKOJOB;

- ceTb AN peyeBbiX COOOLEeHUA, NpegHasHavyeHHasa Ans TenedoHHON CBSA3U, HO Takke UCnonb3yemas
AN nepegayn AaHHbIX;

- ceTb, 0b6ecneyrBaloLLan TenedOoHHy CBA3b 1 Nepeaavy AaHHbIX.

LlenecoobpasHa Takke MHopmMaums 0 TOM, ABNAETCA NN CeTb KOMMYyTUpyemon nnu obecneumsaeT
CBSA3b C KOMMYTaLMNEN NaKeTOB COOOLLEHWIA.

CnepyeT Takke onpeaenuTb, ABNAETCS M COeAMHEHNE NOCTOAHHBLIM UKW YyCTaHaBnMBaeTCs No noTpet-
HOCTW.

11.2 [oBepuTenbHble OTHOWEHUA

lMockonbKy XapakTepUCTUKM CYLLLECTBYHOLLMX UNWN NPEANOXEHHbIX CETEN YXKe MAEHTUMULMPOBaHLI U, Kak
MWHUMYM, YCTaHOBMEHO, ABNAETCH N ceTb obLien nnm yactHon (11.1), To HeO6XO0AMMO MAEHTUMULMPOBATL
CBS13aHHbIE C HUMW JOBEPUTENbHbIE OTHOLLEHUS.

Bo-nepBbix, He0bx0AMMO naeHTUMUMPOBaTL OBEPUTENBHYIO cpeay(bl), CBA3aHHYO(ble) C CeTEBbIM
coeavHeHVieM C NOMOLLbIO MPOCTOM MaTpuLbl, NPeACcTaBneHHoN B Tabnuue 2.

Tabnunua 2— XapakTepucTnki goBepuTensHon cpeabl

[JoeepuTenbHas cpena XapakTepucTuka
Hwuskas CeTb C HEM3BECTHbLIM COOOLLIECTBOM MOMb30BaTeNemn
CpegHss CeTb C M3BECTHbIM COOOLLECTBOM MONb30BATENEN U B Npedenax 3aMKHYTOro AeroBoro

Kpyra (bonee ogHow opraHusaumm)

Bbicokasd CeTb C HEM3BECTHbIM COOOLLIECTBOM MOMb30BaTENEN TONBKO B npegenax opraHnsaunn

Bo-BTOpbIX, TEKYLLaa goBepuTenbHas cpefa (HU3Kas, cpefHssi, BbiICOKas) A0MKHa OTHOCUTLCS K puMe-
HUMOW XapaKTepucTunke ceTu (0BLLEN NN YaCTHOM) U TUMNY UCMONb3yeMoro coeguHeHmns ceten (cm. 10.1—10.6)
ANSA yCTaHOBIEHNS AOBEPUTENbHBIX OTHOLLEHUA. ITO MOXET BbITb cAenaHo C NOMOLLbIO MaTpyLbl, NpeacTaB-
neHHon B Tabnuue 3.

Tabnunua 3 — NoeHTMduKaumsa ooBEpPUTENbHBIX OTHOLLEHWIN

[oBepuTenbHas cpeaa
Tun coenmHeHus ceTu (cMm. pasgen 10)
Hu3skas CpeaHss Bbicokas
CeTb 06LLero nonb3oBaHus 10,6 10,4 10,2
10,5 10,3
YacTHas ceTb 10,4 10,4 10,1
10,5 10,5 10,2
10,3

OnpepeneHne kKaTeropmm s Kaxxaoro JOBEPUTENbHOIo OTHOLEHUA — no Tabnuue 3. Bce BO3MOXHbIe
KaTeropuv npegcTtasneHsbl B Tabnuue 4.

Tabnunua 4 — Kateropum goBepuTenbHbIX OTHOLLEHUI

KaTteropns 4oBepuTEnbHOrO OTHOLLEHUS Xapaktepuctuka
Huskas/obwas Huskoe goBepure n ncnonb3oBaHme obLuel cetu
CpegaHsas/obwasa CpegaHee noBepue 1 Ucnonb3oBaHme obLen cetn
Bbicokasi/obwas Bbicokoe goBepwue 1 UCNoNb30BaHUE YacTHOM CETU
Huakas/qacTtHas Huskoe goBepre n ncnonb3oBaHWE YacTHOM CETU
CpegHsisi/yacTHas CpeaHee ooBepue 1 UCMONb30BaHME YacTHON ceTu
Bbicokasi/yacTHas Bbicokoe goBepwue 1 UCnonb3oBaHUE YacTHOW CETU
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OTnobpallenns byayT cnonb3oBaHbl B pasaerne 12 HacTosALWwero ctangapTta Ans noaTBEPXKAeHNSI BUAOB
pucka 6e3onacHocTu 1 onpeaeneHnsi NoTeHUManbHbIX KOHTPONMPYEMbIX 30H.

OTn 3agayum MOXHO pelwnTb (NpU HEOBXOANMOCTM) C MOMOLLIBI MHGOPMaLMK, UMEIOLLLENCS B CETEBbIX
CTPYKTYpax 1 X npuMeHeHunn (cm. pasgen 9).

12 OnpepeneHne BUAOB pucKa 6e3onacHocTuU

PaboTa 6onblUMHCTBA OpraHM3aL i B HACTOSILLIEE BPEMS 3aBUCUT OT UCMONb3oBaHMs cuctem UT nceten,
noaaepK1MBaroLLnX UX geroBble onepauunmn. bonee Toro, BoO MHOMMX Criyvasix CyLLeCTBYeT KOHKPEeTHOe TpeboBa-
Hue GnaHeca No UCMOoNb30BAHNIO CETEBLIX COEANHEHUIA MeXay cuctemamm VT B MeCTe pacnosioXXeHWs Kaxxaom
opraHusauumn u gpyrmx Mectax BHyTpY U 3a npegenamu opranvsauun. lNpy nogcoeanHeHun K Apyron cetu
GonbLUOe BHUMaHWE CriefyeT YAenaTh 3almTe COeANHAIOLLEN OpraHn3aumm oT BO3HUKHOBEHWUS LONOMNHUTESb-
HbIX pUCKOB. BO3HMKHOBEHME PUCKOB BO3MOXXHO B pe3ynbTaTe, Hanpumep, COOCTBEHHOIO COEANHEHUS OpraHn-
3aUUn NN COeANHEHWUI Ha APYrOM KOHLIE CETU.

B TO Bpems kak ceTeBble COEANHEHUS ABMSOTCSA BaXKHbIMU M0 AEMN0BbIM COOBpaxeHnam, Heobxoanmo
NPU3HaTb, YTO UX UCMNOSIb30BAHNE MOXET BHOCUTb AOMNOSTHUTENbHbIE PUCKM 6E€30NacHOCTU, HEKOTOPbIE U3
KOTOPbIX, BO3MOXHO, CBsi3aHbl C HEOOXOAUMOCTLIO CTPOroro cobniaeHnss COOTBETCTBYHOLLMX 3aKOHOB U
nocTaHOBMEHNA. Buabl pucKoB, ykazaHHbIE B HACTOSILLEM pa3ferne, OTpaXKakT 03ab04eHHOCTH, CBA3aHHbIE C
obecneyeHnem 6e3onacHoOCTU. K HUM OTHOCAT HECAHKUMOHNUPOBAHHbIN AOCTYN K MHOpMaLuumK, nepegayn
0e3 paspelleHns, BHegpeHMe 3[IOHaMEPEHHOro Koga, 0Tka3 NOATBEPXKAEHUSI UCTOUYHMKA U NMOOKITIYEHUS K
ycnyram. Taknm obpasom, Buabl pucka 6e3o0nacHOCTU, C KOTOPbIMU MOXET BCTPETUTLCS OpraHu3aums, Ka-
catoTcs:

- KoHdMAaeHUManbHOCTU MHOOPMaLIUK;

- LenocTHOCTU nHopMaLmu;

- JOCTYMHOCTW MHbOpMaLUn 1 yCnyT;

- OTKa3a OT NoATBEPXKAEHMUS 00A3aTENLCTB;

- NO4OTYETHOCTU TPaH3aKUNNA;

- JOCTOBEPHOCTU MHpOPMALMMK;

- HaAEeXHOCTN NHAhopMaLUW.

He Bce BuAbl pycka 6e30nacHOCTU MPMMEHUMBI K II06OMY NOMeLLeHUIo Unu ntobon opranHnsaummn. OgHa-
KO COOTBETCTBYIOLLME BUAbLI pUcka 6e30nacHOCTM HEOOX04MMO BbISIBNATL A5 ONpeaeneHns NoTeHunanbHbIxX
KOHTPONMPYEMBbIX 30H (M, B KOHEYHOM UTOre, ANsi Bblbopa, NPOEKTUPOBAHNS, peannsaummn 1 nogaepKaHms
3alUTHBIX Mep).

CnepyeT cobupatb 1 aHanu3anpoBaTb MHGOPMaLMIO MO UMNINKaLMAM (BOBMEYEHWIO) B AernoBble onepa-
U1K, MMetoLLMe OTHOLLEHNE K YKa3aHHbIM Bbille BUaaM pucka 6e3onacHocTy (kenatesnbHO no pesynbrartam
aHarnusa p1CcKOB 1 ynpasreHns pesynbTatamn NpoBeAEHHOro aHanuaa). lNMpu 3ToM pacCMOTPEHMIO NoanexaT
KOH(OMAEHUMANBHOCTb MU BAXXHOCTb MHbopMaLumn (BO3MOXHOE BpeaHOEe BNUsSIHNE Ha GBU3HEC) 1 COOTBETCT-
BYIOLLIME NOTEHLManbHbIE Yrpo3bl 1 ya3BUMOCTU. B cnyyae 6Gonee 3Ha4MmMoro BpeAHOro BNSHWS Ha 4eNoBble
orepawum opraHusauum crieqyeTt oopaTuTbCs K MaTpule BUOOB pucka, NpeactaBneHHon B Tabnuue 5.

HeobxogmMMo obpaTuTb BHMMaHWE Ha TO, YTO MpWU 3aBepLUeHnM 3TOW 3adadu cnegyeT UCnonb3oBaTb
pe3ynbTaTbl aHann3a pucka 6e3onacHOCTM 1 yrpaeBrneHve pesynbTataMmy 3TOro aHanvaa, NpoBEAEHHOTO B
OTHOLUEHUN COeaUHEHUA(N) ceTn. ATK pesynbTaTbl NO3BONAT ONpPeaennTb YPOBEHb AeTanu3aluu aHanuaa
NpoBeAEeHHOro ynpaBneHns U COCPeaoTOUUTb BHUMaHWE Ha NoTeHUMansHo BpegHOM BIUSIHUM, OKa3biBaeMOM
Ha BU13HeC B CBA3U C NepeyncrneHHbIMY BblLLEe BUAamMu pucka, a Takke C Tunamm yrpos, ysi3BUMOCTSIMU U, Crefo-
BaTerNbHO, pUCKaMu AN eaTeNbHOCTU OpraHn3aunm.

Cchbinkn Ha goBepuTenbHblE OTHOLWEHMS No pasgeny 11 ykasbiBaloT B noA3arofioBkax k Tabnuvue 5, a
NnpuUYMHsIEMblE BO34ENCTBUS — B JIEBON YacTU TabnmUbl.

B Toukax nepeceveHust ykasbIBatOT CCbIIKM HA NOTEHUMArNbHbIE KOHTPONMPYEMbIE 30HbI, KOTOPLIE Aanee
paccmaTpuBatloTcd B pasgene 13.

Cnepnyet 3ameTuTb, 4TO B Tabnuue 5 nokasaHo, Kak ¢ yBenMyeHneM 4oBepus Nofnb30BaTenNs ysenuymea-
eTcs HeobX0aMMOCTb B 3aLLMUTHBIX Mepax. [ns 3Toro CyLecTBYIOT ABE NPUYMHDI.

MepBas — nmeeTcs pag 3aWUTHBIX Mep, onmcaHne koTopbix npueegeHo B UCO/M3K 13335-4 (n noaTo-
My 30eCb He NOBTOPAETCS ). TN Mephbl criegyeT BeibmpaTth Anis obecneyeHns 6e3onacHOCT BeQyLmux cpeacTs

9
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UT, B TOM Yncne naeHTndmkaumm n ayTeHTmdrkaumm n norndeckoro KOHTponsa goctyna. KoHdurypaums paspe-
LeHU (MpMBUNErMi) B CUTYaUMAX HUXHEro YPOBHS AOBEpUSA AOIMKHa obecnevmBaTtb AOCTYN TOMBKO K pecyp-
caM, KOTOpble COrnacylTcs C JOBEpUTENbHON MoAenbio U NoTpebHocTaMM nnaHupyemoro goctyna. B
CUTyaLmMsaX HU3KOro JOBepUs cTeneHb naeHTudmrkaumm n ayteHTndmkaumm, Normyecknii KOHTPosbs JocTyna u
3awmTHble mepbl (cM. MCO/M3K 13335-4) gomkHbl BbITh Bbille, YeM B CUTyaUMaX BbICOKOro gosepus. MNpu
HEBO3MOXXHOCTM NOAOBHBIX AEeNCTBUIA AOIMKHBI ObITh BHEAPEHbI AONOMHUTENbHbIE 3aLUMTHBIE MepbI.

BTopas — nonb3ytolmnecs goseprem nonb3osaTenn 06bI4HO NonyyaT 4OCTYN K 6onee BaXXHON/KpUTK-
Yeckon nHdopmMaLmm n/mnm yHKLMOHaNbHOCTU. ATO MOXET 03Ha4YaTb NOTPEBHOCTb B AONOMHUTENBLHON 3aLLu-
Te B KaYeCTBe NMPU3HaHWSA LEHHOCTM PECYPCOB 4OCTYNA, HO HE B KaYeCTBe A0BEPUS K MONb30BaTENSM.

Tabnunuya 5— Manmu,a BMOOB pUCKa 6e30nacHOCTY 1 CChINOK Ha HOMepa NyHKTOB, ONUCbIBalOWKMX NOTEHUMalbHbIe
3allUTHbIE 30HbI

Cchbliflka Ha oBEpPUTENBHOE OTHOLLEHME
Tun pucka
Huakas/ CpepHsis/ Bbicokas/ Huskas/ CpepHsis/ Bbicokas/
obuwasn obwas obwas yacTHasi yacTtHas yacTHas
PackpbiTne 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
KOH(UAEHUMANBHOCTH 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.24 13.2.5 13.2.4 13.24 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.3.3 13.3.5
13.8 13.34 13.34 13.4 13.34 13.4
13.9 13.4 13.3.5 13.5 13.4 13.7
13.12 13.5 134 13.7 13.7 13.9
13.7 13.5 13.8 13.8
13.8 13.7 13.9 13.9
13.9 13.8 13.12 13.12
13.12 13.9
13.12
HapyweHue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
LieNoCTHOCTH 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.24 13.2.5 13.2.4 13.24 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.3.3 13.3.5
13.7 13.3.4 13.34 13.4 13.3.4 134
13.8 13.4 13.3.5 13.5 13.4 13.6
13.10 13.5 13.4 13.6 13.6 13.7
13.12 13.6 13.5 13.7 13.7 13.10
13.7 13.6 13.8 13.8
13.8 13.7 13.10 13.10
13.10 13.8 13.12 13.12
13.12 13.10
13.12
[MoTepsi roToBHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
(ooctynHocTN) 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.2.6 13.24 13.2.5 13.2.4 13.24 13.2.5
13.4 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.34 13.3.5
13.7 13.34 13.34 13.4 13.4 13.4
13.8 13.4 13.3.5 13.5 13.6 13.6
13.13 13.5 134 13.6 13.7 13.7
13.6 13.5 13.7 13.8 13.12
13.7 13.6 13.8 13.12 13.13
13.8 13.7 13.12 13.13
13.13 13.8 13.13
13.13

10
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OkoHYyaHue mabnuubi 5

Cchblinka Ha AoBepUTENIbHOE OTHOLLEHWE
Tun pucka Huskasi/ CpepHsisi/ Bbicokas/ Huskasi/ CpepHsis/ Bbicokas/
obwasn obLwas obLwas YyacTHasi yacTHas YyacTHasi
MoTepst cnocobHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
nogTeepxaatb 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
nepepadvy/npvem B ceTu 13.2.6 13.2.4 13.2.5 13.2.4 13.2.4 13.2.5
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.3.4 13.3.3
13.11 13.3.4 13.3.4 13.4 134 13.34
13.13 134 13.3.5 13.5 13.7 13.3.5
13.5 13.4 13.7 13.11 134
13.7 13.5 13.11 13.13 13.7
13.11 13.7 13.13 13.13
13.13 13.13
MoTeps 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
NnoAoTYETHOCTU 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.2.4 13.2.4 13.3.3 13.2.4 13.2.4 13.2.4
13.6 13.3.4 13.3.4 13.2.5 13.2.5 13.2.5
13.7 134 134 13.2.6 13.2.6 13.2.6
13.8 13.6 13.6 13.3.3 13.3.3 13.3.3
13.12 13.7 13.7 13.34 13.4 13.3.4
13.8 13.8 134 13.6 134
13.12 13.12 13.6 13.7 13.7
13.7 13.12
13.8
13.12
MoTeps 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
ayTEeHTUYHOCTM 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.24 13.2.4 13.3.2 13.24 13.2.4 13.2.5
13.3.3 13.3.3 13.3.3 13.2.5 13.2.5 13.2.6
13.5 13.3.4 13.3.4 13.2.6 13.2.6 13.3.2
13.6 13.4 134 134 13.3.2 13.34
13.8 135 13.5 13.5 134 13.4
13.10 13.6 13.6 13.6 13.5 13.5
13.12 13.8 13.7 13.8 13.6 13.6
13.10 13.8 13.10 13.10 13.7
13.12 13.10 13.12 13.12 13.10
13.12
YxyaLweHne 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
HaOeXHOCTU 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.24 13.2.4 13.3.2 13.2.4 13.2.4 13.2.5
13.3.3 13.3.3 13.3.3 13.2.5 13.2.5 13.2.6
13.5 134 13.34 13.2.6 13.2.6 13.3.2
13.6 13.5 13.4 13.4 13.3.2 13.3.4
13.8 13.6 13.5 13.5 13.5 13.5
13.12 13.7 13.6 13.6 13.6 13.6
13.13 13.8 13.7 13.8 13.7 13.7
13.12 13.8 13.12 13.12 13.12
13.13 13.12 13.13 13.13 13.13
13.13

13 Onpep.eneHMe peanbHbIX NOTEHUUNAJIbHbIX KOHTPOJINPpYEeMbIX 30H

13.1 BBepgeHue

Tenepb cnegyeT Ha OCHOBE UCMOJIb30BaHMS CChINIOK MO Tabnuvue 5 ngeHTndnumpoBaTh NOTEHUNANBHO
KOHTponupyemble 30Hbl u3 pasgena 13. [loTeHUManbHO KOHTPONMPYyEMble 30Hbl, NpeacTaBrEeHHbIE B
13.2-13.13, cnepyet BbIGUpaTh, Mcnonb3ysa pasgen 12. Cnegyet 3aMeTUThb, YTO YACTHOE peLleHne 3aLlmThbl
MOXET Ha caMOM fAene BKryaTh B cebsa psia NnoTeHUuanbHO KOHTPONUPYEMbIX 30H, NPeacTaBrieHHbIX B
13.2-13.13.
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CnepnyeT Takke 3aMeTUTb, YTO pA 3aLUUTHBIX Mep OTHOCUTCS K COOTBETCTBYOLLMM cuctemam UT Hesa-
BMCMMO OT TOro, umetot nm UT kakne-nmbo ceTeBble COeAMHEHNS. DTU 3aLlLMTHbIE Mepbl cneayeT BolOMpaThb,
ncnone3ysa NCO/M3IK 13335-4. Heobxoanmo Takke OTMETUTb, YTO B HACTOSILLLEM CTaHA4ApPTE CAeNaHo npeano-
NOXeHue o TOM, YTO umetoTcst 6asoBble 3alUTHbIE Mepbl, M3noxeHHble B UICO/MOK 13335-4 ona cuctem Ton
opraHusaumm, OT KOTOPOW NCXOAAT CETEBLIE COEANHEHNS.

lMepeyeHb NOTEHLMaNbHO KOHTPOMMPYEMbIX 30H HEODXOAUMO TLATENbHO NPOaHaNM3npPoBaTb B KOHTEK-
CTE COOTBETCTBYHOLLUMUX CTPYKTYP CETU U X NPUMEHEHUIN. 3aTeM NepedeHb MOXHO NPUMEHSATb Kak OCHOBY ANs
nocriegywoulero Bolbopa Mep 3awmtbl 6€30MacHOCTU, UX MPOEKTUPOBaHUSA, peanu3aumm U TEXHUYECKOro
obcnyxumBaHus (cm. pasgen 15).

13.2 YnpaBneHue 6e30nacHOCTbLIO yCnyr

13.2.1 BBeneHue

KntoueBoe TpeboBaHue obecneveHmns 6e30nacHOCTU Anst KOHKPETHOW CETU 3aKN0YaAETCs B TOM, Y4TO OCY-
LLLECTBIAOTCHA AENCTBUS MO yNpaBneHnto 6€30MacHOCTbIO YCNyT, yCTaHaBMMBaOLNE Y KOHTPONUPYIOLLIME one-
paumm no ©Oe3onacHOCTM U peanu3aumio GesonacHocTu. Takve [encTBua cnefyeT MPOBOAMTL ANS
obecneveHus 6e3onacHocTn Bcex VT opraHmsdaumn. [eatenbHOCTb ynpaBneHus CETEBbIMU COEANHEHUSIMU
BKNtoYaeT B cebs:

- pacnpegerneHne 0TBETCTBEHHOCTU 1 MOSIHOMOYMIA, CBA3aHHbIX ¢ obecnevyeHnem 6e3onacHoCTU ceTe-
BbIX COEQMHEHUN, U HAa3Ha4YeHWe NpeacTaBUTENs] PYKOBOACTBA, Hecywero obLyto OTBETCTBEHHOCTb 3a MX
©e30nacHoOCTb;

- JOKyMeHTanbHoe oopMIIeEHNE 3aABIEHUS O MONUTUKE B 06n1acTn 6€30NacHOCTH CUCTEM, a TaKXKe BCen
Heobxoaumoit JokyMeHTaumn no ctpyktype ) TexHnueckoro obecneyeHmns 6e3onacHocTy;

- pa3paboTKy JOKYMEHTMPOBaHHbIX NpoLeayp no obecneyeHnto 6e3onacHoCTy;

- MPOBEPKY COOTBETCTBMSA 6€30MaCHOCTY C Lienbio ybeanTbLes B TOM, YTo 6e30nacHOCTL NogaepxusaeTcs
Ha TpebyeMOM YpOBHE;

- DOKYMEHTMPOBAHHOE NoJTyYeHne NoaTBEPXKOEHHbIX YCITOBUIN obecneyeHns 6e3onacHoCTy A4sis niaHu-
pyeMOro coeMHeHus, npexae Yem OyaeT Nony4yeHo paspeLleHre Ha NOAKIIoYEHME K OpraHn3auum unm coob-
LLieCTBY;

- JOKYMEHTMPOBaHHOE Nofy4veHe NOATBEPXKAEHHbIX YCrOBUN obecneyeHnsa 6e3onacHOCTU Nonb30Ba-
Tenew ycnyr, npeaocTaBnseMbIX CeThbio;

- pa3paboTKy cxem OencTBmi B ocobon cutyaumm;

- JOKYMEHTMPOBAHHOE MOJSTyYeHne NOATBEPXKAEHHbIX N NPOBEPEHHbIX MIIAHOB HEMPEPLIBHOCTN OM3He-
ca/BOCCTaHOBEHMS NOCIEe CTUXUNHOIo 6eacTBuS.

Cnepnyet 3aMeTUTb, YTO HACTOSALLMIA pasaern CTPOUTCA Ha acnekTax, nsnoxeHHslx B MICO/MOK 13335-4.
Tonbko BaXkHble TEMbI, KacaloLLMecs CeTEBbIX COEAMHEHNIA, XapaKTepU3YOTCA Aanee B HacTodAWweM cTaHgap-
Te. TeMmbl, He 3aTPOHYTbIE Jarnee B HacTosLWeM cTaHgapTe, — B cootBeTcTBumn ¢ MICO/M3K 13335-4.

13.2.2 OpraHusaumoHHbIe npoueaypbl o6ecnevyeHnsi 6esonacHoOCTU

Onsa nopaepxkyn nonuTtukn obecneyeHnss 6esonacHocTU cuctem crnegyeT paspaboTtaTb U cobnogaTb
OOKYMEHTaLMI0 MO OpraHn3aumMoHHbIM npoueaypamM obecnedeHms 6e3onacHocTu. B HUX cnegyet nogpo6Ho
N3N0XWUTb NOBCEHEBHbIE AENCTBUS, CBAA3aHHbIe ¢ obecrneyeHnem 6e3o0nacHOCTU, U Ha3Ha4YUTb NUL, OTBETCT-
BEHHbIX 32 UX NPOBEAEHME.

13.2.3 lMpoBepka cOOTBETCTBUSA TPEOOBaAHNAM 6€30NacHOCTHN

lMpoBepky cooTBeTCTBUS TpeboBaHMAM BE30MacHOCTU B OTHOLLEHNN CeTEBbLIX COeANHEHUN crneayeT
NPOBOAUTL B COOTBETCTBUM C KOHTPOSbHbLIM NEPEYHEM, COCTaBIIEHHbIM HA OCHOBE 3aLLUUTHLIX Mep, onpeae-
NEeHHbIX B:

- NonnUTNKe 6€30MNacHOCTUN CUCTEM;

- npouenypax, UMerLLnX OTHOLEeHME K 6e30NacHOCTH;

- CTPYKTYpe TexXHU4eckoro obecneveHmns 6eaonacHocTy;

- NonuTUKe goctyna (6e3onacHOCTL) K ycryram Yepes MexXCeTeBOM 3KpaH;

- NnaHe(ax) obecneyeHns HenpepbIBHOCTU BUsHeca;

- ycrioBusix obecneveHmns 6e3onacHoCTV ANg cCoeAnHEHNU Mo TpeboBaHuIo.

lMpoBepKy COOTBETCTBUSA CrieayeT NPOBOANTL A0 OMNepaLMOHHOro BKIOYEHUS Noboro ceTeBoro coeam-
HeHus, nepen OCHOBHbLIM HOBbIM BbIMYCKOM (UMEKLLMM OTHOLUEHWNE K 3HaYMMOMY BU3HECY UM UBMEHEHUIO B
ceTn) nmbo exerogHo.

1

) CnepnyeT npeacTaBuTb U JOKYMEHTUMPOBATL NPOEKT CTPYKTYPbl TEXHUYEeckoro obecneyeHus 6esonacHocTy (cre-
undUKaLmIo 3aLLnThl) Kak YacTb NpoLecca TEXHUYECKOro NMPOEKTUPOBaHNSI CTPYKTYPbI. ATOT NPOEKT Y TEXHUYECKUIA MPOEKT
apXUTEKTYPbl AOMKHbI ObITb COrfacoBaHbl APYr C APYroM.
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13.2.4 YcnoBus ob6ecne4vyeHus 6e3onacHoOCTU ANsi coeAUHEHUs

Ecnunycnousi obecnevyeHuns 6e3onacHOCTU 41151 CoOeAMHEHUS HE COrfnacoBaHbl HA MECTE UITM MO KOHTPaK-
Ty, TO OpraHu3aumsi NpUHMMaeT Ha cebs pUCKN, CBA3aHHbIE C BHELLHMM KOHLIOM CETEBOIO COEANHEHMS.

Hanpumep, opraHusaums A MoxeT noTpeboBaTh OT opraHmM3aumm B, 4Tobbl 10 NOAKMOYEHUS K CUCTEMAM
opraHusaumm A 4yepes ceTeBoe coegmHeHne opraHnsauna B nogaepxxueana u 4eMOHCTpUpoBana 3agaHHbIn
ypOBeHb 6€30MacHOCTM AN CUCTEM, BOBMEYEHHbIX B 3TO coeanHeHue. B aTom cnyyae opraHusaumst A MoxeT
ObITb YyBEPEHA, YTO OpraHu3aums B cnpaBnsaeTcsi CO CBOMMM pUCKaMu SOIMKHbIM 06pa3oM. B Takux cutyaumsax
opraHusauus A JormkHa onpeaenuTb ycroBusi obecneveHns 6e3o0nacHOCTU B KOHLE CETEBOIO COeAMHEHNSI CO
CTOPOHbI OpraHmnsaunm B, koTopble AOMKHbI ObiTb YCTAHOBMNEHbI B JOKYMEHTALMM NO COeAMHEHUIO C Noapo6-
HbIM yKa3aHMeM HeobOXOoAMMbIX 3alnTHbIX Mep. OpranHunsauunsa B gomkHa peanvsoBaTb M NogaepXunBaTth B
pabo4em COCTOSAHUN YCTaHOBSIEHHbIE 3aLLMTHbLIE MEPbI, U HAanpaBnATb opraHn3aunm A ot4eT 06 acppekTmBHOC-
TV 3aLUUTHBIX MEP U NOAOEPKAHNI0 HEOOXOANMOro ypoBHA 6e3onacHOCTU. Takum 06pa3om, coxpaHsieTcs npa-
BO nopyyaTb UnM NpOBOAMTb MPOBEPKY COOTBETCTBMUSA TpeboBaHMAM 6e30MacHOCTM COeAMHEHUS B KOHLE
CEeTEeBOro COeANHEHNsI CO CTOPOHbI OpraHm3anmm B.

Bo3MOXHbI Takke criyyau, korga opraHusaumm cornacyoT JOKYMEHT Mo ycrnoBusim obecneveHuns 6e3o-
MacHOCTK AN CoeQMHEHUs1, B KOTOPOM 3anuchbiBatoT 06s13aTeNnbCTBa U OTBETCTBEHHOCTb 411 BCEX CTOPOH,
BKITOYaAs B3aMMHYHO MPOBEPKY COOTBETCTBUA TpeboBaHMAM Mo 6e30MacHOCTH.

13.2.5 YcnoBusa 6e3onacHoCTU, NOATBEpPXAEHHbIE JOKYMEHTaNnbLHO, ANA nofib3oBaTtenen ycnyr,
npeaocTaBnsieMbIX CeTbHO

[lna nonb3oBaTenen ycnyr, xenawwmux padboTaTb AMCTAHUNOHHO, pa3pabaTbiBaloT JOKYMEHT C YCITOBUS-
Mu obecneyveHnst 6e3onacHOCTM NpeaoCcTaBNAeMbIX CETbIO yCcnyr. B JOKyMeHTe onpeaensioT OTBETCTBEHHOCTb
nonb3oBaTerns 3a 6e3onacHyo sKkCnyaTaumio annapaTHbIX M NPorpaMMHbIX CPeACTB, a Takke 3a obecnedeHne
3alUUTbl AaHHbIX.

13.2.6 O6paboTKa MHLUUAEHTOB

HexenatenbHble MHUMAEHTbI C 6OMbLUOM BEPOSITHOCTLIO MOTYT NMPOUCXOANTL M OKasbliBaTb CEPbe3HOEe
BpeOHOE BO3OENCTBME Ha OM3HEC NPU HAaNn4Mm CETEBBIX COeAMHEHUN (B MPOTMBOMOSIOXHOCTb CUTYyaLuK, Koraa
nxHet). bonee Toro, npu ceTeBbLIX COEANHEHMAX C APYTMMUN OpraHM3aLmMsiMm MOryT ObiTb, B YaCTHOCTU, HapyLue-
Hbl topyanyeckmne TpeboBaHUs, CBA3aHHbIE C BHELUTATHBIMU CUTYaUUsIMU.

CnepoBaTenbHO, OpraHM3auus ¢ ceTeBbIMU COEANHEHUAMN OOIPKHA NPefyCMOTPETb JOKYMEHTMPOBAH-
Hbl€ 1 OCYLLEeCTBMMbIE CXeMbl 4ENCTBUIA Npu 0b6paboTke NHUMAEHTOB, 06nagaTe COOTBETCTBYHOLLEN MHDpa-
CTPYKTYpOW, cnocoOHoi ObICTPO pearMpoBaTb MO Mepe MAEeHTUMMKaALMM MHLUMAEHTOB, YMEHbLIATb UX BO3-
OencTBue, a Takke N3BMNEKaTb YPOKN N3 HEMPEABMAEHHbLIX CUTyaL Wi B LEeNsiX NpeaoTBpaLleHNs nx noBTopa.

13.3 UpeHTtudumkauna n ayteHTUdmKaumns

13.3.1 BBegeHue

OpraHusaums gomkHa obecneynBatb 6€30MacHOCTb YCNyr, NPefoCTaBNSAEeMbIX CETbIO, U 3aLLNTY CBA3aH-
HOW C HUMU MHpOpMaLUKM NyTEM OrpaHNYeHUs A0CTyNa Yepes3 CoOeANHEHNS C aBTOPU30BaHHbLIM NEPCOHANOM
(BHYTpM uUnu 3a npegenamuv opraHmsaumm). 3tm TpeboBaHNs pacnpoCTPaHAKTCS HE TOMbKO Ha UCMOMNb30BaHMe
ceTeBbIX coeanHeHuin. OpraHnsauns omkHa noapoodHO onpeaennTb UCMONb30BaHNE CETEBbLIX COeAMHEHUN B
COOTBETCTBUU C 3aLLMTHLIMU Mepamu, ycTaHoBreHHbIMK B UCO/M3K 13335-4.

YeTblpe KOHTPONUPYyEMbI€ 30HbI, LiefriecoobpasHble A1151 UCNONb30BaHUSA CETEBbIX COEANHEHNN, a Takke
cuctembl UT, umerowime HEMOCPEeACTBEHHOE OTHOLIEHME K TakMM COEAMHEHMSM, MNpeacTaBfeHbl B
13.3.2 —13.3.5.

13.3.2 [uctaHuMOHHas perucTpauus npu Bxoae B CUCTEMY

[uncTaHuMoHHasa permcTpaumsi aBTOPM30BaHHOIO nepcoHarna, paboraroliero Bganun OT opraHvM3auumu,
crneumanncToB AUCTAHLMOHHOIO TEXHUYECKOro OGCNyXXMBaHUSA MM NMepcoHana APYrnx opraHmsaumi ocy-
LLleCTBNSETCS Yepes KoOoBble BbI30BbI OpraHn3auumn, cCoeanHeHus VIHTEpHET, BblAeNIEHHblE MarncTparbHble
NVHWM OPYTUX OpraHn3aLmii Unu KoneKTUBHbIA ocTyn no MiHTepHeT. CyLLecTBYOT COEANHEHUS, YCTaHOBIEH-
Hble BHYTPEHHUMU cMCcTEMaMu Mo TpeboBaHMIO K C MOMOLLIbIO MAPTHEPOB MO KOHTPAKTY, C UCMONb30BaHNEM
ceTu obuero nonb3oBaHus. Kaxapivi TN QUCTAHLMOHHOW perMcTpauum Npy Bxoge B cuctemy TpebyeT gonon-
HUTENbHbIX 3aLLMTHBIX MEP, COOTBETCTBYIOLUX 0COBEHHOCTAM TUNa coeamHenus. NMpumepamm Takmx 3alnT-
HbIX Mep ABNAOTCA:

- OTKa3 paspeLleHmnst Ha NPSMOK AOCTYN B CUCTEMY U NporpaMMHoe obecnevyeHne ceTn Ha OCHOBE y4eT-
HbIX 3anncen, MCNosb3yeMbIX AN AUCTAHLMOHHOIO 4OCTYNa, 3a UCKITIOYEeHNEM CIyYaeB, Koraa npegocTrasrne-
Ha gononHuTenbHas ayteHTudukauus (cm. 13.3.3);

- NpeaoxpaHeHne OT HeCaHKLMOHMPOBAHHOrO AOCTyNa K UHdopmMaLmmK, CBA3AHHOW C NporpaMMHbIM
obecneyeHneM 3MeKTPOHHOW NOYTLI U crpaBOYHOM 6a3oi AaHHbIX B naMsaTh MK 1 nepeHoCHbIX KOMMNbIOTEPOB,
ncnornb3yeMblx NepcoHanomM opraHu3auuu 3a npegenamm ee opucos.
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13.3.3 CoBeplieHCTBOBaHUe ayTeHTUUKaLUm

Wcnonb3oBaHue nap nmsa/naponb SBNAETCA NPOCTbiM NyTEM YCTAHOBMNEHMS NOASIMHHOCTU NOfb30BaTe-
newn, Ho Napbl UMs/Naporb MOryT OblTb AUCKPEANTUPOBAHbLI UMW BCKPbIThI. CyLlecTByoT Apyrie 6onee 6esonac-
Hble MyTM ayTeHTUuduMKauum nonb3oBaTenen, OCOOEHHO yaaneHHbiX. Takoe COBepLUIEHCTBOBaHUE
ayTeHTUdUKaLmMm HeobxooMMO B Crlydae, ECNN CyLLLECTBYET BbiCOKasi BEPOATHOCTb NMOMyYEHUS YCIYT NTMLOM
6e3 COOTBETCTBYHOLLMX MOMHOMOYMI K 3aLLMLLAEMBIM U BaXKHLIM CUCTEMaM. OTO BO3MOXXHO, HanpuMep, B Cy-
Yyae, ecrnv 4oCTyn MOXeT ObITb MHULMMPOBAH MO ceTsiM 06LLIEro NoNb30BaHMA UM cCUCTEMA JOCTYNa He Haxo-
ONTCS Nog HEMOCPEACTBEHHbBIM KOHTPOJIEM OpraHM3aunm (HanpMMep ¢ NePEHOCHOIO KOMMbIOTEPA).

B cnyyae, ecnn HeobxoaMma yCOBEPLUEHCTBOBAHHAsi ayTeHTUdUKALMA NO CETEBbIM COEAVHEHUSIM
(HanpyMep NO KOHTPAKTY) UMW OHa oNpaBAaHa pUckamm, TO OpraHu3auny criefyeT pacCMOTPETL NpoLecc onpe-
AeneHns NoANMHHOCTU NoMb30BaTeNSA C MOMOLLbIO COOTBETCTBYHOLLMX 3aLLMTHBIX MEp, TaKMX Kak:

- UCnornb3oBaHWe OpYrux CpeacTB uaeHTudmnkaumm ong nogaepxaHusa ayteHTudukauum nonb3osare-
nen, Taknx Kak UCTaHLMOHHO NPOBeEpPSiEMblE MapKepPbl AOCTYNa, KAPTOYKM C MUKPOMNPOLLECCOPOM UM MarHUT-
HOW nonocon (Mcrnofb3yemble Yepes cunTbiBarwoLwee ycTponcTBo-npuctaeky K [1K), pydHble ycTpolicTBa
reHepauum Kroya O4HOPa3oBOro npoxoga, Moaembl ¢ Habopom obpaTHOro Homepa unn GruomeTpudeckne
cpencTBa KOHTPOns;

- obecneyeHne pyHKLUMOHMPOBaHMSA Mapkepa A0CTYNa UK KapTOYKM TOSNbKO C OMO3HaBaTENbHbIM CcYe-
TOM norib3oBaTtensi (NPeAnoYTUTENBHO € ydeTHoN 3anuckio MK n MmecTa/Toukn gocTyna), a Takke nboro nuy-
Horo ngeHTudmrkaumnoHHoro Homepa (PIN) nnv 6uomeTpmnyeckoro npoduns;

- NCMNONb30BaHUE MPOBEPKU NIMHMM BbI3bIBaIOLLLErO ONEPATOPa;

- UCNOJSb30BaHWE NIMHUI CBA3N Yepe3 MoAeMbl, pa3dbeAUHEHHbIE B PEXMME OXUAAHUS U CoOeQUHSIEMblE
TOMbBKO NOCrie NPOBEPKU MAEHTUYHOCTM BbI3bIBaIOLLLErO onepaTtopa.

13.3.4 [uctaHuMoHHas naeHTUPUKaLna cCUCTeMbI

B cooTtBeTcTBUMM € 13.3.3 ayTeHTUMKaLMIO cregyeT COBEPLLUEHCTBOBATb MyTEM NPOBEPKM CUCTEMBI (M €€
MECTOMOMOXEHUSI/TOUYKM A0CTYNa), N3 KOTOPOM OCYLLLECTBNAETCSA BHELLUHUI JOCTY.

PasHble ceTeBble CTPYKTYpbl MOMYT NpeanaraTe pa3Hble Buabl naeHTudukaumm. CnegoBaTtensHo, opra-
HM3aLMs MOXeT COBEPLUEHCTBOBATb MAEHTUdMKaLUIO MyTeM Bbibopa NOAXOASLLEN CTPYKTYpPbI ceTu. [Mpn aTom
cnepyeT NpUHUMaTb BO BHMMaHME BCE 3aLLMTHbIE BO3MOXHOCTM BbIGpaHHOW CTPYKTYPbI CETMU.

13.3.5 EguHUYHbIN naponb 6e30nNacHOCTU

B cny4yae BoBneyeHns ceTeBbIX COEANHEHUI NONBb30BATENN MOIYT CTONKHYTLCA C MHOTOKPaTHBIMU MPO-
BEpKaMM naeHTUdMKaALMKN U ayTeHTUdUKaLMmK. B aTom criyyae y nonb3oBaTtenernt MOXXeT BO3HVKHYTb XenaHue
OCYLLIECTBNATb PUCKOBAHHbIE AENCTBUS, TaKNE Kak 3anmcb Naporien uim NoBTOPHOE NMPUMEHEHME OOHUX U TEX
e JaHHbIX ayTeHTudmkaunn. EguHnyYHoe npeabsaBrneHne naponst MOXXeT yMEHbLUNTb PUCKU TaKOro MOBEAEHUS
nyTeM yMeHbLLEHUS Y1Ca Naposien, KoTopble NONb30BaTENV OJKHbI MOMHUTL. BMecTe ¢ ymeHbLueHnem puc-
KOB BO3MOXHO MOBbILLIEHNE MPOU3BOAMTENBHOCTM TPyAa MOMb30BaATENS U CHUKEHWE Harpy3ku Ha nynbT, C
KOTOPOro OCYyLLECTBNAETCSA NOBTOPHbLIN BBOA Naponen.

CnepyeT 3aMeTuTb, YTO NOCNEACTBUS HAPYLLIEHUA B CUCTEME EOUHNYHOIO NPpeabABIeHMs Napons MoryT
ObITb CEpbe3HbIMU, TaK Kak He O Ha, @ MHOTME CUCTEMBbI U MPUITOXXEHNS MOCTAaBIEHbI HA FPaHb pUCKa U OTKPbITI
Ona guckpeamTaumm (MHorga Takom pUck HasbIBaKOT “KMtoYaMy B KOPOIEBCTBO”).

MoaTtoMy HeobxoamMmo 3agencTBoBaTh Oonee CoBEpLUEHHbIE MEXaHU3Mbl MAEHTUMKaALUUN U ayTEHTU-
dwukaummn. B uenax obecneveHusa 6e3onacHOCTU OpraHM3aunst MOXeT UCKITIYNTbL U3 pexnma eanHUYHOro
npeabsiBreHns Napons BbICOKONPUBUMIErMPOBaHHbIE PYHKLMM AEHTUdUKALUN N ayTEeHTUdMKauumn (Ha cuc-
TEMHOM YpPOBHe).

13.4 Pe3ynbTaTbl ayauTa

BaxHo obGecneunTb addekTUBHOCTbL Oe30macHOCTM ceTu 4Yepe3 obHapyXeHue, paccregoBaHue u
COCTaBleHNE OTYETOB WMHUMAEHTOB Ge3onacHocTu. CregyeT 3anucbiBaTb NogpobHyo MHgopMaumio no
pesynbTaTam aygmTa oWnBOYHbIX U adeKBaTHbIX COOLITUIA, YTOObI UMETb BO3MOXHOCTb COCTaBNATh TLlAaTeNb-
HbI @aHanM3 NoTeHuuanbHbIX 1 aKkTUYeckMx nHuugeHToB 6e3onacHocTn. OgHako cnegyeT npu3HaTth, YTO
3anmncb OrPOMHbIX 06BEMOB CBSI3aHHOM C ayauTOM MHAOPMaLMK MOXET 3aTPyaHUTb NpOBeAeHMe aHanm3a u
HebraronpuATHO NOBNUATL Ha NpoBefeHue ayauTa. [oaToMy HeoOXoaUMO onpeaennTb NEPUOL BPEMEHU, B
TeYeHne KOTOPOro cnefyeT OTCnexmBaTb AENCTBUS NONb30BaTENEN B KOHTPOSTbHOM XXypHare.

BonbLWMHCTBO KOHTPOMBHbBIX MEP 3aLUNThI, KaCalLMXCS CETEBbLIX COEQUHEHMWI U CBA3AHHbBIX C HAMU CUC-
Tem T, moryT ObITb ycTaHoBNEHbI B cooTBeTCTBUN ¢ ICO/M3K 13335-4. YT0O KacaeTcs ceTeBbIX COEAMHEHUN,
TO BaXXHO 06ecneynTb BO3MOXHOCTb ayauTa crieqytoLwmnx TUnoB cCoOObITURA:

- MONbITKN AMCTAHUMOHHON Hey4a4YHON perncTpaumm npm BXxoae B CUCTEMY C yKa3aHeM AaTbl U BDEMEHM;

- cODBbITMA HEYAAYHOW MOBTOPHOW ayTeHTUMKaumm (unu NpMMeHeHNst CpeAcTBa naeHTudukauun);

- HapyLweHus Tpaduka Yepes W3 obecrnedeHmns 6e3onacHoCTy;
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- CUrHanbl ONacHOCTM B CUCTEME YMpaBfiEHUs C BOBfIeYEHWEM 3aluThl (Hanpumep AybGnvpoBaHue
IP-apgpeca, HapyLLeHWsi B CxeMe O HOHaNpaBfeHHOro KaHana nepegaym aHHbIX).

PesynbTaThl ayguMTta MoryT cogepxaTb KOHMAEHUMANbHY0 MHOPMaLMIO NN CBEeOEHUs, KOTOPbIMU
MOTyT BOCMOSb30BaTbCA A1 BTOPXEHUSA B CUCTEMY Yepe3 ceTeBble coeanHeHus. bonee Toro, cBegeHus o
pesynbTaTax ayauMTta MOryT ClyXWUTb foKa3aTeNbCTBOM Nepeaayum AaHHbIX MO CETU B CriyYae NosABMEeHUs pas-
Hornacwui. NoaTomy pesynbTaTthl ayguTa 0cobeHHO He0bXO0OUMbI B KOHTEKCTE 06ecnevyeHns LLenoCTHOCTU 1
noaTBepXaeHnsa oTnpaeku/mpuema wuHdbopmaumn. CrnepoBaTenbHO, BCe pes3ynbTaTbl ayguTta criegyet
3awumaTb Haanexatlumm oopasom.

13.5 OGHapyxeHue BTOpPXXEeHUA

C yBenuyeHmMeM 4vncria coeqmHeHUn B ceTn obnervyaeTcsi NPOHMKHOBEHME B HEE MO CrieayoLnm npu-
YMHaM:

- YBENMUMBAETCS YMCII0 NyTen NPOHUKHOBEHNS B cucTeMbl VT opraHusaumm n cetu;

- NOSIBMSIETCS BO3MOXHOCTb BCKPbITUS MEPBOHAYarlbHOro Mecra 4ocTyna;

- CTAHOBUTCS BO3MOXEH JOCTYM Yepes CeTU U LieneBble BHYyTpeHHue cuctembl AT,

HapywuTtenu ctaHoBsATcA 6onee NCKyLUEHHBbIMU U NPUMEHSIIOT 6onee adpekTuBHbIE METOAbLI aTak, a
cpeacTBa NPOHMKHOBEHNS Bce Bonee OOCTYNHbI B VIHTEpHETe unu obweaocTynHon nutepatype. MHorne uns
3TUX CPEACTB aBTOMATM3MPOBaHbl, MOTyT ObITb 04eHb 3PMEKTUBHBIMU U MPOCTHIMW OS5 MPUMEHEHNS, B TOM
yucne 4ns nuy ¢ HebonbLWMM OMNbITOM paboThbl.

[na 6onblUMHCTBA OpraHM3aL il SKOHOMMUYECKN HEBO3MOXHO NMPEeAO0TBPATUTL BCE MOTEHLMANbHbIE BTOP-
XeHna. CnegoBaTernibHO, HEKOTOPbIE BTOPXKEHUSA BO3MOXHbI. PUCKM, CBA3aHHbIE C 6ONbLUMHCTBOM BTOPXEHWMN,
MOTYT ObITb CHXKEHbI MyTEM peanunsaLmm HagexHom naeHTMdukauumn n ayTeHTndmuKaumm, norm4eckoro KoHT-
pons gocTyna, CUCTeMbl yyeTa v ayguTa 3alnTHbIX Mep B AOMOMHEHME K BO3MOXHOCTM 0BHapYXeHUsi BTOpKe-
HuA. Takylo BO3MOXHOCTb obecneynBaroT Te CpeacTBa, KOTopble NO3BONSAT NPOrHO3MpoBaTh BTOPXKEHUS,
BbISIBMSATb UX B peanbHOM MacluTabe BpeMeHU 1 JaBaTb COOTBETCTBYIOLME CUrHanbl Tpesoru. MosensaeTcs
Takke BO3MOXHOCTb FlOKanbHOro cbopa MHopMauumn o BTOPXKEHUSIX C nocnegyowmm ee obbeguHeEHNEM U
aHanu3oM, a Takke U3y4YeHre CXeM HOpMarbHOro NoBeAeHUs/ncnonb3oBanns T opraHmusauum.

Bo MHormx cny4asax MoxeT OblTb 04EBUOHOW BO3MOXHOCTb HEKOTOPOIro HECAHKLUOHWPOBAHHOMO WIn
HexXenaTtenbHoro cobbiTus. Ha aTy BO3MOXHOCTb MOXET ykasbiBaTb HEDOOMbLLOE yXyALleHNe B ycryrax no
COBEpPLUEHHO HeomnpeaeneHHbIM NpUYnHam nnn 6onbLIoe YMCo AOCTYNOB B HECBOWCTBEHHOE BPEMS, U
0TKa3 NpeaoCcTaBNeHNs Kaknx-nmbo cneymanbHbIX yenyr. B 60nbLWMHCTBE CrydYaeB BaXKHO Kak MOXHO ObicTpee
y3HaTb NPUYMHY, MaclUTabHOCTb U NOCNEACTBUSA BTOPXKEHMS.

Crnegyet 3aMeTUTb, YTO YNOMSIHYTas Bbllie BO3MOXHOCTb BTOPXKEHUS SBNSieTCs Ooree CnoXHoW, Yem
WHCTPYMEHTapUA aHanui3a pes3ynbTaToB ayguta M Metogbl no 13.4 M COOTBETCTBYIOLEMY pasgeny
NCO/M3K 13335-4. bonee adpdekTnBHbIE BO3MOXKXHOCTUN OBHapYXeHUs BTOPXKEHWS CBA3aHbI C NPUMEHEHNEM
crneumanbHOro nocrneonepaumMoHHOro KOHTPOSS, NPY KOTOPOM NPUMEHSAIOTCSA NpaBuiia aBTOMaTUYECKOro aHa-
nn3a NPoLUbIX 4eNCTBUIA, 3aperMcTpupoBaHHbIX B pesynbTaTax ayauta U B ApYrnx KOHTPOSbHbIX XypHanax
A5 Toro, YTobbl NPOrHO3MPOBAaTb BTOPXKEHWS, @ TakKe aHanM3npyTCcs pesynbTaThl PEBU3UN U3BECTHbLIX NPU-
MEpPOB 31I0OHaMepPEHHOM AeATENbHOCTU NN OEATENBHOCTU, HE XapaKTEPHOW NS CIOXUBLLENCS MNPaKTUKN.

Bonee nogpo6Ho a3t Bonpockl n3noxeHsl B MICO/MIK 15947,

13.6 lMpenoxpaHeHue OT 31IOHAMEpPEHHOro Koaa

Monb3oBaTenam Heo6xoaMMO 3HaTh, YTO 3fIOHAMEPEHHbIV KOA MOXET ObITh BBEAEH B NX CETEBOE OKPY-
XeHue yepes ceTeBble CoeauHeHUs. 3noHaMepeHHbIN Ko He MoxeT b6bITb 06HapyXeH A0 HaHeceHus yLLepba,
€CNN He NPUMEHNATb afieKBaTHbIE 3alLUUTHbIE Mepbl. 3NTOHAMEPEHHbIN KoL MOXET NOAOPBaTh 3alUUTHbLIE MepbI
obecneveHust 6esonacHocTu (Hanpumep NyTem NepexasaTta U packpbITUA Naponen), NPUBECTU K HeNpegHame-
PEHHOMY PaCKPbITUIO U U3MEHEHUIO MHCPOPMALUN, YHUHTOXEHUIO AaHHbIX /UMW HECAHKLUMOHUPOBAHHOMY
NCMNONb30BaHUI0 CUCTEMHBIX PECYPCOB.

HexkoTopble hopmbl 3nOHaMepeHHOro Koa MoryT ObiTb 0OHapY»KeHbIl U yAaneHbl C MOMOLLbIO cneLmarb-
HOro CKaHMpYyoLLero nporpaMmmHoro obecneyeHus. B annapatHo-nporpaMmHbie CpeACcTBa MEXCETEBOW 3aLLm-
Thl, cepBepbl hannos, cepBepbl NOYTbI 1 paboune CTaHUUN ANs 3aWmnTbl OT HEKOTOPLIX TUMOB 31TOHaMEPEHHOIo
Koda MoryT ObITb BKIHOUEHbI CKaHepbl. [111s1 06Hapy»eHMst HOBOro 3fI0HaMEPEHHOI0 Ko4a BaXXHO NoAaePKMBaTb
CKaHuMpyloLee nporpammMHoe obecrneyeHne Ha OOMKHOM YPOBHE NMyTEM, MO MEHbLLEN MEpPE, eXXeHeaeNbHOro
obHoBneHusa. OgHako Nofnb3oBaTeENAM U agMUHUCTPaToOpaM cnegyeT NoOHMMaTb, YTO HEMb3s NofaraTbCsi TOSb-
KO Ha ckaHepbl Ansa obHapy>xeHns BceX 3rIOHaMepPEHHbIX KOAOB (UM KOHKPETHOrO TMna), Tak Kak NOCTOSAHHO
NoSsIBNSAOTCS HOBblE TUMbl 3IOHAaMepPeHHbIX KogoB. Kak npasuno, TpebyoTcs agpyrue 3awuTHble Mepbl Ans
ynydweHus 6e30nacHOCTH, OCYLLECTBASIEMbIE C MOMOLLbIO CKaHEPOB (MPY UX HAaNU4unm).

Monb3oBaTenam 1 agMUHUCTpPATOPaM CUCTEM, UCMOMb3YIOLLUX CETEBbLIE COEQMHEHUS, cneayeT NnoHu-
MaTb, YTO PUCKN, CBA3AHHbIE CO 3NIOHAaMEPEHHbIM NPorpaMMHbIM obecnedyeHnem, yBenmunBarTcs, ecrnvm nve-
€llb Oero C BHELWWHMMW CTOPOHaMM Yepes3 BHELLHMNE NMHMK CBA3W. [Insa nonb3oBaTenen n agMUHUCTPaToOpPOB
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cneayet paspaboTaTb PyKOBOACTBA, B KOTOPbIX B ODOLUMX YepTax HaMeuveHbl NpoLeaypbl U MpaKkTUyeckie
OEVNCTBUS, HanpaBreHHbIE HA YMEHbLUEHWE BO3MOXHOCTM BBOAA 31TOHAMEPEHHOTO KOAa.

Monb3oBaTensm U agMMHUCTpaTopaMm crnegyeTt obpawaTe ocoboe BHMMaHME Ha KOHUIypaL Mo KOH-
KPETHbIX CUCTEMbI U MPUIOXKEHWS, CBA3AHHbIX C CETEBLIMU COEAMHEHNSIMU AN OTKIMHOYEHMS YHKUMIA, KOTOpble
He HY>XHbl B KOHKPETHbIX 06CcTOosITENbCTBaX (HanpuMep, npunoxexus MK cnegyeT koHUrypmpoBaTh Tak, 4TO-
Obl Makpocbl OMOKMpOBaNMCb MO YMOMYaHWK unu TpeboBanock MOATBEPXAEHME Mofb3oBaTens Ao MX
BbIMOSTHEHMS).

Moapo6Ho o 3noHamepeHHoM koge cm. MCO/M3IK 13335-4.

13.7 YnpaBneHue 6e30MNacHOCTbIO CETU

YnpaneHue nobon ceTbio criegyeT OCYLLECTBNATL C y4eToM obecneyeHns n nogaepxaHus ee 6esonac-
HOCTW, YTO MOXET ObITb BbINOMHEHO NPU LOIPKHOM PacCMOTPEHUM UMEIOLLMXCS B HANMYMU U OTHOCSLLIMXCH K
cnyxbam obecneyeHns 6e30MacHOCTM CETEBBLIX MPOTOKOSIOB.

B opraHusauuun cnegyet npefycMoTpeTb psf 3allMTHbIX Mep, paccMmoTpeHHbix B MCO/M3K 13335-4.
Kpome TOro, Bce NOpThbl ANCTAHLMOHHOW ANArHOCTUKN, BUPTyanbHble unu unsnyeckme, cnegyet 3awmTuTb OT
HeCaHKLMOHMPOBAHHOIO AOCTyna.

13.8 MexceTeBble nepexoabl 6e3o0nacHOCTH

MpaBnnbHOE pacnonoXeHne MexceTeBbIX Nepexo4oB 6€30MacHOCTU NO3BONUT 3aLuLLIaTb BHYTPEHHME
CMCTEMbI OpraHuMsauumn, 6e3onacHo ynpaensTb U KOHTPONMPOBATb TEKYLLMA TpaduK B COOTBETCTBMM C NOA-
TBEPXXAEHHOWN JOKYMEHTaMM NONNTMKON 6e30nacHOro MexXceTeBoro AoCTyna K ycryram.

MexceTeBble nepexofbl 6e30NacHOCTM NpeAHa3HavYeHbl ANs:

- pasgeneHus NorMyYecKnx ceTen;

- obecneyeHns orpaHNYeHNs 1 aHanmaa pyHKLUMI MO MHPOPMaLUK, MPOXOOALLEN MEXOY JTOrMYECKUMU
ceTamu;

- obcnyxmMBaHWsa opraHM3aunm B Ka4ecTBe CpeACcTBa yNpaBeHUs AOCTYNOM B CETb 3TON OpraHvM3auun u
BbIXOLOM 13 HEE;

- MPOBEAEHMS B XM3Hb MONMUTUKM OpraHu3aumm B obnactn obecneyeHns 6esonacHocTu, KacawLencs
CETEeBbIX COENHEHWUI;

- NpegocTaBneHns O4HOro MecTa Ans PErMCcTpaLmm C Lerbio BXOA4a B CUCTEMY.

Onsa kaxgoro mexceteBoro nepexoga besonacHocTu crnefyeT paspaboTatb OTAEMbHbIA OOKYMEHT,
onpegensoLwun NonuTuky (besonacHocTn) 4OCTyNa K ycriyram, 1 peanv3oBaTb ero A1 KaXaoro CoeanHeHns
ONATOro, YToObl rapaHTUPOBATh MPOXOXAEHUE YEPE3 3TO COeAMHEHME TONBKO paspeLleHHoro Tpaduka. Jonk-
Ha ObITb CO34aHa BO3MOXHOCTb ONpeAeneHns 4oNyCTUMbIX COEANHEHUA OTAENBHO B COOTBETCTBUM C MPOTOKO-
1IOM CBSI3K U Apyrumu getansamu. ns obecneyeHms goctyna Yyepes coeguHEHME TONbKO 3aKOHHbIX NOMb30Ba-
Tenew n A4eNcTBUTENBLHOrO Tpaduka B NONMTMKE JOCTYNA K ycryram crnegyeT copMynuposaTtb M NoapobHO
onucaTtb OrpaHNYeHns 1 Npaesuna NPUMEHUTENBHO K Tpaduky, NPoxoasLemMy B 06e CTOPOHbI Yepes KaxKablN
MexceTeBOoM nepexod obecneveHns 6e30nacHOCTH, a Takke onpeaennuTb NapameTpbl ynpaBrneHus Tpadrkom
1 ero KoHdurypaumio.

Bcem mexceteBbIM mepexogam 0e3onacHoCTVM crnefyeT NpefoCTaBUTb BO3MOXHOCTb AfS MOJSTHOMO
NCNonb30BaHUA MAeHTUMMKaLMM 1 ayTEHTUDMKaLNK, TOrMYECKOro KOHTPOIS AOCTyNna u cpeacTs ayauTa. Kpo-
Me TOro, ux crnegyeT NepuoaMYECKU NPOBEPATL Ha HECAHKLNMOHMPOBAHHOE BTOPXXEHUE B NporpaMmHoe obec-
neyeHve W/Mnu gaHHble, a Npyu OOHAPYXXEHWW TaKOBbIX COCTaBNATb OTYETbI B COOTBETCTBUW CO CXEMOM
OEeVCTBMIN opraHu3aumm npn obpaboTke NHLUMAEHTOB.

Cnepnyetob6palyaTb BHUMaHUE Ha TO, YTO NPUCOEAUHEHNE K CETU LOMKHO OCYLLIECTBNATLCS TOMNBKO NOocne
NpoBEpPKU COOTBETCTBUSA BbIOPaHHOrO MeXceTeBOro nepexoga tpeboBaHuamM opraHusauuun. Bece pucku B
pesynbTaTe Takoro COeANHEHUs1 LOMKHbI OblTb NOA HaAEeXHbIM KOHTporneM. CneayeT rapaHTUPOBaTb HEBO3-
MOXXHOCTb NPUCOEANHEHMS, MUHYS MEXCEeTEBOW nepexos 6e3onacHocTu.

13.9 KoHdmaeHUuManbHOCTbL 06MeHa AaHHbIMM MO CETAM

Ecnu BaXHO coxpaHUTb KOH(PMAEHLMANBHOCTb, CedyeT pacCMOTPeTb Kpuntorpaduyeckme cnocobbl
3aLWnThI AN WndpoBaHus MHOpMaL MK, NPOXOAsLLEN Yeped ceTeBble COeAMHEHNsI. PelueHne o npuMeHeHnn
KpunTorpadmnyecknx mep 3auTbl crnegyeTt NpUHNMAaTh C y4eTOM:

- 3aKoHoZaTernbLCTBa (0COBEHHO ecrnv ceTeBoe COeAMHEHNE 3aTparnBaeT HECKONbKO obriacTen unvopra-
HOB BNacTu);

- TpeboBaHMI ynpaBneHus KrnyYamm n TpyAHOCTAMM, KOTOPbIE NpUXoauTCs Nnpeogonesats Ans obecne-
YeHWst 3aMeTHOro yny4lleHus 6e3onacHocTn 6e3 co3aaHns HOBbIX 3HAaYUMbIX MPEANOCHINIOK YA3BMMOCTMY;

- afeKBaTHOCTU UCNOSb3yeMbIX MEXaHU3MOB LLUMPOBAHNS AN 3a4eACTBOBAHHOIO T1Ma CeTeBoro coe-
OVNHEHUS N CTeneHn Heobxoammon 6e30nacHOCTL.
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13.10 LlenocTHOCTb AaHHbIX, NepeaaBaeMbIX MO CETAM

B cnyyasx, ecnv BaXXHO COXPaHUTb LeNIOCTHOCTb AaHHbIX, OpraHvM3aums AOMKHa pacCMOTPETb BO3MOX-
HOCTb MCMONb30BaHWA LMMPOBOM NOANUCU W APYrMX Mep 3aluuTbl LIeNOCTHOCTU COOBLIEeHUs AN 3awuThbl
WMHopmaLuK, NPoxoasLLen Yepes ceTeBble COEANHEHNS.

B cnyyae, ecnv ocHOBHbIM TpeOOBaHUEM SIBSIETCA 3aLLMTa OT CIly4anHOro Unm npeAHamepeHHoro u3me-
HeHus1, obaBNeHNs UNu yaaneHns nHdopmaumm, opraHu3aLums 4omkHa NpeanpuHATL HeobXoaAMMble MepbI Mo
3alumMTe LernocTHOCTH coobLueHus (HanprMMep NCMonb3oBaHKe KOAOB ee ayTeHTUdMKaumum).

MpumeHeHre undpoBON NOANNCKU B KAYECTBE MEpPbI 3aLUNTbI MOXET 3aMEHUTb aHaNoOrMYHy 3aLUuTy,
KOTOpasi OCyLLEeCTBNAETCH NyTEM ayTeHTUdUKaLmm coobLLeHnn, HO AONONHUTENBHO 06nagaeT CBOMCTBaMU,
nossondowummn pasbrnokmpoBaTb npoueaypbl NOATBEPXAEHUSA oTnpasBku/npuema coobueHus (cm. 13.11).
PelweHne o npumeHeHUM LMDPOBON MNOAMMCUM UMM Mepax 3alumTbl LEenoCTHOCTU cooblieHusa cnegyet
NPUHUMATbL C y4ETOM:

- 3aKoHogaTenNbHbIX U 0bsa3aTenbHbIX TpeboBaHU (0cobeHHO B cryyae, ecrnvm ceTeBoe CoeAuHeHne
3aTparvsaeT coobLleHne Mexay HECKOMNbKMMMU PermoHamMmu v opraHamv Bnactm);

- COOTBETCTBYIOLLMX OCHOBHbIX OOLLECTBEHHbLIX MIHAPPACTPYKTYP;

- OCHOBHbIX TpeboBaHWI MeHegXKMeHTa 1 TPYAHOCTEN, KOTOpble NPUXOAMTCHA NpeodonesaTb Anga obec-
neyYeHns OenCTBUTENbHOrO yny4dleHns 6esonacHocTn 6e3 co3aaHusa HOBbIX CYLLECTBEHHbIX MPeanoChINoK
YySI3BMMOCTW;

- NIpUrogHoCcTN 6a30BbIX MEXaHM3MOB BOBIIEYEHHOMO TUMNa CETEBOrO COeAMHEHNS U CTeNeHn Heobxoau-
Mo 6e3onacHocCTH;

- HageXHOW N A0BEepPUTENbLHON perncTpaumm nonb3oBaTenen v 06beKToB, CBA3AHHbIX C KItovamu (cep-
TUpMUMpPOBaHHBIMU B Cry4ae HeOBXOAMMOCTH), MPUMEHSEMbIX B MPOTOKOMaxX LnMpoBov NOAMMCH.

13.11 MNoareepxgeHue oTnpaBku/npmema nHdopmaumm

B cnyyae, ecnu TpebyeTcsa npeAacTaBuTh CyLeCTBEHHOE AoKa3aTenbCTBO Nepeaayy nHgopmaumm no
ceTn, paccMaTpuMBaloT cneayoLme 3alMTHble Mepbl:

- MPOTOKOSbI CBA3M, NOATBEPXAaoLWme nepegady JOKYMEHTa;

- MPOTOKOSbI NPUIIOXeHUs, TpebyloLue NpeacTaBneHns MCXO4HOro agpeca unv ngeHTndunkaTopa n npo-
BEPKM Ha Hanuune 4aHHoON nHhopMauuu;

- MexceTeBble Nepexoabl, B KOTOPbIX NPOBEPSATCS (hopmMaTbl agpecoB OTNPaBUTENS U NonyvaTens Ha
OOCTOBEPHOCTb CUHTAKCKUCa U HENPOTMBOPEYNBOCTL C UH(DOPMaLUeEn B COOTBETCTBYHOLLNX ANPEKTOPUSAX;

- MPOTOKOSbI, NOATBEPXAAIOLME AOCTaBKY U3 CETeW;

- MPOTOKOIbI, BKMNtoYakLme B cebs MexaHn3Mbl, paspeLuatoLine ycraHaBnmaBaTb NocnegoBaTenbHOCTb
NHopmauun.

B cnyvae, ecnv BaXXHO MMeTb AoKasaTenbCTBO Nepeaaymn unm npuema nHpopmaumm, a hakT nepegayu
nnu npvema sBNsSeTCA NpeaMeToM Cropa, AanbHellune rapaHTum cregyeT npegocTaBnsaTb CTaHAapTHbIM
meToaom uudposon noagnucn. OTnpasuTensamM nHgopmaumm (ecnu TpebyeTca AoKa3aTenbCTBO NCTOYHUKA)
cnepyeT ckpennaTb 3Ty Hpopmauuio LndpoBor nognuckio obLuenpuHaToro obpasua. Ecnv TpebyeTtca aoka-
3aTenbCTBO AOCTaBKW, TO OTNPaBUTENSAM criefyeT 3anpalimMBaTth OTBET, CKPenmeHHbIN LM poBON NOANUCHIO.
[nsa gocTvxXeHnsa 4aHHOW CTENEHU rapaHTum cnegyeT NPUHATL BO BHUMAHKWE:

- NCNONb30BaHWe MeEXaHN3MOB NOATBePXAEHMSA (UndpoBasi noaNUCb, OTMETKN BpeMeHW U T.4.), noaaep-
)KaHHbIX JOBEpPUTENbHOW TpeTbel CTOPOHOW, HanpumMep OpraHom Mo cepTudukaunm, 1 COOTBETCTBYIOLLEN
NMHPaCTPYKTYpPOM KNkovern obLLEro NoMnb30BaHus;

- coobLLeHnsa o perncTpaumm ¢ UCMNOSNb30BaHNEM MEXaHU3MOB MpPedoTBpaLleHNss USMEHEHNA B KOH-
TPONbHLIX XXypHanax;

- MEXaH13Mbl COXPaHeHWs KOHPMAEHLNANbHOCTM U/MW NUYHBIX KItoYen (NoannMcu) NpoTUMB HeCaHKLUMO-
HMPOBAHHOIO UCNOSIb30BaHWS;

- apxvMBUpPOBaHMe cepTudmKaLnin n Knyen, HeobxoauMbIX ANA pa3peLleHmns CropoB ¢ TeM, YTOObI obec-
neyYnTb UX JOCTYNHOCTb U LLEeNOCTHOCTb B Te4YeHne HeobxoamMMoro nepuoga BpeMeHn (KoTopbIi MOXET BbITb
ANWHHEe neproaa UCnob30BaHNSA COOTBETCTBYIOLLUX KIOYER).

NHdopmaumto no 6esonacHocT MHPoOpMaunm oT UckaxkeHusi ee cmbicna cm. B MICO/MIK TO 14516 n
MNCO/M3K 13888.

13.12 BupTyanbHble YacTHbIE C€TU

BupTyanbHas yactHas ceTb (VPN) siBNsieTCa YacTHOW CeTblo, KoTopas peanu3yeTcs nyTeM UCNoNb30Ba-
HUSA MHPPACTPYKTYpPbI yXKe cyliecTBytoLwmx ceTen. C TOUKM 3peHus nonb3oBaTerner BUpTyanbHas YacTHas ceTb
yHKUMOHUPYET 1 NpeanaraeT YacTHble PYHKUMOHaNbHbIE BO3MOXHOCTHU M YCITYTI.

B BUpTyanbHOW YacTHOM CeTU NPUMEHSIOTCS KpunTorpaduyeckne MetToabl obecneyeHns sawmTbl pyHk-
LMoHanbHbIX BO3MOXHOCTEN 1 ycnyr, ocobeHHOo B cny4vae, ecrnu ceTb, Ha koTopon noctpoeHa VPN, aBnsert-
ca ceTbto 06Lero nonb3oBaHusi (Hanpumep NHTepHeT). B GonbluMHCTBE peanusauuin NMHUK CBS3N MexXay
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napTHepamu LWMGpPYIOT Ans obecnevyeHns KOHUAEHUMANbHOCTH, a NPOTOKOSbl ayTEHTUMKALMM UCNONB3YIOT
ONs NPOBEPKM MOEHTUYHOCTU CUCTEM, NOACOEANHEHHBIX K BUPTyanbHON YacTHow ceTu. OBbI4HO WwindpoBaH-
Hasi MHopMaLUMs NPoxoauT Yepes 6e3onacHbIN TOHHEb, NOACOEANHAIOLMIA OpraHn3aLmmn K MEXCeTEBOMY
nepexogy C nogaepXaHWeMm KoHMAEHUManeHOCTU U LeNTOCTHOCTU MHdopMaumn. MexceTeBon nepexon
3aTemM maeHTUMUMpYeT ANCTAaHLMOHHOIO MOMb3oBaTens U NO3BONSEeT emy Mnofy4vaTb JOCTYN TOMbKO K
MHOPMaLUK, CAHKLMOHNPOBAHHOW A8 NpuemMa.

Ko BceM 4acTHbIM ceTsiM BaXHO NMPUMEHATb Mepbl, afeKkBaTHble MepaMm obecnevyeHnsa 6e3onacHoOCTy
BCEX CMCTEM, noacoeamHeHHbIX kK VPN, ¢ TeM, 4ToObl rapaHTMpoBaTb BO3MOXHOCTb TONbKO CaHKLMOHNPOBaH-
HbIX FIMHWI CBSA3M C APYTUMU CETSIMMU.

BupTyanbHas yacTHasi ceTb MOXeET ObITb MCMONb30BaHa, HaNpuMep, A5 TOoro, YToobI:

- peanu3oBaTb UCTAHLUMOHHbIA JOCTYN K OpraHM3auumn oT MobmbHOro aboHeHTa nnm paboTHUKOB, HAXo-
OALmMXCs 3a NpefenamMm CUCTEMBI;

- COeNHUTb pa3Hble MecTa paboTbl opraHM3auum, BKNOYas N30bITOYHbIE NMHUK CBSI3U OIS peanv3auum
pe3epBHOM MHPACTPYKTYpbI;

- YCTaHOBUTb COEMHEHUS C CEThIO OpraHn3auuun Ans Apyrux napTHepoB opraHm3aLmm/éusHeca.

13.13 HenpepbIBHOCTbL OM3Heca/BOCCTaHOBSIEHUSA NOCTe CTUXMUHOIO 6eacTBus

BaxxHo, 4TOObI 3aLMTHBIE MepbI AN NPOAOIMKEHUS PyHKUMNM BusHeca B cryyae CTMXUAHOro beacTens
nytem obecneyeHns CnocobHOCTM K BOCCTAHOBINEHMIO KaXXA0M AeN0BOV onepauum 6b61nmn NPUHATLI B 3a4aHHbIN
WHTepBan BpeMeHM Nocrie npepbiBaHUs AeaTensHOCTU. PyKOBOACTBO A5 COBMECTHOIO NiaHMpoBaHna npo-
JormKkeHnsa busHeca 1 BOCCTaHOBMNEHNS NOCNe CTUXUNHOrO 6e4CTBUSA, BKMOYAs COOTBETCTBYHOLLYIO CTpaTeruo
W poACTBEHHbIE NMaHbl C NocneayLwmnm TecTuposaHnem, — B cootseTcTeum ¢ UCO/M3K 13335-4.

Heobxogmmo 06patuTb BHMMaHWe Ha TpeboBaHUSA COXpaHEeHUS OCHOBHbIX M MPUMEHEHUS JONOSNTHUTENb-
HbIX CETEBbIX COEANHEHWI A0CTATOYHOM MPONYCKHOM CNOCOBHOCTU, a Takke Ha BOCCTAHOBIIEHNE COEANHEHNI
nocrie HexxenaTenbHOro cooblTus. B 0CHOBE faHHbIX TPeOOBaHUN NEXUT BaXKHOCTb COEANHEHUI B 0becneye-
HWUK BM3Heca B Te4YeHUe NPoOOIPKUTENBHOMO BPEMEHW, a TaKkKe NPOrHo3npyemoe BpeaHoe BNusiHue Ha bmusHec
B Cry4ae Ux HapyLLeHui. [1py 9ToM BO3MOXXHOCTY COeAMHEHNIA MOTYT NPeaoCTaBMTb OpraHn3aunm MHOTO Npeu-
MyLLECTB B rTMOKOCTM M CNOCOBHOCTM MCMONb30BaTh NPaKTUYECKNE NOAXOAbI, HO OHU MOTYT CTaTb TOYKaMn yS3-
BUMOCTU U «EAWHUYHBIMWM TOYKaMW HEUCMNPaBHOCTEN», KOTOpble CMOCOBGHbI Oka3aTb paspyLUMTENbHble
BO3E€MCTBUS HA OpraHu3aumio.

14 [lokymeHTUpPOBaHWe U aHanNu3 BapuaHTOB CTPYKTYyp 6e3onacHocTu

[okymMeHTMpoBaHMe pasnuyHbiX BapMaHTOB CTPYKTYp 6e30nacHOCTM NpeaoCcTaBnsieT BO3MOXHOCTb NS
paccMOTpeHMUsl pasnMyYHbIX BApUaHTOB peLLeHni 1 co3gaeT 6a3y Ans aHanmsa c Lenbto Bbibopa KoMnpomMmc-
CHOro peLleHuns. JTo Takke cnocobCcTByeT paspeLleHnto Npobnem, CBA3aHHbIX C HaCTO BO3HUKAOLWMMUN TEXHN-
YECKMMWM OrpaHWyYeHusMW W MNpOTUBOPEYMAMM Mexgy noTpebHocTaMM OGusHeca M obecneyeHnem
6esonacHocTy.

Mpw cocTaBneHMn AoKyMeHTaLUMmM Mo pa3HbiM BapuaHTam CTpyKkTyp 6e3onacHocTv Heo6XoaANMO MpUHK-
MaTb BO BHUMaHne TpeboBaHusi, yCTaHOBIEHHbIE B oNuTMke 6e3onacHocTv cuctem T opraHmnsauum (cm. pas-
aen 8), n nepeyeHb NOTEHUMAanNbHbIX KOHTPONMpYeMblx 30H (cM. pasgensl 12 n 13). CnegyeT Takke yuntbiBaThb
CYLLIECTBYIOLLME B OpraHu3aumm CTpykTypbl 6esonacHocTu. lNocne JOKYMEHTUPOBaHUSA U aHanu3a BapuaHToB
CTpyKTyp 6€30nacHocTU BbibpaHHas cxema obecneveHnst 6esonacHOCTM AommkHa 6bITb cornacoBaHa. OpraHu-
3auUuMsa MOXET BHOCUTb M3MEHEHMWS B CTPYKTYPY CETU 1 ee NpumeHeHmne (ans obecneyeHns COBMECTUMOCTH C
npeanoYTMTENBHON cxemorn obecnedyeHns 6e30MacHOCTM), a Takke B NepeyeHb NoTeHUManbHbIX 3alUUTHBIX
Mep (Hanpumep NP cornacoBaHNn MOXET ObITb BbISIBNIEHO, YTO CTPYKTypa 6€30MacHOCTN MOXET OblTb TEXHU-
YeCkn peanusoBaHa TOMbKO anbTepHaTMBHLIM CMOCO6OM, YTO MOTpebyeT MpPUMEHEeHWUs AONOMHUTENbHbIX
3aLUNTHBIX MEp).

15 MNoparoTtoBKa K pacnpeaeneHunio 3aaayd no BbIGOPY 3alMUTHBLIX Mep,
NPOEKTUPOBaHUIO, peanusaumm n TeXHN4eCKOMy 06Cny>XnBaHuIo

Mcnonb3ys nepedeHb NoTeHUmMarnbHbIX KOHTPONMpyeMblX 30H (CM. pasgen 13) 1 cornacoBaHHy CTPYKTY-
py 6esonacHocTy (cM. pasgen 14), opraHmsauns MoOXeT Ha4YMHaTb NOArOTOBKY K NilaHNMPOBaHWIO 1 pacnpeae-
NeHuto 3agad Ans AeTanbHoro Bbibopa 3almTHbIX Mep obecneyeHmns 6e30nacHOCTH, a Takke K UX MPOeKTUpo-
BaHWIO, peann3aummn n TeEXHNYECKOMY 06CNy>KMBaHMIO.

18



rocT P NICO/M3K TO 13335-5—2006

16 KpaTkoe nsnoxeHue

HacToswmi ctaHgapT ycTaHaBnNMBaeT PyKOBOASLLME YKa3aHUS MO NOACOeAUHEHUIO CUCTEMbI MHGOPMa-
LIMOHHBIX TEXHOMNOMNN OpraHu3aumm k cetam. CTaHgapT OCHOBaH Ha cnefytoLemM nogxoae: BHavane npoBoguT-
CA npouecc I/I,EI,eHTI/I(*)I/IKaLI,I/II/I 1N aHarnum3a (*)aKTopOB, BINMUAKOLLNX HaA cpeacTtBa CBA3N B LeNAX yCTaHOBIIEHUA
TpeboBaHun No ceteBow BesonacHocTW. 3aTeM onpefenstTcs NoTeHUuMarnbHble KOHTPONUPYEMbIE 30HbI
(opraHusaumsi MOXET CCbiflaTbCsl HA COOTBETCTBYIOLWME MonoxeHust apyrmx yacten MCO/M3IK 13335). B
MOMOLLIb NepCoHarny opraHusauun, oteevatoLemy 3a 6esonacHocTb VT 1 BbisIBNEHUE NOTEHUMANBbHBIX KOHTPO-
NMpyeMbIX 30H, B HAaCTOSILLLEM CTaHAapTe NpUBeAeHa XapakTepucTmka CreayoLmnxX TPEX OCHOBHbIX KpUTEPUEB
naeHTUdUKaLmnmM NoTeHUManbHbIX KOHTPOSIMPYEMbIX 30H:

1) pasnuyHble TUMbl CETEBLIX COEANHEHWUIA;

2) pasnu4yHble CETEBbIE XapaKTEPUCTUKUN 1 CBA3aHHbLIE C HUIMMW JOBEPUTESIbHBIE OTHOLLEHWS;

3) noTeHumanbHble BUAbLI pucka B obnactu 6e3onacHOCTU, CBSI3aHHbIE C CETEBbIM COEAMHEHMEM U
NCMNonb3oBaHWEM YCNyT, NPEAOCTABMSAEMbIX YEPES 3TU COEANHEHMS.

3aTeM KpuTepun naeHTUdUKaunum UCNonb3yrTcs B Matpuuax, npeaHasHaueHHbIX ANs MHAWKaLMK
noTeHLManbHbIX KOHTPONMPYyeMbIX 30H. MNpuBOANTCS Takke KpaTkoe obLee onMcaHne NoTeHUNanbHbIX KOHT-
pOnMpyeMbIX 30H.
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MpunoxeHue A
(cnpaBo4HOE)

CBefeHus 0 COOTBETCTBMM HaLMOHalnbHbIX cTaHaapToB Poccuiickon ®epepaumm

CCbIJTOYHbIM MeXAYHapoAHbIM CTaHAapTamMm

O6o3Ha4eHne CCbINIOYHOro
MeXayHapoaHoro ctaHgapTa

O603Ha4eHne 1 HarMeHOoBaHWe COOTBETCTBYHIOLLErO HaLUMOHarbHOro ctaHgapTa Poccuickoi
denepaunm

NCO/M3K TO 13335-1:1996

FTOCT P UCO/M3K 13335-1—2006 WHdopmaumoHHasa TexHomnorns. MeToabl
obGecneyveHns Ge3onacHocTu. YnpasrieHve 6e30MmacHOCTbIO MHGOPMALMOHHBIX 1
TeneKOMMYHUKaLUOHHbIX TexHomnorun. Yacte 1. KoHuenuusa n mogenu ynpasneHus
6e30MacHOCTbI0 MHPOPMALIMOHHbLIX U TENEKOMMYHUKALIMOHHBIX TEXHOIOMMI

NCO/M3K TO 13335-2:1997

*

NCO/M3K TO 13335-3:1998

FOCT P UCO/M3K 13335-3—2006 WHdopmaumoHHas TexHonorus. PekomeHnaa-
LM no ynpasrneHuto 6e3onacHOCTb0 MHAOPMAaLUMOHHBIX TexHonoruin. Yacte 3.
MeTogbl ynpaBneHus 6e30MacHOCTbI0 MHPOPMALIMOHHBIX TEXHONOMNIA

NCO/M3K TO 13335-4:2000

FOCT P UCO/M3K 13335-4—2006 WNHdopmaumnoHHas TexHonorus. PykoBogsiine
yKasaHus Nno ynpaBeHnto 3aLmMTon MHPOPMaLNOHHbIX TEXHOMOrMin. YacTe 4. Beibop
3aLLUTHBIX Mep

NCO/M3K 13888-1:2004

NCO/M3K 13888-2:1998

NCO/M3K 13888-3:1997

NCO/M3K TO 14516:2002

*

NCO/M3K TO 15947:2002

*

NCO/M3K TO 7498-1:1994

FOCT P UCO/M3K 7498-1—1999 MHdopmaunoHHas TexHonorus. Baanmocssasb
OTKpbITbIX cucteM. basoBas aTanoHHas mogenes. YacTte 1. BasoBas mogensb

NCO/M3K TO 7498-2:1998

FTOCT P WCO 7498-2—1999 UHdopmaumoHHas TexHomnorusa. BsaumocBsasb
OTKpbITbIX cucTeM. basoBas aTanoHHas Mogenb. YacTb 2. ApxuTekTypa 3aluThbl
MHdopmaLun

NCO/M3K TO 7498-3:1997

FTOCT P UNCO 7498-3—1997 WHpopmauuoHHas TexHonorus. BsaumocBsasb
OTKpbITbIX cuctem. basoBasi atanoHHast mogenb. YacTte 3. lNMpucBoeHne uMmeH wu
agpecauus

NCO/M3K TO 7498-4:1989

FOCT P UCO/M3K 7498-4—1999 MHdopmaunoHHas TexHonorus. Baanmocssasb
OTKPbITbIX cucTem. BbasoBasi aTanoHHas mogenb. Yactb 4. OCHOBbI agMWHUCT-
paTUBHOrO yrpaBreHust

* COOTBeTCTByPOLLMVI HauWOHanbHbIN CTaHO4apT OTCYTCTBYET. [o ero yTBEepXaeHuna pekoMmeHagyeTcda ncnonb3oBaTb
nepesoa Ha pyCCKVIf;l A3bIK AaHHOIo MeXXayHapogHoro ctaHgapTa. lMepeBoa AaHHOro cTaHgapTa HaxoauTCH B MHAOP-
MauynoHHOM (bOHJJ,e TeXHUYEeCKUX pernamMmeHToB 1 CTaHOapTOB.
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Bubnuorpadus

[1] IETF Site Security Handbook, of September 1997 (RFC 2196)
[2] IETF Site Security Handbook Addendum for ISPs, of 15 th August 1999
[3] NIST Special Publication 800-10: Keeping Your Site Comfortably Secure: An Introduction to Firewalls
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KntoueBsble crnosa: MHMOPMaLNOHHAs TeXHoNorns, nHdopmaLlnoHHas 6e3onacHoCcTb, NPOLECC aeHTUduKa-

LMK, CeTU, ayauT, KOHTPONNPYEMbIE 30HbI
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