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BBeneHue

Y10 Takoe nHpopmMmaumoHHaa 6e30MNacHOCTb?

MHpopmaumna — 3TO akTuB, KOTOPbLIN, NoA0OHO APYrMM akTUBaM OpraHnsaunm, uMeeT LLeHHOCTb U1, che-
[oBaTenbHO, AONXeH ObiTh 3aliuULEH Haanexawmm obpasom. MHPopmMaunoHHas 6e30nacHOCTb 3aluuuiaeT
MHOOPMALNIO OT LWNMPOKOTo AnanasoHa yrpo3 ¢ Lenbio obecrnevyeHns yBepeHHOCTU B HENPEpPbLIBHOCTM BU3Heca,
MUHUMM3auMn yuepba, Nnony4eHns MakCMManbHOW OTAAYN OT MHBECTULIMIA, a TakXe peanmn3aumn noTeHumnanb-
HbIX BOBMOXHOCTel busHeca.

NHdopmaumsa MOXET CylecTBOBATb B padnnyHbix popmax. OHa MOXeT ObITb HaneyaTaHa UnM HanmcaHa
Ha 6ymare, XPaHUTbCHA B 3/IEKTPOHHOM BuUAe, nepenaBatbCd no noyte UamMm C NCNONb30BAHMEM 3NTEKTPOHHbIX
CpencTB CBS3M, AEMOHCTPUPOBATLCS Ha MJeHKe unun ObiTh BbipaxeHa YyCTHO. be3oTHocuTeNnbHO GOpMbl Bhipa-
XeHns MHPopmauuun, CpefAcTB ee PaCrnpOCTPAHEHUS WM XPaHEHUS OHA [AOMXHA Bceraa ObiTb afekBaTHO
3auwumuieHa.

MHpopmMaumoHHas 6e30MacHOCTb — MEXaHW3M 3alnTbl, 06ecnevynBatoLLLmii:

- KOHCDVI,EI,eHLI,VIa}'IbHOCTbZ AocTyn K VIHCbOpMaLI,VIVI TONIbKO aBTOPU30BAHHbIX I'IOJ'Ib3OBaTeJ1€I7I;

- LLeJIOCTHOCTb: AOCTOBEPHOCTb M MOJIHOTY MHOPMaLUM U METOAOB ee 06paboTku;

- LOCTYMHOCTbL: AOCTYN K MHPOPMALUM N CBA3AHHBIM C HEN akTUBaM aBTOPM30BaHHbLIX NOJib30BaTeIel No
Mepe HeoBXoaAMMOCTH.

MHpopmMaumoHHaas 6e30nacHOCTb AOCTUraeTcs nNyTeM peanu3aunm COOTBETCTBYIOLLEro KOoMMaekca
MeponpuUaTuiA No ynpaeneHnio MHGOPMaLMOHHO 6€30NacHOCTbIO, KOTOpPblIe MOryT ObiTb NpeacTaBAeHbl Nonn-
TUKamu, MeTofamu, npoueaypamMm, OpraHn3auMoHHbBIMU CTPYKTYPaMU 1 GyHKLUUAMUN NpOorpamMmmMHoro obecneye-
HUS. Yka3aHHble MeponpuaTus A0MXHbl 06ecneuynTb AOCTUMXEHUEe uenerr MHGOPMaLMOHHOW 6e30nacHOCTH
opraHusauum.

Heo6xopgumocTbh MHGOPMaLMOHHOW Ge3onacHoOCTHU

UHdopmauna, nogaepxumspaoLlimne ee npoueccol, MUHGOPMaLNOHHbIE CUCTEMbI 1 ceTeBas MHOPACTPYKTY-
pa ABASIOTCH CYLEeCTBEHHLIMU akTuBamu opraHmsaunm. KoHdumaeHunanbHOCTb, LLENOCTHOCTb U AOCTYMNHOCTb
nHdopmMaLMn MOryT CyLLECTBEHHO CcNOcOoO6CTBOBAaTh 06eCnedYeHnt0 KOHKYPEHTOCNOCOOHOCTM, NMKBUAHOCTH,
[0OXOOHOCTU, COOTBETCTBUSA 3aKOHOLATENbCTBY M Ae/I0OBOW penyTauum opraHnsauunm.

OpraHmnsaumnm, nx MHPOPMaLMOHHLIE CUCTEMbI 1 CETU BCE Yalle CTAIKMBAIOTCS C PA3INYHBIMU Yyrpo3amMu
6e30nacHOCTU, TAaKMMU Kak KOMMbIOTEPHOE MOLLIEHHUYECTBO, WNNOHAX, BPeAUTENLCTBO, BAHAANN3M, NOXaphbl
NN HaBOAHEeHUS. Takne UCTOYHUKM yuiepba, Kak KOMMNbIOTEPHbIE BUPYChI, KOMMbIOTEPHBIM B3/IOM U aTaku Tuna
oTKasa B 006CNyXmBaHUM, CTAHOBATCA 6onee pacnpocTpaHeHHbIMKU, 6onee arpeccuBHbiMU 1 BCce 6onee n30-
LWPEHHbIMU.

3aBUCMMOCTb OT MHOOPMALMOHHBIX CUCTEM UM YCNIYI 03HAYAET, YTO OpPraHM3aLnm CTaHOBATCA Bce 6onee
YSI3BMMbIMM MO OTHOLIEHUIO K yrpo3amM 6e3onacHocTn. B3aumopencTeume cetein o6wero nonb30BaHUs 1 4acT-
HbIX CeTelr, a Takke COBMECTHOE MCMNO0Jb30BaHNEe MHOOPMALMOHHbLIX PECYPCOB 3aTPYAHAET yrnpasineHue noc-
Tynom Kk uHdopmaumn. TeHOeHUUS K WMCNONb3OBAHWIO pacnpeneneHHor o6paboTkm [aHHbIX ocnabnser
30PEKTUBHOCTb LEHTPANIM30BAHHOIO KOHTPONS.

Mpy NPOEKTUPOBAHNN MHOTMX MHPOPMALMOHHBIX CACTEM BOMNPOCHI 6€30NaCHOCTN HEYYUTbIBANUCHL, YPO-
BeHb 6€30MacHOCTU, KOTOPbIA MOXET OblTb LOCTUTHYT TEXHUYECKMMU CPEACTBAMU, UMEET PAL OrPAHNYEHUR 1,
cnepoBaTenbHO, AOJXKEH COMPOBOXAATLCA HaAnexalwmnMu opraHn3aumMoHHbIMU Mepamu. Boibop Heobxoam-
MbIX MEPONPUATUIA NO yNpPaBaeHU0 NMHHOPMALMOHHON 6e30NacCHOCTbLIO TpebyeT TWATEeNbHOro MNAaHNPOBaAHUS
N BHUMAHUA K OeTansaMm.

YnpaBneHne MHOOPMALVNOHHONW 6€30MaCHOCTbI0O HYXAAeTCs, KaKk MUHMUMYM, B y4aCTUM BCEX COTPYAHU-
KOB opraHm3dauunm. Takxe MoXeT noTpeboBaTbCsa ydyacTMe MOCTABLIMKOB, KJMEHTOB UM akuuoHepoB. Kpome
TOro, MOryT NOTPebOoBaTLCSA KOHCYNbTALMWU CNELUANUCTOB CTOPOHHUX OPraHn3aLuni.

Meponpuatnsa no ynpasieHuio B 06nactm MHGOPMaLMOHHON 6e30nMacHOCTM 000NAYTCA 3HAYUTENBLHO
newerse n okaxyrtcsa 6onee apPekTUBHbIMU, ecnu OyayT BKIOYEHbI B cneundukaumnio TpeboBaHuin Ha CTaaum
NPOEKTUPOBAHUSA CUCTEMBbI.

Kak onpepenutb Tpe6oBaHus kK MHGOPMaLNOHHO Ge3onacHOCTHU

OpraHunsauns goxHa onpenennts cBou TpeboBaHMa K MIHOOPMALMOHHOK 6€30NacHOCTU C Y4€TOM Clie-
aywowmx Tpex GakTopos.

BO-I‘IepBbIX, OLUEeHKa PUCcKoB opraHn3auunn. nOCpe,EI,CTBOM OLLeHKN PUCKOB NPONUCXOOUT BbidBEHUE Yrpo3
akTnBamM opraHn3auunmn, oueHka ya3BMMOCTU COOTBETCTBYOLWNX aKTUBOB M BEPOATHOCTN BOSHUKHOBEHUNA Yrpo3,
a TakXe oueHkKa BO3MOXHbIX HOCﬂe,ﬂ,CTBMVI.
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Bo-BTOpLIX, lOpuAnYeckne, 3aKOHOOATENbHbIE, PErYAMpPYIOLWME N OOFOBOPHbIE TpeboBaHUS, KOTOPbLIM
OOJIXHbI YA0BNETBOPATbL OpraHu3auuns, ee TOProeble NapTHEPL!, NOAPAAYNKA U NOCTaBLLUUKN YCAYT.

B-TpeTbux, cneunduyeckmin Habop NPUHLMNOB, Lenen n TpeboBaHuii, pa3paboTaHHbIX OpraHn3aumnein B
OTHOLWEHUN 06paboTkn nHGopmaumu,

OueHka pUCkoB MHGOPMaLMOHHOW Ge3onacHoOCTHU

TpeboBaHMs K MHPOPMALMOHHON 6&30NacHOCTM ONpPenensatTcs ¢ NOMOLLbID CUCTEMATUYECKOW OLLEHKMN
pPUCKOB. PelleHuss 0 pacxogax Ha MeponpuaTug No ynpasieHUo MHPOPMALMOHHON 6€30NaCHOCTbIO AOJIXKHbI
NPUHMMATBLCSH, UCXOAS U3 BO3SMOXHOrO yulepba, HaHeCEHHOro OM3HeCY B pe3ynbTaTe HapyweHuii nHGopmMaLum-
OHHOW ©6e3onacHocTu. MeToabl OLEHKU pUCKa MOTyT MPUMEHATLCA KakK Ans BCEN opraHusaumun, Tak U ang
Kakon-nmbo ee 4acTu, OTAENbHbIX MHPOPMALMOHHBIX CUCTEM, OMNPeneNeHHbIX KOMMOHEHTOB CUCTEM UK
YCNyr, @ UMEHHO TaM, rae 3TO NPakTUYeCKN BbIMOJHUMO U LLenecoobpasHo.

OueHka pucka — 3TO CUCTEMATUYECKMIA aHANU3:

- BEPOATHOro yuiepba, HaHOCUMOro 6M3Hecy B peaynbTaTe HapylweHUn NHHOPMaLMOHHOK 6e30nacHOC-
TW C y4€TOM BO3MOXHbIX NOCNEACTBUMIA OT noTepn KOHPUAEHUMANbHOCTU, LUENOCTHOCTU WAN AOCTYNHOCTU
nHdopmaumm n opyrux akTUBOB;

- BEPOATHOCTM HACTYNNEHUSA TAKOro HAPYLLUEHUS C Y4EeTOM CYLLECTBYIOLWUX YIPO3 N YA3BMMOCTEN, a TakXe
BHEAPEHHbIX MEPONPUATUI MO YNPaBAeHnio MHOOPMALUOHHONW 6€e30NacCHOCTLIO.

Pe3ynbTaTbl 3TOM OLLEHKM NOMOTYT B ONPEeAENeHNN KOHKPETHbIX MEP U NPMOPUTETOB B 06N1aCTy yrnpasne-
HUS pUCKamMmn, CBA3aHHbIMU C MIHOOPMALMOHHOM 6€30MacHOCTbIO, a TakXe BHEAPEHUIO MEPONPUATHIA NO yNpaB-
NIeHNI0 MHPOPMALMOHHON 6€30MNaCHOCTLIO C LLENbl0 MUHUMMU3ALUN 3TUX PUCKOB.

MoxeT noTpeboBaTbCS HEOQHOKPATHOE NMPOBEAEHMNE OLLEHKM PUCKOB 1 BbIOOPA MEPOMPUATUIA NO ynpas-
NeHnio MHGOPMaLMOHHOM 6€30NaCHOCTLIO AN TOro, 4To6bl OXBATUThL Pa3NNYHbIE NOAPA3AENIeHUs opraHn3a-
UMN unn otaeNbHble MHOOPMALMOHHbIE CUCTEMBI.

BaxHO nepnoanyeckn npoBOAUTbL aHanM3 pUckoB B 061acTn MHGOPMaLMOHHON 6e30NacHOCTU N BHe-
PEHHbIX MEPOMNPUATUIA MO ynpaBneHuto MHOOPMaLMOHHOK 6€30NacHOCTbLIO AN TOro, 4Tobbl y4ecTh:

- U3MeHeHusa TpeboBaHMin U NPUOPUTETOB BU3HECA;

- NOSIBJIEHNE HOBbLIX YrPO3 N YA3BUMOCTEN;

- CHUXeHne 3PpPeKTUBHOCTM CYLLECTBYIOLMX MEPONPUATUIA MO ynpaBfieHWI0 uHopmMaLnoHHON 6e30-
NacHOCTbIO.

YpoBeHb AeTtanMaaumm Takoro aHanmaa cieayet onpenensaTb B 3aBUCMMOCTW OT pPe3yNbTaToB nNpeabiay-
LLMX NPOBEPOK U N3MEHSAIOLLErOCHA YPOBHS npuemnemoro pucka. OueHka puckoB 00bIYHO NPOBOAUTCA CHavyana
Ha BEPXHEM YpPOBHE, MpW 3TOM PECYpPChl HANpPaBnalOTCa B 00/1acTM HanbONbLIEro pucka, a 3atem Ha Bonee
[eTanbHOM YpPOBHE, 4TO NO3BONAET PacCMOTpeTb crieundunyeckme pucku,

BbiGOp mMeponpuaTUiA No ynpaBieHuio MHGOpPMaLUMOHHOW 6e30MacHOCTbIO

Mocne TOoro, kak onpepeneHbl TpeboBaHus K MHGOPMaLUOHHOK 6e3onacHOCTU, crnenyeTt BbuibpaTb ©
BHEAPUTb TAKUEe MePONPUATUS MO ynpaBieHntio MHGOpPMaLMOHHON 6e30NacHOCTbIO, KOTOpble o6ecneyaT CHU-
XEHUEe PUCKOB A0 NPUEMIIEMOrO YPOBHSA. TN MeponpusaTua MoryT 6biTh BoiOpaHbl M3 HACTOALWEro cTaHaapTa,
OPYrux UCTOYHMKOB, @ TakXe MOryT 6biTb pa3paboTaHbl COOCTBEHHBIE MEPONPUATUS NO YyNpaBieHuo nHGopmMa-
LMOHHOI 6e30MacHOCTbIO, YA0BAETBOpSAOLWMe crneumduniecknmMm noTpebHOCTamM opraHmn3dauun. Mmeertca MHO-
XECTBO pPas3fiIMyHbIX NOAXOA0B K YNpaBfEHUID PUCKaMW; B HACTOSWEM CTaHoapTe MPUBOAATCH MNPUMEpSLI
Hanbonee pacnpocTpaHeHHbIx MeTonoB. OAHAKO cnenyet OTMETUTb, YTO HEKOTOPbLIE M3 MEpPONnpuUATUiA No
ynpaefieHntio MHGOpMaLNOHHOM 6€30NaCHOCTLIO HEMPUMEHUMBbI K OTAENIbHBIM UHOOPMALLMOHHBIM CUCTEMAM U
cpenam 1 MOryT 0ka3aTbCsl HEMPUEMAEMbIMU O KOHKPETHbIX OpraHusaunin. Hanpumep, B 8.1,4 npuBoautcs
onuncaHue Toro, kak MOryT ObiTb pacnpefeneHbl LOMKHOCTHbIE 0693aHHOCTH, 4TOObLI NPEefOTBPATUTL OLWNGKN 1
MOLLUEHHNYECTBO. B HEBONbLINX OpraHM3aLmsax MOXeT 0Ka3aTbCs HEBO3MOXHbBIM pa3feneHne BCex A0MKHOC-
THbIX 0693aHHOCTEN; TOraa ona AOCTUXEHUS TOW Xe Lenn MOXET ObiTb He0OX0AUMO NPUHATUE aNbTEepPHATUB-
HbIX MEPONPUATUIA NO ynpaBaeHnio MHGOPMaLMOHHON 6e30nacHOCTLIO. B kayecTBe Apyroro npumepa MOXHO
npuBectn 9.7 n 12.1 —ocywecTBNEeHNE MOHUTOPUHIra UCMNOJIb30BAHUA CUCTEMbl U cbopa A0oKa3aTenbLCTB.
Yka3aHHble MEPONPUATUSA NO yNpaBieHUo MHGOPMaALMOHHON 6e30MacHOCTbLIO, TakMe, Kak perncrpaumnsa cobbi-
TUIA B CUCTEME, MOTYT BCTYNaTb B KOHPANKT C 3aKOHO4ATENbLCTBOM, AENCTBYIOLWMM, HAaNnpmMMep, B OTHOLWEHNN
3alNTbl OT BTOPXEHUSA B JINYHYIO XU3Hb KJIMEHTOB WUAN COTPYLAHUKOB.

BbiGop Meponpuatuii no ynpaeBneHnio MHOOPMALMOHHONK 6e30MacHOCTbI0 A0JIXKEH OCHOBbLIBATLCA Ha
COOTHOLLUEHUN CTOMMOCTM MUX peanusauunmn Kk 3pPeKTy OT CHUXEHUS PUCKOB M BO3MOXHbIM yObITKAM B Clyvyae
HapyLleHus 6e3onacHocTu. Takxe cnefyeT NPUHUMATh BO BHUMaHue GakTopbl, KOTOPbIE HE MOTyT ObiTb Npen-
CTaBJIEHbl B LEHEXHOM BbIpaXeHun, Hanpumep, NoTepio penytauun.



HekoTopble MeponpuaTusa no ynpaeneHnio MHGopmMauMoHHON 6e30NacHOCTbIO, NPMBEAEHHbIE B HACTOS -
leM cTaHpapTe, MOTyT paccMaTpuMBaThCs Kak PYKOBOASLME MPUHUMMBLI ANs yIpaBneHus MHPOPMaLNOHHOM
6e30MacHOCTbIO U NPUMEHSTLCA AN 60NbLWNHCTBA opraHu3auunii. bonee nogpobHO TakMe MeponpusaTUsS pac-
CMaTpUBaOTCSH HUXE.

OTnpaBHas Toyka ANg BHeppeHusa uipopmauunoHHo Ge3onacHOCTU

OToenbHble MEPOMPUATUS MO YyNpaBieHUio NHPOPMALMOHHON 6€30MNaCHOCTLI0 MOTyT paccMaTpuBaThCs
Kak pyKOBOZASILLME NPUHUMMBLI AN ynpaBneHns MHGOPMaLMOHHOM 6e30NacHOCTbLIO U CYXUTb OTMPABHOM TOY-
KoM pna ee BHeppeHus. Taknme meponpusaTuUs OGO OCHOBBLIBAIOTCS HA K/IOYEBLIX TPeOOBAHUAX 3aKOHO-
natenbctBa, NmnbO paccmaTpmMBaloTCs Kak o0wenpuHaTtas npaktuka B 06nactu  UHOOPMALMOHHOM
6e30MacHoOCTMU.

KnioueBbiMM MepamMy KOHTPONS C TOYKM 3PEHMS 3aKOHOAATENbCTBA ABNAIOTCA:

- obecneyeHne KOHPUAEHUNANBHOCTM MEPCOHANbHbIX AaHHbIX (12.1.4);

- 3aWMTa y4eTHbIX AaHHbIX opraHmndauum (12.1.3);

- NpaBa Ha WHTENNEeKTyalbHyl0 COOCTBEHHOCTb (12.1.2).

Meponpuatnsa no ynpaeneHunio MHGOPMaLMOHHON 6€30MacHOCTbI0, pacCMaTpMBaEMbIE Kak 06 EenpuHa-
Taa npakTvka B 06/1aCTM MHPOPMALMOHHON 6e30NacHOCTH, BKIOYAIOT:

- HanMyue OOKYMEeHTa, ONUCLIBAIOWEro noanTuky nHdopMaumoHHon 6esonacHocTtu (3.1);

- pacnpepneneHne obsa3aHHocTel no obecnedyeHnto MHPopmaumoHHon 6esonacHocTu (4.1.3);

- 06yyeHune Bonpocam MHGOpmMaLUMOHHON Be3onacHocTu (6.2.1);

- nHbopMMpoBaHue 00 MHUMAEHTAX, CBA3AHHbLIX C MHOOPMALMOHHON 6e30nacHoCTbio (6.3.1);

- ynpaBfieHWE HEeNpPepbIBHOCTbIO 6u3Heca (11.1).

MNMepeyncneHHble MepPONPUATUSA MPUMEHUMbI AN OONbLIMHCTBA OPraHn3aumini 1 MHPOPMaALMOHHBIX CPEL,.
CnenyeTt OTMETUTb, YTO, XOTS BCE NPUBEAEHHbIE B HACTOALEM CTaHAAPTE MEPONPUATUS ABNAIOTCA BaXHbIMU,
YMECTHOCTb Kakoli-n1mbo Mepbl [OJIXHA ONPefensiTbCs B CBETE KOHKPETHbBIX PUCKOB, C KOTOPLIMU CTaIKMBAETCA
opraHusauua. CnegoBaTenbHO, HECMOTPS Ha TO, YTO BbILLEOMNMCAHHbIN NOAX0 pacCMaTpUBAETCs Kak OTnpaB-
Has ToYka ANa BHeOPEHUs Meponpuatuini no obecnevyeHnio MHOGOPMALMOHHOM 6e30NacHOCTU, OH HE 3aMeHseT
BbIOOP MEPONPUATUIA NO yNpaBneHnio MHPOPMALMOHHON B6e30NaCHOCTbIO, OCHOBAHHbI/ HA OLLEHKE PUCKOB.

BaxHenwune ¢paktopbl ycnexa

MpakTnka NoKkasbiBaET, 4TO AN YCNELWHOro BHeAPeHN MHOOPMaLMOHHOW 6€30NacHOCTN B OpraHnsaumm
pewanwmmm 9Bnai0TCa cneaywwme GakTopb:

- COOTBETCTBME Lenein, NonuTuk U npoueayp MHPOpMaumnoHHON 6e30nacHOCTM uenaMm 6u1u3Heca;

- COrnacoBaHHOCTb NOAX04a K BHEAPEHUI0O CUCTEMbI 6€30MaCHOCTM C KOPMOPATUBHOW KYNbTYPOWA;

- BMAMMas noanepxka u 3aMHTEePEeCOBAHHOCTb CO CTOPOHbLI PYKOBOACTBA;

- yeTkoe NnoHMMaHue TpeboBaHMin 6€30NaCHOCTU, OLLEHKA PUCKOB U yNpaBieHne pucKamu;

- obecneyeHne NOHMMAHUA HEOBXOAUMOCTU NPUMEHEHUS Mep MHDOPMALMOHHOW 6e30MacHOCTU PyKO-
BOLCTBOM M COTPYOHUKAMW OpraHn3aumu;

- nepefaya MHCTPYKLUNIA B OTHOLIEHUN NOAUTUKN MHDOPMALMOHHOM 6€30MacHOCTM N COOTBETCTBYHOLLNX
CTaHLapTOB BCEM COTPYOHMKAM WU KOHTPareHTawm;

- obecneyeHne HeoOxoaMMOro obyd4eHnss U NOAroTOBKU;

- BCECTOPOHHAS 1 cbanaHCMpOBaAHHASA CUCTEMA M3MEPSEMbIX NOKa3aTenen, NCNONb3yeMbIX A5 OLEHKU
3PDEKTUBHOCTY yrnpaBieHns MHGOPMaALMOHHON B6e30NaCHOCTbIO U NPEANOXEHU MO €€ YAy4YlleHUo, NoCcTy-
NUBLUNX OT UCMNONHUTENEN.

Pa3paboTka cOGCTBEHHbIX PYKOBOACTB OpraHuM3auuu

HacTtosiwmii ctaHaapT AOMXKEH pPacLEeHUBaATbCA Kak OTNpaBHas Tovka Ajis pa3paboTky pyKOBOACTBA MOf,
KOHKPETHbIE HYyXAbl OpraHn3aumn. He Bce MHCTPYKLUMU U MEPONPUATAS, NPMBEAEHHbIE B HACTOSLWEM CTaHaap-
Te, MOryT ObiTb MPUMEHUMBIMU.

Bonee Ttoro, moryt notpeboBaTbCs AOMNONHUTENbHbIE MEPbLI, HE BK/IOYEHHbIE B HACTOSILLMIA CTaHaapT. B
3TOM cny4ae MoOXeT ObiTb MOJIE3HbIM COXPaHEHWEe NepeKkpPecTHbLIX CChISIOK, KOTopble obneryat NpoBepky cooT-
BETCTBUS, NPOBOAMMYIO ayauTopamMu U naptHepamu no 6usHecy.
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1 OGnacTb NpUMeHeHUs

HacTosawmn ctaHgapT ycTaHaBAMBAET PEKOMEHAALUM N0 YNpaBieHuo MHPOPMaLNOHHOM 6e30nacHocC-
TblO NNLLAM, OTBETCTBEHHbIM 3a NJIaHMPOBaHMeE, peannsaunto nnn NoaaepxXky peweHnin 6e3onacHoOCTN B opra-
Hu3aumm. OH npepHa3HavyeH ona obecneyeHnss obLUX OCHOB AN pa3paboTkm cTaHAapTOB 6€30MacHOCTU U
BblibOpa NPakTMHECKMX MEPONPUATUIA NO ynpaBneHnio 6€30NacHOCTbLIO B OpraHmaalunm, a Takxe B MHTepecax
obecnevyeHuns noBepua B Ae/10BbIX OTHOLWWEHUAX Mexay opraHmn3aumndamu. PeKOMeH)J,aLI,VIVI HacTodAWwero CtaH-
AgapTa cneayert BbI6VIpaTb N ncnonb3oBaTb B COOTBETCTBUUN C D,el‘/'ICTByIOLLI,l/IM 3aKOHOOATEeNbCTBOM.

2 TepMuHbI M onpeaeneHus

B HacTofwem cTaHoapTe NPUMEHEHbl Cleaylolumne TEPMUHbI C COOTBETCTBYOLWMMU ONpeaeneHnusMun:
2.1 nudopmaunoHHas 6esonacHoCcTb: 3awmTa KOHOUAEHLMNANBHOCTU, LLENOCTHOCTU U AOCTYMHOCTH
nHpopmaumnn.

MpnmevaHuq

1 koHPuaeHumanbHoCcTb: ObGecnedyeHve JOCTyNa K MHGOPMALIMK TONIbKO aBTOPM30BAHHbLIM MONL30BATENAM.

2 uenocTtHocTb: O6ecneyeHne LOCTOBEPHOCTU U NOMHOTEI MHMOPMALIMK 1 METOAOB ee 06paboTKM.

3 moctynHocTb: Ob6ecneyeHne goctyna Kk MHGOpMaLmMmM 1 CBA3aHHBIM C HE aKTMBaM aBTOPU30BaHHLIX MOJb30Ba-
Tenewn no Mepe HeobXoaMMOCTH.

2.2 oueHka puckoB: OueHka yrpos, ux nocnencTBuii, ya3BUMMocTn nHdopmaumm n cpeacts ee obpa-
00TKM, a TakXe BEPOATHOCTU UX BO3SHUKHOBEHMUS.

2.3 ynpaBneHue puckamu: [poLecc BbIIBNEHUS, KOHTPONS U MUHUMWU3ALUN N YCTPAHEHUSA PUCKOB
6e30MacHOCTN, OKa3blBaOLWNX BANSAHME HA MHPOPMALIMOHHBIE CUCTEMBI, B paMKax AONyCTUMBbIX 3aTpart.

3 Nonutuka 6e3onacHoCcTH

3.1 Nonutuka uHpopmMmaLnoHHOI 6Ge3onacHOCTHN

Llenb: obecnevyeHne pelueHUss BONPOCOB MHPOPMaLMOHHON 6e30MacHOCTU M BOBJIEYEHME BbICLLUETO
PYKOBOACTBA OpraHM3auumn B AaHHbINM Npouecc.

PaspaboTka n peannsaumsa NnoANTUKN MHGOPMALLMOHHON 6€30NaCHOCTN OpraHM3aumm oCcyLLecTBAAeTCs
BbICLUMM PYKOBOACTBOM NMyTeM BbIPa®OTKN YETKOW NO3NLIUK B peLleHn BONPOCOB MHPOpMaLIMOHHO 6e3onac-
HOCTW.

3.1.1 AokymeHTanbHoe opopMiieHue

Monutnka MHPopMaUNOHHOK 6€30NacHOCTN A0JIKHA OblThb YTBEPXAEHa, U3gaHa n Haanexauimm obpa-
30M JoBeJieHa 00 CBeAeHUs BCeX COTPYAHMKOB opraHnsaumn. OHa oosikHa yCTaHaBNMBaTb OTBETCTBEHHOCTb

U3paHne opuumansHoe



PYKOBOACTBA, a TakxXe manaratb NOAXOA OPraHnusauum K ynpaeiieHuto nHGopMaLnoHHOM 6e3onacHocTbio. Kak
MWUHUMYM, MOAUTMUKA LOJIXKHA BK/OYaATb Clnefylollee:

a) onpeneneHne nHdopmMaunoHHON BGe3onacHocTu, ee obwmx ueneir u chepbl OENCTBUS, a Takxke
packpbiTUe 3HAYMMOCTM 0GE30MacHOCTM KaK WMHCTPYMeEHTa, obGecneyumBalollero BO3MOXHOCTb COBMECTHOrO
MCNosb30BaHUs UHbOPMaLUK;

0) usnoxeHne uenen M NPUHUMNOB MHOOPMALMOHHON 6Ge30MacHOCTU, CHOPMYNUPOBAHHLIX PYKO-
BOLACTBOM;

B) KpaTkoe u3noxeHue Haubonee CyWeEeCTBEHHbIX A9 OpraHv3aumm nonutmk 6e3onacHoCcTuU,
NPMHUMMNOB, Npasun n TpeboBaHUin, HaNpuUMep:

1) cooTBeTCTBME 3aKOHOAATENbHLIM TPEOOBAHMAM N AOrOBOPHLIM 00693aTeNbLCTBAM;

2) TpeboBaHUA B OTHOLIEHUN 0Oy4yeHUss BonpocaMm 6e30nacHOCTH;

3) npepoTBpalleHne NosiBNEHUa U 06HAPYyXeHME BUPYCOB U APYroro BPeAOHOCHOrO NPOrpaMMHOro
obecnevyeHus;

4) ynpaBfieHMe HenpepbIBHOCTbIO OM3HecCa;

5) OTBETCTBEHHOCTb 3@ HapyLeHUs NoAnTUKM 6e30MacHOCTH;

r) onpegeneHne oOWMX N KOHKPETHbIX 0O6S3aHHOCTEN COTPYAHUKOB B paMKax ynpaBneHus UHPop-
MaLWOHHON 6e30MacHOCTbI0, BKOYas WMHPOPMUPOBAHME 00 WHUMAEHTAX HapyweHus UHOOPMaALMOHHOM
6e30nacHoOCTY;

0) CCbINIKM Ha [OKYMEHTbl, LOMNONHSAOWME MNOANTUKY MHOOPMALMOHHOW 6e30MacHOCTU, HanpuMmep,
6onee petanbHble NONUTUKKU U Npoueaypbl 6€30MacHOCTU ANA KOHKPETHbIX MHDOPMALMOHHBIX CUCTEM, @ Takxe
npaBuna 6e30NacHOCTN, KOTOPbLIM AOJIXHbI CNnefoBaTh MOMb30BATENM,

Takas noauTuka oonxHa ObiTb 4OBEAEHA A0 CBELEHUS BCEX COTPYAHMKOB OpraHn3auum B LOCTYMHON U
NOHATHOM dopme.

3.1.2 MNMepecmoTp U oLEHKa

Heo6xoammo, 4To6bl B OpraHM3aumm Ha3Havyanocb OTBETCTBEHHOE 3a NONNTUKY 6€30NacHOCTU AOMKHOCT-
HOe N1L0, KOTOpOoe 0TBeYano 6bl 3a ee peann3aLunio U1 NePecMOTP B COOTBETCTBUU C YCTAHOBJIEHHONW nNpoueny-
pon.  YkasaHHas npoueaypa noyikHa obecneymBath  OCYyWeCTBAEHWE  MepecMoTpa  NOJUTUKMK
MHPOPMALMOHHOM 6e30MacHOCTM B COOTBETCTBMU C UBMEHEHUSMU, BAUSIOWMMN HA OCHOBY NEPBOHAYasIbHOM
OLLeHKN pucka, Hanpumep, MYTEM BbISIBJIEHUS CYLLECTBEHHbIX MHUWAEHTOB HapylleHUs WHOOPMALUOHHON
6e30nNacHOCTU, NOSIBAEHWE HOBbIX YA3BUMOCTEN WUAU U3MEHEHUS OPraHuU3auMOHHON WAM TEXHONOrM4yeckom
MHOPaCTPYKTYphl. Mepnoanyeckme nepecMoTpbl AOMKHbI OCYLLECTBAATLCA B COOTBETCTBUM C YCTAHOBIEHHbLIM
rpacukom M BKIOYATL:

- npoBepky 3GPEKTUBHOCTM NOAUTUKKN, UCXOAA U3 XapakTepa, Yncna n NnocnencTBuin 3aperncTpmupoBaH-
HbIX MHLUMOEHTOB HapyweHus MHGOpPMaLMOHHON 6e30nacHOCTY;

- onpepefieHne CTOMMOCTU MEPONPUATUI MO yNpaBaeHNi0o NHGOPMALNOHHOM 6E€30MaCHOCTbLIO U NX BNUS-
Hue Ha 3P PeKTUBHOCTbL BM3HECA;

- OLLEHKY BAUSHUA U3MEHEHU B TEXHONOTUSX.

4 OpraHu3auuoHHble BONPOChbl 6e30nacHoOCTH

4.1 OpraHu3auuoHHasa uHdpacTpykTypa nHGOpPMaLNOHHOK Ge3onacHoOCTU

Llenb: ynpaBneHne nHOOPMaLMOHHOK 6e30MacHOCTLIO B OpraHu3aumun.

CTpykTypy ynpaBneHus cnenyet co3fnaBath Tak, 4TOObl OHA CMOCOOCTBOBANA MHMLMALUM U OCYLLECTBNE-
HUI0O KOHTPONS 3a BHeApeHneM MHOOpMaLMOHHOM 6e30MacHOCTU B OpraHusauumu,

Cnenyet co3paBaTb COOTBETCTBYIOLLME YNPABAAOLWME COBETHI C Yy4aCTUEM BbICLIErO0 PyKOBOACTBA ANS
YTBEPXAEHUS NOAUTUKM WMHPOPMALMOHHON 6e30MacHOCTU, Ha3HAYEHUS OTBETCTBEHHLIX Ny, B obnactu
MHPOPMALMOHHO 6E30MaCHOCTH, a TaKXe OCYLLECTBNEHUS KOOPAUHALUN BHELPEHUS MEPONPUSATUN NO ynNpaB-
NleHno MHPOopMauMoHHON 6e30nacHOCTbI0 B opraHusaumun. Mpu HeobxooMmocTu cnenyeT NpPeayCcMOTpeTb
HanuumMe cneuwanucta nNo BOMpocam MHGOPMALMOHHON 6e30MaCHOCTU BHYTPU OpraHuM3aunm, K KOTOPOMY
MOryT obpallarbCa 3auHTEPECOBaHHbIE COTPYAHUKN. CnefyeT HanaxuBaTb KOHTAKTbl C BHELWHMMWU cneuuna-
nuctamum no 6e3onacHOCT ans T0ro, 4tobbl OGbITb B KYpCe OTpPaC/ieBbIX TEHAEHUM, cNOCOOOB U METOLOB €€
OLLEHKM, @ TaKXe C Lenbio afekBaTHOro pearmpoBaHng Ha MHUMAEHTbl HapyweHus nipopmaumoHHon 6e3onac-
HocTu. CrnenyeTt NooOWpPATe MHOrONPO@UIbHbLIA NOAX0A K MHGOPMALMOHHOM 6e30NacHOCTH, HANpUMep, NyTeMm
HanaXuBaHWs COTPYLHUYECTBA MEXAY MeHeOXepamu, NoNb30BaTenaMu, agMuUHUCTpaTopamu, paspaboTtyu-
KaMu NPUNOXEHU, ayauTopamMm n coTpyaHmkamun 6€30nacHoOCTM, a Takxe cneunanmctamm B 061acTm cTpaxo-
BaHWSA W yrnpaBfieHUS PUCKaMM.
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4.1.1 Ynpaengdwowuii coeeT no Bonpocam nHpopmaLMoHHO 6Ge3onacHocTH

Ob6ecneyeHne NHGOPMaLUMOHHON 6e30MacHOCTN — 3TO OTBETCTBEHHOCTb BbICLUEr0 PYKOBOACTBA opra-
HMU3auuu, pasgensieMass BCeEMU ee yneHamu, Noatomy npm GopMuUpoBaHUM CoBeTa NO BONpocam nHdopmaum-
OHHOI 6e30MacHOCTU A0XHbI 06ecneymBaTbCa YETKOE ynpaBfieHWEe M peanibHas Mnoafaepxka CO CTOPOHLI
PYKOBOACTBA MHULMATUB B 06nacTm 6e3onacHocTu. Takom COBET [OJIXEH cNOCO6CTBOBATh YKpenneHuo 6e30-
MacHOCTW B OpraHusauuMn nyTeM HENnoCpPenCTBEHHOro y4acTus PYKOBOACTBA M BbIAENEHUS HEOOXOAUMbIX
pecypcoB. OH MOXeT ObiTb 4aCTblO CYLLECTBYIOLLEr0 opraHa ynpaBneHus. Kak npaBuno, Takol COBeT
BbIMOJIHAET cnefyuwmne QyHKLUN:

- YTBEPXAEHNE U NEPECMOTP NONUTUKM MHDOPMALMOHHOM 6€30MNaCHOCTM U COOTBETCTBYIOLWMNX 0693aH-
HOCTEN NO ee BbINOJIHEHUIO;

- OTCNEeXMBaAHNE CYLLECTBEHHbIX NBMEHEHUI B BO3AENCTBUAX OCHOBHbIX YTPO3 MHPOPMALNOHHLIM aKTU-
BaM;

- aHann3 N MOHUTOPWHI MHUMOEHTOB HapyleHus MHGOopMaLMOHHOK 6e30MacHOCTH;

- YTBEPXAEHNE OCHOBHbIX NPOEKTOB B 0611aCTU MHPOPMALMOHHON 6e30NacHOCTU.

Kpome 3Toro, oosixeH OblTb Ha3HA4YeH PYKOBOAWUTENb, OTBEYAKOLWMA 32 BCE BOMPOCHI, CBA3AHHbLIE C
nHdOpMaLMOHHOM BE30NaCHOCTLIO.

4.1.2 KoopanHauusa BONpPoOCOB MHPOPMaLUOHHOK 6Ge3onacHOCTU

Onga koopauHauuu BHEOPEHUS MeponpuaATUA NO YyNpaBneHUld MHPOPMALMOHHON 6e30MacHOCTbLIO B
OONbLIONK OpraHM3aLnm MoOXeT NoTPeboBaTLCH CO34aHME KOMUTETA, BKJKOYAIOLLErO NpeacTaBuTeneil pykoBo-
0CTBa 3aMHTEPECOBAHHbLIX NOAPA3AeNeHnii opraHn3aymu.

Kak npaBuno, Takoin KOMUTeT:

- COrnacoBbIBAET KOHKPETHbIE PYHKLUM N 0693aHHOCTM B 061acT nHGOPMaLMOHHOM 6e30nNacHOCTU B
pamMkax BCen opraHusauunu;

-COrnacoBbIBAET KOHKPETHbIE METOAMKM M npoueaypbl MHGOPMALMOHHONW 6e30NacHOCTU, HanpumMmep,
TakMe Kak OLLeHKa PUCKOB, knaccudukaumsa nHGopmMaLmm ¢ ToUkM 3peHnsa TpeboBaHuin 6e30NacHOCTH;

-cornacoBbiBaeT 1 obecneuymBaeT NOALEPXKY MHULMATMB U MPOEKTOB B 0061acTu MHOOPMALMOHHOMN
6e30MacHOCTM B pamMKax BCeM opraHu3aunm, HanpmMep, Takux kak pa3paboTka nporpamMmmbl NOBLILLEHUS OCBE-
OOMTIEHHOCTU COTPYAHMKOB B 061acT 6€30NacHOCTH;

- obecneymBaeT y4yeT BKIOYEHNSA TpeboBaHM 6€30MacHOCTM BO BCE NPOEKTLI, CBA3aHHbIE C 06paboTKoi
N UCNONb30BaHMEM NUHPOPMALNN;

- OUEHUBAET afeKBATHOCTb U KOOPAVUHUPYET BHEAPEHME KOHKPETHbIX MEPOMPUATUIA MO YNPaBJIEHUIO
nHdopMaunoHHO 6€30MacHOCTbLIO AJiIS HOBbIX CUCTEM UMM YCNYT;

- NPOBOAUT aHANN3 NHLUNAEHTOB HapyweHns MHGOpPMaLMOHHOK 6e30MacHOCTH;

- cnocobcTBYyeT AEMOHCTPaUUM NOAAEPXKM MHPOPMALMOHHOM 6€30NacHOCTM CO CTOPOHbI BbICLLUETO
PYKOBOACTBA OpraHmn3aumu.

4.1.3 PacnpepneneHue o693aHHOCTeli no o6ecnevyeHuto MHGOpPMaLMOHHOK Ge3onacHOCTH

Cnepnyet onpefenntb 0093aHHOCTM MO 3aLUTE OTAENbHbLIX @aKTUBOB U MO BbINMOMHEHUIO KOHKPETHBIX NPO-
uenyp, CBA3aHHbIX C MHOOPMALMOHHOM 6Ee30NaCHOCTLIO.

Monutnka MHPOpMaLNOHHONK B6e3onacHoCTU (pasaen 3) OoNKHA ycTaHaBnMBaTb OOLLME MPUHLMMBLI W
npaBuna pacnpegeneHns GyHKUNA n 0693aHHOCTEN, CBA3aHHbIX C 06ecrnevyeHnemM MHGOpPMaLMOHHON 6e30-
NMacHOCTW BopraHmaauuun. Monutuky cneayet LONONHUTL, Fae Heobxoamnmo, 6onee aeTanbHbIMU PYKOBOACTBA-
MW ONS KOHKPETHbIX o6nactelt, cuctem unm ycnyr, Kpome aToro, nomkHa OblTb YETKO ONpeaeneHa KOHKpeTHas
OTBETCTBEHHOCTb B OTHOLUEHUN OTAENbHbIX MAaTEPUanbHbIX U MHHOPMALNOHHBLIX aKTUBOB U MPOLLECCOB, CBS-
3aHHbIX C MTHOOPMALMOHHO 6€30MaCHOCTbLIO, HANPUMEP, TaKUX Kak NaHUPOBaHME HENPEPbIBHOCTN On3Heca.

Bo MHOrmx opraHm3dauumax Ha pykoBoautenst cnyx6bl MHPOPMaLNOHHOW 6e30nacHOCTM BO3naraetcs
o6uLas OTBETCTBEHHOCTb 32 pa3paboTky 1 BHEAPEHME CUCTEMbI MHPOPMALLMOHHON 6€30NacHOCTM, a Takxe 3a
oKa3aHue COAEeNCTBUA B ONpeaeNeHnn MeponpuaTmini no ynpasneHnio MHGOPMaLMOHHOK 6e30NaCHOCTLIO.

B TO Xe Bpems OTBETCTBEHHOCTb 3a OMpPefefieHMe nojnexaluiux 3awmTe pecypcoB U peann3auuio
MepPONpUATUIA MO YNPaBfieHN0 NHPOPMALMOHHON 6e30NacCHOCTbIO B OONbLUINMHCTBE Clly4aeB BO3Naraetcs Ha
pykoBoauTenen cpenHero 3seHa. OOWENnpUHATON NPaKTUKON ABNSETCA Ha3HAYeHue OTBETCTBEHHOro nuua
(aaMuHUCTpaTOpa) ANna Kaxaoro MHPOPMaLVMOHHOIO akTUBa, B YbM NOBCEAHEBHbIE 0093aHHOCTN BXOAUT 06ec-
neyeHve 6e30NaCHOCTU AAHHOTO aKTUBA.

AoMuHMCTpaTop MHOOPMALMOHHBIX aKTUBOB MOXET nepenaBaTtb CBOW MOJSIHOMOYMA no obecneyeHuio
6e30nacHOCTN KakoOMy-n1Mbo PyKOBOAUTENIO CPEAHEro 3BeHa UM NocTaBLmMKaM ycnyr, Tem He MeHee, agMu-
HMUCTPATOP OCTAEeTCA OTBETCTBEHHbIM 3a 06ecnevyeHne 6€30MacHOCTM akTUBA U AOMXKEH ObiTb B COCTOSHUU
onpenennTb, 4To Niobble NepeaaHHbie MOJHOMOYNA PEaNN3yI0TCa A0JIKHBIM 06pa3oMm.

CnepnyeT ycTaHaBNMBaThb rPaHuLbl OTBETCTBEHHOCTU KaXA0ro pykoBOAUTENS U BbIMONHATL cnepyioume
npaeuna:



- pasnuyHblie akTMBbI U NMPOLLECChl (NpoLeaypbl) 6630MNacHOCTU, CBA3aHHbIE C KaXa0M OTAEeNbHON CUcTe-
MOW, OONXHbl OblTb BblAESIEHbI M YETKO ONpeaesieHsl;

- He0O6XOAMMO HA3HAYUTb OTBETCTBEHHbIX (AAMUHNUCTPATOPOB) 3a KaXablii akTUB nan npouenypy 6es3o-
NacHOCTU, N AeTann 3TOoh OTBETCTBEHHOCTU A0JIXHbI OblTb JOKYMEHTUPOBAHbI;

- YPOBHU NMOSIHOMO4YUI (aBTOPM3aAUMKN) OONXKHbI ObiTb SCHO ONpeaeneHbl U JOKYMEHTUPOBAHLI.

[MpumeyaHune — [llog aBTopm3aumen NOHNMAETCS onpeaeneHne ypoBHEN AOCTyNa Nonb3oBaTens K onpeae-
JIEHHbIM MaccuBaM MHpOpMaLMK; B 6osee LWMPOKOM CMbIC/IE — pas3peLleHne onpeneneHHbIX AeACTBUN.

4.1.4 Mpouecc Nony4yeHUa paspelieHnd Ha UCNOJIb30BaHUe CpeacTB o6paboTku MHpopmauum

Heobxoanmo onpenenntb npouenypbl MNONyYeHUs pas3pelleHnuss Ha UCMOoNb30BaHME HOBbIX CPeacTB
06paboTkn nHpopmaumnn.

Mpn 3TOM MOryT OCYLLLECTBNATLCA CneayloLine MeponpuaTnsa no ynpasneHuto nHdopmaumoHHon 6e30-
NacHOCTLIO:

- HOBblE CpPeACTBa O0JIKHbI OblITb COOTBETCTBYHOLWMUM 06pa3oM 0A06peHbl CO CTOPOHbLI PYKOBOACTBA
nonb3oBaTesieit n agMNHNCTPATOPOB CPEACTB yNpaBNeHns, aBTOPUIYIOLLMX UX LieNb ncnonb3oBaHnsa. Onobpe-
HWe cnefyeT Takxe noayyatb OT MeEHeOXepa, OTBETCTBEHHOr0 3a NoAAepXaHue cpesbl 6e30NacCHOCTU NOKasb-
HO MHPOPMALIMOHHOM CUCTEMBI, 4TOObLI 06€CNeyYnTb YBEPEHHOCTbL B TOM, 4TO BCE COOTBETCTBYIOLLNE NOIUTUKN
6e3onacHoOCTN 1 TpeboBaHNA cOBNOAEHbI;

- annapaTHble CpeaACcTBa U NporpaMmmHoe obecnevyeHne cneayeTt NPOBEPSATbL HA COBMECTUMOCTbL C APYru-
MW KOMMNOHEHTaMM CUCTEMBI.

MpnmedvaHna

1 OpobpeHne MOXET NOTPeboBaTbCA AN COEAMHEHUIA HEKOTOPbLIX TUMOB.

2 Wcnonb3oBaHue NMYHbIX CPeaAcTB 06paboTkm HOopMaumm ona o6paboTkm cnyxebHor nHdopmaumm 1 nodbix
HeobX0aMMbIX MEPONPUATUI MO YNPaBIeHNIO0 MHOOPMALMOHHOM 6e30MACHOCTLIO JOMKHO ObITb aBTOPM30BAHO.

3 Vcnonb3oBaHWe MYHbIX CPeACTB 06paboTkm nHPOpMaLMM Ha paboyeM MeCTe MOXET ObITb MPUYNHON HOBbLIX YSI3-
BMMOCTEN W, CneaoBaTeNibHO, O0/MKHO ObiTb OLIEHEHO U @BTOPU30BAHO.

9T MeponpuaTnS No ynpaBneHunio MHGOPMaLMOHHON 6e30NacHOCTbI0O 0COOEHHO BaXHbl B CETEBON Cpefe.

4.1.5 KoHcynbTauum cneuuanamncToB No Bonpocam MHPOPMaLUOHHOW Ge3onacHOCTHU

KoHcynbTauum cneumanncToB no Bonpocam 6e3onacHoOCTU TpebyloTca MHOrMM opraHnsaunam. B naoea-
ne, ux fonxeH obecneynmBaTb OMbITHbLIA KOHCYNbTAHT N0 MHOOPMALMOHHOM 0e30NacHOCTU, ABNAKOLWNIACS
COTPYAHMKOM opraHusaumn. Ho He BCe opraHm3aumm MOryT MMeTb B CBOEM LiTate NpodeccnoHana-KoHCyb-
TaHTa. B Takmx cnyyasax pekoMeHAyeTcs Ha3HayeHne BbIAEIEHHOr0 COTPYAHUKA (agMuHncTparopa) agns 06006-
LWEeHNa 3HAHWA 1 OMblTa BHYTPU OpraHu3auum C Lenblo obecneyeHnss COrnacoBaHHOCTM U NMOOAEPXKM B
NPUHATUM PeLUeHnii No 6€30NacHOCTU. ITOT COTPYAHUK AOIKEH TaKXe UMEeTb AOCTYN K HEO6XOAMMbIM BHELL -
HUM KOHCYNbTaHTaM ANS Noay4eHns npodeCcCnoHanbHbIX KOHCYbTaLMi N0 BONPOCaM, BbIXOAALWMM 3a PaMKu
ero coGCTBEHHO KOMMNETEHLUMN.

Mepen KOHCYNbTaHTaMM NO MHPOPMALNOHHOW 6€30MacHOCTM AN aAMUHUCTPATOPaMU A0JXKHA ObiTb
nocTaBneHa 3ajaya no o6ecneyeHnto KOHCynbTauMin N0 BCEM acnekTam MHGOpMaLMOHHOK 6e30nacHOCTU, B
TOM YUCNE U C NPUBIEYEHMEM BHELLUHNX KOHCYNbTAHTOB. OT Ka4ecTBa MX OLLEHKM Yyrpo3 6e30nacHOCTU 1 paspa-
00TKM peKoMeHAaUUN OTHOCUTENbLHO MEPOMNPUATUIA MO ynpaBneHWI0 MHPOPMALMOHHON 6e30MacHOCTbLIO
CYLWECTBEHHbIM 00pa3oM 3aBUCUT ee 3PPEKTUBHOCTL B OpraHmusauun. Ona obecnevyeHMs MakCUManbHOMN
3dPEKTUBHOCTM N PE3YNbTATUBHOCTU AEATENBHOCTU KOHCYNbTAHTOB (2A4MWHUCTPATOPOB) UM A0JIXHA ObiTb
npeanocTaBsieHa BO3MOXHOCTb HENOCPEACTBEHHOMO A0CTYyNa K BbiCLUEMY PYKOBOLCTBY OpraHmsauunmn.

C KOHCYNbTaHTOM NO MHPOPMALMOHHON 6€30NaCHOCTU NN aAMUHUCTPATOPOM CllelyeT COBETOBATbLCH,
NoO BO3MOXHOCTU, HE3aMeANUTENbHO, B Clly4ae NoA03PEHNS Ha BbIBIEHWE NHUMAEHTA HapyLLeHUsa nHdopma-
LMOHHOM 6€30MacHOCTN U1 ya3BMMOCTM 6e30nacHOCTM ansa o6ecnedyeHns nonyyeHus KkBanuduunpoBaHHOro
COBETa UNK BblAeNeHnsa pecypcoB. HecMoTps Ha TO, YTO GONIbLUIMHCTBO BHYTPEHHUX PACCNEeA0BaHNN B OTHOLLE-
HMM 6e30MacHOCTM OObIYHO BLIMOJIHAIOT NOA KOHTPOJEM PYKOBOACTBA, MOXeT ObiTb LenecoobpasHbiM obpa-
leHNne K KOHCYNbTaHTy (aaMuWHUCTPaATOpy) MO MHOOPMALMOHHOW ©6e30MacHOCTM C uenblo pa3paboTku
pekoMeHJauun, a Takke ero y4actua B paccfielOBaHUM uUan B ero pykoBOACTBE.

4.1.6 CoTpyAHMYECTBO MEeXAy opraHusaumamu B o6nactm mHGoOpMauuoHHO 6e30MacHOCTU

CoOoTBETCTBYIOLWME KOHTAKTLI C OpraHamMm, OTBeYalLWmumMm 3a cob0aeHEe 3aKOHOB, C PETYANPYIOLWMMN
opraHamu, nocTaswmKaMmn MHPOPMaALMOHHBIX YCIYr 1 onepaTopamMn CBA3W cnenyeT NnoAnepXuBaTb ANg TOro,
4yTOObI FAPaAHTMPOBATh, YTO M B CNyYae HApYyLWeHUs MHPOPMALMOHHOK 6€30NacHOCTU MOXHO ObICTPO Npeanpu-
HATb COOTBETCTBYIOLLME OENCTBUS N NONYYUTb NPaBUNbHLIA coBeT. C aHaNoOrMyHOM Luenbio cnenyeTt paccmar-
pvBaTb yyacTme B MNpPo@PecCuoHaNbHbIX CcOOOLWEeCcTBAX W B OTPACAEBbLIX MeponpuaTuax B obnactm
6e30MacHOCTMU.
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Mpu obmeHax nHpopmaumen no Bonpocam MHGOpPMaALMOHHOM Ge3onacHoOCTM cnepyet obecneymBaTb
3aWmnTy KOHGUAeHUMaNbHON MHPOPMaLMM opraHm3aummn OT HEeCAHKLMOHUPOBAHHOIO AoCTyna.

4.1.7 Hesaeucumasg npoBepka (ayant) uHbopmMaLMOHHOI 6e3onacHOCTH

JokymeHT nonutukn nHpopmauymoHHon 6esonacHocTn (noapasaen 3.1) yctaHaBnmMBaeT uenm n o693aH-
HOCTU B 06nacTn nHdopmaLunoHHo 6e3onacHoCTU. Ero BeinonHeHME [0NXHO NPOBEPATLCH B MHTEpecax ob6ec-
nevyeHns yBEPEHHOCTN B TOM, 4TO pa3paboTaHHbIe B OpraHn3aumm MeponpusaTua AOMKHbIM 06pa3om oTpaxatT
NOMUTUKY N YTO OHa SABASIETCH BbIMONHUMON 1 addekTuBHON (nogpasnen 12.2).

Takas npoBepka (ayAuT) MOXET ObiTb BbIMOJIHEHA BHYTPEHHMM ayAUTOM, HE3ABUCUMbIM MEHEOXEPOM
WNU CTOPOHHEN OpraHmM3aumen, cneunann3mpyoLencs Ha Takmx NnpoBepkax, Npu 3TOM cCrneunannucTol, Npuene-
KaeMble K NPOBEpPKe, AO0XHbI 00/1aAaTh COOTBETCTBYIOWMMUN HABbIKAMU U OMbITOM.

4.2 OGecneuyeHue 6e30NacHOCTU NPV HANU4YUU JO0CTYyNa K UHPOPMALMNOHHBIM CUCTEMAM CTOPOH-
HUX OpraHM3auun

Llenb: nopmepxmBatb 6€30MacHOCTb cpeacTB 06paboTkm MHpopMaLnnM opraHnsaunm n MHGOPMaLNOH-
HbIX aKTUBOB MpPW OCTYyNe TPeTbUX CTOPOH.

JocTyn kcpencteam 06paboTkm MHOpMaL MM OpraHm3aumm TPETbUX CTOPOH AOIKEH KOHTPONMPOBATLCS.

Tam, roe ectb NOTPe6HOCTL GU3HECA B TAKOM AOCTYNe TPeTbel CTOPOHLI, CneayeT NPOn3BOANTb OLLEHKY
pucka, onpenenaTb NOCNeACTBMS Ans 6e30MacHOCTM U ycTaHaBnuBaTb TPebOBAHMA K MepONpuUSaTUSM MO
ynpaeneHntio MHGOpPMaLMOHHOM 6e30NacHOCTbI0. TakMe MeponpuaTusa cnefyeT COrnacoBbiBaTb M onpefe-
NIATb B KOHTPAKTe C TPETbeN CTOPOHON.

KoHTpakThl, pa3pellatome 4OCTYN TPETbEN CTOPOHE, AO/IKHbBI BKJIIOYATbL NPOLEAYPY ONpeneneHns npas
M yCNoBui A0CTyna APYrux y4acTHUKOB.

HacToawuii cTaHaapT MOXET MCNONb30BAaTLCA Kak OCHOBA AN COCTABIEHMS TakMX KOHTPAKTOB, a Takxe
npu paccMOTPEHUN U NPUBNIEYEHUN CTOPOHHUX OpraHm3aumin gna o6paboTkm nHbopmauum (outsourcing).

4.2.1 OnpepeneHve pUCKOB, CBA3aHHbIX C HaJIMMUEM A0CTYNa CTOPOHHUX NIUL, M OpraHu3auuii K
MHPOPMaLMOHHBIM CUCTEMAM

4.2.1.1 Tunbl gocTtyna

OnpeneneHve Tmna JocTyna, NPenoCTaB/IEHHOrO TPETbeN CTOPOHE, MMmeeT ocoboe 3HavyeHue. Hanpwu-
Mep, PUCKM [,OCTyNa 4epesd CETEBOE COEAMHEHME OTMYAIOTCSA OT PUCKOB, CBA3AHHbLIX C PUINYECKUM AOCTYM OM.

Tunamu pocTtyna, KOTOopble CleayeT paccMaTpuBaTb, SBASIOTCSH:

- GU3NYeckmMin — K OGUCHLIM NMOMELLEHUAM, KOMMbIOTEPHLIM KOMHATaM, CEPBEPHbLIM;

- nornyeckuit — kK 6asam AaHHbIX, NHPOPMALUNOHHLIM CUCTEMAM OPraHM3aLunu.

4.2.1.2 O6ocHoBaHua gng gocTyna

TpeTbell CTOPOHE MOXET ObITb NPEeAOCTaBAEH AOCTYN N0 paAy NpuynH. Hanpumep, CTOPOHHUM KOMMaHU-
SIM, OKa3bIBAKLLUM YCNIYrn OPraHn3aumnam, HO He PaCMoONIOXEHHbBIM TEPPUTOPMANIBHO B TOM X€ MECTE, MOXET
OblTb NpefocTaBNeH GU3NYECKMIA U NOTUYECKMIA JOCTYM, Kak, HAaNnpumMmep:

- COTPYAHUKAM TPETbeN CTOPOHLI, OTBEYAIOLLMM 32 00CAYXMBAHNE annapaTHbIX CPeACTB U NPOrpaMMHO-
ro obecneyeHnst, KOTOpPbIM HEOOXOAMM OOCTYN HA YPOBHE CUCTEM MM O0ONiee HM3KOM YyPOBHE MPUKNIALAHOWN
GYHKLNOHANBHOCTN;

-TOProBbLIM 1 AEeN0BbIM NapTHEpPaM, KOTOPbIM MOXeT noTpeboBaTtbca 06MeH uHdopmaumnein, 4ocTyn K
MHOOPMALMOHHBIM CUCTEMAM UM O0WMM 6a3aM OaHHbIX.

NHdopmaumna opraHnsaumm MOXeT OblTb MOABEPXEHA PUCKY HapylweHus 6e30nacHOCTM npu AO0CTyne
TPeTbUX CTOPOH C HeaAEKBATHLIM ynpaBneHnem 6e3onacHOCTbIO. Tam, rae ectb NPOM3BOACTBEHHAA HEOOXO-
OVMMOCTb KOHTAKTOB C TPETbE CTOPOHOW, CeayeT NPpoBOAUTh OLEHKY pUcKa, 4ToObl uaeHTMduUnpoBaTh Tpe-
6oBaHNsA 1 ONpPenennTb MePONPUATUS MO yNpaBneHnio MHGopmMaLnoHHo 6e3onacHocCThio. MNMpu aToM cnenyer
NPMHUMAaTb BO BHMMaHMe Tun TpebyemMoro AocTyna, LeHHOCTb MHOopMaLummn, MeponpuaTus no ynpasieHuio
MHdOpPMaLMOHHOK 6e30NacHOCTbIO, MCNONb3yeMble TPETbe CTOPOHOW, U MOCNEACTBUA 3TOro Aoctyna aas
MHOPMaLMOHHOMK 6€e30NacHOCTN OpraHn3aumun.

4.2.1.3 NMoapaaunkm, BbiNMoJHAOWME PpaboTbl B NOMELLEHUAX B OpraHnsauum

TpeTbn CTOPOHbI, Pa3MeELLEHHbIE B MOMELLEHUAX OpraHusaumm 6onee cpoka, ONpeneneHHoro B X KOH-
TpakTe, MOrytT ocnabutb 6e30nacHOCTb. KaTeropuun CoTpyaHUKOB TPETbLEN CTOPOHbLI, Pa3MeLLaEMbIX B MOMELLLE-
HUSX OpraHn3auumn:

- COTPYAHUKN, OCYLLECTBASIOLME NOAAEPXKY U COMPOBOXAEHME annapaTHbIX CPEACTB M NPOrPaMMHOro
obecneyeHuns;

- COTPYOHUKM, ocyuwecTBaswme ydbopky, obecneunBaioLme nuTaHne, oxXxpaHy u apyrue ycnyru;

- CTyAeHThl 1 nuua, paboTalowme No TPyAOBbIM COrNalIEHUSM;

- KOHCYNbTaHTBHI.



BaxHO npenycMoTpeTb MEpPONpUATUS MO ynpaBfieHnto MHGOpPMaLNOHHON 6e30NacHOCTbIO, Heobxoau-
Mble O ynNpaBneHus AOCTYNOM K cpenctesam o0paboTkm nHbopmaunm TpeTbelt CTOPOHbLI. Bce TpebGoBaHug
6e30nacHOCTU, CBA3AHHbIE C OCTYNOM TPEThLE CTOPOHbI UM MEPONPUATUAMU MO YyNpPaBeHuto MHGopMaLm-
OHHOM 0e30nacHOCTbIO, creayeT oTpaxaTb B KOHTpakTe C TpeTbeh cTopoHolh (4.2,2). Hanpumep, ecnu
CyuwlecTByeT cneumanbHas noTpebHOCTb B obecnevyeHun KOHPUAEHUMANbHOCTU WHbOpMauuu, cnepyet
3aKk/I04YUTb CornalleHme o0 ee HepaarnaweHun (6.1.3).
HeponycTumo npenocTaBnsiTb TPEeTbEN CTOPOHE AO0CTYN K MHdopMauum u cpeacteam ee o6paboTku oo
Tex Nop, Noka He yCTaHOBEHbl COOTBETCTRBYIOLLME MEPONPUATUS NO yNpaBneHunio nHdopMaLnoHHoli 6e3onac-
HOCTbIO U He NOAMMCAH KOHTPAaKT, ONpenensiowmnin yCcnosus npeaocTaBieHns CBA3N nnm 4oCTyna.
4.2.2 Bknw4yeHue TpeboBaHuii 6e30MNacCHOCTN B AOrOBOPbl CO CTOPOHHUMM IMLLAMU N OpraHusa-
uMaMu
Bce pelicTBusl, CBA3aHHbIE C MPUBJIEYEHUEM TPETbEN CTOPOHbLI K cpeacTBamM 006paboTkm nHdopmMaumm
opraHusauum, A0NXHbl OblITb OCHOBaHbl Ha OPULMANBLHOM KOHTPAKTE, COAEpPXAalleM WUAM CCbiNalLWweMcs Ha
HUX, U OOMKHbI 00ecneymBaTbCs B COOTBETCTBUM C MOJIMTUKON M cTaHAapTaMu 6e30MacHOCTM OpraHuM3aunu.
KoHTpakT nonxeH obecneuynBaTb YBEPEHHOCTb B TOM, YTO HET HMKAKOr0 HEAOMOHUMAHUA MeXAy CTOPOHaMMU.
OpraHm3daunm Takxke [OOMXKHblI NPefyCMOTPEeTb BO3MELLEHME CBOMX BO3MOXHbIX YOBITKOB CO CTOPOHbI
KOHTpareHTa. B KOHTpakT BKOYAIOTCH Cnefylolme nonoxeHus:
a) obuwaa nonantuka MHGopmMaLMoHHOK 6e30NacHOCTY;
0) 3auinTa akTUBOB, BKJOYas:
1) npouenypbl MO 3alWKUTe aKTUBOB OPraHn3aLmnm, B TOM YMcie nHdopmaumm u nporpaMmMHoro obec-
nevyeHus;
2) npouenypbl Ansg onpefeneHns KOMNpoMeTauum akTUBOB, HanpuMmep, BCNeACTBME MOTEPU Un
MoauduKauum [aHHbIX;
3) meponpusaTua no o6ecneyeHnio BO3BPALLEHUS NN YHUYTOXEHUS MHOOPMALMM U aKTUBOB MO OKOH-
YaHMW KOHTPaKTa WAM B YCTAHOBNEHHOE BPEMS B TE€YEHUE OEeNCTBUSA KOHTPAaKTa;
4) uenoCTHOCTb M OOCTYNHOCTb aKTMBOB,;
5) orpaHn4yeHuUs Ha KONMPOBAHWE U packpbiTue nHopmaLmu;
onucaHue Kaxaon npefocTaBiSeMOn yCnyru;
onpegeneHne HeobXooMMOro U HENPUEMIIEMOTO YPOBHSA 06CNYXMBaHUS;
) ycnoBus [OCTaBKU COTPYAHWKOB K MECTy paboThl, Npy HEO6X0AUMOCTH;
€) COOTBeTCTByOLUIME 0093aTeNbLCTBA CTOPOH B paMKax KOHTPakTa;
X) 06a3aTenbCTBa OTHOCUTENILHO OPUANYECKMX BOMPOCOB, HaMpuMmep, 3akoHOA4AaTeNnbCTBa O 3alu-
Te AAHHbIX C Y4EeTOM pPa3/INYHbIX HALMOHaNbHbIX 3aKOHOOATENbCTB, OCOOEHHO €CNM KOHTPaKT OTHOCUTCSH K
COTPYAHMYECTBY C OpraHM3aumnamMu B opyrux ctpaHax (12.1);
3) npaBa WHTennekTtyanbHol cobcTtBeHHocTu (IPRs) m aBTOpckuMe npaBa (12.1.2), a Takxe npaBo-
Bas 3awmuTta Noboin coBMmecTHol paboTthl (6.1.3);
W) cornaweHna no ynpasfieHMi0 4OCTYNOM, OXBaTblBaKLWMeE:
1) paspelleHHble MeToabl LOCTYNa, a Takxe ynpasieHNne U UCN0Nb30BaHNE YHUKANbHbIX UOEHTUdN-
KatopoB, TMna nonb3oBaTenbckux ID n naponen;
2) npouecc aBTopu3aumm B OTHOLIEHMU [OCTyNa U NPUBUAETrUiA NoNib30BaTenen;
3) TpeboBaHuMe akTyanuaauum cnucka nuL, MMeLWmnxX NpaBo NCNonbL30BaTbh NPEAOCTABSEMbIE YCIY-
M, a Takxe COOTBETCTBYIOLLErO CNMCKA Npas U NPUBUNIETrUN;
K) onpeneneHve n3MepsieMblx nokasaTtenen 9PEPEKTUBHOCTM, a TakXKe WUX MOHUTOPUHI U Npeno-
CTaBfieHWe OTYETHOCTW;
J1) NMpaBO MOHUTOPUHra AeNCTBUIN NONb3oBaTenen n 6NOKMPOBKN [OCTYNA;
M) NpaBO MNPOBOAUTb MPOBEPKU (ayouT) AOroBOPHbIX 00S3aHHOCTEN WM [enernpoBatb NpoBene-
HMWEe Takoro ayauta TPeTbell CTOPOHE;
H) onpepeneHue npouecca WHGOPMUPOBAHMSA O BO3HMKAWOWMX Npobnemax B Cnyy4yae Henpensu-
OEHHbIX O0O6CTOATENLCTB;
0) 0693aHHOCTU, KacawLlmMecs YCTAHOBKM W COMPOBOXAEHUS annapaTHbIX CPEeACTB U MPOrpamMMHO-
ro obecneyenus;
n) 4eTkas CTPYKTypa NOAOTYHETHOCTWM U COrflacoBaHHbie GopmMaTbl NpeacTaBleHUs OTYETOB;
pP) SAICHbIA K OonpeeneHHbI NPoLece yrnpaBieHns U3MEHEeHNIMU;
c) nobble Heobxoanmmblie Cnocobbl orpaHuyeHnss GuU3nYeckoro AocTyna v npoueaypbl ans obecne-
YEeHUS YBEPEHHOCTU B TOM, 4YTO 3TN Mepbl 9PDEKTUBHbI;
T) obyyeHue nonb3oBaTena M agMMHUCTpaAToOpa MeTodam v npouenypam 6e30nacHOCTY;
y) MeponpuatMs no ynpaBfeHutio WHGOPMALMOHHON 6e30MacHOCTbi0O AN obecrnevyeHus 3awuThl
OT BPEAOHOCHOro nporpaMmMHoro obecnedyeHuns (cm. 8.3);

B
r
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)
)
)
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¢) npoueaypbl OTY4ETHOCTU, YBEOAOMJIEHUS W pacCnenoBaHUs WHUUAOEHTOB HapylleHus WHdopma-
LMNOHHON 6e30MacHOCTUN U BbigBNEeHUS cnabblix 3BeHbEB cUCTEeMbl 6H€30MacHOCTH,;
X) npuBfiedYeHne TPeTbel CTOPOHbI BMecTe ¢ cybnoapsaaimkamMu.

4.3 MpuBnevyeHne CTOPOHHUX OpraHn3auuini K 06padéoTke HPopmaLum (ayTCOPCUHT)

Llenb: obecnevyeHne MHGOPMALIMOHHON 6€30NaCHOCTU, KOrga OTBETCTBEHHOCTb 3a 06paboTKy MHPOP-
Mauuun nepegaHa apyrov opraHmsaumu.

JOoroBopeHHOCTN, CBA3AHHbIE C MPUBJIEYHEHNEM TPETbUX CTOPOH, AOMXKHbI YYUTbIBATh OLLEHKN PUCKOB,
MepOonpuUaTUS NO yNpaBfieHUo MHOOPMALMOHHOK 6€30MaCHOCTLIO M NPOoLEeAypbl B OTHOWEHUUN NHPOPMALLMOH-
HbIX CUCTEM, CEeTEel U/ HACTOJbHbLIX KOMMNbLIOTEPOB U AO0/KHbI OblTb OTPAXEHbI B KOHTPAKTe.

4.3.1 Bknw4yeHue TpeboBaHNit 6e30MacHOCTU B AOroBOpbl Ha OKa3aHue ycnyr no obpadortke
MHPOpPMaLUM CTOPOHHUMM OpraHn3aumsamMu (ayTCoOpCUHry)

TpeboBaHnsa 6€30MacHOCTM B Clyyae, Koraa opraHm3dauusa nepenaeT ANng ynpaBfieHUs U KOHTPONS BCe
WM HEKOTOPbIE U3 CBOUX MHPOPMALMOHHBLIX CUCTEM, CETEN N/MNN NEPCOHAJIbHBIX KOMMbIOTEPOB, CNeAyeT yka-
3aTb B KOHTpaAKTe, COrlaCOBAaHHOM MeXAy CTOPOHAMMU U YYUTbIBAIOLLEM:

- BbIMOSIHEHUE TPeOOBAHUI 3aKOHOAATENbCTBA, HANPUMEP, B OTHOLIEHUU 3aLMUThl AAHHbIX;

-0OCTUXEHME OOrOBOPEHHOCTEN, 06eCcneymMBaoLLLMX YBEPEHHOCTb B TOM, 4YTO BCE CTOPOHbLI, BKJO4Yas
cybnonopsanyunkoB, OCBEAOMIIEHBI O CBOMX 00S13aHHOCTSAX, KacalLwmnxca 6e30nacHOCTH;

- Kak 6bynoyT obecneymBaTbCs U TECTMPOBATLCA NapamMeTpbl LEeNOCTHOCTU U KOHPUAEHUNANBHOCTN BU3-
HEeC-aKTUBOB OpraHmn3auuu;

- TUNbl GU3NYECKNX U TIOTUYECKUX METO0B NO YNPaBJieHUI0 MHPOPMALNMOHHOK 6€30NaCHOCTbIO, UCNOJb-
3yeMbIX Npu NpefoCcTaBAeHNUM HEOOXOAUMOr0 0CTyNa K YyBCTBUTENbLHOM CNyxXebHOon nHdopmMaumm opraHmnaa-
LN CTOPOHHUM MNONb30BATENAM;

- obecneyeHne [OCTYNMHOCTN CEPBUCOB B cliyyae O0encTBus;

- YPOBHU G13n4ecko 6e30nacHOCTU, KOTOPbIe A0JIXHbI ObiTb 06eCcneyYeHbl B OTHOLEHU 060pya0BaHUS,
NCMoNb3yeMOro B pamMkax ayTCOPCUHra;

- NpaBO Ha NpoBeAEeHUe ayauTa.

Ycnosus, npuBeneHHbIe B NyHKTE 4.2.2, cnenyeTt Takxke paccMaTpmBaTh Kak YacTb KOHTpakTa. Heobxoam-
MO, 4TOObI KOHTPAKTOM Oblfla NPeAyCMOTpeHa BO3MOXHOCTb faNibHeNLWeN AeTanu3daumm n peanndauum tpedo-
BaHUi n npouenyp 6€30MacHOCTM B COrlaCOBAHHOM MeXAy CTOPOHaMU MnaHe MeponpuaTtuii B obnactu
6e30nacHoOCTH.

HecmOoTp$s Ha TO, YTO KOHTPAKThI MO MPUBNEYEHNIO TPETLUX CTOPOH MOTYT BKOYATb PAA CIOXHbIX BONPO-
COB, NMpaBuia 1 pekoMeHAauMun no ynpaeneHnio MHOOpPMaLMOHHO 6e30NacHOCTbIO, BKJIIOYEHHbIE B HACTOS-
WKW CTaHAAPT, AOMKHbI CYXUTb OTMPABHOWM TOYKOM MPWU COrnacoBaHMKU CTPYKTYPbl U COOEPXaHUS naaHa no
ynpaBneHunto 6€30nacHOCTLIO,

5 Knaccuopukauuna v ynpasseHme aktTusammu

5.1 YyerT akTMBOB

Llenb: obecneyeHne COOTBETCTBYIOLLEN 3ALMThHl aKTUBOB OPraHnu3aLunm.

Bce OCHOBHble MHPOPMALMOHHBbIE aKTUBbI OOJXHbI OblThb YYTEHbl UM 3aKpenseHbl 32 OTBETCTBEHHbLIMU
Bnagenbuamu.

YyeT akTUBOB nomoraeT o6ecneymBaTb YBEPEHHOCTb B UX Hagnexauwen 3awmnte. Heo6xoAMMO NOEHTU-
duumpoBaTh BaaenbLeB BCEX OCHOBHbIX aKTUBOB M ONpPeaennTb NX OTBETCTBEHHOCTb 3a NoAAepXaHne CcooT-
BETCTBYOLWMX MEPONpuUATUIA NO ynpaBneHnio uHGopMaunoHHol 6e3onacHocTblo. OcyuwecTBieHne
MepOoNpuUAaATUIA NO yNpaBfieHUI0 MHOOPMALMOHHON 6e30MacHOCTbI0 MOXET ObiThb AENerMpoBaHO, HO OTBET-
CTBEHHOCTb [0J/I)XHa OCTaBaTbCH 3@ Ha3Ha4eHHbIM BRafenbleM akTuBa.

5.1.1 UHBeHTapu3aunsa aKkTUBOB

OnuncaHue akTUBOB Ja€T YBEPEHHOCTb B TOM, 4TO 06ecneunBaeTca apPekTnBHAA 3aLLMTa aKTUBOB, U OHO
MOXET Takxe noTpeboBaTbCs Ana ueneit obecneyeHns 6e30MaCHOCTU TPyAa, CTPAXOBAHUS WUAU PELUeHUs
duHaHCOBbLIX BONPOCOB (ynpasneHue aktnsammn). Npouecc cocTaBieHns ONUCU akTUBOB — BaXHbI acnekT
ynpasneHua puckom. OpraHmsaumns gomkHa 6biTeb B COCTOSHUN MAEHTUULMPOBATL CBOU aKTUBbI C YHETOM UX
OTHOCUTENbLHOM LEHHOCTU 1 BaXHOCTU. OCHOBbLIBASICb HA 9TOW MHPOPMAaLLMK, OpraHn3aumsa MoxeT obecneym-
BaTb 3a4aHHbIE YPOBHW 3aLUThI, COOTBETCTBYIOLME LLEHHOCTN N BAXHOCTM akTueoB. Onucu cnenyeT cocTas-
NATb U NoAAepXnBaTb A9 BaXHbIX aKTUBOB, CBA3aHHbIX C KaxAon MHOOPMaAUMOHHON cucTemon. Kaxabin
aKTUB ,0JIXEH OblTb HETKO MAEHTUOULMPOBAH U KTAaCCUPULMPOBAH C TOUYKM 3peHuna 6e3onacHocTu (5.2), ero
BNaaesblibl LOXHblI ObITb aBTOPU30BAHbI, a AaHHbIE O HUX JOKYMEHTMPOBAaHbI. Kpome Toro, A0/IXHO ObiTh yKa-
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3aHO paKTN4eckoe MeCcTONONOXEHME akTMBa (3TO BaXHO B Cly4yae BOCCTAHOB/IEHNS aKTUBOB NpW NoTepe unun
nospexaeHnun). NMpumepamun akTMBOB, CBA3AHHbLIX C MHOOPMALNOHHLIMN CUCTEMAMU, ABNFIOTCS:

- NHOOPMALMOHHbIE aKTUBbI: 6a3bl AaHHbIX U dalifnbl AaHHbIX, CUCTEMHAA AOKYMEHTaLusa, PykOBOACTBA
nonb3oBaTtens, yiebHble MaTepuansl, Npoueaypbl akcnayaTauum nnn NnoaaepXxku (06cnyxmsaHus), naaHel no
obecneyeHunto HenpepbIBHOCTN GYHKLMOHNPOBAHNSA MHOPMALIMOHHOIO ob6ecneyeHuns, npouenypbl AeCTBUIA
npu c605x, apxmMBMpoBaHHasa nHopmaums;

- aKTUBbI NPOrpaMMHOro obecnedyeHns: npuknagHoe nporpaMmMHoe obecrnevyeHme, CUCTEMHOE Nporpam-
MHOe obecneyeHune, NHCTPYMEHTaNbHble cpeacTBa pas3paboTku U YyTUAUTDI;

- pusnyeckmne akTUBbLI: KOMMNbIOTEPHOE 060PYAOBaHME (NPOLECCOPbl, MOHUTOPLI, NEPEHOCHbBIE KOMMbIO-
Tepbl, MoAeMbl), 060pyaoBaHME CBA3M (MapLLUPYTM3aTOpPbl, HaCcTHble aBTOMATU4YeCKMe TenedOoHHble CTaHLUUKU C
BbIXOOM B CeTb 06LLEero NnoNb30BaHUsA, pakcbl, aBTOOTBETYUKN), MArHUTHbIE HOCUTENMU (NEHTblI U ANCKWN), APY-
roe TexHuyeckoe obopynoBaHue (3n1eKTponuTaHue, KOHOANLNOHEPLI), Mebenb, NOMeLLEeHUS;

- YCNYIrn: BblYUCANTENbHbIE YCAYIN U YCNYr CBSA3N, OCHOBHbIE KOMMYHalbHbIE YCAYr, HanpumMep, oTo-
naeHne, OCBELWEHNE, INEKTPOIHEPTUS, KOHOANLMOHMPOBAHME.

5.2 Knaccudukauusa nipopmauumn

Llenb: obecneyeHne yBepeHHOCTU B TOM, YTO MUHOOPMALMOHHbIE aKTMBbI 3aLULLEHbI HA HAANEXaLlLeM
ypOBHe.

MHdopmaumio cnegyeT knaccnduumpoBaTth, 4TOOb ONpefennTb ee NPUOPUTETHOCTb, HEOH6XOAMMOCTb U
CTeneHb ee 3alUNThI.

MHdopmauma nmeeT pasfinyHble CTENEHU YYBCTBUTENIBHOCTU U KPUTUYHOCTU. HekoTopble BuAbl nHOOpP-
Mauum Moryt TpeboBaTb 4ONOMHUTENBHOIO YPOBHS 3aLLUTLI UK CNeumanbHbix MeToa0B 00paboTku. Cucrtemy
knaccudukaumm nHdopmaummn cnenyet MCNofib3oBaTb ANS ONpefeneHus COOTBETCTBYHOLLEro MHOXeCTBa
YPOBHEN 3alWnTbl 1 NOTPEOHOCTM B CreumanbHbiXx MeTogax o6paboTku.

5.2.1 OcHOBHbIe NpuUHUMUNBbI Knaccudpukaumm

Mpwn knaccndpumnkaumm nHOOPMaLN U CBA3AHHbLIX C HEM MEPONPUATUIA NO yNpasieHnto NHOOPMaLMOHHON
06e30nacHOCTbIO cneayeT yunTtoiBaTb TPE60OBaHMSA GU3HECA B COBMECTHOM MCMNOJIb30BAHUN WU OFPaHUYEHUN
nocTtyna Kk MHpopmMaumnm, a Takxe nocneacTeus ana 6usHeca, CBA3aHHbIE C TAKUMU TPeOOBaHUAMUY, HAaNpUMep,
HEaBTOPM30BAHHLIN [OCTYNn WM nospexaeHne uHoopmauun. Knaccudukauma wmHoopmaunum no3Bonser
onpenenuTb, kak 9Ta MHPopmMaumsa fomkHa OblTb oOpaboTaHa u 3alunuieHa.

MHdopmaumio n BbIXOAHbIE OTYETLI CMCTEM, oOpabaTbiBaloWmx KnacCcudUUMPOBaHHbIE OAaHHbIE, Cle-
OyeT OTHECTU K KakOoM-nmbo KaTeropmmn ¢ TOYKN 3PEHUSA €€ LLEHHOCTU U YYyBCTBUTENIbHOCTU AN OpraHmn3auunun.
MOXHO Takxe OLEHUTb COOTBETCTBYIOLLYIO MHPOPMALMIO C Y4E€TOM TOrO, HACKONbKO OHA KPUTUYHA A9 OpraHu-
3aumun, HanpumMep, ¢ To4YkM 3peHns obecneyeHns ee LenoCTHOCTU U AOCTYMHOCTN.

MHdopmaums o6bl4HO nepecTaeT OblTb YYBCTBUTENLHOW MW KPUTUYHOM K KOMNPOMETALUM MO nctTeye-
HUW HEKOTOPOro NEpPMoaa BpeMeHU, HanpuMep, Korga oHa CTaHOBUTCA 06LWEeA0CTYNHOW. DT acnekTel cnenyer
NPUHUMATb BO BHUMaAHME, NOCKOJIbKY NMPUCBOEHMNE MOBbLILEHHOM KaTEropun MOXET BECTU K HEHYXHbIM A0M0J1-
HUTEeNbHbIM pacxogam. B pykoBoaalwmx npuHUmMnax knaccuoukaunm cnegyeT npeasuaeTb N yYnuTbiBaTb, HTO
kaTeropus niob6oro Buaga nHdopmMaumm Heoba3aTenbHO A0KHA OblTb MOCTOSAHHOWN B T€YEHME BCErO BPEMEHN —
OHa MOXET U3MEHATLCA B COOTBETCTBUM C HEKOTOPOW MPUHATOW MOAUTUKON 6€30MacHOCTM B OpraHu3auunm
(9.1).

Ype3MepHO CNOXHbIE CXEMbl KATEFrOPUPOBAHUS MHDOPMALMN MOTYT CTaTb 00PEMEHUTENIbHBIMU N HE3KO-
HOMUWYHBLIMWU 4719 UCMOJIb30BAHUS WM 0Ka3bIBAOTCH HeocywecTBUMbIMU. CnenyeTt nposiBNaTb OCMOTPUTENb-
HOCTb MPW MHTepnpeTauun kateropunm (rpndos) knaccmdukaumm Ha LOKYMEHTax OT APYrMX OpraHwnsaui,
KOTOPblE MOTYT UMETb APYre ONPeneeHns UM coaepXxaHue ona Tex e caMblX Uy Nog06HbIX KATErOPUA.

OTBETCTBEHHOCTb 32 ONpefeneHue kateropun nHGopmMmaumm (Hanpumep, AOKYMeHTa, 3anucu AaHHbIX
danna vnm guckeTbl C AAHHLIMU) N NEPUOJUNYHOCTb NepecmMoTpa 3TOW KaTeropumn AOJIXHbI OCTaBaTbCs 3a
co3paTeneM, Ha3HA4YeHHbIM BnagenbuemM uim co6CTBEHHUKOM MHOOPMaL UK.

5.2.2 Mapkupoeka un o6pa6oTka uHpopmauun

BaxHo, 4TOObI OblN ONpeneneH COOTBETCTBYIOWMI HABOP npouenyp AN MapkuposBku npu o6paboTke
nHdopmMaLum B COOTBETCTBMU C CUCTEMOI KlaccnudukaLumm, NPUHATON opraHm3aumnen. 3Tm npoueanypbl 40JXK-
Hbl OTHOCUTBLCS K UHOOPMAaLMOHHBIM aKTUBaM, NPeacTaBleHHbIM Kak B GU3NYECKON, Tak U B 31IeKTPOHHOMN Gop-
Me. [na kaxpon knaccudukauuum crnepyeT onpefensTb npouenypbl MapkKMpoBKM A8 TOrO, 4TOObl y4ecCTb
cnepywwume Tunel 06paboTkn MHGOpPMaLMN:

- KONMpoBaHue;

- XpaHeHue;

- nepepavy no noyte, GakCoM 1 SNEKTPOHHONM MOYTOWN;

- nepepayy ronocom, BKJYas MOOUNbHLIN TenedoH, roJIOCOBYIK MOYTY, aBTOOTBETUUKN;



- YHUYTOXEHME.

Mpwn ocyulecTBaeHNM BbIBOAA AaHHBIX U3 CUCTEM, COAepXaLlnx MHGopmMaLuuio, Kotopas knaccnpuumpo-
BaHa Kak YyBCTBUTENIbHAS WKW KPUTUYHAA, CNeLyeT NUCMNONb30BaTb COOTBETCTBYIOLLYIO METKY Knaccudukaumm
(npu BbIBOAE). B MapkmpoBke crnepyet oTpaxartb knaccubukaumio cornacHo 5.2.1, CnegyeT MapkMpoBaTh
HaneyaTaHHble OTYEThl, 3KpaHHbIE POPMbI, HOCUTENN NHOOPMaLNKN (TIEHTBI, ANCKN, KOMNAKT-AUCKU, KACCEeThI),
9NEeKTPOHHbIE CcOObLEeHna 1 nepegadvy Gannos.

dunanyeckne metTkn senaoTCs, B 06Wwem cnyyae, Hanbonee nogxoasuiein dopmoit mapkuposku. OaHako
HEKOTOopble MHPOPMALLMOHHbIE aKTUBbI, Takne Kak AOKYMEHTbl B 3/IEKTPOHHOU dopmMe, GU3NYECKN HE MOryT
OblTb MPOMAPKMPOBAHbI, U MO3TOMY HEOOXOANUMO MCMNONL30BATL SNEKTPOHHbLIE aHANOTM MAaPKUPOBKMU.

6 Bonpocbl 6e30nNacHOCTU, CBSI3aHHblIE C NEePCOHaNIOM

6.1 YueT BONPOCOB 6€30MaCHOCTN B JOJIKHOCTHbIX 0693aHHOCTAX U NPU HaliMe nepcoHana

Llenb: MUHMMU3auMsa PUCKOB OT OWNBOK, CBA3AHHbLIX C YENIOBEYECKUM HAKTOPOM, BOPOBCTBA, MOLUEHHM-
4ecTBa, KPaxu uan HenNpPaBWUJIbHOrO UCMONb30BaHUSA CpeacTB 06paboTkn MHGopmMaLnm.

0O693aHHOCTM NO cobnoaeHU0 TpeboBaHU 6€30NacHOCTN cneayeT pacnpeaenaTb Ha cTagun nogdopa
nepcoHana, Bk/o4yaTb B TPYAOBbIE LOFOBOPbLI Y MPOBOAUTL UX MOHUTOPUHI B T€4EHME BCEro nepuoa paboThl
COTPYLHMKA.

CnepnyeT OoCyLEeCTBASTb COOTBETCTBYIOLLYIO NPOBEPKY KaHAuaaToB Ha paboTy (6.1.2), ocobeHHO 3TOo
KacaeTcs OO/IKHOCTEN, Npeanonaralwmx 4oCTyn K BaXHON nHopmaunn. Bece coTpyaHkn n npeacraButenm
TpeTbel CTOPOHbI, NCNONb3YloLMe cpeacTea 06paboTkn nHGopMaumMm opraHn3aunmn, AOXKHbI NOANUCHLIBATb
cornaweHve o KOHOMAEHUNaNbLHOCTU (HepasriaweHnm).

6.1.1 BknioyeHne Bonpocoe MHpopMaLNOHHOW 6e30NacHOCTU B AO0JIXHOCTHbIe 0093aHHOCTH

®yHKUMKN (PONK) M OTBETCTBEHHOCTb B 0611acTu MHGOPMaUMOHHO 6e30NacHOCTU, Kak YCTAHOBEHO B
noanTuke nHGopMauMoHHOM 6e3onacHOCTU opraHm3auum (3.1), cneayeT AOKYMEHTUPOBATh. B AONXKHOCTHbIE
WHCTPYKLUK CrieayeT BKJIOYaTh Kak 06Lme 06593aHHOCTU MO BHEAPEHMIO UK COBNI0AEHMIO NONUTUKM Be3onac-
HOCTM, Tak 1 cneundunyeckne 0CoOEHHOCTM NO 3aLmnTe OnpeeneHHbIX akTUBOB UK AEeACTBUNA, KacaloLwmxcs
6e3onacHocTy.

6.1.2 MpoBepKka NnepcoHana nNnpu HaliMe U COOTBETCTBYIOLW,asa NOJUTUKA

MpoBepkn COTPYAHUKOB, MPUHMMAEMbIX B MOCTOSIHHBINM LUTAT, CNeAyeT BbINOMHATL MO MEepe Noaayn 3asBs-
neHnn o npuemMe Ha paboTy. B HMXx HeoBxoaMMO BKOYATL Clepyouiee:

- HaNMyune NONOXMUTENbHbIX PpEKOMEHAAUMN, B HACTHOCTU B OTHOLUEHUMW AENO0BbIX U JIMYHbIX KAYECTB npe-
TeHOEHTa;

- npoBepka (Ha npeaMeT MOSHOTbLI U TOYHOCTU) pe3loMe NPEeTEHAEHT];

- NoATBEpXAeHNe 3aaBNaemMoro oopasoBaHnsa 1 NpPodeCcCrMoHanbHbIX KBaNn@ukaLni;

- He3aBucMMasa nNpoBepka NOAJAMHHOCTU LOKYMEHTOB, YAOCTOBEPSIOLWMXIMYHOCTbL (Nacnoprta uim 3amMme-
HAOLWEro ero 4oKymMeHTa).

B cnyyasx, korga HOBOMY COTPYAHUKY HEMOCPEACTBEHHO NOCNe nNpvema Ha paboTy unm B ee npolecce
npencTouT LOCTYN K CpeacTBamM 06paboTkm BaxHOW MHGopmauum, Hanpumep GUHAHCOBOW UK COBEPLUEHHO
cekpeTHol nHdopmaLmm opraHnsaunmn, cnegyeT BbiNOJHUTL CNELnanbHyO «NPOBEPKY Ha AoBepue». B oTHO-
WEHUN COTPYAHUKOB, WMEIOWNX 3HAYUTENbHbIE MOJIHOMOYMSA, 9Ta NPOBEPKA [OJXKHA MPOBOAUTLCSH
nepuoanyecku.

AHanorunyHbIA NPOLLECC NPOBEPKM ClieayeT OCYLWECTBAATbL AN NOAPAAYNKOB U BDEMEHHOIO NepcoHana.
B Tex cnyyasax, korga npuvemMm COTPYOHWUKOB OCYLLECTBASAETCH 4Yepel3 KaapoBOe areHTCTBO, KOHTPaKkT C
areHTCTBOM [O/IKEH YeTKO onpenensitb 0693aHHOCTM areHTCTBa Mo NPOBEPKe NMPETEHAEHTOB U NpoLenypam
YBEAOMIEHUS, KOTOPbIM OHO OOJIXHO C/lef0BaTh, €CNM NpoBepka He Oblna 3aKOHYEeHa UAM ecnu pe3ynbTaThl
[Al0T OCHOBAHUA AN COMHeHUs uam 6ecnokoncTea.

PykoBoacTBy opraHu3auum cnenyeT OULEHUTb HeoOXOoAMMbIA YypOBEHb HabNAeHUs 3a HOBbBIMU W
HEOMbITHLIMWU COTPYAHMKaMK, obnagaioLw MM NpaBoM A0CTyNa K BaXHbIM cuctemamMm, Heo6xoamMmMo BHEAPUTb
npouenypbl MO NEPUOANYECKOMY KOHTPOIO U YTBEPXAEHMIO AEACTBUA BCEX COTPYAHUKOB CO CTOPOHbLI BhILLIE-
CTOSAWMX pyKOBOOMTENEN,

PykoBoanTtensam cnepyet y4yuTbiBaTb, YTO NIMYHbIE NPO6GNEMbl COTPYOHMKOB MOFYT CKa3blBaTbCH Ha UX
paboTe. JInuHble unn GuUHaHCOBbLIE NPOBNEMbI COTPYAHUKOB, U3BMEHEHUS B UX MOBEAEHUM Unn 06pa3e XN3Hu,
nepnoamyeckas pacCesHHOCTb U MPU3HAKKM CTpecca unn Aenpeccmum MoryT 6biTb NPUYMHAMN MOLLIEHHNYECTBA,
BOPOBCTBA, OWMOOK UM APYrnux HapyweHuin 6e3onacHocTu. ATy nHbdopMaumio cnenyet paccMaTtpuBaTth B
COOTBETCTBUM C AENCTBYIOLLNM 3aKOHOLATENLCTBOM.



6.1.3 CornaweHunsa 0 KOHPUAEHUNANBHOCTU

CornaweHus 0 KOHPUAEHLNANBHOCTU WX COTNALLEHNS O HEPa3rialeHUn NCNONb3YI0TCa AN YBEAOM-
NIEHUS COTPYAHUKOB O TOM, 4TO MHbOpMauuMa aBASeTCsS KOHOUAEHUMaNnbHON nnn cekpeTtHol. COTpyaHUKK
00bIYHO A,0MKHbI MOAMUCHLIBATHL TaKOe CornaleHne Kak HEOTbeMJIEMYIO YaCTb YC/IOBUIA TPYAO0BOr0 AOr0BOpa.

BpeMeHHble COTPYAHMKM U NPEeACTaBUTENN TPETbUX CTOPOH, He Nonagatlime nog CTaHAAPTHLIN TPYAO-
BOV OOroBop (comepxauwmii cornawieHme o cobnioaeHnn KOHPUAEHUMANbHOCTN), OOJNXKHbI MOAMNUCHLIBATb
OTAENbHO COornalleHne o coboaeHN KOHOUAEHUNANBHOCTU 40 TOro, Kak uM 6yaeT npenocTaBneH 4OCTyN K
cpencteam 06paboTkn nHdopmaunm.

CornaweHus o cobnioaeHnn KOHPUOEHULMANBLHOCTY ClieayeT nepecMaTpmBaTb NPY U3MEHEHUM YCNIOBUIA
TPYOOBOro A0orosopa, 0Co6eHHO B Cilyyae M3MeHeHUs 00593aHHOCTEe COTPYAHMKA UIN UCTEYEHUN CPOKOB TPY-
OOBbIX LOrTOBOPOB.

6.1.4 YcnoBusg TpyaoBOro cornaweHus

Ycnosusa TpyLOBOro AOroBOpa A0JIKHbI ONPeaensiTb OTBETCTBEHHOCTb CJ/TYXAaLLero B OTHOLEHUN NHPOP-
MaLMOHHON 6e3onacHoCTU. Tam, rae Heo6xoaMMo, 3Ta OTBETCTBEHHOCTb A0JIKHA COXPAHATLCSA U B TEYEHME
onpeneneHHoOro cpoka nocse yBosbHeHUs ¢ paboThl. Heob6xoanmMo ykasaTb Mepbl AUCUUNAMHAPHOrO BO3Ae-
MNCTBUSA, KOTOPbIE OYyAyT NPUMEHMMbI B Clly4ae HapylweHns COTPYAHUKOM TpeboBaHmin 6e30nMacHOCTH.

OTBETCTBEHHOCTb M NpaBa COTPYAHMKOB, BbiTEKAOWME U3 AEACTBYIOLEr0 3aKkOHOAATENbLCTBA, HANpPU-
Mep BYaCTW 3aKOHOB 00 aBTOPCKOM MpaBe UM 3aKOHOAATENbCTBA O 3alNTE NEPCOHAbHbIX AaHHbIX, LOMXKHbI
OblTb PA3bACHEHbLI MEPCOHaNy U BK/OYEHbI B YCNOBUSA TPYAOBOro AOroBopa. Takxe A0J/iKHa ObiThb ykaszaHa
OTBETCTBEHHOCTb B OTHOLLUEHUN KAaTErOPMPOBAHNS U YNPaBNEeHN AaHHbIMU OpraHndauun-pabortonartend. Bea-
KWiA pas, Npu He0H6XO0ANMMOCTH, B yCNOBUSAX TPYAOBOIrO ,OroBOpa CleAyeT yka3biBaTb, YTO 3Ta OTBETCTBEHHOCTb
pacnpocTpaHsaeTca u Ha paboTy BHE MOMELLEHNI opraHmM3daummn, n BHepaboyee Bpems, HanpumMmep, B clyyae
ncnosiHeHua paboTtel Ha aomy (7.2.5 n 9.8.1).

6.2 OGyyeHune nonb3oBartenei

Llenb: obecnevyeHne yBepeHHOCTU B OCBEAOMIIEHHOCTU NonbL3oBartenel 06 yrpodax n npobnemax, cesa-
3aHHbIX C MHPOPMALNOHHOM 6€30MaCHOCThLIO, U MX OCHALLEHHOCTM BCEM HEOOXOANMBIM A5 cObnoaeHns Tpe-
6oBaHU NONUTUKM 6€30NaCHOCTU OpraHn3aunm Npu BbINOJIHEHUN CNYXeOHbIX 0693aHHOCTEN.

Monb3oBaTtenen Heobxoaummo obydaTtb npouenypaMm 6€30NaCHOCTU U MPaBUIIbHOMY MCMONb30BAHMIO
cpencTs 06paboTkM MHOPMaALMN, HTOObI CBECTU K MUHUMYMY BO3MOXHbIE pUCKM 6E830MNaCHOCTH.

6.2.1 OGyyeHue u noaroToeka B o6nactm uHGopMaLMOHHOI 6e3onacHOCTH

Bce coTpyaHuKy opraHusaumm u, npu He0BXoANMOCTU, NONL30BATENMN TPETLEN CTOPOHbI ALOXKHbI MPONATH
COOTBETCTBYIOLLEE OOYYEHME U NONYyYaTb HA PETYISPHON OCHOBE OOHOBNEHHbIE BAPMAHThI MONAUTUK U NpoLue-
nyp nHdopmMaunoHHO 6€30MacHOCTU, NMPUHATLIX B opraHmn3dauun. O6yyeHue COTPYAHUKOB OOJIXHO obecne-
UnNTb 3HaHMe umun TpeboBaHMIA 6e30NacHOCTU, OTBETCTBEHHOCTVM B COOTBETCTBUM C 3aKOHOOATENbCTBOM,
MepOoNpUATUIA N0 ynpasieHnio MHOOPMaLMOHHO 6€30NacHOCTbIO, a TakKe 3HAHME NPaBUIIbHOTO NCNOJIb30Ba-
HUS cpencTB 06paboTkm MHGOPMaLUK, HAaNpPUMEpP NPouenyp perncTpaumm B CMUcTeMax, MCNoNb30BaHMA Nake-
TOB MporpamMm, npexae 4em um 0ynet npefocTaBaeH AOCTyN K MHGOPMaLUKM UK yeayram,

6.3 PearupoBaHune Ha MHLUUAEHTbI HapyweHus MHGOpPMaLuUOHHO 6e3onacHOCTU U coom

Llenb: ceepeHne Kk MUHMMYMY yulep6a OT MHUMAEHTOB HapyweHns nHGopMaLMoHHOW 6e30nNacHOCTN n
c60eB, a Takxe OCYLEeCTBIEHME MOHUTOPUHIA 1 pearMpoBaHMe No Cy4yasM MHUMOEHTOB.

006 nHuMpeHTax HapyLweHns NHGOPMaLMOHHON 6e3onacHOCTU cneayeT MHGOPMUPOBATbL PYKOBOACTBO B
COOTBETCTBUN C YCTAHOBJIEHHbIM NMOPAAKOM, MO BO3BMOXHOCTU, HE3aMea/INTEeJIbHO.

Bce cOTpyaHMKM M NOAPAAYMKUN LOMXKHBLI ObITh OCBEAOMJIEHBI O NpoLeaypax MHGOPMUPOBAHUS O PA3MNY-
HbIX TUNAaxX WHUWAEHTOB HapylweHns nHdopMaLnoHHOW 6e3onacHOCTM (HapyweHne 6e30nacHOCTK, yrposa,
YySA3BMMOCTb CUCTEMbI UK cOOI), KOTOpPbIe MOrIN Obl OKa3aTb HEraTUBHOE BAUSHME HA 6e30MacHOCTb aKTUBOB
opraHn3dauun. COpr,D,HI/IKI/I n noapaavYnkKn 01KHbl HeMeaneHHO COO6LU,aTb 0 N6 bIX Ha6mop,ae|v|b|x nnn npepn-
nosiaraemMbiX MHLUMAEHTAX ONPenesIeHHOMY KOHTaKTHOMY INLLY Mnn agMuHncTpatopy 6esonacHocTn. B opraHu-
3auMn OOJIKHbI OblTb YCTAHOBJIEHBI MEPbI AUCLUMNIMHAPHOW OTBETCTBEHHOCTU COTPYAHMKOB, HapyLUaKLWMX
TpeboBaHuga 6e3onacHOCTU. [Ana TOro 4To6bl MMETb BO3MOXHOCTb pearMpoBaTb HA UHUWAEHTb HApPyLIEHUN
nHPopMauUNOHHOI ©6e30nacHOCTM OONXHbIM 06pa3om, HeobxoaMmo cobupaTb CBUAETENbCTBA U
[okasaTtenbcTBa BO3MOXHO ObICTpee nocne obHapyxeHus nHumpeHTta (12.1.7).

6.3.1 UndopmupoBaHue 06 MHLUMAEHTaAX HapyweHus NHPOopMaLMOHHOK Ge3onacHoCcTH

006 nHuMpeHTax HapyLweHns NHGOpPMaLMOHHON 6e3onacHOCT cneayeT MHOOPMUPOBATbL PYKOBOACTBO B
COOTBETCTBUN C YCTAHOBJIEHHbIM NMOPAAKOM, MO BO3BMOXHOCTU, HE3aMea/INTEeJIbHO.

Heobxoanmo BHeapuTb GOpPMann3oBaHHyio Npouenypy nHGopMmnpoBaHusa 06 MHUMAEHTAX, a Takxe npo-
ueaypy pearmposaHmnda Ha MHUMAOEHTbI, YCTaHaBaAnBatLwmne /J,EVICTBVIﬂ, KOTOPbIe O0JIXKHbI ObITb npeanpuHAThbI
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nocne nonyyeHnsa coobueHna o6 nHumaeHTe. Bce COTpyAHUKM U NOAPSAAYUKM AOJIKHbBI ObITb 03HAKOMJIEHbI C
npouenypon nHGopmmpoBaHus 06 MHUNAEHTaX HapyLeHUs NHGOPMaLMOHHON 6e30NaCHOCTU, a TakXe NPOUH-
dopMuMpoBaHbl 0 HEOOXOAMMOCTU He3aMedSITEeNbHOro coobuweHus o6 MHuMaeHTax. HeobGxooMmMo Takxe
npenycMoTpeTb npouenypbl 06paTHOM CBA3M MO pedynbTaraM pearnpoBaHUs Ha WHUMAOEHTbl HapylleHus
nHdopmaumoHHon 6esonacHocTn. MHdopmaumna 06 MHUMAEHTAX MOXET MCMONb30BAaTLCA C LEefblo NOBbIWE-
HUS1 OCBEAOMJIEHHOCTU NONib30BaTenen (6.2), NOCKOJIbKY NO3BONAET LEMOHCTPUPOBAThL HA KOHKPETHbLIX NPUMe-
pax BO3MOXHbIE MOCNEACTBUSA WHUWAEHTOB, pearupoBaHME Ha HUX, @ Takxke Cnocobbl WX UCKIYEHUS B
oyaywem (12.1.7).

6.3.2 UHdopMuporaHue o npobnemax 6esonacHOCTU

OT nonb3oBaTenen MHGOPMaLMOHHbLIX CEPBUCOB HEOOX0AMMO TpeboBaTb, 4TOObI OHM 0OpaLLan BHUMA-
Hue 1 coobuwanu o0 NbbIX 3aMEYEHHbIX UM NpeaAnonaraeMbix HeaocTaTkax 1 yrpo3ax B o6nactm 6esonacHoc-
TN BCUcTeMax unum cepsucax. OHM 4ONXKHbI HEMEANEHHO CO00WaTb 00 STUX NPUYNHAX NS NPUHATUS PELUEeHUN
CBOEMY PYKOBOACTBY UM HENOCPEACTBEHHO NOCTaBLLMKy ycnyr. Heob6xoanmo nHdopmMupoBaTb Nonb3oBaTe-
nem, YTO OHU He J0JIKHbI HU NMPY Kakux 06CTOATENbCTBAX CAMOCTOATENIbHO NCKaTb NOATBEPXAEHUS NOA03PEBA-
€MOMY HepocTaTtky B cucteme 6e3onacHoctu. OT0O TpeboBaHME MpenbsiBASETCS B WMHTEpecax CaMux
NnoJib30BaTeNEN, MOCKONbKY TeCTUpOBaHME cnabbix MecT 3aluTbl MOXET OblTb MHTEPNPETUPOBAHO Kak
HENpPaBOMOYHOE UCMONb30BAHNE CUCTEMBbI.

6.3.3 UHPpopmMupoBaHue o0 cO609xX NporpaMmMHOro obecneyeHus

Onga nidopmumpoBaHusa o c6oax nporpammHoro obecneyeHnss Heo6xoaMMbl COOTBETCTBYIOLLME NpoLeny-
pbl, Mpu 3TOM AOXHBI NpeAycMaTpmuBaThbCa crepylowme AeicTBus:

- cuMnTOMbl Npo6GnemMbl 1 Nbble COOBLEHNSA, NOSBNASAIOWMECSH HA 3KpPaHe, OO0JIXHbI PUKCUPOBATHLCH;

- N0 BO3MOXHOCTM, KOMMNbIOTEP HEOOXOAMMO M30IMPOBATbL U NONb30BaHME UM nNpekpaTuTb. O npobneme
cnefnyeTt HEMeAJIEHHO U3BECTUTb COOTBETCTBYIOLLEE KOHTAKTHOE IULLO UM agMuUHUCTpaTopa. B cnyvyae Heob-
XOAUMOCTW NPOBECTUN UCCNefOoBaHNA 060pyn0BaHUSA, KOTOPOE AOJIXHO ObiITb OTCOEAMHEHO OT BCEX CETEN Opra-
HM3aumun. [luckeTbl He cneayeT nepenaBaTtb AN9 UCMNONb3OBAHUSA B OPYrUMX KOMMNbOTEPAX;

- 0 dakTe cb60a nporpaMmmMHoro obecnevyeHus cneayet HeEMeLJIEHHO U3BELLATb PYKOBOAMUTENS CAyXObl
nHdOopMaLMOHHO 6E30NACHOCTH.

Monb3oBaTenu He [OJIXHblI NbITATECA CAMOCTOATENbLHO YOANUTb NOA03PUTENBHOE NPOorpaMMHoe obec-
neyeHne, eCNnm OHN He YNOJIHOMOYEHbI Ha 3TO. JINKBMANPOBATL NOCNeACTBMUSA CO0EB A0JIKEH COOTBETCTBEHHO
00Oy4yeHHbI nepcoHan.

6.3.4 U3BnevyeHue ypoKOB U3 MHLUAEHTOB HapyweHus nipopmaunoHHoi 6esonacHocTu

Heo6xoaAnMO yCTaHOBUTb MOPSAAOK MOHUTOPUHIA U PErncTpaLum MHUMAEHTOB U COOEB B OTHOLIEHUUN UX
yucna, TUNOB, NAPaMETPOB, a TakXe CBA3AHHbIX C 3TUM 3aTpart. ATy uHdopmMaumio cnegyeT MCNONb30BaTh ANd
NAEHTUPUKALUM NOBTOPSIOLMXCH UAM 3HAYUTESbHbIX MHUMAEHTOB unn c6oeB. [laHHasa nHdopmMmaumsa MOXeT
yKa3biBaTb Ha HEOOXOAWMOCTb B COBEPLUEHCTBOBAHUM CYLLECTBYIOLLUX WM BHEAPEHUU LOMOJNHUTENbHbIX
MepOonpuUAaATUIA NO yrnpaBneHntio MUHGOPMaLMOHHOM 6E30NACHOCTbIO C LLENIbI0 MUHUMU3ALNM BEPOSTHOCTU NOSB-
NEeHNsS NHUNLAEHTOB HapyweHUs MHGOPMALMOHHOK 6€30MaCHOCTU, CHUXEHUS BO3MOXHOTIO yuepba n pacxo-
nos B Oyayuiem, Kpome TOro, AaHHYK MUHOOpMauMIo crefyeT yyuTbiBaTb MNPUM MEPECMOTPE MNOAUTUKU
nHdopmaymoHHol 6esonacHocTu (3.1.2).

6.3.5 Mpouecc ycTaHOBNEHUS AUCLUNJIMHAPHOW OTBETCTBEHHOCTU

JonxHbl cyuiecTBoBaTb GOPMann30BaHHbIE NPOLEAYPLI, YCTaHABNMBAOLWME OUCLUNINHAPHYIO OTBET-
CTBEHHOCTb COTPYAHUKOB, HAPYLUMBLLUUX NONUTUKY M NpoLenypbl 6e3onacHoCcTu opraHusaunm (6.1.4 n, B 0OTHO-
WweHun cBupetenbcTts, 12.1.7). Takme npouenypbl MOryT oOKa3blBaTb CAEpPXMBalOLLee BO3OEWCTBUE HA
COTPYOHMKOB, KOTOPbIE CKJIOHHbI K UTHOPUPOBaHUIO Npouenyp obecnevyeHns nHGopmaumMoHHOK 6e3onacHocC-
Tn. Kpome Toro, nono6Hble Npoueaypbl Npu3BaHbl 06eCNeYnTb KOPPEKTHOE U CNPaBenIMBOE PACCMOTPEHNE
0en COTPYOHMKOB, KOTOPble MOAO3PEBAIOTCS B CEPbE3HbIX WAN PErynsapHbIX HapyleHusax TpeboBaHui
6e30nacHoOCTH.

7 Pun3nuyeckada salWwmTa 1 3aLmTa oT BO3AENCTBUIM OKpyXalowei cpeabl

7.1 OxpaHsfieMble 30Hbl

Llenb: npepoTBpalleHMe HEABTOPU30OBAHHOIO AOCTYNa, NMOBPEXAEHUS U BO3AENCTBUA B OTHOLUEHUN
noMeLLeHUn n nHdopmaummn opraHmsaumu.

CpenctBa 06paboTKM KPUTUYHOW WAM BAXHOW cCnyxebHOn uMHopmMaumm Heobxoommo pasMeliaTb B
30Hax 6e3onacHocTU, 0603HAYEHHbIX ONpeaesieHHbIM nepumeTpom 6e3onacHocTn, obnagalwmm COOTBET-
CTBYIOLMMMN 3aWNTHBIMY BapbepamMn 1 CPencTBaAMM KOHTPOIS MPOHUKHOBEHUSA. DTN 30HbI A0XKHbI ObITb GU3M-
Yecku 3alLuLLeHbl OT HEaBTOPU30BAHHOIO A0CTYyNa, NOBPEXAEHUS U BO34ENCTBUS.
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YpOBEHb 3aLMLLEHHOCTU [O0JIXEH ObiTb COpasMepPeH C MAEHTUPUUMPOBAHHBIMU puckamu. C uenbio
MWHUMU3ALUM PUCKA HEABTOPMU30BAHHOIO AOCTYMNa WAM NOBPEXAeHUs OyMaXHbIX OOKYMEHTOB, HOCUTENEN
OaHHbIX U cpencTB 06paboTkn nHPopMaummn, PEKOMEHAYETCA BHEAPUTb MONUTUKY «4YNCTOrO CTONIA» U «4UCTOr0
aKpaHa».

7.1.1 NepumeTp OXpaHSIE€MON 30HbI

®dusnyeckasn 3awmTa MoxeT ObITb 4OCTUIHYTA CO3[aHMEM HECKONbKMX duaunyecknx 6apbepor (nperpag)
BOKPYr MOMELLEHNN KOMNaHuM u cpenctB obpaboTkm mHdopmMauun. bapbepbl ycTaHaBnMBaOT OTAEJbHbIE
nepuMeTpbl 6€30MacHOCTU, Kaxabli N3 KOTOpbIX 06ecneynBaeT ycuneHne 3awnTbl B Lenom. OpraHmsaumnam
cnefyeT MCNONbL30BATh NMepUMETpPbl 6e30MacHOCTM ANS 3allUTbl 30H PACMOJIOXEHUS cpenctB o06paboTkm
nHdopmaumm (7.1.3). NMepumeTp 6€30NaCHOCTN — 3TO rpaHuLa, co3patwlLas 6apbep, Hanpumep, NPOXoaHas,
obopynoBaHHaa CpencTBaMu KOHTPONS BxoAa (Bbe3ga) no MAEHTUPUKALUOHHBIM KapTo4ykamM UM COTPYAHUK
Ha CTOolKe perncrpaunn. PacnonoxeHune n ypoBeHb 3alMThl (CTONKOCTKN) Kaxaoro 6apbepa 3aBUCAT OT pe3yJib-
TaToOB OLLEHKN PUCKOB.

PekomeHayeTcs paccmaTpuBaTb U BHEOPATb NpU HEOOXOAMMOCTMU cClepyilowme MeponpuaTtua no obec-
neyeHnio MHGoOpMaLUMOHHON 6e30NaCHOCTU:

- nepumMeTp 6€30NaCHOCTU AOIXEH ObiTb YETKO ONPEAENEH;

- NepuMeTp 30aHUS UAN NOMELLEHUIA, TAEe PaCnoNioXeHbl cpeacTea 06paboTkm MHGOpMaumMn, AONXKEH
ObITb GU3NYECKN CMNOLWHBLIM (TO €CTb HE AOJIXHO OblTb HMKAKMX MPOMEXYTKOB B MEPUMETPE UM MECT, Yepes
KOTOpPbIe MOXHO Obls10 Obl IErKO MPOHUKHYTL). BHELWHME CTEHBI NOMELEHNN A0IXHBI UMETb AOCTAaTOYHO NPOY-
HYI0O KOHCTPYKLIMIO, @ BCE BHELIHNE ABEPU A0MXKHbI ObITh COOTBETCTBYIOLWNM 06pa30oM 3aLLULLLEHBI OT HEABTOPU-
30BAaHHOrO A0OCTyna, HanpuMmep, OCHAalleHbl YCTPOWCTBAMM  KOHTPONS  pocTtyna, wnarbaymamu,
CUrHanusaunen, samkamm 1 T.n.;

- JOoNXHa OblTb BbIAENEHHAA U YKOMMAEKTOBAHHAA MEePCOHANIoM 30Ha PEerucTpauun nocetutenen unm
OOJIXHbI CYLLECTBOBATb Apyrme MeponpuaTmus nNo ynpasieHntio Gusn4ecknm JOCTYNOM B NOMELLEHUS unn 3aa-
Hus. JlocTyn B NOMELLEHUS U 34aHUS OOJIXEH ObiTb NPEeAOCTaBNIEH TONbKO aBTOPM30BAHHOMY MEPCOHany;

- dusnyeckune 6apbepsbl, B Cryvyae HEOOXOANMMOCTU, AOMXKHbI OblTb pacLUMPEHbLI OT Nofa A0 NOTonKa, Ans
npefoTBpaLLeHNa HEaBTOPU30BaAHHbLIX MPOHUKHOBEHUNM, @ TakXe UCKIIYEHNS 3arpa3HeHns okpyxatouen cpe-
Obl B Ciydae noxapa wnu 3aTtonjieHni;

- BCE MPOTMBOMOXAPHbLIE BbIXOAbl B nNepumeTpe 6€30NacHOCTM A0JIXHblI ObITb 000PYA0BaHbI aBAPUNHON
curHanmnsaumen n nAOTHO 3aKPbIBATbLCH.

7.1.2 KoHTpOnb pocTtyna B OXpaHAeMbie 30Hbl

30HbI MHPOPMALMOHHOW 6€30NacHOCTN HeOo6X0AMMO 3awumuiaTth C NOMOLLBID COOTBETCTBYIOLMX Mep
KOHTPONS Bxoda ona obecrneyeHns yBepeHHOCTU B TOM, 4TO AOCTYN MO3BOJIEH TONbLKO aBTOPM30BAHHOMY Nep-
coHany. Heobxooumo paccmaTpuBaTth Clefyloume Mepbl KOHTPONS:

- noceTuTenn 30H 6e30MacHOCTM AOJIXHBI COMPOBOXAATLCA MNM ob6nagaTb COOTBETCTBYIOWMM A0OMNYC-
KOM; JaTy U BpeMs BXOA4a W BbIXxO4a CnefyeTt perucrtpupoBatb. JocTyn cnenyet npefoCcTaBfsaTb TONbKO AN
BbINOJIHEHUSA ONpPeAeneHHbIX aBTOPU30BAHHbLIX 3a4a4. Heob6xoomMo Takxe 3HaKOMUTbL noceTutenen ¢ tpebo-
BaHMSMN 6€30NaCHOCTU U AeACTBUAMKW Ha Clyvyail aBapuiiHbIX CUTYaLLUIA;

- AOCTYMN K BaXHON nHdopmauum n cpeactsamMm ee 06paboTkm JOIKEH KOHTPONIMPOBATLCSA M NPenocTaBs-
NIATbCH TONbKO aBTOPU30BaHHbIM nnuamMm. Cnenyet uCnonb30BaTh CPEeACTBA ayTeHTMdUKALMN, HANPUMEpP, Kap-
Tol gocTyna nnoc PIN-kop ona aBTopm3aunu 1M npefocTaBlieHUs COOTBETCTBYyOLWeEro ooctyna. Heobxoammo
Takke HafeXHbIM 00pa3oM MPOBOAUTbL ayAUT XYPHANOB perncrpauum focTyna;

- Heobxoaumo TpeboBaTb, YTOOLI BECb MEPCOHAN HOCUN NMPU3HAKU BUOMMONW uaeHTudukaumm, cnenyet
NOOLWPSATL €ro BHUMaHME K HE3HAKOMbIM HECOMPOBOXAAEMbIM NOCETUTENAM, HE MMELWUM naeHTndunkaum-
OHHbIX KapT COTPYOHWKOB;

- NpaBa AoCTyna COTPYAHUKOB B 30HbI MHPOPMALMOHHOM 6€30NacHOCTU CNneayeT PeryasipHo aHann3npo-
BaTb MU nepecmarpusaTh.

7.1.3 Be3onacHOCTb 34aHuUii, NPOU3BOACTBEHHbIX NOMELLEeHU n 06opyaoBaHuUS

30Ha MHdopMaLMOHHOM 6€30NaCHOCTU MOXET ObiTh 3aLlMLLIEHA NYTEM 3aKPbLITUSA HA 3aMOK camMoro odu-
Ca VN HECKOJIbKMX NMOMELLEHN BHYTPU GU3NYECKOro nepumeTpa 6€30nacHOCTH, KOTOPbIE MOryT ObITb 3anep-
Tbl U UMETb 3anupaemMble dann-kabuHetol nnn cendeol. NMpu BoIOOPE U NPOEKTUPOBAHUM GE30MaCHOM 30HbI
cnefyeT NPMHUMaTbh BO BHMMaHME BO3MOXHbIE NOCNEACTBUS OT Noxapa, HAaBOAHEHMUS, B3pbIBA, YIUYHbIX 6ec-
NopsaaKoB M Apyrux GopmM NpUpPoOaHOro UaMm UCKYCCTBEHHOro 6eacTeua. Takxke cneayeT NpUHMMATh B pacyer
COOTBETCTBYIOLME NPaBUa 1 CTaHAAPThl B OTHOLIEHMUN OXPaHbl 340POBbs 1 6e3onacHocTu Tpyaa. Heobxoaum-
MO paccMaTpuBaTth Takxe NioOble yrpo3bl 6€30NacCHOCTN OT COCEAHUX MOMELLEHMWA, HANPUMEpP 3aTOMEHUIA.
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Mpwn aTom cnepyet npegycMmaTpueaTth cleaylolme Mepsbl:

- OCHOBHOE 060pynoOBaHME A0JIKHO OblTb PACMONIOXKEHO B MECTAax C OrpaHNUYeHMeM AOCTyna NOCTOPOH-
HUX NnL;

- 3[aHNA He LOMXHbI BbIAENATECH HA 06WeM GOHE U LOMXKHb UMETb MUHUMANbHbIE MPU3HAKM CBOEro
Ha3HAYeHNS — HEe AO0JIKHbl MMETb OYEBUAHbIX BLIBECOK BHE UM BHYTPU 34aHUA, MO KOTOPbIM MOXHO CAenaTb
BbIBOJ, O BbIMOSHAEMbIX PYyHKLMAX 00paboTkM nHdopmaumu;

- noapasaeneHns nogaepxkn n obopynoBaHue, HanpumMep, GOTOKONMPOBAbHbIE YCTPONCTBA U PaKChl,
OOJKHbI GbITb PACMONIOXEHbLI COOTBETCTBYHOWMUM 06pa3om B npeenax 30Hbl 6€30MacHOCTN BO usbexaHue
[0CcTyna, KOTOpPbI MOr Obl CKOMMPOMETUPOBATb NHHOPMALUIO;

- ABEPU N OKHA HEOOXOAMMO 3anupaTth, KOraa B MOMeELLEeHNAX HET COTPYAHUKOB, @ TakXe cneayeT npeay-
CMOTPETb BHELUHIOK 3aLMTy OKOH — O0COOEHHO, HMU3KO PACMONIOXEHHbIX;

- He0o6Xx0aMMO Takxe BHeAPSATb COOTBETCTBYIOLME CUCTEMbI OOHAPYXEHUS BTOPXEHWUN AN BHELUHUX
OBepen 1 OCTYMNHbIX A 3TOr0 OKOH, KOTOPbIE AOJIKHbI ObITb NPOPECCUOHANBHO YCTAHOBJIEHbI U PErYASPHO
TecTupoBaTtbcsa. CBOOOAHbIE NMOMELLEHMS HEOOXOOMMO CTaBUTb HA CUrHanm3auuio. AHaNOrMyHo crnepyet
ob6opynoBaTb Apyrve NOMeLWeHNsl, B KOTOPbIX PACMONOXEHbI CPeACTBA KOMMYHUKALWNA;

- He06x0ANMMO GU3MYECKN N30IMPOBATL CPeacTBa 06paboTkm nHdopmMaLnmn, KOHTPOSIMPYEMbIE OPraHn-
3aumen u ncnonb3yemble TPeTbEN CTOPOHON;

-CNPaBOYHUKM U BHYTPEHHUE TenedOHHble KHUMM, UAeHTUduumMpyoLme MecTOMoNOXeHUS CPeacTB
06paboTkn BaxHON MHPOPMALUK, HE OOKHbI ObITb AOCTYMHLI MOCTOPOHHUM NNLLAM;

- cnepyet obecneynBaTbh HaAEXHOE XPaHEeHMe ONaCHbIX UK FOPIOYMX MaTEPUanoB Ha LOCTAaTOYHOM pac-
CTOSIHUM OT 30HbI MHHOPMaLMOHHON 6e3onacHOCTU. Bonblune 3anackl bymaru ansg nevyaTaloLwmx yCTPOUCTB He
cnenyeT XpaHUTb B 30He 6€30nacHOCTN 6e3 COOTBETCTBYIOLLUX Mep NoXapHon 6e30nacHOCTH;

- pe3epBHOe 060pya0OBaHNE U HOCUTENN AAHHbIX CNeayeT pacnonarate Ha 6€30NacHOM PacCTOSHUM BO
n3bexaHue noBpexaeHnsa oT NOCNEeACTBUNA CTUXMNHOIO 6eACTBUS B OCHOBHOM 34aHUMN.

7.1.4 BoinoniHeHue paboT B oXpaHAeMbIX 30HaX

NS NoBbILLEHUS CTeNeHN 3aLlinTbl 30H MHPOPMALIMOHHOM 6e30MacHOCTM MOryT notTpeboBaTbCcsa AOMNOI-
HUTENbHbIE MEPLI MO YNPaBNeHnio NHGOPMaALMOHHON 6€30MacHOCTLIO M COOTBETCTRYOLWME pykoBoAcTBA. OHM
OOJIXHbI BK/IOYATb MEPONPUATUS B OTHOLUEHWW NepCcOoHana uan npeacTtaBuUTesiein TpeTbux CTOPOH, paboTalo-
LWKUX B 30He 6€30MaCHOCTN U COCTOAThL B CNEAYIOLLEM:

- 0 CyLLECTBOBAHUM 30HbI MIHPOPMALIMOHHOK 6€30NaCHOCTU N MPOBOAUMbBIX B HEl paboTax A0XKHbI ObiTh
OCBEOMEHbI TOIbKO NMLA, KOTOPbIM 3TO HE06X0AMMO B CUJTy MPON3BOACTBEHHOM HEOOXOAMMOCTMU;

- N3 coobpaxeHunin 6e30NacHOCTY N NPenOoTBPALLEHNSA BO3SMOXHOCTM 3N1IOHAMEPEHHbIX 4EVNCTBUIA B OXpa-
HAEMbIX 30Hax Heob6xoaMmMo n3beraTtb ciy4yaeB paboTbl 6€3 Haanexallero KOHTPOAS CO CTOPOHbI YNOJIHOMO-
4YEHHOro nepcoHana;

- nycTylowme 30Hbl 6€30MaCHOCTU A0JIKHblI ObITb PUINYECKM 3aKPbIThI, U UX COCTOAHUE HEOOXOAUMO
NnepuoanyYeckn NpPoBepPsTh;

- NepcoHany TPEeTbUX CTOPOH OFrPaHMYEHHbIN aBTOPU30BAHHLI U KOHTPONIMPYEMBI [OCTYN B 30HbI 6€30-
NMacHOCTW unun K cpeacTeam 06paboTkm BaxHON nHGoOpMaummn cnenyeT NpefoCTaBASaThL TONIbKO HA BPEMS TakoMn
HeobxooumocTn. Mexay 30HaMu C pas3nnyHbIMU YPOBHAMK 6€30NacCHOCTN BHYTPU nepumeTpa 6e30nacHOCTU
MOryT NoTPe6b0oBaTLCHA AOMONHUTENbHbIE OApbEPbl Y MEPUMETPLI OrPaHNYEeHs GU3NYECKOro A0CTyNa;

- ucrnonb3oBaHue GoTo, BUAEO, ayaANO0 UIn APYroro 3anucbiBatoLero 060pyaoBaHnsa 40MXKHO OblTh pas-
peLWeHO TONLKO NPU NONy4YEHUN CNeLnanbHOro paspeLleHus.

7.1.5 U3onmpoBaHue 30H NPUEMKM U OTrPy3KN MaTepuasibHbIX LEeHHOCTEN

30HbI MPUEMKUN 1 OTFPY3KMU MaTepuanbHbIX LEHHOCTEN AOKHbBI HAXOAUTLCS NOA KOHTPOJEM U, NO BO3-
MOXHOCTWU, ObITb N30JIMPOBAHbI OT CPeACcTB 00paboTKn MHGOPMaL MK BO n3bexaHne HeaBTOPU30BAHHOIO A0C-
Tyna. TpeboBaHmnsa 6€30NaCHOCTM AN TakMX 30H AOJIKHbI OblTb ONpeaeneHbl Ha OCHOBE OLLEHKN PUCKOB. B aTux
cny4asx pekoMeHAyeTcs npepycMmarpuBaTb Cleaylouime MeponpuaTms:

- AOCTYN K 30HE CKN1agMpPOBaHUSA C BHELUHEWN CTOPOHbI 30aHNS A0MXeH ObiTb paspeLleH TONbKO onpeae-
NIEHHOMY N aBTOPU30BAHHOMY NepcoHany;

- 30Ha CKJIaaMpoBaHMs A0MkHa ObiTb OpraHn3oBaHa Tak, YToObl NOCTynawLWme MaTepuanbHbie LEHHOCTU
Mornu 6bITb pa3rpyxeHbl 6€3 NpenocTaBNeHs NepcoHany NOCTaBLWMKka OCTyNa K APYrMM 4acTaM 34aHUS;

-nomkHa OblITb 06ecnevyeHa 6€30NaCHOCTb BHELWHEW(MX) ABEPU(E) MOMELLEHMS NS CKNaAUpPOBaHuS,
KOrga BHYTPEHHSS ABEpPb OTKPbITA;

- NocTynawLine MmaTtepurasnbHble LEHHOCTU A0JIKHbI ObITb OCMOTPEHbBI HA NPEeAMET NOTEHUMANbHbIX ONac-
HocTel (7.2.1 1) npexae, 4eM OHM OyayT nepeMeLlleHbl U3 NOMELLEHUA ANS CKNagMpoBaHMUs K MectamM UCMob-
30BaHuS;

-nocTynamwme MatepuanbHble LEHHOCTU AO0JXKHbI OblTb 3aPErMCTPUPOBAHbI, €CIM 3TO HEOOXO0AMMO
(5.1).
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7.2 Be3onacHOCTb 06opyaoBaHuS

Lenb: npenoTBpalleHne NOTEPb, MOBPEXAEHUIA MAM KOMNPOMETaLMM aKTUBOB U HAPYLLIEHUS HENPEpPbIB-
HOCTU [eATEeNbHOCTN OpraHM3aunu.

O6opynoBaHme He0O6X0AMMO 3aLLNLLIATL OT Yrpo3 ero 6e30NacHOCTM U BO3AENCTBUIA OKPYXalOLLLEN cpebl.

Heobxoammo obecneynmBaTb 6€30NaCHOCTb 000PYAOBaHUSA (BKOYAs M TO, YTO MCMNONL3YEeTCHA BHe opra-
Hu3auum), 4ToObl YMEHbLWUTL PUCK HEABTOPM3OBAHHOIO AOCTYMa K AAHHbIM M 3aWUTUTb UX OT NMOTEPU uUm
nospexzaeHus, Npu 5ToM HeO6XOAMMO NMPUHMMATL BO BHUMaHNE OCOBEHHOCTU, CBA3AHHbIE C PACMNOJIOXEHNEM
0060pynoBaHMS 1 BO3SMOXHbLIM ero nepemMelteHmeM. MoryT notpeboBaTbCs CneunanbHbie MEPONPUATUSA 3aLLM-
Tbl OT OMaCHbIX BO3AENCTBUIN Cpeabl UM HEABTOPM30BAHHOMO A0CTyNa Yepel3 nHPpacTpykTypbl obecnevyeHus,
B YACTHOCTM, CUCTEMbI SNEKTpPONUTaHna 1 kabenbHON pasBoakKu,

7.2.1 PacnonoxeHue n 3awurta obopyaoBaHus

O6opynoBaHMe OONXKHO OblTb PACMONOXEHO M 3aLLNLLEHO TakK, YTOObl YMEHbLINTL PUCKM OT BO3AENCTBUIA
oKpyxalouwen cpeabl M BO3MOXHOCTM HEaBTOPM30BAHHOro aoctyna. Heobxoammo paccmaTpuBaTb Cneaylo-
lwne MeponpuaTus no ynpasieHunio MHPOPMaLMOHHON 6€e30NaCHOCTLIO!

a) obopynoBaHMe HeobxoaAMMO pas3meltaTb Takum oOpa3om, 4TOObI CBECTM A0 MUHMMYMaA W3NULL-
HWN J,OCTYN B MECTa ero pacnoJioXeHus;

0) cpencTtea 06paboTKM U XPaHEHUS BaxXHOW MHOpMauMM crnepyeT pasMellatb Tak, YTOObl YMEHb-
WNTb PUCK HECAHKLUMOHMPOBAHHOIO HabnoaeHs 3a nx GYHKLMOHUPOBAHUEM;

B) OTOENbHble 3NieMeHTbl 060pyaoBaHusa, Tpelbylouwme cneumanbHON 3awmTbl, HEO6XO0AMMO M30NU-
poBaTb, 4TOObI MOBBLICUTbL 0OLWMI YPOBEHb HEOOXOAMMON 3aLUThI;

r) Mepbl NO ynpaBneHuto WHOOPMALUOHHONW 6e30MaCHOCTbLID AOMXHbBI  CBECTU K MWHUMYMY PUCK
NOTEHLUMANbHbIX Yrpo3, BK/OYasA:

1) BOpPOBCTBO;
2) noxap;
B3PbIB;
3agbIMNIEHME;
3atonneHune (unu nepebon B nopayve BOAbI);
NblSib;
BMOpaumio;
xumunyeckmne 3apdekThl;
NoOMexun B 9NeKTPOCHabXeHnu;
10) 9neKTpoOMarHuTHoOe uanyyeHwue,

0) B opraHmsaumm HeobxoOouMmO onpefenuTb NOPsSAOK npuema nuly, HanMTKOB UM KypeHus BOIM3K
cpencTs 06paboTkm MHboOpMaLnK;

€e) cnepyeT NPOBOAUTb MOHUTOPUHI COCTOSIHUSA OKpyXalowel cpefbl B LENSX BbIIBNEHUS YCOBUN,
KOTOpble MOrfn 6bl HEGNAroNPUATHO NOBAUATL HA QYHKLUMOHUPOBAHME CpencTs 06paboTkm nHdopmaumu;

X) cneoyeT WCNONbL3OBaTb ChNeuuvanbHble CPeAacTBa 3awuTbl, 060pyAOBaHMSA, PACMOJIOKEHHOro B
NPOM3BOACTBEHHbIX LieXax, Hanpumep, 3alWWUTHbIE MJIEHKU AN KnaBuaTypbl;

3) Heobxoammo pasdpaboTaTb Mepbl MO AMKBUAAUMW MOCNencTBuiA 0OefCTBUKA, ChydYaloWMXcs B
6nunsnexalwimx NOMeLLEHNAX, HANPUMepP, NOXap B COCEAHEM 3[aHNN, 3aTONNEHNE B NOABAJIbHbLIX MOMELLEHUAX
UM NpOoTeKaHue BOAbl Yepe3d KPbily, B3PbIB HA ynuLe.

7.2.2 Nopaya aNneKTponNUTaHusa

O6opynoBaHne HeOHXO0AMMO 3alnLATL OT NepeboeB B Nojaye 3NEKTPOsIHeprun n apyrux cboes, CBA-
3aHHbIX C 3nekTpuyecTBoM. Heobxoammo obecneymBaTh Hagnexallylo nogadvy anekTponuTaHus, COOTBET-
CTBYIOLLYIO cneundukaunam npovs3BoanTens o060pynoBaHUS.

BapuaHTbl 0OCTUXEHUA HENPEPBLIBHOCTU MOAAYU 3JIEKTPOMUTAHUS BKJHOYAIOT:

- HanMune HeCKOJIbKNX UCTOYHMKOB 3NEKTPONUTaHuUS, 4ToObl n3bexatb MOCNeACTBUIN MPU HAPYLIEHUM ero
nogaym OT €AMHCTBEHHOr0 MCTOYHUKA;

- ycTpoicTBa 6ecnepeboiHoro anektponutanmnsa (UPS);

- pe3epBHbLIA reHepaTop.

Y106l 06ecneynTb 6€30MacHoe BbIKIIOYEHME U/UNN HENPePbIBHOE QYHKLIMOHUPOBAHUE YCTPOUCTB, NOoA-
OepXunBaLwmx Kputuieckme 6GU3HEC-NpPoOLECCH, peKoOMeHAyeTcs noakno4vate obopyaosaHue vepe3 UPS.
B nnaHax obecneyeHns HENPEPLIBHOCTU CnenyeT npeaycMaTpuBaTh AeACTBUSA, KOTOPbIE OOJIXHbLI ObiTh Npen-
npuHaTbl Npu otkase UPS. O6opynosaHne UPS cnenyeT perynsipHO NPOBEPSATh HA HaNnune afekBaTHOW MOLL-
HOCTM, a TakxXe TeCTUPOBaTb B COOTBETCTBUU C PEKOMEHAALMAMMN NMPOU3BOANTENS.

Pe3epBHbIl reHepaTop cneayeT NPUMEHSATb, €CNM HEOOXO0ANMMO 06ecneynTb GYHKLMOHMPOBaHME 060pY-
[O0BaHWS B CryYyae ANUTENIbHOrO 0TKa3a nojAayu anekTpoaHeprum ot obuLero nctouyHunka. Pe3epBHble reHeparto-
pbl CrnenyeT perynsapHO MNPOBEPSATb B COOTBETCTBUM C MHCTPYKUMSMW npou3Boautens. Ona obecneyeHus
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paboTbl reHepaTopa B TeYeHne OJINTENIbHOro cpoka HeobxoammMo o6ecneynTb COOTBETCTBYIOLLYIO MOCTABKY
TONnMBa.

Kpome Toro, aBapuiiHble BbIKNIOYATENN 3NEKTPONUTAHUA HEOoOX0AMMO pacnonaratb OKOMO 3amnacCHbIX
BbIXOA0B MOMELLEHWUIA, FAe pacnosioxXeHo 06opyaoBaHne, YTOObl YCKOPUTb OTKIIIOYEHME SNEKTPONUTAHUSA B
cnydae Kputuyeckux cutyaumin. Cnenyet obecnedntb paboTy aBapuinHOro OCBELLLEHMS Ha Cnyyal oTka3a anek-
TponuTaHusa, noTpebnsaemoro ot ceTn. Bce 3aaHnsa AomkHbl OblITb OCHALLEHb TPOMOOTBOAAMM, @ BCE BHELLHUE
NNHUK CBA3N 000PYAOBaAHbI CNeLunaNbHbiMU FPO303aWUTHBIMU QUALTPAMN.

7.2.3 BesonacHocTb kabGenbHOW ceTu

CunoBble 1 TENEKOMMYHUKALMOHHbIE KabebHble CEeTU, NO KOTOPbLIM NEePefaloTCa AaHHble UK OcyLle-
CTBNSAIOTCA Apyrve uHOOpMaLMOHHbIE yCcnyrn, HeobxoouMmo 3awmwaTtb OT nepexsata MHPoOpMaLUM uam
noepexneHus. Heobxoonmo paccmaTpmBaTb CAeaylUmne MeEPONPUATUS:

a) cunoBble N TeNeKOMMYHUKALMOHHbIE NMHUKU, CBS3blBalOWME cpencTtBa obOpaboTkm wuHdopma-
LMK, AONXKHbI OblTb, MO BO3MOXHOCTU, NOA3EMHbIMU UM 06nagaTb afeKkBaTHOW anbTEePHATUBHOW 3aLLUTOWM;

0) ceTeBo kabenb [ONXeH ObiTb 3aLMULEH OT HEABTOPM3OBAHHbLIX MOAKJIYEHWN WM MOBPEXAe-
HUSA, HaNpUMep, NOCPEACTBOM MCMNONbL30OBAHUSA CNELMANBHOIO KOXyxa 1/uam Beibopa MaplupyToB NPOKIaaku
kabensa B 06xo0pn 06LWeA0CTYNHbIX Y4aCTKOB;

B) cunoBble kKabenu AOMXKHbl ObITb OTAENEHbl OT KOMMYHUKALUMOHHBIX, YTOObI UCKNIOYUTL MOMEXMU;

r) OONONHUTENbHbIE MEPONPUATUS MO  YNPaBAeHUI WHPOPMALWOHHOW 6e30NacHOCTbIO  Ang
YYBCTBUTEJNIbHbIX UM KPUTUYECKMX CUCTEM BKJHOHAIOT:

1) ncnonb3oBaHMe GPOHMPOBAHHBLIX KOXYXOB, @ TakXe 3aKPbITbIX MOMELLEHUN/ALLNKOB B MPOMEXY-
TOYHbIX MYHKTAX KOHTPONS U KOHEYHbIX TOYKAX;

2) ucnonb3oBaHue AyONUPYOWMX MapPLUPYTOB NPOKIaakM kabens nam anbTepHaTUBHLIX CNOCO60B
nepenayu;

3) ucnonb3oBaHUE ONTUKO-BOJIOKOHHbBIX TUHUI CBA3MU;

4) NpoBepKM Ha MOAK/IOYEHME HEABTOPU30BAHHbLIX YCTPOMCTB K KabenbHOl ceTu.

7.2.4 TexHnvyeckoe ob6cnyxuBaHme obopynoBaHus

B opraHusaumm [OnXHO NMPOBOAUTLCS HaAnexaliee TexHunyeckoe obcnyxumBaHue o6opynoBaHua ang
obecneyeHnss ero HeMpPepbIBHOM PaboTOCNOCOOHOCTM U LENOCTHOCTU. B aTux uensax cnenyeTt NnpuMeHaThb cne-
aylowmne MeponpuaTus:

- obopynoBaHue cneayeT 06CNyXnBaTb B COOTBETCTBMN C MHCTPYKLUUAMU U NEPUOANYHOCTLIO, PEKOMEH-
OYyEMbIMU NOCTABLNKOM;

- Heo6xoaMmo, 4TOoObl TEXHUYECKOE 06CNYXMBaHUE U PEMOHT 060PYyA0BaHMS NPOBOANIINCH TONbKO aBTO-
pP“30BaHHLIM MEPCOHANOM;

- cliefyeTt XpaHuTb 3anmcu 0060 BCex cnyvyasx npeanofiaraeMblx UnmM GakTUHECKUX HEMCMPABHOCTEN U
BCEX BMAax nNpodunakTnyeckoro 1 BOCCTAHOBUTENbHOIO TEXHUYECKOro 006CNyXUBaHUS;

- Heo6x0aMMO NpUHUMaTb COOTBETCTBYIOLWME Mepbl 6€30MacHOCTM Npu OoTnpaBke obopynoBaHua ons
TEXHNYECKOro 06CnyXnBaHua 3a npeaens opraHn3dauunm (7.2,6 B OTHOLWEHUN yOaNeHHbIX, CTEPTLIX 1 Nepesa-
NMUCaHHbIX 4aHHbIX). KpoMe 3TOro gomxHbl cobniogatbcsa Bce TpeboBaHMS, yCTaHABNMBAEMbIE UCMONb3YIOLLN-
MWUCS NpaBuiaMun CTpaxoBaHUS.

7.2.5 O6ecneuyeHue 6e3onacHocTu 060pynoOBaHUSA, UCNOJIb3YEMOro BHE NOMELLEeHUi opraHusa-
uuu

He3aBnCcMMO OT NpuMHANexXHOCTU 060pyn0OBaHUS, ero Ucnonb3oBaHue ona 06paboTkm nHdopmaL M BHE
NOMELLEHNA OpraHM3aLnm 0OMXHO 6biTb aBTOPU30BAHO PYKOBOACTBOM. YpOBEHb MHOPMALMOHHOK 6e3onac-
HOCTU MpY 9TOM A0/XKEH ObiTb 9KBMBANIEHTEH YPOBHIO 6€30MaCHOCTM B OTHOLWEHNM 060pYyA0BaHUS, UCMONb3ye-
MOrO C aHaNnOrM4YyHOM LLEeNb0 B MOMELLEHUAX OPraHn3aumnm, a Takxe C y4eTOM PUCKOB paboThl Ha CTOPOHE.
O6opynoBaHue no 06paboTke MHGOPMaL MK BKIOYAET BCE TUMblI MEPCOHaNbHbLIX KOMMbIOTEPOB, 3NEKTPOHHbIX
3aMNUCHbIX KHUXEK, MOBUNbHBbIX TenedOHOB, a Takxe Oymary WM MHble MaTepualibHble LEHHOCTU, KOTOpbIe
NCnonb3yTcsa Ans paboTbl HA LOMY UM TPAHCMOPTUPYIOTCS 3a Npeaensl pabounx nomelLeHuin, B sTux ycno-
BUSAX HEOOXOAMMO MPUMEHATh CNeAyoWmne MEPONPUATIA MO yNpaBneHuto MHGOPMaLMOHHO 6e30NaCHOCTbIO:

- 06opynoBaHue N HOCUTENN NHHOPMaL MK, B3ATbIE U3 MOMELLEHUNN OpraHn3aLnmn, He cneayeT OCTaBNATb
6e3 npMcMoTpa B 06LLEeNOCTYNHbIX MeCcTax. [pu nepemMeLLeHnm KOMMNbIOTEPLI CeayeT NePEBO3NTb KAk PYUHYIO
knagb 1, N0 BO3MOXHOCTU, He adULLIMPOBATL €€ COLEPXKMMOE;

- BCerga Heobxoammo cobnioaaTb MHCTPYKLMU N3rOTOBUTENEN NO 3amTe 000pyL0BaHUSA, HANPUMMEp, OT
BO3OENCTBUSA CUNbHbIX 3NIEKTPOMArHUTHLIX NONEN;

- npu paboTe ooMa cneayet NPUMEHATb NOAXOAALLME MEPONPUATUS MO YNPaBAEHNIO NHHOPMALMOHHON
6e30NacHOCTbIO C Y4ETOM OLEHKU PUCKOB, HAaNnpuUMep, UCMONb30BaTh 3anmpaemMble dalin-kabnHeTbl, CO6MI0-
0aTb MOJINTUKY «4UCTOrO CTONA» U KOHTPOJIMPOBATL BO3MOXHOCTb A0CTYNa K KOMMNbIOTEPAM;
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- AOMMKHbI MMETb MECTO afieKBaTHble Mepbl MO CTPAxXOBaHUIO ANS 3alnTbl 060pPyAOBaHUS BHE NMomMelle-
HUIA oOpraHmnsaunm.

Punckn 6e3onacHOCTU, HAaNpPUMepP, CBA3aHHbIE C MOBPEXAEHUEM, BOPOBCTBOM U NOACAYLWINBAHUEM, MOTYT
B 3HAUYUTEJNIbHON CTeNeHn 3aBUCETb OT PACMNONI0OXEHMS 060pYyA0BaHUA B OpraHM3aumm U 4OXKHbl Y4UTbIBATLCH
npu onpeaeneHnn n Beibope Hanbonee NOAXOAALNX MEPONPUATUIA MO YNPABAEHNIO MHPOPMALMOHHON 6e30-
nacHoctblo. Bonee nogpobHasa wHboOpmauua O APyrMx acnekrtax 3awuTbel MOOUAbLHOrO 060pYyAOBaHUSA
npueeneHa B 9.8.1.

7.2.6 BesonacHas ytunusauusa (CnucaHue) unm NOBTOPHOE UCNOJIb30BaHUe 00opyaoOBaHUSA

CnyxebHasa nHdopMaumsa MOXeET ObiTb CKOMNPOMETMPOBaHA BCIEACTBME HEOPEXHON yTunmadaumm (cnm-
CaHus) UM NOBTOPHOrO UCMNONb30BaHMSa obopynoBaHus (8.6.4). HocuTenn faHHbIX, COOEPXalLnNe BaXHYI0
nHdopmaumio, HeobxooMmo Gusnyeckn paspyliate uUan nepesanucbiBaTb 6e3onacHeiM 006pa3oM, a He
MCNONb30BaTb CTAaHAAPTHbIE QYHKLUUM yaaneHns. Bce KOMMOHEHTh 060pyA0OBaHUSA, COAEPXKALLEr0O HOCUTENN
OaHHbIX (BCTPOEHHbIE XECTKMe AMCKU), crneayet NPOBEpPSATb Ha NpPeaMeT yAaneHUs BCEX BaXHbIX AAHHbIX U
JINLLEH3VMOHHOrO0 NporpaMMHoro obecnevyeHns. B OTHOWEHMU HOCUTENEN AaHHbIX, COAEPXALLMX BaXHYIO
nHdopmaumio, MoxeT noTpeboBaTbCs OLEHKA PUCKOB C LENblO onpefeneHns uenecoobpasHOCTU mx
paspyLleHnst, BOCCTAaHOBNEHUS NN BbIOPaKOBKN.

7.3 OGwume meponpuaTUs No ynpaeaeHuio nipopmaumoHHoi 6e30NacHOCTbIO

Llenb: npepoTBpalleHne KOMNpOMeTaumMn unn kpaxu nHdopmMaumm n cpeacts o6paboTkm mHdopma-
Luu.

MHudopmaumio n cpenctea 06paboTkm nMHGopmaLnum HeoBXoANMO 3aLNLLATL OT PACKPLITUS, KPaXN UIN
MoANdUKaALNM HEABTOPUIOBAHHBIMU NTNLLAMU; AOMXKHbI OblITb BHEAPEHBLI MEpPbI, 06ecneynBaloLLne CBEAEHUE K
MWHUMYMY pUCKa MUX NOTEPU WU MOBPEXLAEHUS.

Mpouenypbl 06paboTKM N XpaHeHUs MHpopMaLnn paccmaTpuBatoTcs B 8.6.3.

7.3.1 MonutukKa «4MCTOro CTONA» U «4UCTOro IKpaHa»

OpraHusauuam cnenyet NpUMeEHSATb NOJUTUKY «4YUCTOr0 CTONAa» B OTHOLIEHUN OYMaXHbIX LOKYMEHTOB U
CMEHHbIX HOCUTEJIEN AAHHBIX, @ TAKXE NONUTUKY «4HUCTOro 3KpaHa» B OTHOLIEHUN cpencTB 06paboTku nHGOp-
Mauum ¢ TeM, 4YTOObl YMEHbLLUIUTbL PUCKM HEABTOPM3OBAHHOMO AOCTYNa, NOTEPU MU NOBPEXAEHNS MHPOPMaLLMN
Kak BO BpeMsi paboyero AHs, Tak 1 Npu BHEYpo4Hol paboTe. MNpu NpUMMEHEHUN 3TUX NONUTUK CNeayeT Y4nUThbI-
BaTb KaTeropum nHdopmaLmmn ¢ To4kn 3peHns 6eaonacHocTu (5.2) M COOTBETCTBYIOLLLIME PUCKU, @ TaKXe KOPMNO-
pPaTUBHYIO KYNbTYpy OpraHnusaumu.

Hocutenu nidopmaummn, oCTaBNeHHbIE HA CTONAX, TakXe MOryT OblTb NOBPEXAEHbI UM Pa3pyLUEHbl Mpu
6encTBMU, HAaNpPUMepP, NpU Noxape, HABOAHEHUN NN B3PbIBE,

CnenyeT NpMMeEHATbL CNeayloumne MeEPONPUATUS Mo ynpaBneHnio MHGOpPMaLMoHHON 6€e30MacHOCTbIO:

- 4TO6bI NCKIIOUYUTL KOMNPOMETALMNIO MHDOPMaLMK, LLenecoobpa3Ho ByMaxHble U 3NEeKTPOHHbIE HOCUTE-
N MHGOPMaLLMK, KOrAa OHN He UCNONb3YIOTCA, XPaHUTb B HaAnexalmx 3anmparwLwmxca wkadax n/unm B opy-
rnx 3alluiLeHHbIX npegmeTax mebenun, ocobeHHO B Hepaboyee BpeMs;

- HOCUTENU C BaXHOW NN KPUTUYHON cnyxebHOoM nHdopmaumein, korga oHn He TpebyioTcs, cnenyet you-
paTb 1 3anupaTb (Hanpumep, B Hecropaemom cende mnm wkady), oco6eHHO Korga NomelleHue nycTyeT;

- NepCOoHasibHble KOMMbIOTEPbI, KOMMNbIOTEPHbIE TEPMUHABI U MPUHTEPBI AOMKHbI ObITbh BbIK/OYEHbI MO
OKOHYaHUM paboThl; cnenyeTt Takke NPUMEHSATb KOLOBbIE 3aMKUW, MAPOaM UNKN Apyrue MeponpusaTus B OTHOLLE-
HUW YCTPOWCTB, Haxoaawmxcsa 6e3 NpMcMoTpa;

- Heob6xoanmMo o6ecneynTb 3aLLNTY NYHKTOB OTNPaBku/nNpremMa KOppecnoHAeHLMN, a Takke GakCUMUNb-
HbIX M TENEKCHbIX annapaTtoB B Ciydyasx HaxXoXxaeHus mx 6e3 npucmoTpa;

- B Hepabouee Bpemsa GOTOKONMPOBAJIbHbIE YCTPONCTBA CleayeT 3anmpaTb Ha KoY (Mnun 3awmuiaTb OT
HEaBTOPM30BAHHOI0 MCMNONbL30BAHMA APYrUM CNOCOO0OM);

- Hane4yaTaHHble OKYMEHTbl C BaXHON unn koHduaeHumManbHom nHdopmaumein Heob6xooMMo 1U3biMaTb
N3 NPUHTEPOB HEMELNIEHHO.

7.3.2 BblHOC nmyLLecTBa

O6opynoBaHue, MHPOPMALUIO NN NPOrPaMMHOEe 06ecnevyeHne MOXHO BbIHOCUTbL U3 MOMELLLEHUIA opra-
HMU3auMn TONbKO HA OCHOBAHUM COOTBETCTRBYIOLLErO pa3peweHns. Tam, roe Heo6xoaAnMMO U yMecTHO, 060pyao-
BaHWe cnefyeTt perncTpupoBaTb NPU BLIHOCE M MPU BHOCE, a TakxXe AenaTb 0OTMETKY, KOraa oHo Bo3BpauleHo, C
LeNblo BbIBJIEHNS HEABTOPM3OBAHHbLIX NEPEMELLEHUA akTUBOB U 000pyanoBaHusa crenyeT NpoBOAUTbL BbIGO-
POYHYIO MHBeHTapu3auunto. COTPpyAHUKN [OMXHbI ObITb OCBEAOMJIEHLI O TOM, YTO NOA0OHbLIE MPOBEPKM MOTYT
UMETb MECTO.
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8 YnpaBneHue nepepayen gaHHbIX U ONepaLMOHHON AeATeJNIbBHOCTbIO

8.1 OnepauuoHHbIe Npoueaypbl U 0093aHHOCTH

Llenb: obecneyeHne yBEPEHHOCTM B Hagnexawem n 6e3onacHom GyHKLMOHUPOBaHUM cpencTB obpa-
60TKM MHOPMALUK.

JonxHbl GbITb YCTAHOBNEHLI 0093aHHOCTU U NPOLEAypbl MO ynpaBneHnio N GYHKLMOHUPOBAHMUIO BCEX
cpencTts 06paboTkn nHdopmaummn, OHM OOMXKHBI BKJOYATh Pa3paboTKy COOTBETCTBYIOLMX ONEepauMOHHbIX
WHCTPYKLUUIA 1 Npoueaypbl pearnpoBaHns Ha UHLUNLAEHTHI.

C uenbio MMHUMK3ALUKM PUCKa NPU HENMPABUILHOM UCMONb30BAHUN CUCTEM BCNEACTBUE HEOPEXHOCTHU
WUNK 3100 yMbICna cneayeTt, No BO3SMOXHOCTU, peann3oBbiBaTh NPUHUMN pa3aefieHns nonHomMmounii (8.1.4).

8.1.1 JlokymeHTanbHoe opopMJIeHUe onepauuoHHbIX Npoueayp

OnepauvoHHbIe Npoueaypbl, onpenensgemMble NONNTUKON 6E€30NaCHOCTN, A0KHbLI paCCMaTPMBATLCS Kak
oduumanbHble JOKYMEHTbI, LOKYMEHTMPOBATLCSA U CTPOro co6n04aTbCsl, @ USBMEHEHUS K HUM LOJIXHbI CAHKL M-
OHMPOBATLCH M YTBEPXAATLCHA PYKOBOACTBOM.

Mpouenypbl coaepxar AeTaNbHYI0 UHCTPYKLUMIO BbIMOJHEHUS KOHKPETHOr0 3agaHunsa (paboThl) 1 BKITKOYAIOT:

- 06paboTky 1 ynpaBneHne nHdopmauymen;

- onpepeneHvne TpeboBaHUA B OTHOLWEHUM rpadunka BbIMOMHEHUS 3a4aHWIA, BKIIOYAIOLWMX B3aUMOCBA3U
MeXZAy CucTemMamu; BpeMs Havana BbIMNOJHEHMSA CaMOro paHHero 3ajaHus M BPEMS 3aBeplUeHUs camoro
nocnenHero 3ajaHus;

-00paboTKy OWNOOK UAM APYrUX UCKIIOYUTENbHBIX CUTYyauuii, KOTOPblIE MOFyT BO3HUKHYTb B TEYEHUE
BbIMOJIHEHNS 3a[aHWNIA, BK/OYAs OrPaAHUYEHUS HA UCMONb30BAHUE CUCTEMHbIX yTUAnT (9.5.5);

- He06Xx0QMMble KOHTaKTbl Ha Cny4Yalh HEOXWAAHHbIX ONEPaLMOHHbBIX WA TEXHUYECKMX NPOBeM;

-crieumanbHble MEPONPUATUSA MO YNPaB/IEHMIO BbIBOAOM [aHHbIX, HAaNpuUMep, UCMonb30BaHue creuun-
anbHOM Gymaru ansg neyatalowmx yCTPOUCTB UM 0COObIX Npoueayp NPUMMEHUTENBHO K BbIBOAY KOHOUAEHUM-
anbHOM wHGOpMauMKM, BKIOYAa npoueaypbl Ang 06e30nacHON  yTUAM3auUM  BbIXOOHbLIX OaHHbIX, He
3aBepLUEHHbIX B NPOLECCE BbINOJHEHUA 3a4aHUN;

- nepes3anyck CUCTEMbI U NpOLEeAypPbl BOCCTAHOBNEHUS B Cllyyae CUCTEMHbIX COOEB.

JokyMeHTUpoBaHHbIe NpOLEeaypbl A0KHbI ObITh TakXke pa3paboTaHbl B OTHOLWEHUM 00CNY>XMBAHUSA CUC-
TeM 06paboTkm 1 oOMeHa MHpopMaLmelt, B4aCTHOCTM NpoLeaypbl 3anycka n 6e3onacHoro 3aBeplieHns padbo-
Tbl KOMMNbIOTEPA(OB), NMpPOLEnypbl PE3EPBMPOBAHMUSA, TEKyLero o6CnyxmBaHusa M pemoHTa 060pyaoBaHus,
obecneyeHnss Haanexauien 6e30MaCHOCTU MNOMELWEHUA C  KOMMbIOTEPHBIM U KOMMYHUKALMOHHBLIM
obopynoBaHunem.

8.1.2 KoHTpONb U3MeHeHum

MN3meHeHnsa KoHdUrypauum B cpeacTBax M cuctemax o06pabotkun MHGopmaumm [OMKHbI KOHTPOJINPO-
BaTbCH Hagsiexawmm obpasom. HeaaekBaTHbIN KOHTPONb UBMEHEHWIA CPeACcTB U cucTemM 06paboTkm MHPopMa-
UMM — pacnpoCTpaHeHHas MpuyYMHa CUCTEMHbIX COOEB M WHUMAEHTOB HapyweHuss WUHGOPMAaLMOHHON
6e3onacHocTu, C uenblo obecnevyeHns Haaexalwero KOHTPoas BCEX UBMEHEHMIN B 060pya0BaHMK, Nporpam-
MHOM ofbecnevyeHnn unu npoueaypax AOMKHbI ObiTb ONpeneneHsl M BHeApeHbl GOpMannM30BaHHbIE POM,
OTBETCTBEHHOCTU U npouenypbl. [pn n3MeHeHUn nporpaMmmHOro obecneyeHns Bca Heobxoammaa nHdopma-
LuMa 0oJIXHA GUKCMPOBATLCH U COXPAHATLCH B CUCTEMHOM XypHane ayauta. MIamMeHeHus onepaunoHHOM cpe-
Obl MOryT OKa3blBaTb BAWSIHME Ha paboTy npunoxeHuin. Beape, roe 310 MMeET MpPakTUYECKUA CMbICH,
npouenypbl ynpaBleHUss U3MEHEHUSMU B ONepaumoHHOW cpefne U B MPUIIOXKEHUAX LOMXKHb ObiTh
MHTEerpupoBaHbl (cM. Takxe 10.5.1). B yacTHOCTM, HEOOXOAUMO paccMaTpuBaTh CleAyloLMe MEPONPUATUS:

- onpepeneHne n perucTpaumns CyLleCTBEHHbIX USBMEHEHWU;

- OLLeHKa BO3MOXHbIX MNOCNEACTBUIA TakKUX UBMEHEHUI;

- dopmManmaoBaHHaa npouenypa yTBepXAeHUsa npeanaraeMbiX USMEHEHUN;

- noapo6bHoe MHPOPMUMPOBAHME 00 M3MEHEHUAX BCEX 3AUHTEPECOBAHHbBIX NNLL;

- npouenypsbl, onpeaensoume 0693aHHOCTN MO NPEPbLIBAHUIO U BOCCTAHOBNEHMIO paboThl CPEACTB U CUC-
TeMm 06paboTku MHpOpMaLUK, B CNyHae HEYAAUYHbIX UBMEHEHU NPOrpaMMHOro obecrnedvyeHus.

8.1.3 Mpoueaypbl B OTHOLIEHUM UHUUAEHTOB HapyweHusa nipopmaLmoHHo 6e3onacHocTU

0O653aHHOCTM 1 NpoLeaypbl MO YNPABAEHUIO B OTHOLWEHUN MHUMAEHTOB AO0/XKHbI OblTh ONpeaeneHsbl aAng
obecneyeHnss 6bICTPON, 3PDEKTUBHOM N OPraHM30BAHHOW peakuun Ha 3T HapyLleHUs MHPOPMALNOHHOM
6e3onacHocTn (6.3.1). Mpn 3TOM HEOOXOANMMO PACCMOTPETHL CleaylLMe MeEPONPUATUS:

a) DOMXHbl ObITb OMpefeneHbl npoueaypbl B OTHOWEHWU BCEX BO3MOXHbIX TUMOB MWHUMOEHTOB
HapyLleHnsa nHpopMaLNOHHOK 6e30NacHOCTN, B TOM YUCHE:

1) c60m MHOOPMALMOHHBIX CUCTEM U yTpaTa CEPBUCOB;
2) oTkas3 B 06CNyXunBaHUU;
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3) owmnbkn BCNEeACTBUE HEMOJIHbIX UIN HETOYHbIX OAHHBIX;
4) HapyweHns KOHOUOEHUMANbHOCTW;

0) B oonosiHeHMe K OOblYHbIM MnaHaMm obecnevyeHuss HENPEPbLIBHOCTU (MpeAHa3HAYeHHbIX AN CKO-
peniwero BOCCTAHOBNEHNS CUCTEM UMW YCNYr) OOJIXHbI CYLLECTBOBATbL NPOLEAYPbl BbINMOJIHEHWUS TpeboBaHUi
(6.3.4):

1) aHanmsa v naeHTnduKkaunm NPUYNHbI NHUUOEHTA;

2) nnaHupoBaHWS N BHEAPEHUS CPEACTB, NPenoTBPaLLaoLLMX MOBTOPHOE NPOSIBNIEHNE UHLINAEHTOB,
npuv HeoBXoANMOCTH;

3) Mcnonb30BaHUSA XYPHANOB ayaAuTa M aHANOrMYHbIX CBUAETENbCTB;

4) B3aMMOOENCTBUA C NMuUaMK, Ha KOTOPbIX MHUMAEHT Okal3an BO3OENCTBME MAN y4aCTBYHOLWMUX B
yCTpaHeHUn nocneacTBUN UHUNLAEHTA;

5) nHbopmMmpoBaHMa 0 AENCTBUAX COOTBETCTBYIOWMX AOMKHOCTHBIX UL

B) XypHanbl ayouMta U aHanornyHble CBUAETENbCTBA AO/KHbI ObiTh coOpaHbl (12,1.7) 1 3awumuieHsbl

COOTBETCTBYOLWMM 06pa30OM C LENbIO:
1) BHYTpEHHero aHanusa npobnemsi;
2) ncnonb30BaHUA Kak OKa3aTeNIbCTBO B OTHOLUEHUM BO3MOXHOIO HapYyLUEHWS YCIIOBUIA KOHTPAKTa,
HapyweHus TpeboBaHMn 3aKOHOAATENLCTBA UMW, B ClyYyae FPaXAaHCKUX UM YrOJIOBHbIX CyAeBOHbIX
pa3bupaTenbCTB, KACalWUNXCHa, HanpuMep, 3awnTbl NEPCOHaNbHbIX AAHHbIX UIN HENPABOMOYHOrO
NCMNO/Ib30BaHUS KOMMNbIOTEPOB;
3) BeAeHus NeperoBOPOB OTHOCUTENbLHO KOMMNeHcauun yuiepba ¢ nocTaBLMKAMW NMPOrPamMMHOro
obecnevyeHns 1 ycnyr;

r) OencTevMs no ycTpaHeHutio cOOEB CUCTEM U NMKBUAALUM MNOCNEACTBUN WMHUMAEHTOB HapyLleHUs
nHdopMaLMoHHOM 6€30MacHOCTN [OXHbI OblTh NOA TWATENbHBEIM U GOPMaIM30BAHHBIM KOHTPONEM. Heobxo-
OVMO Hanuyve npoueayp € uenbio obecnevyeHns yBepeHHOCTM B TOM, YTO:

1) TONBKO NOMHOCTBIO NAEHTUDULNPOBAHHOMY N aBTOPM30BAHHOMY NepcoHany npeaoctasiieH AOC-
Tyn K CUCTEMAM U OaHHbIM B Cpefe NMPOMbILIIEHHON akcnnyaTauuu (4.2.2 B OTHOWEHMN J0CTyna
TPEeTbeN CTOPOHDI);

2) BCe peicTBMSA, NPeanpuHATLIE NPU Ype3BblyaliHbiXx 00CTOATENLCTBAX, NOAPOOHO LOKYMEHTANBLHO
0DOpPMNEHHI;

3) 0 pencTBuAX, NPeAnpPUHSATLIX MPU Ype3Bbl4alHbiXx 06CTOATENbCTBAX, COOOWEHO PYKOBOACTBY
opraHusaumum, U OHU NPOaHaNN3NPOBaHbLl B YCTAHOBIEHHOM MOPSALKE;

4) uenocTHOCTb OM3HEC-CUCTEM U CUCTEM KOHTPOJS MOATBEPXAEHA B MUHUMAbHbIE CPOKMN.

8.1.4 PasrpaHudyeHue o6s93aHHOCTEN

PasrpaHunyeHne o693aHHOCTEN — 3TO CNOCOO MUHMMM3ALMN PUCKA HELUTATHOIO MCMONb30BAHNUS CUCTEM
BCNEACTBME OWMOOYHBLIX AN 3T0OHAMEPEHHbIX AENCTBUI Nonb3oBaTtenein. Heob6xoaumo paccMatpuBaTb MNPUH-
umn pasrpaHmyeHns 0693aHHOCTEN B OTHOLEHUN QYHKLNN YyIPaBNEHUS, BbINOMHEHUS ONpeaeneHHbIX 3a4a4 U
obnacTelt OTBETCTBEHHOCTM Kak CNOCODO yMEHbLIEHNS HEABTOPU3OBAHHOW MOANDUKALUN NN HEMPABUBHOMO
NCNONb30BaHUAa MHGOPMALUM NN CEPBUCOB.

Onga HeGonbLMX OpraHn3aumin 3TM MEPONPUATUSA TPYAHOAOCTUXUMbI, OAHAKO AAHHbIA NPUHLMM A0XKEH
OblTb MPMMEHEH HACKOJIbKO 3TO BO3MOXHO. B cnyyasax, korga paspeneHue o0S3aHHOCTEN OCYLLECTBUTb
3aTPYOHUTENBLHO, CleyeT paccMaTpuBaTb UCNONL30BAHUE APYrMX MEPONPUATUIA MO yNnpasneHuto nidopma-
LMOHHOM 6e30NacHOCTbIO, TakNMX KAK MOHUTOPUHT AEATENIbHOCTU, UCNONb30BaHME XYPHAN0B ayamTa, a Takxe
Mep aAMUHUCTPATUBHOrO KOHTpons. B To e Bpemsa BaxHO, 4TOo6bl ayauT 6e30MacHOCTM OcTaBascs
HEe3aBUCUMOW PYHKLUNEN.

Heobxoanmo npeanpuHuMaTb Mepbl MPEA0CTOPOXHOCTU, YHTOObI COTPYAHMK HE MO COBEPLUNTL 3/I0YMOT-
pebneHua B 06nactv CBOEN eOUHOSIMYHOW OTBETCTBEHHOCTU He 6yayyin oOHapyXeHHbiM. NHunumunpoBaHue
coObITNS AOJIXHO ObITh OTAENEHO OT ero aBTopmdaumn. Heobxogmmo paccmaTpuBaTb criegylowme Meponpus-
TNS NO yrnpaBieHUI0 MHPOPMALNOHHOM 6€30MaCHOCTbIO:

- pasrpaHnyeHne NOJIHOMOYMA B OTHOLLEHNM BUOOB AeATeNIbHOCTU, KOTOPble CO34al0T BO3MOXHOCTbL Cro-
BOpa A9 OCYLLECTBNEHUSA MOLLIEHHNYeCcTBa, HanpumMmep, GOopMMpPoBaHME 3aKa30B Ha 3aKyrnky U NoATBeEpXae-
HUS MONyY4EeHUs TOBapPOB;

- MPY HaNM4YMM ONACHOCTM CroBOpPa MePONPUATUA AO0KHbI ObIThb MPOAYMAHbI Tak, YTOObLI B OCYLLLECTBNE-
HUW onepauun y4acTBOBaNu Aga unu 6onee nuua ons CHUXEHUS BO3MOXHOCTU COXPaHEHMUS TalHbl CrOBOpa.

8.1.5 PasrpaHuuyeHue cpen pa3paboTKu U NPOMBbILUJIEHHOW 3KCNyaTauum

Mpu pasgeneHnu cpepn pa3paboTku, TECTUPOBAHMUSA U NPOMBILLIEHHON SKCcnnyaTauum HeobxoaAnMo pas-
nenntb ponu n GyHKUMM COTPYAHMKOB. paBuna nepesoaa NporpaMMHoro obecnevyeHus n3 crtatyca paspaba-
TbIBAEMOrO B CTATYC NPUHATOrO K 9KCMyaTauum OOMXKHbI ObiTb ONpeaeneHbl U JOKYMEHTaNbHO 0DOPMIIEHbI.
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JeatenbHOCTb, CBS3aHHAsa C pa3paboTkOn M TECTUPOBAHMEM, MOXET OblTb MPUYUHOM CEPLE3HBIX NPO-
6neM, Hanpumep HeXenaTeNbHbIX U3MEHEHNN @ainoB UM CUCTEMHOIM Cpeabl, a TakkXe CUCTEMHbIX COOEB.
Mpn atom cnenyet obecneuynBaTb HEOOXOAMMbBIN YPOBEHb Pa3fefieHus Mexay cpefamMn NPOMbILLIEHHON 3KC-
nayataumm no OTHOLWIEHUIO K Cpefam TeCTUPOBAHMUSA, a Takke ANS NpefoTBpalleHust onepauuMoHHbIX CO0EB.
AHanornyHoe pasgeneHuve cnepyert Takxke peann3oBbiBaTb Mexay QyHKUMAMU pa3paboTKu n TECTUPOBAHUS.
B aTtom cnyyae Heo6xoaumo nogaepXxueaTb B paboyemM COCTOSIHMW OTAENbHYI0 cpeny, B KOTOPOW cnenyeTt
BbINMOJIHATh KOMMNIEKCHOE  TeCTMpOBaHuMEe C NW3BECTHOM CTabWNbLHOCTLIO " npenoTepallaTb
HECAHKLWOHUPOBAHHbIN AOCTYN CO CTOPOHbI pa3paboTynkoB.

Tam, roe coTpyaHuKM, oTBevatLwme 3a pa3paboTky M TECTUPOBAHUE, UMEIOT [OCTYM K CUCTEME U AAHHbBIM
cpenbl NPOMBILIEHHOW 3KCnayaTauMm, OHU UMEKT BO3MOXHOCTb YCTAHOBUTb HEABTOPU30BAHHY U HEMNpo-
TECTUPOBAHHYIO NMPOrpamMMy UaM U3MEHUTb AaHHbIE B ONepaLnoHHOl cpene. NpUMEHUTENBHO K Py CUCTEM
3Ta BO3MOXHOCTb MoOrna Obl OblTb MCMONbL30BAHA C LENbio 310ynoTpebnieHns, a MMEHHO ANS COBepLUeHus
MOLLUEHHNYECTBA UM YCTAHOBKN HEMPOTECTUPOBAHHONM UAN BPELOHOCHOW NporpamMmbl. HenpoTecTupoBaHHOe
AN BPeOOHOCHOE nporpaMmMHoe obecnevyeHne MOXeT ObiTb MPUYMHON Cepbe3HbIX NPO6aeM B OnepauoHHON
cpene. Pa3paboTumkm 1 cneymanucTel, NPOBOASILLINE TECTUPOBAHME, MOTYT Takxe ObiTb MPUYNHON Yrpo3 s
6e30MacHOCTM ONepaumMoHHON MHOOPMALUN N CUCTEMBI.

Kpome Toro, ecnu pazpaboTka 1 TECTUPOBAHME NPON3BOAATCS B OAHON KOMMbIOTEPHOWN Cpeae, 9TO MOXET
CTaTb MPUYNHOW HENpPegHaMEepPEHHbIX N3MEHEHUI NPOrpamMMHOro obecneyeHns n nipopmaumun. PasgeneHne
cpepn pa3paboTky, TECTMPOBAHUS U SKCNyaTauum ABNSEeTCH, CNnefoBaTeNbHO, LenecoobpasHbiM Ans YMEeHb-
LEHNS1 pUCKa CNy4alnHOro M3MEHEHMS NN HEABTOPM3OBAHHOI0 AOCTYNa K NpOrpaMMHOMy obecnevyeHunto n 6us-
HeC-AaHHbIM Cpenbl NMPOMBILINEHHOW akcnnyaTaumn. Heobxoammo paccmaTpmBaTth CleaylouLmne MeponpuaTus
no ynpaefieHUI0 MHOOPMALMOHHON 6Ee30MacHOCTbIO:

- NnporpaMMHoe obecneyeHune gna pa3paboTkm 1 akcnayatayumMm, No BO3MOXHOCTMU, AOMXKHO paboTaTb Ha
PasNNYHbIX KOMMbLIOTEPHBLIX MPOLECCOpPax UM B Pa3/MYHbIX LOMEHAX WU OAUPEKTOPUSAX;

-nencTena no pa3paboTke M TECTUPOBAHUIO AOMXHbBI ObIThb pa3feneHbl, HACKONbKO 3TO BO3MOXHO;

- KOMMUAATOPLI, PEAAKTOPbLlI U APYrMe CUCTEMHbIE YTUNUTHLI HE AOMXKHbI ObiTh LOCTYMHbI B ONEpauoOHHON
cpene 6e3 kpaliHeih HeoO6X0aMMOCTH;

- YTOObl YMEHbLNTL PUCK OWMOOK, AN ONEpPauMOHHbIX U TECTOBbLIX CUCTEM AOJIXHbI MCMONb30BAThLCA
pasfnunyHblie NpoLeaypbl perucrTpaummn (Bxoaa B cuctemMy). lNonb3oBaTtenam cnenyeTt pekoMeHa0BaTb NPUMEHE-
HUEe Pas3fiNYHbIX Naponen ans 3TUX CUCTEM, a B UX 3KPAHHbIX MEHIO JOMXKHbI NMOKa3biBaTbCsi COOTBETCTBYIOLLNE
NAeHTUPUKALNOHHBIE COOBLLEHNS;

- pa3paboTymMKM MOryT UMETb AOCTYM K NaponsM CUCTEM OMNEepaLuOHHON cpefbl TONbKO B TOM Ciydae,
€Cnu BHEeAPEHbl crneumanbHble MEPONPUATUA NO NOPSAKY NPefOoCTaBNEeHUs Naposie Ana noaaepxku cpenbl
NPOMBILIAEHHONW 3Kcnayatauun. 3T Mepbl A0XHbB 06ecneynBaTb CMEHY Mapofieit NOCne MUCMofb30BaHMUS.

8.1.6 YnpaBneHue cpeacTteaMmu o6pa6oTknm unpopmauum CTOPOHHUMU NIULLAMU U/UNK OpraHu3a-
LUMaMHU

Mcnonb3oBaHMe CTOPOHHUX NOAPSAUYMKOB AN YyNpaBneHus cpeacteaMmu 06paboTkm nHdopmauum aensa-
eTCa MNOTEeHUManbHOM yrpo3on ana 6e30nacHOCTU, MOCKOJIbKY BO3HMKAET BO3MOXHOCTb KOMMpOMeTaLuu,
NOBPEXAEHUS UM NOTEPU AAHHbIX B OPraHM3aumn noapsgynka. Takme pucku OOJKHbI ObITb MAeHTUdMUUMPOBA-
Hbl 3apaHee, a COOTBETCTBYIOLME MEPONPUATUS MO YNPaBAEHUIO NHPOPMALMOHHON 6e30NaCHOCTbLIO COrnaco-
BaHbl C MOAPAAYNKOM W BKJIKOYEHbI B KOHTPAKT (4.2.2 1 4.3 B OTHOLLUEHUM PYKOBOACTB MO KOHTPAKTaM C TPETbEN
CTOPOHOI, NpeaycMaTpuBaLWmMx A0CTYN K cpeacTeam 06paboTkm MHPOpMaLMM OpraHn3aumnm n B OTHOLLIEHUN
KOHTPAKTOB MO ayTCOPCUHTY).

B aTux ycnosuax tpebyeTcs pelleHne crneumanbHbiX BOMPOCOB:

- MOEHTMOUKALNA BAXHbBIX MW KPUTUYECKMUX OUIHEC-MPUIIOXEHNI, KOTOPbLIE Nyylle OCTaBUTb B OpPraHu-
3auunm;

- nonyyeHne onobpeHns BNafenbLEB KOMMEPYECKUX OU3HEC-MPUNTOXEHWNIA;

- OLEHKa BAUAHMA Ha nnaHbl 00ecnevyeHns HenpepbIBHOCTUM OM3HECa;

- onpeneneHne nepeyHs CTaHa4apToB 6e30MacHOCTM, KOTOPbIE AOMXKHbI ObiTh BKJIKOYEHBI B KOHTPAKTbI, U
npoueayp NPOBEPKU BbIMONHEHUS MX TpeboBaHU;

- pacnpeneneHne KOHKPeTHbIX 0683aHHOCTENM U npoueayp ansgd 3PdeKTUBHOrO MOHUTOPUHIA BCEX NPU-
MeEHSieMbIX BUAOB AEATENbHOCTU, CBA3AHHbIX C MHOOPMALMOHHON 6€30NaCHOCTLIO;

- onpepeneHne 0693aHHOCTEN 1 NpoLenyp B OTHOLWEHUM NMHPOPMUPOBAHUSA 1 yNPaABJIEHUS NpoLeccamu
NUKBMAALUM NOCNEeACTBUA MHUMAEHTOB HapyweHus nHdopmaunoHHon 6esonacHocTu (8.1.3).

8.2 NMnaHupoBaHue Harpy3ku u npuemka cuctem

Llenb: cBegeHue K MUHUMYMY pucka c60eB B paboTe cucTem.
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Ona o6ecneyeHns 4OCTYNHOCTN AaHHbIX, TPeOyeMOn NPOn3BOAMTENBHOCTU N PECYPCOB CUCTEM HEODOXO-
OVMMO NPOBECTU NpeABapuUTeNibHOE MAaHUPOBaHWE U MOATOTOBKY.

Lna cHXeHus pucka neperpyskn CMCTeM Heob6xo0AnMMO NPOBOAUTL @HANN3 NPeAnosiaraeMoi ee Harpy3ku.

TpeboBaHUsa K 3KCMyaTalMn HOBbIX CUCTEM LOMXKHbI OblTb ONpeneneHbl, LOKYMEHTaIbHO 0DOPMIIEHBI U
NPOTECTUPOBAHbLI Nepes NX NPUEMKON N UCNONIb30OBAHUNEM.

8.2.1 NnaHupoBaHue NPOU3BOAUTEJNIBHOCTHU

Ona obecneyeHnss HEOOXOANMBbIX MOLLHOCTEN No 06paboTke U XpaHeHUo NHPopMaLnm HeoOXOANM aHa-
nn3 Tekywmnx TpeboBaHWin K NPOM3BOAUTENBHOCTHM, @ TakXe NPOrHo3 6yayLmx. T NPOrHO3bl AOMXKHbI YYUTbI-
BaTb HOBble QYHKUMOHANbHbIE N CUCTEMHbIE TPEOOBAHUSA, a TakxkXe TeKyline niaHbl U NepCnekTUBHbLIE MaHbl
Pa3BUTUSA MHPOPMALMNOHHBIX TEXHONOIMA B OpraHM3auunu.

MaHppeimbl TpebyioT 0Co00ro BHMMAaHUA BCNEACTBME 3HAYUTENbHbIX (PUHAHCOBBLIX U BPEMEHHbIX
3aTpaT Ha MNOBbLIWEHWE WX MPOM3BOAUTENLHOCTU. PykoBoauTenu, oTBevawlime 3a npenocTaBneHue
M3NHPPENMOBBIX YCNYr, OOJXHbI NMPOBOAUTL MOHUTOPUHI 3arpy3Ku KJOYEBbIX CUCTEMHBLIX PECYPCOB, B TOM
yncne NPoLLEeCCOPOB, ONEPATUBHOM U BHELLHEN NAMATU, NPUHTEPOB U APYrMX YCTPONCTB BbIBOAA, @ TAKXe CUC-
TEM CBA3U. DTN PYKOBOOMTENN AOMXKHbI ONpenenaTb o0uwme noTpebHOCTN U TEHAEHLUNN B UCNOJIb30BAHUM KOM-
NbIOTEPHBLIX PECYPCOB, YTO OCOOEHHO BaXHO AN NOAAEPXKN OU3HEC-MPUNOXEHUA UAM CUCTEM ynpaBieHus
Onsi PyKOBOZACTBA.

PykoBoguTenam crnenyeTt MCNoONb30BaTh 3Ty MHGOPMALMIO C LLeNbio naoeHTUdukaunmn/m3bexaHmns noTeH-
LManbHO y3KMX MECT, NPeACTaBASAOLWMX Yrpo3y 6€30NacHOCTN CUCTEMbI UM NOJIb30BATENbLCKMM CEPBUCAM, a
Takke C LUeNblo MNJaHMPOBAHUSA COOTBETCTBYIOLWMX Meponpuatuii no obecnevyeHnio MHPOPMALMOHHON
6e3onacHocTu.

8.2.2 MNpuemkacucrem

Mepen NPUEMKOWN CUCTEM AOMXHbI ObITh ONpeaeNeHbl KOUTEPUM NMPUEMKN HOBbIX NHPOPMALLMOHHbBIX CUC-
TEM, HOBbIX BEPCUIA M OOHOBNEHWI, a TaKXe AOKHO NPOBOAMTLCSA HEOOX0AUMOe Ux TecTupoBaHue. Tpebosa-
HAS U KPpUTEPUU [N MNPUHATUS HOBbIX CUCTEM [OOJKHbI OblTb YETKO ONpeneneHbl, COrnacoBaHsbl,
OOKyMeHTanbHO odopmMneHbl M onpoboBaHbl. B 3aTmx uenax Heo6xoAumMO npepycmaTpumBaTth clepyiolime
MeponpuaTMa Mo yrnpasieHnio MHOOPMaALMOHHOM 6€e30NacHOCThIO:

- OLEeHKa BbIMNOJIHEHMA TPeOOBaAHUI K MOLLHOCTU M MPOU3BOAUTENBHOCTM KOMMbIOTEPA;

- onpeneneHve npouenyp BOCCTAHOBNIEHUS nocse CO0EB M NOBTOPHOro 3anycka, a takxe GopMupoBa-
HMe nnaHoB obecneyvyeHnss HEMPEpPbIBHON pPaboThl;

- NOAroTOBKAa M TECTUPOBAHME TUMOBbLIX OMNEPALMOHHbBIX MPOLLECCOB HA COOTBETCTBUE OMPEeneHHbIM
cTaHgaprTam;

- Hann4ne HeobxoanMmMoro Habopa cpeacTB KOHTPONs MHPOPMALMOHHON 6e30MacHOCTY;

- pa3paboTka adPeKTMBHbIX PYKOBOACTB MO NpoLenypam;

- obecneyeHne HenpepbIBHOCTM BM3Heca B COOTBETCTBUM C TpeboBaHuamm 11.1;

- o6a3aTenbHas NpoBepka OTCYTCTBUA HEOGNAronpuUaTHOrO BAUSIHUS HOBbLIX CUCTEM Ha CYLLECTBYIOLLME,
0C06EHHO BO BpEMS MakKCUMabHbIX HArpy3oK, Hanpumep, B KOHLUE Mecsaua;

- KOHTPO/b NPOBEAEHUS aHANN3a BAUSHUSA, 0Ka3biIBAEMOro HOBOW CUCTEMON Ha o0uyio MHOOPMaLMOH-
Hyt0 6e30MacHOCTb OpraHmM3aumu;

- opraHm3aumst npodecCcnoHaNnbHON NOArOTOBKM NEpcoHana K akcnayatauum M MCnoab30BaHMIO HOBbIX
CUCTEM.

Ona koHcynbTaumMin Ha BCcex aTanax pa3paboTKM HOBbIX CUCTEM [AOXKHbI NMPUBReEKaTbCca cnyxbbl noanep-
XKW (9KcnayaTtauum) M nonb3oBaTenu C uenbio obecrneyeHns ad@PEKTUBHON sKChayaTaumnm NpPOeKTUpyemon
cuctemsbl. [pn 3TOM [OMIKHBI MPOBOANTLCH COOTBETCTBYIOLLME TECThI A1 NOATBEPXAEHUS TOrO, 4TO BCE KpUTE-
pUM NPUEMKU YOOBJIETBOPEHbBI MONHOCTLIO.

8.3 3awmuTa OT BpeAOHOCHOro NporpamMMHOro obecnevyeHus

Llenb: obecneyeHune 3alnTbl LENOCTHOCTU MPOrpaMMHOro o6ecnevyeHns 1 MacCMBOB MHGOPMALUK.

Heo6xooMmMO NpuHMMaTbL Mepbl NPeAoTBPALLEHUS U OOHAPYXEHUS BHeAPEeHUs BPEAOHOCHOro nporpam-
MHOro obecneyeHus.

MporpammHoe o6ecneyeHne n cpencTea 06paboTkn NHGoOpPMaLNM YyI3BUMbI K BHEAPEHUNIO BPELOHOCHOIO
nporpaMMHOro obecneyeHuns, Takoro Kak KOMMbIOTEPHbIE BUPYCbl, CETEBbIE «4YEPBU», «TPOSIHCKME KOHU»
(10.5.4) n nornyeckme 60MObI. [Monb30BaTENN A0MXHbI OblTb OCBEAOMIEHbI 006 ONACHOCTU MCNOJIb30BaHUSA
HEaBTOPU3OBAHHOIO WM BPEOOHOCHOr0 NMporpamMMHOro obecrnedyeHus, a COOTBETCTBYIOLLME PYKOBOAUTENN
OOJIXHBI 06ecneynTb BHeAPEHe cneymanbHblX CPEACTB KOHTPONSA C Lenbio 0OHapyXeHuss n/unn npenotepa-
LEeHUss NPOHUKHOBEHUS MOAOOHBLIX MporpamMm, B 4acTHOCTWM, BaXHO NpUHATME Mep NMPeaoCTOPOXHOCTU C
uenbo ob6HapyXeHus U1 NpefoTBpaLleHUs 3apaxXeHUsl KOMMbIOTEPHbBIMUM  BUMpPYCaMW  MEepPCOHAJbHbIX
KOMMNbIOTEPOB.
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8.3.1 MeponpusaTtusa no ynpaeneHuio uHbopmMaumnoHHON 6e30nacHOCTbIO ANnsg 60pbObLI C Bpeao-
HOCHbIM NMPOrpamMMHbIM oGecrneYyeHnem

C uenbto 06HapPyXeHUs N NPenoTBpaLLEHNS NMPOHUKHOBEHUS BPEAOHOCHOrO NPOrpaMMHoro obecneue-
HUSI HEOOXOAMMO MAAHUPOBAHME U peanu3auns MeponpuaTMin No ynpaesneHuio nHdopmMmaumoHHol 6e3onac-
HOCTbIO, a Takxe QopmupoBaHMe npouenyp, obecrneymBalOWMX COOTBETCTBYIOLLYIO OCBEAOMIEHHOCTb
nosib3oBaTtenen. 3awmTa OT BPEAOHOCHOro NporpaMMHoro o6ecneyeHns AOMKHA OCHOBLIBATLCA Ha MOHUMA-
HUM TpeboBaHMI 6Ge30NacCHOCTU, COOTBETCTBYIOLWMX Mepax KOHTPONS AOCTyna K CMCTEMaM M Hagnexalem
ynpasneHnun u3meHeHusmu. Heobxoommo paccMaTtpuBaTth Cliegylowme MeponpusaTvus Mo ynpaBJiEHUIO
nHdOpMaLMOHHOM BEe30NaCHOCTLIO:

- LOKYMEHTUPOBAHHYIO MONNTUKY, TPEOyIoLLYy0 COONIOAEHNA MNLLEH3UOHHBLIX COrTAalleHUA N yCTaHaBNn-
BAIOLLYIO 3anpeT Ha UCMOJIb30BaHNE HEABTOPM30BAHHOIO NPOrpaMMHoOro obecneuvenus (12.1.2.2);

- LOKYMEHTUPOBAHHYIO MONUTUKY 3ALLNTLI OT PUCKOB, CBA3AHHLIX C NOJlyYeHMeM ¢anioB U NporpaMmmMHO-
roobecneyeHns U3 BHELLHUX CETEN, Yepe3 BHELLUHNE CeTU unu n3a nioboi gopyron cpenbl. B atoin nonntuke non-
XHO COAEepXaTbCs yka3aHne 0 HEOOXOAMMOCTM NPUHATUA 3aWmTHbIX Mep (10.5, 10.5.4, 10.5.5);

- YCTAHOBKY 1 perynsipHoe 06HOBIEHME @aHTUBMPYCHOr0 NporpamMmMHOro obecneyeHns gns obHapyxeHus
N CKaHMPOBAHUSA KOMMbIOTEPOB U HOCUTENEN MHOPMALLIMK, 3aMyCKaemMoro B cilyyae He06xoaMMOCTM B Kayec-
TBE MPEBEHTUBHOW Mepbl UNM PYTUHHOW NpOLenypbl;

- NPOBELEHME PETYNAPHbBIX MHBEHTAPMU3ALMA NPOrPaMMHOro o6ecneyeHnss n AaHHbIX CUCTEM, NoAnEp-
XUBaLWNX Kputndeckmne 6musHec-npoueccol, Heobxoanma Takxe ¢opmManns3oBaHHasa npoleaypa no paccne-
0OBAHMIO MPUYUH NOSBAEHUS NIOOLIX HEABTOPU3OBAHHBLIX UM U3MEHEHHbIX GannoB B CUCTEME;

- NpoBepKy Bcex pannoB HA HOCUTENAX MHOOPMALUM COMHUTENIBHOIO UM HEABTOPU3OBAHHOMO NPOUC-
XOXAEHUS N GannoB, NOJYYEHHbIX N3 00LLENOCTYMNHbLIX CETEN, HA HAaNn4Yne BUPycoB nepen paboTorn ¢ aTumMm
dannamu;

- NPOBEPKY N0ObIX BNOXEHUN 9NEKTPOHHOW MOYThHl U CKaYnBaeMoln nHdopmMaummn Ha Hanmyime BpenoHoC-
HOro NPOrpaMMHOro obecnevyeHns 40 UX UCMONb30BaHUS.

OTa npoBepka MOXET ObITb BbINOHEHA B PA3HbIX TOYKAX, HAMPUMEP, HA 9NEKTPOHHOW NoYTe, NepPCOHab-
HbIX KOMMbOTEPAX AN NPU BXOAE B CETb OPraHn3aLunu;

- ynpasfeH4yeckune npouenypbl 1 0093aHHOCTU, CBA3AHHbIE C 3ALLUTON OT BUPYCOB, OOy4YEHME NPUMEHE-
HUIO 3TUX Npoueayp, a TakkXe BOMPOChl ONOBELLEHUS U BOCCTAHOBNEHUS NOCNe BUPYCHbIX aTak (6.3, 8.1.3);

- COOTBETCTBYIOLME NiaHbl N0 06ecnevYeHnio HenpepbLIBHOCTN GM3HECA B HAaCTU BOCCTAHOBNEHUS NOCne
BUPYCHbIX aTak, BK/O4Yasd BCE HEOOXOAUMbIE MEPOMNPUATUSA MO PE3EPBMPOBAHNIO U BOCCTAHOB/IEHMIO AAHHBIX U
nporpamMmMHoro obecneuveHusa (paspen 11);

- npoueaypbl MO KOHTPOJIKO BCe nHdopMaLmm, KkacaoLeics BpegoOHOCHOr0 NporpamMmMHoro obecneye-
HUAa, ob6ecrnevyeHne TOHHOCTU N MHOOPMATUBHOCTU NpeaynpeanTenbHbix coobweHnii. lna onpegeneHns pas-
NNYNG MEXAY TIOXHLIMU U peanbHbIMU BUPYCAaMU OOJIXHbI MCMONb30BaTbCA NPOdECCUOHANbHbIE UCTOYHUKM,
Hanpumep, pecnekTabenbHbIE XYPHanbl, 3aCNyXnBaloLWwme LOBEPUT NUHTEPHET-CANTLI AWM NOCTABLUNKA aHTU-
BUPYCHOro nporpamMmmHoro obecneveHuns. NMepcoHan fonxeH 6biTb OCBEAOMIEH O NPOoBaEME NOXHbIX BUPYCOB
N 0EeNCTBUAX NPU UX MONYHEHUN.

O™ mMeponpuaTUa 0COOGEHHO BaXHbl B OTHOLIEHWM CeTeBbIX GaMnoBbIX CEPBEPOB, 0OCNYXUBAKOLLNX
00NbLOEe KOMMYECTBO paboynx CTaHUUNRA.

8.4 BcnomorartesibHbie onepauuu

Lenb: noppepxaHue LENOCTHOCTU U JOCTYMHOCTM yCnyr no o6paboTke nHdopmaumm n ceA3u.

B cooTBeTCTBUM C YTBEPXAEHHOW CTpaTernem [ONXKHbI YyCTaHAaBNMBATLCA pPerynspHbie npouenypbl
pe3epBUPOBaHUS NPUKIAAHOro NnporpaMmMHoro obecnederus (11.1), dopmMupoBaHms KON AaHHbIX N TECTU-
pPOBaHUS, X CBOEBPEMEHHOI0 BOCCTAHOBNIEHUS, perncTpaumnm codbiTnn n ownbok u, rae Heo6xoaANMO, MOHU-
TOPUHra COCTOAHUSA annapaTHbIX CPEACTB.

8.4.1 Pe3epBupoBaHue uHpopmauum

Pe3epBHOE KOMMPOBAHWE BaXHOWN CNyXeOHOW MHPOPMALUM U NPOrpamMmMHOro obecnevyeHuUs AOJIKHO
BbIMOJIHATLCA Ha perynsapHo ocHoBe, Cnenyet ob6ecneynBaTb afiekBaTHbliE CPEACTBA PE3EPBUPOBAHMA Afs
obecneyeHns yBePEHHOCTN B TOM, 4YTO BCSl BaxXHas Aenosasg nHdopmMauma n nporpaMmMmHoe obecneyeHmne cMo-
rytT OblTb BOCCTAHOBNEHbI Nocne 6eacTeua unm cbosa ob6opynoBaHusa. MeponpuaTtus no pe3epBMpPOBaHUIO Ans
KaXA0M OTAENbHON CUCTEMbI AOJIXHbI PErYNISAPHO TECTMPOBATLCH ANA 06ecrnevyeHns yBepeHHOCTU B TOM, YTO
OHV YOOBNETBOPSAIOT TpeboBaHMSAM NNaHOB No o6ecnevyeHnio HenpepbiBHOCTU BudHeca (pasgen 11). B aTux
cnyyasx uenecoobpa3HO MPUMEHATb Chefyllme MeponpuaTtuss no  YNpaBfieHU UHPOPMALNOHHOM
6e30MacHOCTbIO:

- MMHMMaNnbHO HEOBX0AMMBIA 06bEM pe3epBHOM MHDOPMALUM, BMECTE C TOYHBIMU U MOSHBIMU PErnc-
TPALNOHHBIMK 3aNUCAMU MO COAEPXAHUIO PE3EPBHbLIX KOMUR, a TakXXe AOKYMEHTaumMa no npoleaypam Boccra-
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HOBNEHUS BO n3bexaHune noboro NoBpPeXAEHUS OT CTUXUIHbIX O€eACTBUIA AOMKHbI XPAHUTLCSA B LOCTATOYHO
oTAalleHHOM MeCTe OT OCHOBHOIO 3aaHu4. o kpaliHe mepe TPy NOKOoNeHns (umkna) pe3epBHOM nHdopmaumm
OOJXHbI 6bITb COXPAHEHbl AN BaXHbIX OU3HEC-MPUNOXEHWIA:

- pesepBHag nHdopmMaums oomkHa 6biTb 06ecnevyeHa rapaHTUPOBAHHBIM YPOBHEM GU3MYECKONM 3aLLUUTHI
M 3alMThl OT BO3AENCTBUIA OKPYXaloLLen cpeabl (pas3nen 7) BCOOTBETCTBUMU CYpOBHEM 6€30MaCHOCTM BOCHOB-
HOM 34aHun. MeponpusaTua, NpMMeHsieMble KO6OPYA0BaHUIO B OCHOBHOM 30aHUMW, AOMXKHbI PACMPOCTPAHATLCS
Ha PE3EPBHbIN MYHKT;

- pe3epBHOe 060pya0OBaHNE OOIXHO PErynsapHO NoABepraTbCsa TECTUPOBAHMIO Ana obecnevyeHus yBe-
PEHHOCTU B TOM, 4TO B CJly4ae BO3HUKHOBEHUNS YPE3BbIYANHbBIX CUTYaL Ml Ha ero paboTy MOXHO NOJIOXUTLCS;

- npouenypbl BOCCTAHOBNEHNSA CNeAyeT PEryaspHO akTyann3nposaTb U TECTUpPOBaThb Ang obecneyeHns
YBEPEHHOCTU B X 3GPEKTUBHOCTHU, a TakXe B TOM, HTO AN BbIMOJIHEHUS STUX Npoueayp notpebyeTcs He 60/b-
e BPEMEHU, YEM OMPEeeneHo onepaunoHHbIMU NpoLeaypamMy BOCCTAHOBIIEHUS.

CnepnyeT onpenensatb Nepuoabl XpaHEHNS BaXHOM CyxXebHOM nHdopMaumm, a Takxke yunuTelBaTb TPebO-
BaHWS K apPXUBHbLIM KOMUAM AONTOBPEMEHHOr0 xpaHeHus (12.1.3).

8.4.2 XXypHanbl peiicTBUI onepartopa

OnepaTtopbl AOMXKHBI BECTU XYpPHan, B KOTOPOM cneayet GuKCMpoOBaTh:

- BpeMs Hayana un 3aBeplieHns paboTbl CUCTEMBI;

- OWKNOKM CUCTEMbBI N NPEANPUHATLIE KOPPEKTUPYIOLLNE AENCTBUS;

- NoATBEPXAEeHNEe NPaBUNIbHON 00paboTkM AaHHbIX GaNoB U BbIXOOHbLIX AAHHbIX KOMMObLIOTEPA;

-JIVYHbIE faHHble (HanpuMep, GamMununsa, 4OKHOCTb) MPON3BOASLLENO 3aNUCKY B XYPHAN cneunanncTa.

XKypHansl onepaTtopa A0JXHbl ObITb NPEAMETOM NOCTOSAHHbLIX HE3aBUCUMMbIX MPOBEPOK HA COOTBETCTBUE
TpeboBaHNAM OMNepPaLMOHHbBIX NPOLLEAyp.

8.4.3 Pernctpaumsa owunb60kK

06 owwmnbkax He06xo0aMMO AoKNaabiBaTb U NPUHMMATb KOPPEKTUPYIOLLNE AENCTBUS B COOTBETCTBUM C
yCTaHOBNEHHbIM NopsaakoM. Heob6xoamMmMo pernctpmpoBaTb CO0OLLEHMS NONb30BaTesnen 06 owmnbkax, CBA3aH-
HbIX C 06paboTKON MHPOPMALUM UM cucTeMamm cBA3u. ONXKHbI CYLL,EeCTBOBaTb YeTkme npasuna oopaboTkum
OONyLLEHHbIX OWNOOK, BKJKYaOLNe:

- aHanu3 owmnbok ansa obecneyeHnss yBepeHHOCTM B TOM, YTO OHU OblM YA0BNETBOPUTENbHBIM 00pPa3oMm
YCTPaHEHHI;

- aHanu3 NpeanpuHATHLIX KOPPEKTUPYIOLWMX Mep, obecneynBaowMx yBepeHHOCTb B TOM, 4TO Meponpus-
TUS MO yrnpaBneHnio NHGOPMaLMOHHON 6€30MaCHOCTbLIO HE ObIIM CKOMMPOMETUPOBAHBI (HAPYLIEHbI) U NPea-
NPUHATLIE AENCTBUA Hagnexawmm o6pa3omM aBTOPU30BaHbI.

8.5 YnpaBneHue ceTeBbIMM pecypcamm

Llenb: obecneyeHne 6e30nacHOCTU MHPOPMaL MM B CETAX M 3aLMTbl NoAAepPXNBaoLen nHGpacTpyk-
TYpHbI.

YnpaeneHne 6€30NacHOCTbIO CeTeN, KOTOPbiE MOTyT ObiTb PACMOJIOXEHBI 32 NpeaesiaMun rpaHuL, opraHu-
3aumnn, TpedbyeT BHUMAHUS.

LOonNoNHUTENbHbIE MEPONPUATUA N0 YNpaBieHUto MHPOPMALMOHHON 0e30MaCHOCTbID MOTMyT Takxe
noTpeboBaTbCs ANS 3alUMThl BaXHbIX AaHHbIX, NepeaaBaeMbix 4yepe3 00WenoCTynHble CeTu.

8.5.1 CpepacTBa KOHTPONA CETEBbIX PeCypcoB

Onsa obecnevyeHnsa TpebyemMoro ypoBHs 6€30MNaCHOCTY KOMMbIOTEPHbLIX CETEl U ero NoaaepXxku TpedbyeT-
CS KOMIMJIEKC CPeacTB KOHTpona. PykoBoauTenu, oTBevyalolime 3a NnogaepXkKy CeTeBblX PeCypCoB, [OO0XHbI
obecneymBaTb BHeApPEHNE CPeACTB KOHTPONS 6€30MaCHOCTM AlaHHbIX B CETAX 1 3aWUTYy NOAK/IIOYEHHbIX CEPBU-
COB OT HEaBTOPM30BAHHOIo AocTyna, B yacTtHocTM, HEOOX0AMMO paccMaTpuBaTh cnenyoLine Mepbl U cpea-
CcTBa ynpasneHus MHGopMaLNOHHOK 6e30MacHOCThIO:

- cnenyeT pacnpenensaTtb OTBETCTBEHHOCTb 32 NOAAEPXaHME CETEBbLIX PECYPCOB M KOMMbIOTEPHbIX ONe-
pauunii (8.1.4);

- cnenyeT ycTtaHaBnMBaTb npouenypbl M 0093aHHOCTU MO YNPaB/IEHMIO yAaneHHbiM 000pyaOBaHUEM,
BKJlO4as ob6opyaoBaHMe, YCTAHOBJIEHHOE Y KOHEYHbIX NOJSIb30BaTENEN;

- ecnm Heobxo0OQMMO, chneuunanbHble CpeacTBa KOHTPONS creayeT BHeApATb Ansa obecneyeHuss KoOHPuU-
OEHUMANbHOCTU N LENOCTHOCTU AaHHbIX, MPOXOAALULINX NO 00LLEeA0CTYNHbIM CETSM, a Takxe Ans 3alunThl Noa-
KnoyYeHHbix cuctem (9.4 mn 10.3). Moryt Takke noTtpeboBaTbCa cneunanbHble CPeacTBa KOHTPOAs Ans
noanepxXaHusa A0CTYNHOCTU CETEBbIX CEPBEPOB M paboymx CTaHLMA;

- DeNCTBUSA N0 yNpaBieHnio He0bX0ANMO TLWATENbHO COM3MEPATb Kak ¢ TpeboBaHUSAMN K cepBMcam oT
O6usHeca, Tak 1 c 06wmMn TpeboBaHMaMM K obecnedyeHmio 6e30NacHOCTM MHOPACTPYKTYPbl 06paboTkn nHPOP-
Mauunu.
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8.6 Be3onacHocTb HocuTteneu uHpopmauum

Llens: npepoTBpalleHne NOBPEXAEHUN akTUBOB M MpepbiBaHUI 6M3Hec-npoueccoB. Micnonb3oBaHue
HocuTenen NHoOPMaLUKM A0SIKHO KOHTPONMPOBATLCS, a Takxe fomkHa o6ecneymnBaTbca nx pusmyeckasa 6e30-
NacHOCTb,

JonxHbl 6bITb ONpeaeneHbl COOTBETCTBYIOLME NPOLLEAYPLI 3ALMThl LOKYMEHTOB, KOMMbIOTEPHbBIX HOCU-
Tenen nHpopmaumm (NeHT, AUCKOB, KaCCeT), AaHHbIX BBOAA/BbIBOAA U CUCTEMHOM AOKYMEHTALUN OT NOBPEX-
OEeHWn, BOPOBCTBA M HENMPABOMOYHOI0 AoCTyna.

8.6.1 Ucnonb30oBaHMEe CMEHHbIX HOCUTEJNIEW KOMMNbIOTEPHO nHpopmauum

JonxHbl cyllecTBOoBaThL NPOLEAYpPbl MO UCNOIb30BAHNIO CMEHHbLIX HOCUTENEN KOMMbIOTEPHON nHdOpMa-
LMW (NEHT, ANCKOB, KACCEeT, a TakXe nevyaTHbIX 0T4eToB). B aTux cnyyasx Heo6xoaAnMMo paccMaTpmBaTth Cnenyto-
Lwune MeponpuaTua No ynpasieHnio nHGopMaLMoHHOW 6e30NacHOCTbIO:

- ecnu HocuTenn nHGOpPMaL MM MHOTOKPATHOIO NCNOJIb30BaHMS 60Nblle He TPpebylTCa U NepenalnTca 3a
npenens OpraHn3aunmn, To UxX COAEPXUMOE AO0IKHO ObiTb YHUUTOXEHO;

- B OTHOLLUEHMN BCEX YHUUTOXAEMbIX HOCUTENeh nHdopmMaumm gONXHO ObITb MPUHATO COOTBETCTBYIOLLLEE
pelweHne, a Takxke A0MKHA ObiTb cAenaHa 3anucb B PErMcTPauMOHHOM XypHane, KOTOpPbIA CneayeT XpaHuTb
(8.7.2);

- BCE HOCUTENU MHPOPMaLMN CneayeT XpaHUTb B HAAEXHOM, 6€30MacHOM MecTe B COOTBETCTBUU CTpe-
60BaHUSAMN N3rOTOBUTENEN.

Bce npouenypbl aBTopusaLmm OOMXHbI ObiTh YETKO OOKYMEHTUPOBAHHDI.

8.6.2 YTunusauua Hocutenei uHpopmauum

Hocutenu nidopmaumm no OKOHYaHUM UCMONb30BAHUS CNeAyeT HaoeXHo 1 6e30NacHO yTUNM3npoBaTh.
BaxHasa nHdopmMaLma MOXeT NoNacTb B PyKU MOCTOPOHHUX 1L, N3-3a HEOPEXHON yTUIN3aummnm HocuTenen oaH-
HblX, YTOObl CBECTU K MWHUMYMY TaKON PUCK, OONXHbI ObiTb YCTAHOBJNIEHb GOPMaANM30OBaHHbIE MPOLLEAYPbI
6e3onacHon yTunmaauum Hocutenen uHdopmauymmn. Ang sToro Heob6xooMMoO npegycMmaTpmBaTbh cnepyiolme
MepPOoNpPUATUS:

a) HocuTenu, copepxalime BaxHyK WHGOpMauuo, clenyetr XpaHUTb U YTUAN3MPOBATb HALEXHO U
6e30nacHo (HanpumMmep, NOCPEACTBOM CXUraHusa/namenbiyeHusa). Ecnm Hocutenn nnaHMpyeTca NCNosib30BaThb
B NMpenenax opraHmM3auum Ansg opyrux 3agay, To MHPOpMaLnsa Ha HUX OOJIXHA OblTb YHUUYTOXEHA;

0) HUXe npuBeAeH nepevyeHb OOLEKTOB, B OTHOLWEHMU KOTOPbIX MOXET noTtpeboBaTtbca 6Ge3onac-
Has yTunuMsaumsa:

1) BymaxHble JOKYMEHTHI;

2) peuyeBble UK Apyrue 3anucu;

3) konupoBanbHag Oymara;

4) BbIBOOUMbBIE OTYETHI;

5) oAoHOpPAa30BbI€ NEHTLI A9 NPUHTEPOB;
6) MarHUTHbIE JIEHTHI;

7) CMEHHbIE ONCKU U KaCCeThl;

8) onTnyeckue HOCUTENU OAHHbLIX (BCe PA3HOBUAHOCTU, B TOM YMC/e HOCUTENN, coaepxalime npo-
rpamMmMHoe obecnevyeHne, NOCTaBAIEMOE NMPON3BOOUTENSAMN);

9) TekcCTbl NporpamMm;

10) TecToBble OaHHbIE;

11) cuctemHas ookymeHTauus;

B) MOXET 0Ka3aTbCd MNpolie NPpUHMMaTh Mepbl 6€30MacHOM yTUAn3aumm B OTHOLUEHUN BCEX HOCUTE-
nen nHdopmMaumm, 4Hem NbiTaTbCAd COPTMPOBATH HOCUTENN MO CTEMEHU BAXHOCTU;

r) MHOrMe opraHusauuu npegnarawT ycnyrm no cbopy u ytunusaumm OGymarm, obopynoBaHus wu
HocuTenen nHdopmaumn. Cnenyet TWAaTeNbHO BbIOMPATh NOAXOASALLEr0 NOAPSAUYMKA C YHETOM UMEIOLLETOCH Y
Hero onebiTa 1 o6ecnevyeHns HeEO6XOAMMOro ypoBHS MHPOPMALNMOHHONW 6€30MacHOCTH;

0) MO BO3MOXHOCTM CliefyeT PerucTpyMpoBaThb YyTUAM3AUMIO BaXHbIX 00BLEKTOB C LEbio MOCNeayio-
uero aygura.

Mpy HakonneHun HocuTenenm NHGopmMaLnm, Nogaexawmnx yTmnmsaumm, cneayet npuHMmMaTb BO BHUMA-
HUe «3PPEeKT HAKONNEHMSA», TO €CTb OONbLION 06BEM OTKPLITON MHPOPMaLNUM MOXET caenatb ee 6onee Bax-
HOMW.

8.6.3 Mpoueanypbl 06padboTkn MHGopmauumn

C uenbio obecneyeHuns 3awnTbl MHGOPMALMN OT HEABTOPU3OBAHHOIO PACKPbLITUS MW HENPAaBUIILHOTO
MCNONb30BaHNA HEOOXOAMMO ONPenEeNnnTb Npoueaypbl 06paboTkn 1 xpaHeHnsa nHdopmaunm. ATn NpoLeaypsbl
OOJXHbI 6bITh pa3dpaboTaHbl C y4eTOM KaTeropmpoBaHus nidopmauunm (5.2), a Takke B OTHOLWEHUN JOKYMEH-
TOB, BbIYUC/INTEJIbHBIX CUCTEM, CETEN, NEPEHOCHbBIX KOMMNbLIOTEPOB, MOOUIIbHBIX CPEACTB CBA3UM, NOYThI, peye-
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BOW MOYTbl, PEYEBON CBA3KN BOOOLLE, MyNbTUMEAUAHBLIX YCTPOUCTB, NCNOJIb30BaHNA GaKCOB U NOOLIX APYrnX
BaXHbIX 00bEKTOB, Hanpumep, 61aHKOB, YEKOB 1 c4eTOB. HeE0OX0AMMO MCNONbL30BATh CAeAYIOWME Meponpus-
TUS NO yNpaeJieHU0 NHOPMaLMOHHON 6e3onacHocTbio (5.2 n 8.7.2):

- 00paboTKy 1 MapkMpoBaHue Bcex Hocutenen nHdopmaumm (8,7.2a);

- OrpaHn4yeHns LOCTyna C uenbio naeHtTudumkaummm HeaBTOPM30BaAHHOIO NepcoHana;

- obecnevyeHne GopMannM30BaHHOW PEerucTpaumn aBTOPU3OBAHHLIX MOAyyYaTene AaHHbIX;

- obecnevyeHne yBEPEHHOCTN B TOM, 4TO JaHHbIe BBOLA ABASIOTCS MNOJHbIMU, NpoLecc o6paboTkm 3aBep-
lwaeTcsa AOMKHbIM 006pa3oM 1 MMeeTCs NOATBEPXAEHUE BbIBOAA AAHHbIX;

- obecneyvyeHune 3awnThl tHGOPMaummn, Haxoaauwencsa B 6ydepe AaHHbIX U OXMAAKOLWEN BbIBOAA B COOT-
BETCTBMW C BAXHOCTbIO 3TON MHPOpMaLUNK;

- XpaHeHne HocuTenen nHpopmaLnum B COOTBETCTBUM C TPEOOBAHUSMU U3rOTOBUTENEN;

- CBeieHne pPacCblIKM OaHHbIX K MUHUMYMY;

- YeTKYI0 MapKMPOBKY BCEX KOMWUI OaHHbLIX, npeanaraeMblX BHUMaHUIO aBTOPM30BAHHOIO nojyyartens;

- perynsgpHbli NepecMoTp CNUCKOB PacChI/IKM U CIUCKOB aBTOPU30BaAHHbLIX NojlyyaTenen.

8.6.4 be3onacHOCTb CUCTEMHOW AOKYMEHTaLuum

CuctemMHas LOKYMEHTaALUA MOXET COAepXaTb ONpPeneNieHHYI0 BaXHY0 MHGOpMaLMio, HanpuMmep, onu-
CaHMa NPoLEeCcCcOoB paboTel 6U3HEC-NPUNOXEHNN, NPOLEAYP, CTPYKTYP AaHHbLIX, NPOLEeCcCcoB aBTopu3auum (9.1).
B 9TuX yCnoBuax C Lenbio 3alnTbl CUCTEMHOM AOKYMEHTALMN OT HEABTOPM3OBAHHOIO A0CTyNna Heo6xoaMMo
NPUMEHSATb Clieaylolwmne MeponpuaTna:

- CUCTEMHYI0 JOKYMEHTaLmMIio cnenyeT XpaHuTb 6e3onacHbiM 00pa3om;

- CMUCOK 1L, UMEIOLLNX OCTYN K CUCTEMHOM AOKYMEHTaLMN, cneayeT CBOAUTbL K MUHUMYMY; AOCTYN A0 -
XeH 6bITb aBTOPM3OBAH BnajenbleM GU3HEC-MPUITIOXEHUS;

- CUCTEMHYIO AOKYMEHTALMIO, MOJYYEHHYIO/MOoAAEPXMBAEMYIO Yyepe3 06LWenoCTynHylo CeTb, crnenyeTt
3awmuaTh Hagnexawmm obpasom.

8.7 OOmeH uHdpopmauumeii U nporpaMmMHbIM o6ecneyeHuem

Llens: npepoTeBpaweHune notepu, moavdukaumm nan HENpPaBUSIbHOrO MCMNONbL30BaHUA MHGOPMALMN
npu oO6MeHe el Mexay OpraHn3aunsmMu.

O6MeH nHdopmaumen n nporpamMmmHbiM ob6ecnevyeHnem Mmexay opraHn3aunsaMmn A0J1KeH ObliTb Noa KOH-
TPONEM M COOTBETCTBOBATb AENCTBYIOLLEMY 3aKOHOAATENLCTBY (pasnen 12).

OOMeH nHpopmMaLmnen 4ONXKEH NPOUCXOANTbL HA OCHOBE COrnalleHuii mexnay opraHnsauymamu. Heobxo-
OVMO onpenennTb NpoLenypbl 1 MEPONPUATUS NO 3awmTe MHGOPMaLLUK N HOCUTeNen npu nepegade. Heobxo-
OVMO yunTbiBaTh NOCAEACTBUSA AN EeATENbHOCTU 1 6€30NaCHOCTM OpraHn3daumn, CBA3aHHbIe C 9NEKTPOHHbLIM
0OMEHOM [aHHbIX, 9N1EKTPOHHOW TOProBAei U 3NEKTPOHHON NOYTON, a TakxXe TPebOoBaHNSA K MEPONPUATUSM MO
ynpasneHnio MHPOPMALNOHHOM 6e30NacHOCTLIO.

8.7.1 CornaweHus no oomeHy uHopmMauumeii M nporpaMmMHbIM o6ecneyeHnem

Mopsnok o6MeHa MHOpPMaLMENn U NPOrpamMMHbIM 06ecnevyeHneM (Kak 91EeKTPOHHbIM Coco6boMm, Tak n
BPYYHYIO) MeXAy OopraHmsaunsaMu, BK/KYas nepenady Ha XxpaHeHue UCXOLHbIX TEKCTOB NporpamMmm TpeTben
CTOPOHE, OO0NXEH OblTb CTPOro GopmManm3oBaH 1 AOKYMeHTUPOBaH. TpeboBaHMsa 6€30NacHOCTU B NOA0OHbIX
cornaweHnax AOMKHbl YYNTbIBaTb CTENEHb BAXHOCTN MHOOpMaLmn, aenaioLLenca npegmetom obmeHa. Heob-
X0AUMO, 4T0Obl TpeboBaHMA 6e30NacHOCTU B NOAOOHbBIX COrNalleHnsaxX yYnTbiBanu:

- 00593aHHOCTN PYKOBOACTBA MO KOHTPOJIIO M YBEAOMJIIEHUIO O Nepeaye, OTNPaBKe U NONyYeHUN NHPOP-
Mauuu;

- npouenypsl 414 yBeAOMIIEHUS OTNpaBuUTeNsa O nepepaye, oTnpaBke U Nosay4eHUn nHopmaunm;

- MUHUMabHbIE TEXHNUYECKME TpeboBaHMA MO GOPMUPOBAHUIO U Nepefaye NakeToB AAHHbIX;

- TpeboBaHUA K Kypbepckon cnyxoe;

- OTBETCTBEHHOCTb M 0053aTeNbCTBA B Cillyyae NOTEPU AAHHbIX;

- NCNONb30BaHUE COrNacoBaHHOM CUCTEMbl MapPKMPOBKU AAS BaXHOW WUAU KPUTUYHOW uHOpMaunu,
obecneynBaloLLLeli yBepeHHOCTb B TOM, YTO 3HAYEHME 3TOM MapknpoBkM OyaeT cpasy Xe NOHATHO U nHpopma-
umsa 6yaeT COOTBETCTBEHHO 3aLUULLEHA;

- onpeneneHve BnagenbueB uHGopmMaumum n NporpaMMHoOro obecrnedyeHus, a Takxe 0693aHHOCTEN NO
3almnTe AaHHbIX, Y4€T aBTOPCKUX MPaB Ha nporpamMmHoe obecneyeHne n aHanoruyHblx Bonpocos (12.1.2 n
12.1.4);

- TexHu4yeckume TpeboBaHNS B OTHOLIEHUN 3aMNCU U CHUTBIBAHUS MHGOPMaLMN U NPOrpaMMHOro obecne-
YyeHus;
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- mobble cneymanbHble CPEACTBA KOHTPOMS, KOTOPbIE MOTryT NoTpeboBaTbCH ANA 3aLUUTbl BaXHbIX 00bek-
TOB, HanpumMmep kpuntorpaduyeckme knoum (10.3.5).

8.7.2 Be3onacHOCTb HOcUTenen MHopMaLumu Npu nepecbiyike

NHdopmaumsa MoxeT OblTb MCKaXEHA NN CKOMMPOMETUPOBAaHA BCNeACTBME HEABTOPU3OBAHHOMO AOCTY-
na, HeMnpaBUIbHOI O UCMOJIb30BAHUS UMM UCKAXEHMS BO BpeMS GU3NYECKOM TPAHCNOPTUPOBKW, HANPUMEP, Npu
nepecolyike HocuTenen MHGopmMaLmnm No NOYTE UNK Yepes Kypbepa. Ana 3awmnTtel MHGOPMaLMK, NnepesaBaemMon
MeXAy OpraHm3aumsamMm, Heob6xoaMMOo NPUMEHSTb CNeAyoLIne Mepsbl:

a) crnenyet UCNONb30BaTb HAAEXHbIX MNEPEeBO3YMKOB waM  KypbepoB, CnMCOK aBTOPU30BAHHLIX
KypbepoB HEOOXOAMMO COrnacoBbiBaTb C PyKOBOACTBOM, KPOME TOrO, CliefyeT BHEAPUTbL NpoLeaypy NpoBEPKN
nAeHTUPUKaLNN KYpbepOB;

0) ynakoBka [OSXHA ObiTb AOCTATOYHOW AAs 3alUTbl COAEPXMMOro ot noboro ¢emuanyeckoro
NOBPEXAEHUS, KOTOPOE MOXET UMETb MECTO NMPU TPAHCNOPTUPOBKE, U COOTBETCTBOBATbL TPEOOBAHMUSAM U3rOTO-
BUTENEN HocuTenenm nHoopmauunu;

B) crneumanbHble CPeACTBa KOHTPOAS cneayet NPUMEHSTb, NpU HEOOXOAUMMOCTW, ANS 3alUThl BaX-
HOM MHpOpPMaLnM OT HEAaBTOPU30BAHHOIO PackpbITUS nnu mogndukaunmn. Hanpumep:

1) ncnonb3oBaHue 3anepTbiX KOHTENHEPOB;

2) NUYHYIO [OCTaBKY;

3) ucnonb3oBaHME YNakoBKM, KOTOPYIO HEMb3s HApyWWUTb HE3aMeTHO (Ha KOTOpoOW BuaHa nobas
nonbiTKa BCKPbLITUS);

4) B UCKJIIOYUTENBHBIX CNyvyasax, pa3duBky OTNPaBIEHNS HA HECKOJIbKO YaCTen, nepechbiiaeMblix pas-
JINYHBIMU MapLIPYyTaMU;

5) ucnonb3oBaHue uMOPOBLIX NoANUCEN U WndpoBaHUa ona obecrnevyeHns KOHOUAEHUMANBHOCTHU
(10.3).

8.7.3 Be3onacHOCTb 3/IeKTPOHHOW TOProBau

B 5neKTPOHHOWM TOProeae MOryT UCNONbL30BATLCA Pa3nnyHble CNOCco6bl 0OMEHA fAaHHLIMKU, HANPUMep, B
3nekTpoHHoM Buae (EDI), yepes3 3NeKTPOHHYIO NOYTY U TPpaH3aKUMKM B PpeXnMe OH-J1aliH Yyepe3 00LenoCTyNHbIe
ceTu, B 4aCcTHOCTU, UHTepHEeT, nekTpoHHAsa TOProeasa NoABepXeHa psny CETEBLIX yrpo3, KOTOPbIE MOryT Npu-
BECTU KKpaxe, 0CNapmBaHuio KOHTPAKTOB, @ TakXe PacKpbITUIO Unn mogundukaunm nidopmaymmn. Ytobel 3awm-
TUTb 3NEKTPOHHYIO TOPrOB/IO OT TakMX Yyrpo3, HEOOXOAMMO MPUMEHATL COOTBETCTBYIOLME MEPOMNPUATUS NO
ynpasneHnio MHGopMauMoHHON 6e3onacHoCThio. Ana obecneyeHns 6e30NaCHOCTU 3NIEKTPOHHOW TOProBau
Heo6xoaMMO NpoaHanM3npoBaTh CTENEHb LOCTOBEPHOCTM U 060OCHOBAHHOCTM NpeanaraeMblx NOCTaBLMKAMMU
Mep obecnevyeHns MHPGOPMaALIMOHHON 6e30NacHOCTU:

- ayTeHTudukaumsa. C Kakom CTENEHbIO KIMEHTY U NPOAABLYY ClefyeT NPoBePaTh UAEHTUdUKALNIO APYT
apyra?

- apTopusauma. KTo ynonHOMO4YEH yCTaHaBINBATb LeHbl, MOAFOTABNINBATL UM NOANMUCHIBATL KJIIOYEBbLIE
KOMMepUYeckme fOoKyMeHTbl? Kakum o6pa3om 06 3TOM MOXET ObiTb MPONHPOPMUPOBAH TOPrOBbI NapTHep?

- NPOLECChl BOTHOLIEHNN KOHTPAKTOB 1 TeHAEepoB. Kakme TpeboBaHUSA CYLLLECTBYIOT B OTHOLLIEHUN KOHPU-
OEeHUManbHOCTUN, LLENOCTHOCTU, NOATBEPXAEHUS OTNPABKU U MONYYEHUS KIIOYEBLIX JOKYMEHTOB, a TakxXe B
HEBO3MOXHOCTU OTKa3a OT COBEPLUEHHbIX CAENOK?

- MHpopMauma o LueHax. Hackobko MOXHO OBEPATh peksiaMme Npanc-nMcToB U KOHGUAEHUNANBHOCTA B
OTHOLUEHUWN CYLLECTBEHHbIX CKNOO0K?

-obpaboTka 3aka3oB. Kak obGecneuymBaloTca KOHPUAEHUMANBHOCTb U LENOCTHOCTb AeTanein 3akasa,
YCNOBUIA onnaTbl 1 aAgpeca NOCTaBkW, a Takxke NOATBEPXAEHME NpUu ero noay4eHnmn?

- KOHTpONbHbIE NPOBepKU. Kakaa cTeneHb KOHTPONS ABNSETCSA AO0CTAaTOYHON, 4TOObL NPOBEPUTL MHDOP-
Mauuio 06 onnate, NPenCTaBAEHHYI KJIMEHTOM?

- pacuyeTbl. Kakaa ¢dopma onnatbl 9BnNseTca Hanbonee 3aliULLIEHHONW OT MOLIeHHn4yecTBa?

- odopmneHune 3aka3oB. Kakas TpebyeTtcsa 3auimTta, 4Tobbl 06ecnevynTb KOHPUAEHUNANBHOCTb U LENIoCT-
HOCTb MHpOPMaLUK O 3akasax, a Takxe ns3bexarb NOTepu unm Ay6nnpoBaHua caenok?

- OTBETCTBEHHOCTb. KTO HECET OTBETCTBEHHOCTb 32 PUCK NOOLIX MOLEHHUYECKMX CAENOK?

MHOrve 13 BbiLIEYNOMSAHYTbIX NPOGsIEM MOryT ObiTb PELIEHbl C MCMONb30BAHUEM KpUNTOrpadumuyecknx
MeToA0B, N3N0XeHHbIXx B 10.3, npn aTOM HeobxoamMmMo obecnevynBaTb COOTBETCTBME TpebOBaHMAM 3akoHOAA-
TenbctBa (12.1, 12.1.6 0THOCUTENBLHO 3aKOHOAATENLCTBA B 00/1ACTU KPUMNTO3ALLUTHI).

CornaweHuns mexay naptHepamu B 061aCTN 9N1EKTPOHHON TOProBAM cnefyeT CONPoBOXAAaTh LOKYMEH-
TanbHO 0POPMNEHHLIMU AOFOBOPAMU, KOTOPbLIE YCTAHABINBAIOT Y AOKYMEHTaNbHO 0POPMAAIOT MEXAY CTOPO-
HaMW YCNOBMS 3ak/lOYEeHUs COENnoK, BKA4Yasa pnetanu asTopusauuu. MoryT notpeboBaTbCs Takxe
OOMNOJIHUTENbHbIE COrnalWeHns ¢ NOCTaBLINKAMN CETEBbIX U MHOOPMALMOHHbIX YCIYT.

Mara3uHbl (ceTn) 31eKTPOHHOW TOProB/N, OPUEHTUPOBAHHbIE HA MaCCOBOro NoTpedbuTens, AOJIXHbI
o6HapoaoBaTb YCNOBUSA 3aK/IOYEHUS CLENOK.
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Heob6xoammo o6ecneymBaTb YCTOMYMBOCTb K BUPYCHLIM aTakaM B MPOLLECCEe NMPOBEAEHUSA 3JIEKTPOHHOM
TOProBnx, a Takke npeaycmaTpmeatb NOCNeAcTBUSA AN 6e30NacHOCTN BCEX CETEBbIX B3aMMOCBA3EN Npu ee
ocyuiecTenenun (9.4.7).

8.7.4 Be30NacHOCTb 3JIEKTPOHHOW MOYThbI

8.7.4.1 Pwuckn 6e30nacHoOCTu

OneKkTpoHHaa nouyta ucnonb3yerca ana obmMeHa cnyxebOHor uHbopMaumen, 3aMeHss TpagUUUMOHHbIE
dOopMbl CBSI3M, TakMe Kak TeNIeKC M noyta. INEeKTPOHHAs noyTa OTAMYaeTcs OT TPaAUUMOHHbIX GopMm 6m3-
HEC-KOMMYHUKALMIA CKOPOCTbIO, CTPYKTYpPOIA cOOOLLeHNIA, ONpeaeneHHON YyNPOLWEHHOCTbIO, a Takxe YS3BU-
MOCTbIO K HEABTOPWU30BaHHbIM AehcTBUAM. [Mpn 3TOM HEO6X0AUMO y4MTbIBaTb NMOTPEOHOCTb B CpeacTBax
KOHTPONS ANS YMEHbLUEHUS PUCKOB 6e30MacHOCTU, CBA3AHHbLIX C 3NIEKTPOHHOW NMoYTOW. lpu OuEHKE PUCKOB
6e30nacHOCTN HEO6XOAMMO YYUTbIBATb, B YACTHOCTU:

- Y3BMMOCTb COOOLLEHNI MO OTHOLLEHMIO K BO3MOXHOCTM HEABTOPM3OBAHHOI0 AOCTYNa nUiM Mmoanduka-
LMK, a Takxe K 0TKa3y B 00CNyXNBAHUN;

- NMOBbILIEHHY YYBCTBUTENBLHOCTb K OwIMbBKaM, HanpumMmep ykasaHuio oMbOYHOr0 Uan HEBEPHOrO ajape-
ca, a Takxe K 06weln HagexXHOCTU 1 AOCTYNHOCTb AAHHOW YCNyru;

- BIUSIHUE U3MEHEHUs CPeacTB nepenadyn nHopmaumm Ha OGu3Hec-npouecchl, Hanpumep apdekT oT
YBENIMYEHHOW CKOPOCTW AOCTaBKM COOOWEHU, a Takke apdekT, CBA3aHHbIN ¢ 0OMEHOM OduULMaNBHBIMU
COObOLWEeHNIMN MeXay NoAbMU, a HE MeXAY OpraHusaunsamu;

- IOPUANYECKNE BOMNPOCHI, TakMe Kak BO3MOXHasas HeEOOXO0AMMOCTb B J0Ka3aTeNbCTBE aBTOPCTBA coobuie-
HUS, a Takxe GakToB ee OTNPaBKWU, AOCTABKN U MONYYEHUS;

-noCneacTBUsl, CBAA3aHHbIE C NMPUAAHWEM TNACHOCTU CMNUCKA COTPYOHMKOB, WMEIOLLMX SNEKTPOHHYIO
nouTy;

- BOMPOCLI, CBAA3AHHbIE C YNPAaBNEHUEM YyAaNIEeHHbIM AOCTYNOM K 3JIEKTPOHHONM nouTe.

8.7.4.2 Monntuka B OTHOLIEHUWN SNEKTPOHHOW MOYTHI

OpraHusauusam cnefyeT BHEAPUTb YETKME NpaBmaa MCNONb30BAHUSA 3IEKTPOHHOW MOYThI, NpeaycMaTpu-
BalolmMe cnefyroLuine acnekTbl:

- BEPOSATHOCTb aTaky Ha 3JIEKTPOHHYIO MOYTY (BMPYChI, Nepexear);

- 3alUUTY BNOXEHUA B COODOLLEHNS SNEKTPOHHOM MNOYTHI;

- JaHHble, Npu nepefaye KOTOPbIX He cneayeT NONb30BATbLCHA 3NEKTPOHHOW MOYTOMN;

- UCKJIIOYEHME BO3MOXHOCTU KOMMPOMETaLNM OpraHn3anmm co CTOPOHbI COTPYAHUKOB, HANpUMep, NyTem
PacChbINKN OAUCKPEAUTUPYIOWMNX U OCKOPOUTENBHBIX COOOLLEHUIA, UCNOJIb30BAHME KOPNOPATUBHOW 9NEKTPOH-
HOWM MOYThl C LLEeNbI0 HEABTOPU30BAHHbIX MOKYMNOK;

- UCMONb30BaHME KpunTorpaduryecknx MeTodoB ANa 3aWUTbl KOHPUAEHUMANBHOCTU U LENOCTHOCTU
3/IEKTPOHHbIX coobueHnin (10,3);

- XpaHeHne coobLeHnn, KOTOopble, B 3TOM clly4yae, MOrnm 6bl ObiTb MCNONL30BAHbLI B Ciyyae CcyaebHbIX
pa3bupaTenbCcTB;

- AOMONHUTENbHbIE MEPbI KOHTPOJIS 06MeHa COOBLLEHUAMUN, KOTOPbIE HE MOTYT OblTb AYyTEHTUDULLMPO-
BaHbI.

8.7.5 Be30nacHOCTb 3/IEKTPOHHbIX OPUCHBIX CUCTEM

Heob6xoaomMmo paspaboTate M BHEAPUTb NOAUTUKM ©e30MacHOCTM M PYKOBOACTBA C LLENbIO yNpPaBaeHUsd
puckamu 6usHeca n MHGOPMaLMOHHON 6€30MaCHOCTbIO, CBA3AHHbIE C 3NEKTPOHHLIMU OPUCHLIMU CUCTEMAMM.
91N cucTtembl 06ecneymBadT BO3MOXHOCTY A9 6bICTPOro pacnpoCTPaHeHUs 1 COBMECTHOIO UCNOJIb30BAHUS
cnyxebHon wunHpopmMauMm nyTemM WUCNONbL3OBAHUSA COYETAHWS BO3MOXHOCTEN OOKYMEHTOB, KOMMbIOTEPOB,
NEePEHOCHbLIX KOMMbIOTEPOB, MOOUNBHbLIX CPEACTB CBA3M, NOYTbI, 9NEKTPOHHON NOYThLI, PEYEeBOI CBA3M BOOOLLE,
MYNbTUMEANNHBIX CUCTEM, CEPBMCOB AOCTABKM MOYTOBbLIX OTMPABNEHUA U PaKCOB.

Heo6x0QMMO yunTbiBaTb NOCNEACTBUS AN UHOOPMALMOHHONW 6e30MacHOCTM 1 6U3HEeC-NpoLeccoB OT
B3aMMOJENCTBUS BbllLeyka3aHHbIX CPEACTB, B YACTHOCTU:

- Y3BMMOCTb MHbOpMaLnm B OPUCHBIX CUCTEMAX, CBA3aHa, HanpuMep, ¢ 3anncbio TenedOoHHbIX pasro-
BOPOB U/ MEPEroBoOpoB N0 KOHPEPEHL-CBA3N, KOHOUAEHUNANBHOCTLIO 3BOHKOB, XpaHeHMeM PpakCcoB, BCKpPbI-
TUEM U PACChIIKOWN NOYTHI;

- Y93BMMOCTb UHIOPMALUM, NpefHa3HAYEeHHON Aas COBMECTHOrO WCMONb30BaHUA, Hanpumep, npu
MCMNOJIb30BAHUN KOPMOPATUBHbLIX 9NEKTPOHHbLIX AOCOK 00bsaABNeHus (9,1);

- UCKJIIOYEHMNE UCMONIb30BAHUA OPUCHBIX CUCTEM B OTHOLLUEHUN KAaTEropuin BaXHOM cnyxebHo nHdopma-
LMK, €CNIN 3TN CUCTEMbI He 06eCcneymBaloT COOTBETCTBYIOLWNI YPOBEHb 3aWwmThl (5.2);

- YA3BMMOCTb 4OCTYNa K 4AHHbIM JINYHbIX €XeAHEBHUKOB OTAENbHbIX COTPYAHUKOB, Hanpumep, paboTalo-
LWMX HA BaXHbIX MPOEKTax;

- BO3BMOXHOCTb UM HEBO3MOXHOCTb OPUCHBLIX CUCTEM NMOAAEPXKNBATL OU3HEC-MPUISIOXEHUS, HANPUMED,
B 4acTW nepefayun 3aka3oB MAM aBTOpU3aLuu;
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- Kateropuu COTPYyAHWUKOB, NOAPAAYMKOB U AeN0BbIX NapTHEPOB, KOTOPbLIM pa3peLlleHo UCNoJib30BaTh
cuctemMy n pabouyve MecTa, C KOTOPbIX MOXET OCYLLEeCTBAATLCA K Heill noctyn (4.2);

-orpaHvyeHue onpeneneHHbIX BO3MOXHOCTEN CUCTEMbl ANs ONpefefieHHbIX KaTeropui nonb3oBaTe-
nenm,

- ngeHTudukaunio ctatyca nonb3oBaTenieli, HanpuMmep clayxawmx opraHms3aumm unm noapsaavnkos, B
OTAENbHbIX ANPEKTOPUSAX, Ana yaobcTBa ApYyrux nonb3oBaTenew;

- COXpaHeHue 1 pe3epBupoBaHMe nHGopmaummn, cogepxauierica B cucteme (12.1.3, 8.4.1);

- TpeboBaHMs NO Nepexony Ha aBapuiHbIA pexum paboTbl U NepeYyeHb COOTBETCTRBYIOLMX MEPOMNPUATUN
(11.1).

8.7.6 Cuctembl ny6anyHoOro gocrtyna

Cnenyet yoenaTb BHUMaAHME 3aliMTe LLENOCTHOCTU MHPOpMaLUM, ony6IMKOBAHHON 9N1E€KTPOHHbIM CMO-
cobom, 4TobObl NPenoTBPaTUTL HEABTOPU30BAHHYI0O MOoaMbUKaALUWIO, KOTOpas mMorna 6bl HABpeaAUTb penyTaumu
opraHusaumu, nomecTmsliein 3Ty nHdopmauumio. NHdopmMaumio cuctembl ny6aMyHOro AocTyna, Hanpumep
nHdopmaumto Ha Web-carite, noctynHyio yepe3 MHTepHeT, BO3MOXHO, noTpebyeTcs nNpMBECTU B COOTBE-
TCTBME C 3aKOHOOATENbCTBOM U PETYAUPYIOWMMN HOPMaMU CTPaHbl, NOL IOPUCAUKLNENA KOTOPbLIX HAXOAUTCSA
cuctemMa UM ocyuwectensetca Toproens. Heobxooum coOTBETCTBYOWMA (GopmMannM3oBaHHbIA MPOLLECC
aBTOpu3auum npexae, 4eMm nHdopmaumsa 6yaet caenaHa oOLLea0CTYNHOW.

MporpamMHoe obecnevyeHne, faHHbie U opyryo nHdopmMaumnio, TpebyloLyio BbICOKOrO YPOBHS LLENOCT-
HOCTM, OOCTYM K KOTOPOW OCYLLEeCTBNSAETCHA 4yepeld cucTeMbl nyGAnMYHOro gocTtyna, Heo6xoaMmo 3aumnuiaTth
aflekBaTHbIMKU cnocobamu, HanpuMep, nocpeacTsom undposoi noanucu (10.3.3). Cuctemsl, NpenoCcTaBnsio-
LWne BO3MOXHOCTb 9N1eKTPOHHON nybnukaunm nHpopmaumnm, o6paTHON CBA3M M HEMOCPELCTBEHHOro BBOAA
nHdopmMaLmnm, AOKHbI HAXOAUTLCSA MOA HAaAJieXal MM KOHTPONEM C TeM, 4TOObI:

- nonyyeHHaa MHdOpMauMsa COOTBETCTBOBANia BCEM 3aKOHaAM MO 3aluUTe AaHHbIX (12.1.4);

- tHdopmauus, BBELEHHAs B CUCTEMY 3NEKTPOHHOW nybnukaummn, obpabaTbiBanacb CBOEBPEMEHHO,
NOJIHOCTbIO U TOYHO;

- BaxHasa nHdopmauma 6bina 3almuieHa B npouecce ee cbopa M xpaHeHus;

- AOCTYN K CUCTEME 3NEKTPOHHONM Nybnukaumum ncknoyan 6bl BO3MOXHOCTb HENPEAHAMEPEHHOIO AOCTY-
na K ceTsaM, C KOTOPbIMM OHa CBSA3aHa.

8.7.7 Opyrue dopmbl oo6mMeHa uipopmaumeii

Heob6xooMmo npenycMoOTpeTb Hanuume npoueayp M MeponpuaTvili Mo ynpaBneHutio MHOOPMaLMOHHOM
6e30nacHOCTLIO C LeNbIio 3aWmMThl Npouecca obMeHa nHGOpMaLmen NOCPenCTBOM pPeUveBbIX, PAKCUMUBHBIX U
BUAEOCPEACTB KOMMYHUKauMin. NHpopmaumsa MoxeT OblTb CKOMNPOMETUPOBAHA U3-3a HEQOCTATOYHON OCBeE-
OOMNIEHHOCTU COTPYAHMKOB NO UCNONb30BAHUIO CPEACTB nepefadn nibopmaunm. B yactHoCcTu, nHdopmaumsa
MOXeT OblTb MoacaylaHa npu neperosopax no MobunbHOMY TenedoHy B 06LECTBEHHOM MeCTe, a Takxe C
aBTOOTBETYMKOB; UHOOPMALNSA MOXET Takxke ObiTb CKOMNPOMETMPOBAHHONM BCIEACTBUE HEABTOPM30OBAHHOIO
[OCTyna K CUCTEME FOSI0COBOM MOYThl UAM CAYYaMHOW OTCbIIKU HAKCUMUIbHBIX COOOLLEHWNN HENPABUIIBHOMY
agpecary.

BusHec-onepauum MOryT ObiTb HapyLleHbl U MHPOPMaLUS MOXET ObiTb CKOMNPOMETMPOBAHA B Clyvyae
0TKasa, Neperpysku unm npepoiBaHus B paboTte cpencTs B3ammopaelicteua (7.2 u pasgen 11). UHdopmauyuna
MOXeT OblTb CKOMNPOMETMPOBAHA, ECNIN K HE UMENU MeCTO [OCTYN HEaBTOPM30BaHHbIE NONbL30OBATENN (pa3-
nen 9).

CnenyeTt cdopmynupoBaTb 4eTkue TpeboBaHna NO COONIOAEHUIO Npoueayp, KOTOPbIM OOJXHbI Cnefo-
BaTb COTPYOHMKU NPU UCMNONb3OBAHUM peyeBOh, GakCUMUNbLHOK N BUAEOCBA3U. B yacTHOCTU, HEOOXO0AUMO
npeaycMoTpeTb cleaylulee:

a) HanOMMWHaHWEe COTpyAHMKAM O HeOoOGXOAUMOCTM MPUHATUS COOTBETCTBYIOLMX Mep NPenoCTOpPOX-
HOCTW, HaNnpuUMep, ANg UCKIOYEHUS NOACNYLLIMBAHUSA NN NepexBaTa MHPOopMaLMnM Npu UCNOJIb30BaHUU Tene-
¢GOHHOI CcBA3U:

1) nnuamm, HaxOOAWMMMNCA B HENOCPEACTBEHHOW 611M30CTN, 0COBGEHHO NMpY NOJIb30BAHUN MOOUNb-
HbIMKN TenedoHamu;

2) npocnywmBaHus TenedOHHbIX NEepPeroBopoB nytem Gu3nyeckoro goctyna K Tpyoke, TenedoHHOn
JIMHUN NN C UCMONb30BAHNEM CKAHUPYIOLWMX MPUEMHUKOB NPU MPUMEHEHNN aHANOMOBbIX MOOUbHBIX
TenedOoHOB,;

3) NOCTOPOHHUMM NMLAMU CO CTOPOHbI aapecaTa;

0) HanOMWHaHWEe COTPyAHUKAM O TOM, 4YTO He cneayeT BeCTU kKoHbuAeHumanbHble Oecenbl B
00LLECTBEHHbLIX MECTax, OTKPbITbIX OPUCaxX U B NEPErOBOPHLIX KOMHATAX C TOHKUMU CTEeHaMu;

B) He OCTaBnsATb COOOLWEHWI HA aBTOOTBETYMKAX, Nepeajpecauus Ha KOTOpble MpOoM3oLuna BChea-
CTBME OLINOKN COEANHEHUS, NN aBTOOTBETUYMKAX ONEPATOPOB CBA3M, MOCKONbKY 3T COOOLLEHNS MOTYT ObiThb
BOCMNPOU3BEAEeHbl HEaBTOPU3OBAHHLIMU NNLLAMMU;
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r) HanoMWHaHuWe COTPYAHMKAM O BO3MOXHbIX PUCKAX, MPUCYLLNUX MCMONb30BaHUIO (HAKCUMUNbHBIX
annapaTtoB, a UMEHHO:
1) HeaBTOPU30BaHHbLIA AOCTYN K BCTPOEHHOW NaMATu AN noucka coobuleHuni;
2) npeaHamMepeHHOe UK cnyyanHoe nepenporpaMmMmnMpoBaHMe annapaTtoB C Lienbio nepenayim coob-
LEeHNIn No onpeaeneHHbIM HOMepaMm;
3) oTchbinka AOKYMEHTOB M COOOLWEHMI NO HenpaBUIbHOMY HOMEPY BCNeACTBUE HEMPaBUIIbHOMO
Habopa nnbo M3-3a UCMONbL30OBAHUSA HEMPABUILHO COXPAHEHHOrO HOMeEpa.

9 KoHTponb gocrtyna

9.1 TpeGoBaHue 6M3Heca No o6ecnevYeHUI0 KOHTPOJIS B OTHOLUEHUU IOTUYECKOro gocTtyna

Llens: KoHTpONb AocTyna K nHdopmaunu.

JocTtyn K nHpopMauun n bu3Hec-npoLeccam A0JKeH OblTb KOHTPONVPYEMBIM C y4HeTOM TpeboBaHU 613-
Heca 1 6e30MacHOCTW.

TpeboBaHMSA K KOHTPOJIO A0CTYNa AO0JIXHbI ObITb OTPAXEHbI B MONUTUKAX B OTHOLUIEHUM PACNpPOCTPaHEHUS
1 aBTOpM3auMn MHGopMaLmn.

9.1.1 MonuTukKa B OTHOLUEHUM NIOFrN4EeCcKoro gocrtyna

9.1.1.1 Nonntuka n TpeboBaHusa BusHeca

Heobxoanmo onpenensiTb U A0KYMeHTanbHO 0DopMNATL TpeboBaHna 6usHeca nNo o6ecnevyeHmnto KoH-
TPONsa B OTHOLUEHMM IOrMYEeCcKOoro aocTtyna. lNpaBmuna KOHTPOASA [OCTyNa 1 npasa Kaxaoro nonb30BaTtens num
rpynmnbl NOJib30BATENEN AO0NXKHb OAHO3HAYHO ONPEAENATLCS NOINTUKON 6€30MacCHOCTM N0 OTHOLUEHUIO K IOT N -
yeckomy pocTyny. Monb3oBaTeNM U NOCTABLLUKN YCAYT AOJIKHbI ObiTh ONOBELLEHBI O HEOOXOAUMOCTHM BbIMOHE-
HUst TPeOOBaAHUI B OTHOLLUEHMN NOFMYECKOro AoCcTyna.

Heob6xoanmo, 4To6bl B NONUTMKE ObINO YYTEHO CleaylolLee:

- TpeboBaHMs 6€30NaCHOCTU KOHKPETHbIX BU3HEC-NPUTIOXEHW;

- ngeHTndurkaumnsa Bce MHGopmaumm, CBA3aHHON C PYHKLMOHUPOBAHNEM BU3HEC-NPUNOXEHWNIA;

- YCNOBMS pacnpocTpaHeHus nHdopmaLmnm n apTopusannm 4octyna, HanpuMmep, NpUMeHeHne NpruHLmMna
«need to know» (monb3oBaTenb NoayyYaeT AOCTYN TONbKO K AAHHbIM, O0€3yCNOBHO HEOOXOAUMBLIM €My AN
BbIMOJIHEHNS KOHKPETHON PYHKUMKN), @ TaKXE B OTHOLUEHUN KaTEropupoBaHHON nHdopmMaumum n Tpebyembix
YPOBHEN €€ 3alunThl;

- COrnacoBaHHOCTb MeXAY NONNTUKAMW NO KOHTPOJI0 AO0CTyna 1 knaccudukaumm nidopmaumm npume-
HUTENbHO K Pa3/IMYHLIM CUCTEMAM U CETHAM;

- NPUMEHseEMOe 3aKOHOAATeNbCTBO 1 NtoOble 4OFOBOPHbLIE 0693aTENLCTBA OTHOCUTENBHO 3aLUTbl 40C-
Tyna K AaHHbIM UK cepBucam (paspen 12);

- CTaHgapTHble NpoduUanM A0CTyna nonb3oBaTenen Anas TUNOBbIX 00A3aHHOCTEN N QYHKLWIA;

- yrnpaefeHune npaBamMu OCTyna B pacrnpefeneHHol CeTu C y4eTOM BCEX TUMOB AOCTYMNMHbIX COEAUHEHUA.

9.1.1.2 MpaBuna KOHTPONSA gocTtyna

Mpu onpepeneHnn NpaBua KOHTPONSA AOCTyna cnenyeTt NpuMHMMAaTh BO BHUMAHUE Cliefyiolee:

-onddepeHuannio Mexay npasunamu, ob6ga3aTeNibHbIMU A1 UCMOJIHEHUS, U MpaBuiamMu, KOTopble
ABNAOTCA O06LWMMN UM NPUMEHSEMBIMU NPU ONpPeAENeHHbIX YCNOBUSAX;

- YCTaHOBJIEHME NPaBWJ1, OCHOBAHHbIX HA NPEANOChIIKE «BCE AOJIKHO ObITb B 00LLLEM Clly4yae 3anpeLLeHo,
noka sIBHO He pas3peLLeHo», a He Ha 6onee cnabom npuHuune «Bce B 06LEM Cliyyae paspeLleHo, noka gBHO He
3anpeLeHo»;

- UBMEHEHUS B MPU3HaKax MapkMpoBkn MHGopmMaLum (CM. 5.2) kak reHepupyeMbix aBTOMATUYECKUN Cpe-
ncteamum 06paboTkm MHPOPMALUK, Tak U UHULUNPYEMbBIX MO YCMOTPEHUIO NONb30BaTENEN;

- UBMEHEHUS B NpaBax NoJib30BaTeNs kak yCTaHABIMBAEMbIX @aBTOMATUYECKM MHPOPMALMOHHOW CUCTE-
MO, Tak U onpeeneHHbIX aAMUHUCTPATOPOM;

- NpaBuna, KoTopbie TPebyT 0f06pPEeHNa agMUHUCTPATOPa UK APYroro nuua nepen npuMeHeHnemMm, a
Takxe Te, KOTopble He TpebylT cneunanbHOro oaobpeHus.

9.2 KOHTpOJZIb B OTHOLWIEHUN A0CTYyNa Nosb30BaTenemn

Lenb: npepoTBpaleHne HeEaBTOPM30BAHHOIO A0CTyNa K MHOOPMAaLMOHHBIM CUCTEMAM.

Onsa KoHTpoNa 3a npefocTaBieHne npaega AocTyna K MHGOpPMaLMOHHbLIM CUCTEMAM U CepBMcamM HeoBXo-
OVMMO Hanuune dopmMann3oBaHHbIX Npouenyp.

Heo6xoanmo, 4T0o6bl NpoLenypbl OXBaTbiBANN BCE CTAANN XMU3HEHHOTO LUKia Nojb30BaTeNbCKOr0 A0C-
Tyna oT Ha4yanbHOW PerncTpaLnmn HOBbIX MOJIb30BaTESEN 4O KOHEYHOI O CHATUSA C perncTpauum noib3oBaTene,
KoTopbIM Gonblue He TpebyeTcs AOCTyn K MHOOPMaUNOHHBIM cuctemam u cepeucam. Ocoboe BHMMaHue crne-
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OyeT yaoenatb MeponpuaTMaM B OTHOLWEHWWM NPenoCTaBleHMs npaB MNPUBUIErMPOBAHHOrO AOCTyna, C
NMOMOLLbIO KOTOPbLIX MONbL30BATENN MOryT 0O6XOAUTb CUCTEMHbLIE CPEACTBA KOHTPONS.

9.2.1 Perucrtpauusa nonb3oBartenem

Heob6xoammo cyuwecTtsoBaHne GOpPMannN30BaHHON MpoLenypbl PerucTpauum U CHATUS C perucrpauum
nofb3oBaTenen B OTHOWEHMN NPefoCTaBNeHUs AOCTyna KO BCEM MHOrOM0/b30BaTenbCKUM UMHGOPMALMOH-
HbIM CUCTEMAM U CepBUCAM.

JocTtyn K MHOrononb30BaTeNbCKUM WHPOPMALMOHHBIM CEpPBMUCAM [ONXEH ObiTb KOHTPOJIMPYEMbIM
nocpencTtsoM GopmMann3oBaHHOrO Npouecca perucrTpaumm nonb3oBaTtenen, KOTOPbIA AOJIXEH BKKYaTh:

- UCNONIb30BaHME YHUKaNbHbIX ID (MAEHTUPUKATOPOB NN NMEH) NONb30BaTeNel TakuMm 06pa3om, 4ToO I
DelcTBNS B CUCTEME MOXHO OblsI0 Obl COOTHECTM C MONL30BATENSIMU N YCTAHOBUTbL OTBETCTBEHHbIX. MICNONb30-
BaHue rpynnoseix ID cnenyeTt paspellatb TONLKO B TEX Cy4aax, rae aTo Heo6xoaAnmMo, € y4eTOM 0COBEHHOCTEN
BbINOJIHAEMON pPaboThl;

- NPOBEPKY TOro, 4YTO MONbL3OBATENlb MMeeT aBTOpM3aumio OT BhagesnbLa CUCTEMbl Ha MNONb30BaHUE
MHPOPMALLMOHHO CUCTEMON UM cepBUCOB. KpomMe TOro, MOXeT ObiTh LLeIeco0BpasHbiM HanMyme A0NOaHN-
TEeNbHOrO paspelleHns Ha nNpeaocTaBsieHMe npaB OT PYKOBOACTBA;

- NPOBEPKY TOr0, YTO YPOBEHb NPEAOCTABNEHHOro A0CTyNna COOTBETCTBYET NPOM3BOACTBEHHOW HEOOXO-
ammocTu (9.1), a Takxe yumToiBaeT TpeboBaHna NoanTUKM 6€30NacHOCTN OpraHM3annm, Hanpumep, He Hapywa-
eT npuHuuna pasgeneHus obasaHHocTeln (8.1.4);

- NnpefocTas/iieHne Nonb30BaTensiM NMCbMEHHOrO AOKYMEHTaA, B KOTOPOM yKadaHbl MX npasa 4oCTyna;

- TpeboBaHuMe TOro, 4Tob6bl MONbL30BATENM NOAMNUCHIBANM AOKYMEHT O TOM, YTO OHM MOHMMAIT YCIOBUS
npeaocTaB/ieHUsa [0CTyna;

- obecneyeHne yBepeHHOCTM B TOM, YTO MOCTABLLUKM YCNYr HE NPEeAOCTaBAAT OCTYN, Noka NpoLeaypsl
aBTOpU3aUnnM He 3aBepLUEHb;

- BeAeHne GopmManmM3oBaHHOIoO yyeta B OTHOLWIEHUM BCEX NnL, 3apEerncTpPuUpPOBaHHbIX AN9 MCNONb30Ba-
HUS CEPBUCOB;

- HEMELJIEHHYI0 OTMEHY NMpaB AOCTyna Nonb30BaTENEN, Y KOTOPbIX UBMEHUIUCH AOKHOCTHbIE 0693aH-
HOCTU WX YBOJIMBLLUUXCS U3 OPraHn3auuu;

- NepnoANYECKYI0 MPOBEPKY M yaaneHne n3BbITOYHbIX MONb30BaTENbCKMX ID 1 y4yeTHbIX 3anucen;

- obecneyeHne Toro, 4Tobbl M30LITOYHbIE NONb30BaTENbLCKNE ID HEOBINKM NepenaHbl APYruMm Nob3oBaTe-
NAM.

Heob6xoamMmo paccMaTtpuBaTb BO3MOXHOCTb BKJIOYEHUS MOJIOXEHUN O MPUMEHEHUU COOTBETCTBYIOLLNX
CaHKLUWI B Ciyyae nonbITOK HEABTOPM3OBAHHOIO AOCTYyNa B TPYAOBbIE AOr0BOPa COTPYAHMKOB N KOHTPAKTbl C
nocrtaBwmkamu ycnyr (6.1.4 n 6.3.5).

9.2.2 YnpaBneHue npuBuaeruamMu

MNpepocTtaBneHne M UCNONb30BAHWE MPUBUNETNIA NPU NMPUMEHEHUU CPELACTB MHOIMOM0Nb30BaTENLCKOWN
MHOOPMALMOHHOM CUCTEMBI, KOTOPbIE MO3BOJIAIOT NONL3OBATENO 06X0AUTL CPEACTBA KOHTPONSA CUCTEMbI UK
On3HEC-NPUNIOXEHUS, HEOOXOAMMO OrpaHMyMBaTh U AepxaTb No4 KOHTPONeM. HeanekBaTHoe MCNONb30BaHME
npuBMnernii 4yacto GblBaeT rnaBHON NPUYMHON COOEB CUCTEM.

Heo6xoaMmo, 4yToObl B MHOrOMONb30BATENLCKUX CUCTEMAX, KOTOPble TPEOYIOT 3aWnThl OT HEABTOPU3O-
BAaHHOro gocTyna, NnpeaocTaBieHne NPUBUAErMn KOHTPOMPOBANOCh NOCPEACTBOM GOPMaNN30BaHHOIO NPo-
uecca astopm3daumn. Mpu 3ToM LenecoobpasHO NPUMEHATbL CleaylLmne Mepbl:

- NAEHTMOULMPOBATL NPUBUNETNM B OTHOLEHUM KaXA0ro CUCTEMHOrO NPoAyKTa, HanpuMep, onepaum-
OHHOW CUCTEMbI, CUCTEMBI yNpaBneHns 6a3amMm OAHHbIX U KaXA0ro 6GU3HeC-NpPUIoXeHUs, a TakxXe Kateropum
COTPYAHMKOB, KOTOPbIM 3TU NMPUBUNETNU AOXHbI ObiTb MPEAOCTABEHbI;

- NPUBUNErNUM OOJIKHbI NPEefoCTaBAATLCA TONbKO TEM COTPYAHMKAM, KOTOPbIM 3TO HeobxoouMmo Ans
paboThbl U TONLKO HA BPEMS €€ BbINOJIHEHUS, HANPUMEP, NPEeA0CTaBNAS MUHMMASIbHbIE BO3MOXHOCTM No pabo-
Te C CUCTEMOW AN BbIMNONHEHUA TpebyeMblx QYHKLMA, TONBbKO KOrAa B 9TOM BO3HUKAET NOTPEBHOCTb;

- Heob6xoammo obecneymBaTh NPOLLECC aBTOPM3aLUM U pPerncTpaumm BCex NpeaoCTaBiEHHbIX NPUBUIE-
run. lNMpuBunernn He OOMXKHLI NPEeAOCTaBNATLCA 00 3aBepLlIeHMNs npouecca aBTopusaunu;

- cnepnyet NPOBOAMTL MONMUTUKY pa3paboTky U UCNONIb30BAHUSA CTAHAAPTHLIX CUCTEMHBIX YTUINT (CKpUM-
TOB) AN UCKIIOYEHUS HEOOXOAMMOCTM B MPEAOCTaBAEHUN AOMONHUTENbHBLIX MPUBUAErUi NOJib30BATENSAM;

- cnepfyeT NCNonb30BaTh Pa3nuyHblie NAEHTUPUKATOPLI NONb30BaTenen Nnpu pabote B 0ObIYHOM pexume
N C UCMNONb3OBAHUEM MPUBUNETUIA.

9.2.3 KoHTpONb B OTHOLIEHUN Maposieil nonb3oBaTenem

Maponu aBngawTca Hanbonee pacnpoCTPaHEHHbIMW CPencTBaMu MNOATBEPXAEHMS uaeHTudukaTopa
nonb3oBartensg npu goctyne Kk MHGOPMaUVMOHHON cucTeMe uam cepsucy, lNpepoctasneHne naponen A0XHO
KOHTPONMPOBATbCH  MOCPeaAcTBOM  GOPMasNM30BaHHOro rnpouecca yrnpaBfieHUsd, KOTOPbIA  [O0JIXEH
npeaycMmaTpuBaTthb:
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- noAnucaHne Nonb3oBaTeNsIMN AOKYyMeHTa 0 HeoOXoAMMOCTM COONOAEeHNS NMONHON KOHbUAEHUMaNb-
HOCTW NIMYHBIX NAPONEN, a B OTHOLLIEHUW FPYNMNOBbLIX Naposiern — cobnoaeHna KOHGUAEHUNANbHOCTN B Npeae-
nax pabouyer rpynnbl (3TO MOXET ObITb BKJIIOYEHO B YCNOBUS TPYAOBOro goroesopa, 6.1.4);

- B C/lyyasix, Korga oT nonb3oBaTtenein TpebyeTcs ynpaBsieHne co6CTBEHHBIMU NaponsaMm, Heobxoanmo
obecneymBaTb NpeaocTaBneHne 6€30NacHOro NepBoHayYanbHOro BPEMEHHOIr0 Napons, KOTOPLIA Nofib3oBaTe-
N9 NPUHYXAalT CMEHUTb NMPU NEPBOI perncTpaunm B cmcteme. BpemMeHHble naponm Ncnonb3yloTcs B TEX CNy-
yasx, korga nonb3oBaTeNin 3abbiBaldT CBOW NWYHLIA Maposfib, U [A0JXHbI BblJaBaTbCA TONbKO MOCHe
noeHTudmnkaummn nonbL3oBaTens;

- obecneyeHne 6e3onacHoro cnocoba Bblga4YM BPEMEHHbIX naponen nonb3oBatensam. Cnepyet nsbe-
raTb UCNOJMIb30BAHUSA HE3aLUULLEHHbBIX (OTKPbITbIA TEKCT) COOOLWEHWA 3N1EKTPOHHOM NOYThbl U COOOLWEHMA MO
31eKTPOHHOWM NoYTe OT TPEeTbeWN CTOPOHLI. Nonb3oBaTens M Heo6Xo0ANMO NOATBEPXAATb NONYHEHME NAPONEe.

Maponu HMKOraa He creayeT XPaHUTb B KOMMbIOTEPHOM CUCTEME B He3alneHHon ¢opme. Mpn Heobxo-
ONMOCTM cnepyeTt paccMaTpuBaTb BO3MOXHOCTU APYINX TEXHONOMNI ANa naeHtudunkaunm n aytTeHtnomkaunm
nonb3oBaTens, Takme kak buomMeTpms (NpoBepka OTNe4yaTKoB NanbLEB), NPOBepka NOANMUCU, U NCMONb30BaHME
annapaTHbIX CPencTB uaeHTudukaumm (Ynn-kapT, MUKPOCXEM).

9.2.4 MNepecmoTp nNpae gocTyna nosb30oBaTenemn

Ona nopoepxaHng adpGEeKTUBHONo KOHTPONSA A0CTYyNaA K AAHHBIM U MHGOPMALMOHHBLIM yCnyraMm pykoBO-
OCTBO Mepuoamyeckm AOO0MKHO OCYWeCTBAATbL GOpMann3OoBaHHbLIA MNpoOLEecc nepecMmoTpa npaB AocTyna
nonb3oBaTenen, Npu 3TOM:

- NpaeBa JocTyna nonb3oBaTefien JOIKHbI NepecMaTpmBaTbCa PEerynsapHo (pekomMeHayemblii nepmon —
6 mecsueB) n nocne nobbiIx n3MeHeHun (9.2.1);

- aBTOpM3aUMa chneumanbHbiX NPUBUNErMPOBaHHbLIX MNpaB aoctyna (9.2.2) nonxHa OCYLWEeCTBAATbLCS
yepes MeHbLUME UHTEPBANbl BPEMEHU (PEKOMeEHAYEMbIN nepnoa— 3 mecaua);

- NpenocTaBJ/ieHHbIe NMPUBUNETNN A0JIXKHbI NEPUOANYECKM NPOBEPATLCA AN 00ecnevyeHnss yBepPeHHOCTHU
B TOM, 4YTO He OblIN NOoNyYeHbl HEABTOPU30BaHHbIE NPUBUNErnU,

9.3 06sa3aHHOCTU Nonb3oBaTenen

Llenb: npepoTBpalieHne HeaBTOPM30BAHHOIO A40CTYyNa NoMb3oBaTeNen K MHGopmaumn.

B3anmopencteme aBTOPU30OBAHHbLIX MOJIb30BaTeNen ABNAETCA BaXHbIM acnekToM 39@PEdEeKTUBHOCTHU
6e30MacHOCTML.

Heobxoanmo, 4To6bl Nonb3oBaTtenu OblM OCBEAOMAEHbI O CBOUX 0OA3aHHOCTAX MO UCMONb30OBAHUIO
3dPEKTUBHBIX MEPONPUATUIA NO YNPABAEHUIO OCTYNOM, B YaCTHOCTU, B OTHOLIEHNX Naponer n 6e3onacHocTn
ob6opynoBaHus, C KOTOPbIM OHM paboTatoT.

9.3.1 Ucnonb3oBaHue naponemn

Monb3oBaTenu OONXHbI cOONOAATL ONpeaeneHHble NnpaBuna obecnedyeHns 6e3onacHOCTN Npu Boibope
U MCNONb30BAHUW Naponen.

C nomouwbio naponel obecneuynBaeTcs NOATBEPXAEHUE naeHTUduUKaTopa nosib3oBaTens n, cnenoBa-
TeNbHO, NONy4YeHUe focTyna K cpeacTesam 06paboTku nMHpopmaunm unm cepemcam. Bece nonb3oBarenu 4on-
XHbl ObITb OCBEAOMAEHbI 0 HEOOXOANUMOCTH:

a) CoxpaHeHUss KOHOUAEHUNANbHOCTU Naponen;

0) 3anpelwleHns 3anucu naponein Ha Gymare, ecnu TONbko He obecneyeHO 6Ge3onacHoe MX XpaHe-
HUE;

B) M3MEHEHMUS MNapoJiein BCAKUI pas3, Npu Hanmyimm noboro npu3Haka BO3MOXHOW KOMMpoOMeTauum
CUCTEMbI UK Napong;

r) BbiboOpa Ka4yeCTBEHHbIX Naponein ¢ MMHMMAaNbHON ANIMHON B WECTb 3HAKOB, KOTOPbLIE:

1) nerko 3anOMHUTb;

2) He noaBepPXEeHbl NErkomy yragbiBaHWIO WAN BbIYUCIIEHUIO C UCMOJNIb30OBAHUEM MNEPCOHANbLHOM
nHdopmMaunn, CBA3aHHON C BNagenbLeM napons, Hanpumep, MMeH, HOMepoB TenedOoHOB, AaT POX-
neHus n T.4.;

3) He copepxaT nocnenoBaTenbHbIX UAEHTUYHBIX CUMBOJIOB U HE COCTOAT M3 MOJIHOCTbIO YNCNOBbIX
WKW NOSHOCTbIO OYKBEHHbIX rpymnm;

[) U3MeHeHusa naponen 4yepe3 paBHble MHTEPBasbl BPEMEHW WAW MNOCSE ONpenesieHHOro Yyucna goc-
TYNOB U UCKJIIOYEHUS MOBTOPHOIO UM LUKIMYHOIO MCNOJIb30BAHUSA CTApbIX NAaposfieit (maponu ona npuBuiern-
POBaHHbIX YYETHbIX 3aNncel cnefyeT MeHaTb Yaue, 4emM 06blYHble Naponn);

€) M3MEHEeHNs BPEMEHHbIX Naposie Npu NepBon perncTpaunum B CUCTEME;

X) 3anpelieHns BKJOYEHUS naposie B aBTOMaTU3MPOBaHHbLIA MPOLECC permcTpaunu, Hanpumep,
C MCNOSIb30BAHMEM XPAHUMbIX MAaKPOKOMaHA, UM GYHKLMOHANbHbBIX KNaBULL;

3) WUCKJIKOYEHUS KONNEKTUBHOrO UCMONb30BaHUSA UHAMBUAYANbLHbBIX NApONen.
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Ecnn nonb3oBaTenu HyXaawTcs B AOCTYNE K MHOFOYMCAEHHBLIM yCyraMm unm 6M3Hec-npuioXeHUsSM n
BbIHY>X/AEHbl UCM0Nb30BaTb MHOIOYMUCNEHHbIE NAPO0JIN, MOXHO NOPEKOMEHA0BATL BO3MOXHOCTb MCNOb30Ba-
HUS1 OQHOrO Ka4YeCcTBeHHOro napons (9.3.1.r) onsa Bcex cepBUcoB, 00ecneymBaoLLMX Ppa3yMHbIli YPDOBEHb 3aLLu-
Tbl XPAaHMMOIrO Napong.

9.3.2 O6opyanoeaHue, ocTaBJiIeHHOE NoOJib30BaTeNaMu 6e3 npucmMmoTpa

Monb3oBaTenu [OMXHbLI 06ecneymBaTb COOTBETCTBYIOLLYIO 3alNTy 060pyn0BaHUsA, OCTaBJieHHOro 6e3
npucmoTpa. O6opynoBaHMe, yCTAaHOBNEHHOE B paboumx 30Hax, Hanpumep paboyve unu ¢aiiioBblie CTaHLUK,
TpebyeT cneumnanbHOM 3aLlMThl OT HEABTOPM3OBAHHONO AOCTYNa B Cliyyae oCcTaBneHus mx 6e3 npucmoTpa Ha
ONnTenbHbI Nneprnoa. Bcem nonb3oBatensaMm n noapsaaymkam Heob6xoamMmo 3Hatk TpeboBaHna 6e30NacHOCTU U
MeTOoAbl 3aLL Tl OCTABNEHHOro 6€3 NpucMoTpa 060pynOBaHUA TakXe, Kak 1 CBOM 00593aHHOCTM o obecneye-
HMIO Takom 3awmnTbl, Nonb3oBaTeNnaM pekoMeHayeTcs:

-3aBeplaTtb aKTUBHbIE CEaHChbl MO OKOHYaHMU PaboThbl, €CnM OTCYTCTBYET MExaHu3M OJIOKMPOBKMW,
HanpuMep, XpaHUTeNb 3KpaHa, 3alUULLEHHbI NaposieMm;

- OTKJIOYATLCHA OT MAMHGpPENMa, Korga ceaHc 3aKOHYEH (TO €CTb He TOJIbKO BbikatoyaTb PC nnn tepmun-
Han);

- 3awmwaTtb PC unmn TepmMmnHanbl OT HEABTOPU30BAHHOI0 MCMONb30BaHNS NOCPEACTBOM 3aMKa WU 9KBU-
BAJIEHTHOrO CPeacTBa KOHTPONSA, HanpuMep, 3almTa AOCTyna C NOMOLLbIO Napons, koraa obopynoBaHue He
ncnonb3yeTcs.

9.4 KoHTponb ceTeBOro pocryna

Llenb: 3awmrta ceTeBbIX CEPBUCOB.

JocTyn kak K BHYTPEHHUM, TakK U K BHELUHUM CETEBbIM CEPBMCAM O0NXEH ObiTb KOHTPONMPYEMBIM. ITO
He0o6XxoAMMO AN YBEPEHHOCTN B TOM, 4YTO NONb30BATENN, KOTOPLIE MMEIOT AOCTYMN K CETSM U CETEBLIM CEPBU-
caM, He KOMMNPOMEeTUpPYIOT nx 6e30NacHOCTb, obecneynBas:

-COOTBETCTBYIOLMNE UHTEPDENCHI MEXAYy CEeTbio OpraHnu3auuMm nu ceTamu, npuHagiexawmuMmun opyrum
opraHm3aumsam, nnm o6LweoCTYNHbIMU CETAMU;

- COOTBETCTBYIOLIME MEXAHM3Mbl ayTEeHTUGUKALMN B OTHOLWIEHMN NONb30oBaTenen n 060pynoBaHus;

- KOHTPOJIb A0CTyNa nofib3oBaTtenelnt K MHOGOPMaALMOHHBIM CEPBUCAM.

9.4.1 MonnTukKka B OTHOLUEHUU UCNOJIb30BaHNSA CeTeBbIX CINYXO

HecaHKLUNOHNPOBAHHbLIE NOAKIIIOYEHUA K CEeTEBbIM cnyx6am MOryT HapywaTtb nHGOopMaumoHHyio 6e30-
NMacHOCTb Lenon opraHnsaunu. Nonb3oBartensam cnenyet o6ecneynBaTb HENOCPEACTBEHHbI AOCTYN TOMLKO K
TEM CepBUCaM, B KOTOPbIX OHM Oblny aBTOpM3oBaHbl. KOHTPONbL fOCTYyNa, B YaCTHOCTU, ABASeTCS Heobxoaum-
MbIM N1 CETEBbIX MOAKITIOYEHUIN K BAXHBIM U KPUTUYHBIM OU3HEC-NPUNOXEHNAM UIN A NONb30BaTeNen,
HaxXOAsLLMNXCSA B 30HAX BbICOKOr0 pucka, Hanpumep, B 00OLLEeCTBEHHbIX MECTaxX UK 3a NpeaenamMmm opraHusa-
UMM — BHe cdepbl HEMOCPEACTBEHHOI0 YNPAaBAEHUS N KOHTPONS 6€30NacHOCTU CO CTOPOHbI OPraHu3auunm.

Cnepnyet npenycmaTpuBaTtb Mepbl 6€30MaCHOCTU B OTHOLLUEHUN UCNONb30BAHUSA CETel N CETEBbLIX CEPBU-
coB. pu 3TOM AONXHbI ObITb ONPEAENEHbI:

- CeTn N ceTeBble YCNYrn, K KOTOPbIM paspeLleH foCTym;

- Nnpoueaypbl aBTOpM3aLmnm ons onpeneneHns KoMy, K KakMm CeTsIM U CETEBbLIM CEPBMCAM pa3peLleH A0C-
TYynm,

- MEpONpPUATUS 1 NpoLeaypbl MO 3aWNTEe OT HECAHKLMOHNPOBAHHOIO NOAKI/IIOYEHUS K CETEBBIM CEPBU-
cam.

Heobxoanmo, 4ToObl 3TU Mepbl COrNlacoBbIBAINCL C TPeOOBaHUAMM BM3HECA B OTHOLUEHUN KOHTPONS
poctyna (9.1).

9.4.2 MpeponpeneneHHbiA MapwpyT

MapLwpyTbl OT NONbL3OBATENLCKOr0 TEPMMHANA A0 TOYEK NPEeAOCTaBAEHUS KOMMbIOTEPHbLIX CEPBUCOB
TpebyioT 0co60ro KoOHTpoNsA. CeTn NPOEKTUPYITCH C y4eTOM obecrnevyeHns MakCumalibHbIX BOBMOXHOCTEN Ans
COBMECTHOIr0 MCMNONb30BaHUA PECYpPCOB M MMOKOCTU MaplpyTudaumm. 3T 0COOEHHOCTM MOBLILWIAIOT PUCK
HEaBTOPM3OBAHHOI0 A0CTyNa K OU3HEC-NPUNOXEHNAM NN HEABTOPM3OBAHHOI0 MCMONbL30BaHUSA nHGoOpMaLn-
OHHOro 060pynoBaHua. MeponpuaTusa, KOTOpble OrPaHNYMBAIOT MAPLUPYThl MEeXAyY N0JIb30BATENbCKUM TEPMU-
HANOM W KOMMbIOTEPHBIMU CEPBUCAMMU, K KOTOPbIM MOMb30BaTENlb aBTOPM30BAH OCYLLECTBNATL AOCTYM,
Hanpumep, NyTeM CO34aHUA ONTUMaNbHOrO MapLIpyTa, MOryT YMEHbLUATh TakKne PUCKMU.

Llens onTumMun3auum maplipyta COCTOUT B TOM, 4TOObI UCKJIIOYNTL BbIOOP MOJIb30BATENSAMU UHBIX Map-
LWPYTOB, KPOME MapLipyTa Mexay NoJib30BaTEIbCKUM TEPMUHANIOM U CEPBUCAMM, NO KOTOPOMY NONIb30BaTENb
aBTOPM30BAH OCYLLECTBNATL OOCTYM.

OT10T noaxon 06bIYHO TpebyeT BHeApeHMs Habopa CpeAcTB KOHTPOJSA B Pa3/iMyHbIX TOYKAX MapLlipyTa.
MpuHUMN 3aKN0YaeTcsa B OrPaHNYEHUM BAPUAHTOB MapLLPYTU3aLMmM B KaXA0M TOYKE CETU NOCPEACTBOM onpe-
OeNeHHbIX CNOCO60B, HAaNpuMep:
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- pacnpefneneHns BbiAENIEHHbIX JIMHWA UM HOMEPOB TenedoHa;

- @aBTOMATMYECKOro NMOAKJKYEHUS MOPTOB K ONPeAeNneHHbIM CUCTEMHBIM MPUAOXEHUAM WU LWIK3aM
6e30nacHOCTU;

- OrpaHNYeHns ONuuUii MEHI0O U NOAMEHIO AN MHOMBUAYAbHLIX NOJIb30BATENEN;

- NpeaoTBpaLLeHna HeOrPaHUYEHHOr0 CETEBOIr0 POYMUHTa;

- UCMONb30BAHNSA ONpPeAEeNieHHbIX MPUKNAAHbIX CUCTEM W/Man WM030B 0e30NacHOCTU AN BHELIHUX
nonb3oBaTesien cetu;

- aKTUBHOIr0 KOHTPONSA pa3peLlleHHOro UCTOYHMKA C Lenblo HanpasieHUs COeAVMHEHUs 4epes LUo3bl
6e30nNacHOCTMU, HaNpPMMepP, MEeXCeTEeBbIE 3KPaHbI;

- OrpaHn4yeHns ocTyna K CeTu nocpeacTBOM CO3[aHUSA OTAEJIbHbIX TOrMYEeCKUX LOMEHOB, Hanpumep
BUPTYasbHbIX YaCTHbIX CETEN AN NONb30BATENbLCKUX FPyNn B npeaenax opraHmndauunm (9.4.6).

Bbi6Op KOHKPETHbIX CNOCOOOB A0IXXEH OCHOBLIBATLCS Ha TpeboBaHMAX On3Heca B OTHOLIEHUN KOHTPONS
poctyna (9.1).

9.4.3 AyTeHTUduMKauMa nNnonb3oBaTeNie B ciyyae BHEWWHUX COeAMHEHUNA

BHewHne coeamHeHns obecneymBaloT MNOTEHUMAn Aas HEaBTOPWM30BAHHOrO AOCTyna K CayxebHown
nHdopmMaumm, Hanpumep, NpPM UCMNONb30BaHUN TenedoHHOW cBA3U. [103TOMYy, Npu [OCTyne yaaleHHbIX
Nosb30BaTENEN, OHM OONXHbI ObiTb ayTEHTUPUUMPOBAHLI. HekoTopble MeToAbl ayTeHTUdukaumm obecneym-
BaOT OONbLUNI YPOBEHb 3ALLUTLI, HANPMMEP, OCHOBAHHbLIE HA UCMONIb30BAHNN CPEACTB Kpuntorpadum, 1 MoryT
obecneunTb HafexXHy ayTeHTudukaumio. cxoas n3 oueHkn pucka, BaxHo onpeaenutb Tpebyemblli ypOBEHb
3aWwuThbl Ang Bbibopa COOTBETCTBYIOLWLEr0 MeToaa ayTeHTudukaumu.

AyTeHTudukaumna yaaneHHblx Nonab3oBaTeneln Moxet ObiTb 4OCTUTHYTA NPU UCMONIb30OBAHUU CPEACTB
kpuntorpaduun, CpeactB wuaeHTudukauum annapaTtypbl WM MPOTOKOJIOB, MNOAAEPXMBAOLWMUX METOL
«OTK/NK-0OT3bIB». BblaeneHHble 4YacTHble NNMHUM UAU CPEeacTBa NPOBEPKM CETEeBOro aapeca nonb3oBaTens
MOryT TakXe MCNonb30BaThCa Ana obecneyeHnss [OBEPUS K UCTOYHUKY NOAKOHEHUNA.

Mpouenypsbl N cpencTea KOHTPONA 06PaTHOro BbI30BA, HANPUMEP UCMNONb30BAHME MOLEMOB C 06paTHbLIM
BbI3OBOM, MOryT o6ecneynBaThb 3alMTy OT HEABTOPU3OBAHHbIX U HEXENaTeIbHbIX NMOAKIIYEHN K CpeacTBaM
06paboTkm nHdopMaLmmn opraHn3aummn, Tak Kak NOATBEPXAAT NPABO HA AOCTYN NONbL30BATENEN, NbITAKLLINX-
CSl YCTAQHOBUTb YOAJIEHHYIO CBSA3b C CEThIO OpraHm3aunu. Npu ncnonb30BaHMM 3TUX CNOCOOOB OpraHnsaLnm He
cnenyeTt MCNoOJfb30BaTb CeTEBble CEPBUCHI, KOTOPbIE BKAKOYAT nepeajgpecauunio Bbi3oBa. Ecnu e OHKM
MCcnonb3ylTca, HeobxoamMmo 610KMPOBATL BO3MOXHOCTM nepeagpecaunm, 4tobbl nsbexaTb CBA3AHHbLIX C
3TUM PUCKOB. TakxXe BaXHO, 4ToObl NpoLecc 00paTHOro Bbi3oBa o6ecneymBan yBepeHHOCTb B TOM, 4TO PakTu-
4yeckoe pa3benHEHME Ha CTOPOHE OpraHM3aummn ocyLLecTBeH0. B NnpoTuBHOM ciydae yaaneHHbln nonbL30Ba-
TeNb MOXET AepXaTb JIMHUIO 3aHATON, danbcnduumpys npoBepky ob6paTHOro BbI3OBA. AN MCKIOYEHUS
NnoJoOHbIX WMHUMAEHTOB nNpouenypbl M CpeacTsa KOHTponss o6paTHOro Bbi30BA CrneayeT TWATENBHO
TecTnpoBaThb,

9.4.4 AyteHTndukauums ysna

CpencTBO aBTOMATUYECKOrO NOACOEAVHEHUS K YOANEHHOMY KOMMNbIOTEPY MOXET NpefoCcTaBUTb CNocob
Nony4eHNss HEABTOPMU3OBAHHOIO A0CTyna Kk OusHec-npunoxeHuto. CnenoBaTtenbHO, NOAKIYEHUS K yAANEeH-
HbIM KOMMbIOTEPHLIM CUCTEMAM HEODXOANMO ayTEHTUPULNPOBATL, YTO OCOBEHHO BaXHO, €CNIN NOAK/I0YEHNE
NPOU3BOANTCSH K CETU, KOTOPAs HaXoaMTCs BHE chepbl KOHTPONS ynpaBfieHns 6€30NacHOCTbLI0 OpraHnu3aumu.
Mpumepbl ayTeHTUGUKALNM 1 CNOCOObI ee A0CTMXEHNA paccmaTpuBatoTcsa B 9.4.3.

AyTeHTudunkauma ysna MOXeT CNYyXUTb allbTEPHATUBHbLIM CPEACTBOM ayTeHTUdMKALUW TPynn yaaneH-
HbIX MONb30BaTENEN TaM, rAe OHU NOAcCOeAuHEHbl K 6€30MacHOMY KOMMNbIOTEPHOMY CPEeACTBY COBMECTHOrO
ncnonb3oBaHusa (9.4.3).

9.4.5 3awumTa NnOPTOB ANArHOCTUKU NPU yAAJIEHHOM aocTtyne

Ona obecneyeHna 6e30NacHOCTM JOCTYN K NOPTaM ANArHOCTUKUN A0JIKEH ObITb KOHTPOANPYEMbIM, MHO-
rme KOMMbIOTEPHbLIE CETU U CUCTEMbI CBA3U UMEIOT Habop CPeacTB yaAaneHHON AMarHoOCTUKM AN NCNOJIb30Ba-
HUS MHXEeHepaMu no 06CnyxXmBaHuio. byayunm He3alWULWEHHbLIMU, 3TU OUATHOCTUYECKME MOPThl ABMASIOTCA
MCTOYHMKOM puUCka HEeaBTOPM3OBAHHOro focTyna. be3aonacHoCTb 3TMX NOPTOB HeOOx0AMMO obecneymBaTh C
NMOMOLLLbIO COOTBETCTBYIOLLErO 3ALLNTHOrO MexaHn3ma 6e30nacHOCTU, HaNpuUMep, «3aMka», a Takke ocCylle-
CTBNATbL AOCTYN 06CNyXMBaOLWEro nepcoHana K AMarHoCTUYeCKUM NopTam TOJIbKO HA OCHOBAHUM AOrOBOPEH-
HOCTU MeXAy PyKOBOAUTENEM, OTBeYalowmm 3a ob6ecnevyeHme KOMNbIOTEPHbIX CEPBUCOB, U MEPCOHANOM MO
noaaepxke annapaTHbiX/MPOrpaMMHbIX CPEACTB.

9.4.6 NMpuHuKN pa3peneHus B ceTax

KomnbloTepHble ceTu Bce 60Nlee pacnpoCTPaHAITCA 3a Npefenbl opraHm3aumnm, NockoNibky co3patTcs
0enoBble MapTHEPCTBA, KOTOPbIe TPeDOYIOT 06WeHNs Mexay napTHepamMmu UM COBMECTHOro MCMNONb30BAHUS
CeTeBON MHPPACTPYKTYpPbl 1 CpeacTB 06paboTkm nHpopmauun. Takme paclinpeHns yBennynBalT pUck Heas-
TOPU30BAHHOIO A0CTYyNa K UHPOPMALMOHHLIM CUCTEMAM CETU, NPUYEM B OTHOLLEHUN HEKOTOPLIX U3 3TUX CUC-
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TEM, BCNeACTBME WX BAXHOCTM WAM KPUTUYHOCTU, MOXET notpeboBaTbCa 3awmTa OT MOJb3OBATENEN,
NONYYMBLUMX AOCTYN K APYrMM cucteMaMm ceTu. B Takux cnyyasx HeoOxoOMmO paccMaTpuBaTb BHeEApPEHUEe
OOMNONIHUTENbHBIX MEPONPUATUIA MO YNPaBJIEHUIO MHOOPMALMOHHOM 6€30MacHOCTbLIO B Npeaenax ceTu, 4Tobbl
pasnenartb rpynnsl MHOOPMALMOHHbBIX CEPBUCOB, NOAb30BaTeNen 1 MHGOpPMaLMOHHbIE CUCTEMBI.

OLHO 13 TakUx MEPONPUATUI COCTOUT B TOM, YTOObLI pa3fenaTb UX HA OTAENbHbIE TOTMYECKUE CETEBLIE
OOMEHbI, HanpuUMep, BHYTPEHHU CETEeBOM AOMEH OPraHM3auunM U BHELIHWE CETEBbIE AOMEHbI, KaXAbli 13
KOTOpPbIX 3allMLLEH ONpeneneHHbIM nepuMmeTpomM 6e3onacHoCTU. Takol nepuMeTp MOXET ObiTb peanu3oBaH
nocpencTBOM BHeAPeEHUS W32 6€30MacHOCTU MexXAy ABYMS CBA3AaHHbIMU CETAMMU N9 KOHTPOAS AOCTyNa u
MHOOPMALMOHHOIO NOTOKA MeXAy HUMKU. DTOT W3 cnefyet KOHGUrypuposatb ana dunbTpaumm Tpaduka
Mexay nomeHamu (9.4.7 n 9.4.8) n opnsa 610KMPOBAHUA HEABTOPU3OBAHHOIO AOCTYNa B COOTBETCTBUN C MONUTU-
KOW KOHTpons aoctyna opraHmdauum (9,1). Mpumepom Takoro win3a aBASEeTCS MEeXCeTeBON aKpaH.

Kputepuu ona pasneneHus ceteit Ha LOMEHbI cieayeT GoOpMmMpoBaTb HA OCHOBE aHann3a NoaUTUKUN KOH-
Tponsa poctyna (9.1), a Takke yunTbiBas BAUSIHWE 3TOr0 pa3feneHns Ha NPouM3BOAMTENLHOCThL B pe3ynbTaTe
BKJIIOYEHUSA NOAXOASILLEN TEXHOIOTUM MapLIpyTusaumm ceten unu wno3os (9.4.7 n 9.4.8).

9.4.7 KOHTpONb ceTeBblX COeANHEHUN

TpeboBaHMSA NOINTUKN KOHTPOJS AOCTyna AN COBMECTHO UCMNONIb3YeMbIX CETEN, OCOOEHHO TeX, KOTO-
pble MPOCTMPAIOTCA 3@ FPaHuLLbl OpraHn3aunum, MoryT noTpeboBaTh BHEAPEHUS AOMNONHUTENbHBIX MEPONPUS-
TUIM NO ynpaBneHnio MHGOpPMaLMOHHO 6€30MaCHOCTbIO, YTOObI OrpaHNYMBaTL BO3MOXHOCTU NOJIb30BATENEN
no NnoAcoeAuHeHuto. Takne MeponpuaTua MoryT 6biTb peann3oBaHbl MOCPEACTBOM CETEBbLIX LUMO30B, KOTOPLIE
GunbTPYIOT TpaduK C NOMOLLBLID ONpeneNieHHbIx Tabnuy, unn npaemn. HeobxoamMmo, 4TOObl MPUMEHSEMbIE
OrpaHNyeHnss OCHOBLIBAJINCb HA MONUTMKE M TpeboBaHMax A0CTyna K OusHec-npunoxeHuam (9.1), a Takxe
COOTBETCTBYOLWMM 00pa30M NOAAEPXKUBANNCL U OOHOBNSNMUCH.

Mpumepbl 6U3HEC-MPUNOXEHUN, K KOTOPLIM CNeayeT NPUMEHATb OrpaHUYeHUs:

- 3JIEKTPOHHAsA MouTa;

- nepepaya ¢annoe B 0AHOM HamnpaBiEeHUMU;

- nepepaya ¢danna B 060Mx HanpaBNEeHUSX;

- UHTEPaKTUBHbLIN AOCTYM;

-0OCTYN K CETU, OrPaHUYEHHbIN ONpefeneHHbIM BPEMEHEM CYTOK MU OATON.

9.4.8 YnpaBneHue mapuipyTtusauuei cetu

CeTn COBMECTHOro MCNONb30BaHNS, 0OCOOEHHO Te, KOTOpble MPOCTUPAKTCH 3a rPaHuLbl OpraHn3aummu,
MOryT TpeboBaTb peanusaumn MeponpuaTnin no obecnevyeHunto NHGOPMaLMOHHON 6€30MacHOCTU, YTOObLI Noa-
COEOMHEHNS KOMMbIOTEPOB K MHOOPMALMOHHBLIM MOTOKAM HE HapyLllanu NOANTUKY KOHTPONSa AoCTyna K 6m3-
Hec-npunoxeHnam (9.1). OTo aBnseTca 0OCOOEHHO BaXHbIM AN CeTel, COBMECTHO WCMNONb3yeMbIX C
Nofb30BaTENAMU TPETbEN CTOPOHLI (HE COTPYAHUKAMUN OpraHnsauunmn).

Ob6ecnevyeHne MHPOPMALNOHHOW 6€30MaCHOCTM NPU OCYLLECTBIEHUN MapLIPYTU3aLMn OCHOBLIBAETCS
Ha HafEeXHOM MexXaHM3Me KOHTPOJIS apPecoB MCTOYHMKA M HAa3HaYeHnsa coobuieHus. NMpeobpa3oBaHue ceTe-
BbIX afIPECOB TAKXe OYEHb MONIE3HO AN U30NALUUM CeTel N NPeaoTBPaLLEHNS PACNPOCTPAHEHNS MapLUIPYTOB
OT CETV OQHON OpraHn3aunm B CeTb APYron. OTOT NoAX04 MOXET OblTb peann3oBaH Kak MPOrpaMMHbIM CNOCO-
6oM, Tak u annapaTHo. Heob6xoaumo, 4yTobbl CeumanmcThbl, 3aHMMalLWMecs BHeapeHeM, Oblin ocBegomMne-
Hbl O XapakTEPUCTUKAX MCMNOJIb3YEMbIX MEXAHU3MOB.

9.4.9 Bbe3onacHOCTb UCNOJIb30BaHUSA CETEBbIX CIYXO

OOLWenoCTYNHbIE U YAaCTHbIE CETEBbIE CNYXObl NpeanaralT WUPOKUIA CAEKTP AOMNONHUTENbHbIX MHDOP-
MauMOHHbIX ycnyr, obnapawwmux xapakrepuctmkamu 6e3onacHocTM 1M obecneymBaloWwmMX pasHble YPOBHMU
3awmThl. OpraHnsaumm, NoNbL3IyOLWMECH STUMN YCAYramMmu, OOJXHbI ObITb YBEPEHBI B TOM, YTO Npu 3TOM obecne-
ynBaeTCcsa HeoBXoANMBbIA YPOBEHb MHHOPMALMOHHOM 6€30NacHOCTU N UMEETCH YeTKoe onucaHne atpubyToB
6e30nNacCHOCTM BCEX MCMONb3YEMbIX CEPBUCOB.

9.5 KoHTponb AocTyna K onepawuuoHHOK cucteme

Llens: npepoTBpalieHne HeaBTOPU30BAHHOIO AOCTyNa K KOMMNbOTEPAM.

Ha ypoBHe onepaunoHHOM CUCTEMbI CieayeT NCNONb30BaTh CPEACTBA MHPOPMALMOHHON 6€30NacCHOCTH
ONs OrpaHuyeHns AocTyna K KOMMNbOTEPHbIM pecypcam. AT cpeacTBa AOMXKHb obecneynBaThb:

a) ngeHtTndukaumio n BepudurkauMio KOMMbIOTEPA NONbL3OBATENS W, €CNM HeobOXOoAMMO, TepMUuHa-
na 1 MecTonoJIOXEHUe Kaxaoro aBTOpnU3oBaHHOro Nofib3oBaTens;

0) perucrTpaumio ycnewHblXx U HEYAABLUMXCS AOCTYNOB K CUCTEME;

B) ayTeHTMdUKauni COOTBETCTBYIOWEro YpPOBHSA. Ecnm mcnonb3dyetca cuctema naposbHOM 3aliun-
Thl, TO OHa A0MkHa obecneynBaTb KayecTBeHHble naponu (9.3.1 r);

r) OorpaHMYeHue BpPeMeHW NOACOEAMHEHNS NOJib30BaTeNel, B cinyyae He06xooMMOCTH.
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Opyrve metonbl KOHTPOASA OOCTyna, Takme Kak «OTKAMK-OT3bIB», ABAAIOTCH LONYCTUMbIMW, €CAU OHU
onpaBAaHbl C TOYKM 3peHnss OU3HEC-PUCKOB.

9.5.1 ABTOMaTnyeckasa naeHtudpukauua TepMmuHana

CnepnyeT paccMaTpuBaTbh BO3MOXHOCTb MCNOJIb30BAHUS aBTOMATUYECKON naeHTudumkaumm TepmMmmHana,
4yTOObl AYyTEHTUDUUMPOBATL Er0 NOACOEAVNHEHME K ONPeAeNneHHbIM TOYKaM CUCTEMbI. ABTOMaTUYeckas naeH-
Tndunkauna TepMmHana — MeToh, KOTOPbIA AOJIKEH UCMONb30BaThLCS, €CAN BAXHO, YTOObl CeaHC MOr ObiTb
WHULWNPOBAH TONBLKO C ONpeaesieHHOro MecTa UM KOMNbIOTEPHOro TepMuHana. BCcTpoeHHbin unm nogcoenn-
HEHHbIN K TEpPMUHANY NAeHTUOMKATOP MOXET MCMNOJIb30BaTLCA AN OnpeneneHns, paspeLleHo nm 3TOMY KOH-
KPETHOMY TEPMUHANY UHULUMPOBATbL UKW NMOJlyd4aTb OnpenesieHHble coobweHns. MoxeT ObiTb HEOOXOAMMBIM
npuMmeHeHne ©GU3NYECKOW 3alnTbl TepmuHana ana obecneyeHnss 6e30nNacHOCTU ero uaeHTudukartopa.
CyuLecTBYIOT Apyrne MeTofbl, KOTOPble MOXHO MCNONb30BaTb ANa ayTeHTudunkaumm nonb3oartenei (9.4,3).

9.5.2 Npoueaypsl perucTpauum c TepMmmHana

JocTtyn kK nHGOPMaALMOHHBIM CepBMcCaM A0mkeH ObiTb 06ecneyeH nNyTeM MCNonbL30BaHUSA 6e30nacHom
npoueaypsbl BXoaa B cMcteMy (cnocob pernctpaunu). lNMpoueaypy peructpanmm B KOMNbIOTEPHON CUCTEME Che-
OyeT NpoeKTUPOBaTh TakK, YTOObI CBECTU K MUHUMYMY BO3MOXHOCTb HEQBTOPMU30BAHHOIO A0OCTYNA N HE OKas3bl-
BaTb MOMOLLX HEaBTOPMU3OBAHHOMY MNoJib30BaTenio. paBubLHO CNNaHMpoOBaHHAA npouenypa permcrpauunm
nomxHa obnapaTtb cnenywmMMmn CBOMCTBAMMN:

a) He oTob6paxaTb HAWMEHOBAHWI CUCTEMBbI WAW MNPUIOXEHWUI, Noka MPOLEeCcC perucTtpauum He
Oy[eT ycnewHo 3aBeplLUeH;

0) oTobpaxaTb obuUlee yBeagomMieHue, npepynpexaarnoliee, 4To AOCTYN K KOMMbIOTEPY MOryT Moy-
YNTb TOJIbKO aBTOPU30BAHHbIE MOJIb30BATENN;

B) He NMpenoCTaBAATb COOOLLEHMN-NOACKA30K B TeYEeHMe MpoLeaypbl perncrpauum, KOTOpble MOr-
nm 6bl NOMOYb HEABTOPM3OBAHHOMY MOJIb30BATENIO;

r) noateepxnatb MHOOPMALMIO perncTpaunmm TONbKO MO 3aBepPLIEHWM BBOAA BCEX BXOAHbLIX AaH-
HblX. B cnyyae ownm604HOro BBOOA CUCTEMA HE MOKa3blBAET, Kakas 4acTb AAHHbLIX ABNSETCHA NPaBUIbHON nn
HENpPaBUbHON;

[) OorpaHuymMBaTb YMCNO pa3peLlleHHbIX HeyAayHbiX MOMbITOK perucrpauum (pekomMeHayeTcs Tpu) u
npenycmaTpmeaTth:

1) 3anucb HeyaayHbIX MOMbITOK;

2) BKJIIOYEHWE BPEMEHHOWN 3a4epXKM npexae, 4yem OyayT paspelleHbl AanbHenwme nonbITKN pernc-
Tpauum, M OTKNOHeHMe NobbiX AanbHENLWNX NONLITOK perncTpauumn 6e3 cneumanbHoOk aBTopusa-
unwn;

3) pasbeamHeHme ceaHca CBA3W Mpu Nepenayvye AaHHbIX;

€) orpaHuMy4mBaTb MakCUMaNbHOE W MUHUMAJNIbHOE BPEMS, paspelleHHOe AN9 npoueaypbl perunc-
Tpauuun. Ecnn OHO NpeBbIWEHO, cUCTeEMA A0JIXHA NPEKPaTUTb perncTpaumio;

X) ¢GUKCMpOBaTb MHGOPMALLMIO B OTHOLIEHUN YCMNELWHO 3aBEPLUEHHON perncTpaumm:

1) paTty v BpemMs npeablaylieit ycrnewHom perncrpanmnm;
2) petanu nobbix HEYAAUYHbIX MOMNbLITOK PErMcTpauMmn, HauYMHas C NOcnefHen ycnewHon perncrpa-
Luu.

9.5.3 UpeHTudukaumsa v ayteHTudunKauusa nonb3oBarens

Heobxoanmo, 4To6bl BCE MONb30BATENN (BKOYAA MEPCOHaN TEXHMYECKON MooAepXKu, T. €. oneparo-
pOB, afAMUHUCTPATOPOB CETU, CUCTEMHBLIX MPOrPaMMMNCTOB U aAMUHUCTPATOPOB 6a3bl AAHHbLIX) UMENU YHU-
KanbHbIA naeHTndukatop (nonb3oBatenbckuii ID) ona ux eAUHONMYHOIrO0 MCMNONb30BaHUSA C TEM, 4TOObI MX
nencTemg Mmornu OblTb NPOAHANM3NPOBaHbI OTBETCTBEHHBIM NNLLOM, [Monb3oBaTenbcknin ID He LonXeH conep-
XaTb NPU3HAKOB YPOBHA NMpuBuUaernn nons3osatensa (9.2.2), Hanpumep, MeHeaXxepa, KOHTposepa.

Ona BeinonHeHns 0060 BaxHbIx paboT ,onyckaeTcs MCNOJIb30BaTb 06LWMIA naeHTUGUKaTop AN rpynnsl
nonb3oBaTenelt unu Ans BbIMONHEHNUS OonpeaeneHHon paboTel. B Takmx cnydyasx He06x0oMMO COOTBETCTBYIO-
wum obpasom odopMIEHHOE pa3dpelueHne pykosoacTea. Kpome toro, ana obecnevyeHns 6€30nacHOCTU CUC-
TEMbl OT HEABTOPM3OBAHHOIO AOCTYNa B 3TUX C/y4asax MOXET noTpeboBaTbCa NPUMEHEHNE AOMNONHUTENbHbIX
Mep obecnevyeHns MHPOPMaALMOHHOK 6e30NacHOCTH.

CylecTBYIOT pasnuyHbie Npouenypbl ayTeHTudukaumm, KoTopble MOryT UCMONb30BaThCS ANg AoKa3a-
TenbCTBa 3asB/IEHHOW MOEHTMYHOCTU nonb3oBartens. Maponn (9.3.1) — o4YeHb pacnpoCTpPaHEHHbI cnocob
obecnevyeHnsa ngeHtudukaummn n ayteHtudukaumnm (I&A), oCHOBaHHbIA Ha UCMONL30BAHUN NAPONS, KOTOPLIA
3HAeT TONbKO NOJIb30BaTeNb. TO Xe CaMOe MOXET ObiTb AOCTUTHYTO CpeacTBaMu kpuntorpadum n npotokona-
MW ayTeHTudumnkaunmn.

CneunanbHble dU3MYeCKMe ycTpONCTBa AOCTyna ¢ namsaTbio (token) mnm mMmMkponpoLecCcopHbie KapThl
(cmapT-KapTbl), KOTOPbIMWU MONL3YIOTCA COTPYAHUKM, MOTYT TakXe MCNONb30BaTbCA ANA naeHTudukaummn um
ayTeHTuoukaunn. buometpnyeckne MetToabl ayTeHTUdUKaLNUM, KOTOPbIE OCHOBAHbI HA YHUKANbHOCTWN Xapak-
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TepUCTUK (0COBEHHOCTEN) MHAMBMAYYMA, MOTYT TakXe MCNONb30BATLCA AN ayTeHTudunkaumm nonbL3oBarens.
CoueTaHne pasnnyYHbIX TEXHONOIMA U MeToaoB obecneunBaeT 60nee HAAEXHYIO ayTeHTUdUKALMIO.

9.5.4 Cuctema ynpaBsieHUs NapoasamMm

Maponn — O4HO U3 rNaBHbIX CPEACTB NOATBEPXAEHMNSA NOJHOMO4YUA NONL3OBATENSA, OCYLLECTBASOLWErO
0OCTYyNn K KOMMbIOTEPHLIM cCepBucam. B cuctemax ynpaBneHus napofiieM AOMXHbl ObiTb NPEAYyCMOTPEHbI
9dPEKTNBHbIE MHTEPAKTUBHbIE BO3SMOXHOCTM NOAAEPXKN HeoOxoanmmoro mx kavecTtsa (9.3.1).

Onga HekoTopbix OM3HEC-NPUNOXeHN TpebyeTcs Ha3HAYeHMe NMOJNIb30BATENbCKUX Napoielnt He3aBUCU-
MbIM LLOMMKHOCTHbBIM IMLLOM. B 6ONBLIMHCTBE Xe C/lyyaeB naposiv BbIOMPATCa 1 NOAAEPXKMBAKOTCS NOJIb30Ba-
TenaMum,

CucTtema ynpasneHus nNaponsgMm A0JIXHA:

- NpeanucbiBaTb UCMNONb30BaHME WHAMBUAYANbHLIX Naponen ona obecnevyeHns yCTAaHOBNEHUS OTBET-
CTBEHHOCTW;

- NO3BONATbL MONL30BATENSAM BbIOMPATb U U3MEHATb UX COOCTBEHHbIE NMAPONN, a TakXe BKIOYaTbh NOA-
TBEPXAALWY Npoueaypy ona ydyera ownbok BBoAa nNpu HeO06XO04MMOCTH;

- npennucebiBaTh BbIOOP BbICOKOKAYECTBEHHbIX Naponei B cootBeTcTBum ¢ 9,3.1;

- TaM, rAe nNonb30BaTeNy OTBEYAIOT 32 NOAAEPXKKY CBOMX COOCTBEHHbLIX NAPONEN, NPUHYXAATb UX K U3Me-
HeHuio naponen (9.3.1);

- TaMm, rge nonb3oBaTenu BolIGUpakT naponu, obecneynBaTb U3MEHEHNE BPEMEHHLIX MAPONEN Npu nep-
BOW perunctpauun (9.2.3);

- NoAAepXuMBaTb XPaHEHME NCTOPUN NPeabiayLMX NONb30BaTENbCKUX NAPOoJien (3a npeabliayLnin rog) n
npenoTBpalLaTb UX NOBTOPHOE UCMNOJIb30BaAHUE;

- He oToOpaxaTb NaponM Ha SKpaHe NpPu Ux BBOAE;

- XpaHuUTb ¢alnbl naponen OTAENbHO OTAAHHbLIX NPUKNAAHbLIX CUCTEM;

- XpaHUTb Naponu B 3anppoBaHHON GoOpMe, UCNOMb3Yss OLAHOCTOPOHHUN anropuT™M WN@POBaHUS;

- obecneynBaTb CMEHY NapoJiein NOCTABLLMKA, YCTAHOBIEHHbIX MO YMOJIHAHUIO, MOCIE MHCTAaNNAUMN nNpo-
rpaMmMHOro obecneyeHus.

9.5.5 Ucnonb3oBaHue CUCTEMHbIX YTUIUT

Ha 60nblWMHCTBE KOMNBLIOTEPOB YCTAHABINMBAETCS, MO KpalHENn Mepe, 0JHA nporpamMma — CUCTEMHAas
yTUAnTa, KOoTopas no3BonseT 000TU Mepbl NpeaoTBPaLLEHNS HEABTOPU30BAHHOIO AOCTYNa K ONepauMoHHbIM
cucteMaM M OU3HEC-NPUNOXEHUaM. MIcnonb30BaHNE CUCTEMHBIX YTUIUT AOMXKHO ObiTb OrPaHUYEHO U TLla-
TeNnbHbIM 06Pa30M KOHTPOAMPOBATLCH. [1na 9TOro He06X0AMMO NCNOJIb30BAHME CNEAYIOLMX MEPONPUATUIA NO
ynpasneHnio MHGOPMaLMOHHON 6e30NaCHOCTbIO:

- MCNONb30BaHMe npouenyp ayTeHTUGUKaLUUM CUCTEMHBIX YTUIINUT;

- oTAe/lIeHNne CUCTEMHbIX YTUANT OT NPUKNaAHbIX NPOrpamMm;

- OrpaHNYEeHME UCMONb30BAHUSA CUCTEMHbIX YTUAUT MyTeM BbIGOpPA MWHUMANbHOIO YMCNa AOBEPEHHbIX
aBTOPM30BAHHLIX MONb30BaTENEN, KOTOPLIM 3TO HE06X0AMMO;

- aBTOpM3aLmna aNM3oANYECKOrO UCMONb30BaAHUSA CUCTEMHbBIX YTUNUT;

- orpaHn4yeHmne OCTYMNHOCTU CUCTEMHbBIX YTUNNT (TOJIbKO Ha BPEMSA BHECEHUS aBTOPU30BaHHbIX U3MEHE-
HUR);

- perncTtpaumus UCcnofib30BaHUA BCEX CUCTEMHbLIX YTUIIUT;

- onpepeneHne U AOKYMEHTUPOBAHNE YPOBHEN aBTOPM3aunmM B OTHOLLIEHUN CUCTEMHbIX YTUIIUT;

- yoaneHue BCEeX HEHYXHbIX YTUINT U3 CUCTEMHOIO NPOrpPamMMHOro obecnevyeHus.

9.5.6 CurHan TpeBOruM ANg 3awuThl Nosb30BaTeNeii Ha cry4yail, KOraa OHU MOTYT CTaTb OObEKTOM
Hacunus

XenatenbHO NpeaycmaTtpuBaTh CUrHAN TPEBOMM Ha Clyyail, KOrga nonb3oBaTeslb MOXET CTaTb 0Obek-
TOM Hacunua. PeweHne 06 o6ecneyeHnmn Takon curHanusaumen cnenyet NnpuHMMaTh Ha OCHOBE OLEHKN pUC-
koB. [pn 3TOM HEOOXOANMO ONpPeaennTL 0093aHHOCTU N NPOLLEeAYPbl PEarMpoOBaHNS HA CUTHAN TAaKOW TPEBOTU.

9.5.7 Nepuoabl 6e3peiicTBUA TEPMUHANOB

TepMuHanbl, pasMelleHHble B MeCTax MOBbILLEHHOrO puUcka, HanpMmMmep B 06LWEAO0CTYMHbIX MECTax nm
BHe cdepbl KOHTPONA NpoLecca ynpasneHns 6€30NacHOCTbIO OpraHn3aummn, 06CnyxXmnBaroLLne CUCTEMbI BbICO-
KOro pucka, AO/MKHbl OTK/I04aTbCHA MOCNe OnpefeneHHoro nepuoaa ux 6e3nencTema ons npenoTepaleHns
[0CTyna HeaBTOPU30BaHHbIX NnL,. MexaHn3m 610KMPOBKN NO BPEMEHM A0mkeH o6ecneymBaTbh O4NCTKY 3KpaHa
TepMMHana, a Takxe 3akpbiTve paboTbl CEAHCOB NPUIOXEHNS 1 CETEBOr0 CeaHca TepMuHana nocne onpene-
NIeHHOr 0 Nnepmoaa BpeMeHu ero 6eaaneicteusa. Bpemsa cpabaTteiBaHUsa 610KMPOBKM OOJIXHO YCTAHABAMBATLCS C
Y4eTOM PUCKOB 6€30NaCHOCTN, CBA3AHHbLIX C MECTOM YCTAHOBKM TepMuHana. Cnenyet MMeTh B BUAY, 4TO HEKO-
TOpble NEPCOHANbHbIE KOMMNbIOTEPLI 00ECNeyYnBaT OrPaHNYEHHYIO BO3MOXHOCTb OJIOKMPOBKM TEPMUHANa no
BPEMEHN NYTEM OYMUCTKN 3KpaHa 1 NpeaoTBpaLLeHNns HEaBTOPM30BAHHOMO OCTYNA, HE OCYLLLECTBAASA NPY 3TOM
3aKpbITUA CeaHca NPUIOXEHU NN CEeTEBOro ceaHca.
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9.5.8 OrpaHn4yeHus noacoOeAUHEHUS NO BPEMEHM

OrpaHuyeHns NOLCOEAMHEHUSI MO BPEMEHU AO0MKHbl 06ecneynmBaTb AOMNOAHUTENBHYIO 6€30NacHOCTb
0N NPUIOXEHUI BbICOKOTO pucka. OrpaHnyeHne nepnoaa BpEMEHU, BTEYEHME KOTOPOro paspeLleHbl noacoe-
OVHEHNS TEPMUHANOB K KOMMNbIOTEPHbLIM CEPBUCAM, YMEHbLIAET MHTEPBA BPEMEHU, B T€HEHNE KOTOPOro BO3-
MOXEH HEeaBTOPM30BaAHHbLIN AOCTYyN. ATy Mepy obecnevyeHns nHdopmMaumoHHOM 6e30MNacHOCTN HEO6X0AMMO
NPUMEHNATL AN Hanbonee BaXHbIX KOMMNbIOTEPHbBIX MPUJTIOXEHUI, OCOOEHHO TEX, KOTOPbIE CBA3AHbI C TEPMUHA-
naMu, YCTaHOBNEHHLIMW B MeCTax MNOBbLILUEHHOr0 p1Ucka, HanpuMep, B 06WeA0CTYNHbIX MECTAaX Un BHE chepbl
KOHTpONS yrnpasneHus 6e30nacHOCTbIO opraHu3dauun. NMpumepsl Takux OrpaHUyeHni:

- NCNONb30BaHUE 3apaHee OonpefefieHHbIX OTPEe3KOB BPEMEHU AN NakeTHOW nepepayn Gannos mnu
PErynspHbiX NHTEPAKTUBHLIX CEAHCOB HEOOMNbLION NPOAOIKUTENBHOCTHU;

- OrpaHuyeHne BpeEMEHN NOAKIIOYEHNN YacaMu paboTel OpraHn3aunm, ecnm HeT HeoBXoAUMOCTU CBEPX-
YPO4YHOW unu 6onee NPOAOIXUTENBHON PabOThHI.

9.6 KoHTponb AocTtyna K NpuUaoXeHUusm

Llenb: npenoTBpalieHne HeaBTOPM3OBAHHOIO A0CTyNa K AaHHBIM MHOPMALMOHHbBIX CUCTEM.

Heob6xoanmo npMMeHsATb Mepbl o0ecnevyeHns NHPOPMaLMOHHON 6€30MaCHOCTY AN OrpaHUYeHns [0C-
Tyna K NpuUKNagHbiM CUCTEMAM.

Jlornyeckuin pocTyn K NporpaMMHOMy o6ecneyeHnto n nHGopMaumm AOMXKeEH OblTb OrPAHUYEH TONMbKO
aBTOPM30BAHHLIMWU NOJSib30BaTeNsaMu, Ong atoro Heob6xoaMmMo obecneymBaThb:

- KOHTPOJIb AOCTYNa NoNb30BaTeNen K nHopmaumm n GyHKLMSM GU3HEC-NPUNOXEHNI B COOTBETCTBUN C
onpeneneHHon 6M3HecCoOM NONUTUKON KOHTPONS A0CTYnNa;

- 3alMTYy OT HEABTOPM30BAHHOIO A0CTyNa NOO6ON YyTUANTBEI U CUCTEMHOIO NPOrPaMMHOro obecnevyeHus,
KOTOpble NMO3BONAIOT 0OXOANTL CPEACTBA ONEPALMOHHON CUCTEMBI UM NPUNOXEHWUIA;

- UCKJIIoYEeHME KoMnpoMeTaLunm 6e30nacHOCTM APYrMX CUCTEM, C KOTOPbIMU COBMECTHO MCMNONb3YIOTCA
MHPOPMaALNOHHbIE PECYPCHI;

- AOCTYN K MHPOPMALUM TONIbKO BNaZeNbLa, KOTOPbIA COOTBETCTBYIOWMM 06pa3oM Ha3HayYeH U3 yncna
aBTOPM30BAHHbLIX UL, NN ONPEAENeHHbIX TPYyNn NoJib30BaTENEN.

9.6.1 OrpaHnyeHue pocTtyna Kk uHpopmauum

Monb3oBatenssMm 6GU3HEC-NPUNOXEHUIA, BKIIOYAsA NepcoHan NoanepX KU 1 akcnayaTtaummn, cnenyet obec-
neymBaTb AOCTYN K UHGOPMALUN N PYHKLNAM ITUX NPUOXEHNIA B COOTBETCTBUN C ONPeaesIEHHON NOAUTUKON
KOHTPONS A0CTYyNa, OCHOBAHHOW Ha TPeOOBaHUAX K OTAENbHLIM OU3Hec-npunoxeHuam (9.1). Heobxoammo pac-
cMaTpuBaTh NPMMEHEHME CNeAYIOWNX MEPONPUATUIA NO YyNPaBAeHUO NHGOPMaLMOHHON 6€30MacHOCTbIO Ans
obecnevyeHns TpeboOBaHMA NO OrpaHMYEHNIO 4OCTyNna:

- noaaepxXxka MeHI0 ANns yrnpasneHus AOCTYNOM K NPUKNAAHbIM PYHKUUAM CUCTEMBbI;

- OrpaHM4yeHus B NPefoCTaBNEHNN NOJIb30BATENSAM NUHPOPMALUK O AAHHBIX U QYHKUMAX OU3HEC-Npuno-
XEHUM, K KOTOPbIM OHM HE aBTOPU30BaHbl Ha JOCTYM, NyTEM COOTBETCTBYIOLLErO PeAakTUPOBAHUS NOb30Ba-
TENbCKOW [OKYMEHTALNK;

- KOHTPO/b NpaB A0CTyna Nonb30BaTeNen, HaNnpuMep, YTeHme/3anmcb/yaaneHne/ BolNMONHEHNE;

- obecnevyeHne yBEPEHHOCTN B TOM, YTO BbIBOAMMbIE AHHbIE U3 OU3HEC-NPUNOXeHUn, ob6pabaTeiBalo-
LMX BaXHYI0 MHOpMaALUIO, COaepXann TONbKO Tpebyemyio MHPOPMALMIO 1M NepechiNannuchb TONbKO B agpeca
aBTOPM30BAHHbLIX TEPMUHANIOB U NO MECTY Ha3HauvyeHus. CnenyeT NpoBOAUTL NEPUOANYECKNI aHANM3 NpoLec-
ca BbIBOAA A5 NPOBEPKM yAaNeHus n3bbITOYHOU nHGOopMaLnm.

9.6.2 Usonqauusa cuctem, obpabaTbiBalOLWUX BaXHYIO MHPOpMaLUIO

Cuctemsbl, o6pabaTbiBaloLLne BaxXHy MHOOPMALMIO, AOMKHbl 6bITb 06ECNeYeHbl BbIAENEHHOW (M30NN-
POBAHHON) BLIYUCNUTENBHOW Cpenoin. HekoTopblie NpuknagHble CUCTEMbI UMEIOT O4YEeHb OONbLIOE 3HAYEHNE C
TOYKM 3peHns 6e30NaCHOCTU AAHHbIX U NO3TOMY TPeOyIOT cneumanbHbIX YCNOBUIA aKcnayaTaumn. BaxHoOCTb
obpabaTbiBaeMO MHPOPMALUM MOXET UM TpeboBaTb PaboTbl CUCTEMbI HA BbIAENEHHOM KOMMbIOTEPE, UK
OCYLLLECTBAATL COBMECTHOE MCMNOJIb30BAHNE PECYPCOB TOJIbKO C 6€30MnacHbIMU GU3HEC-MPUIIOXKEHNAMN, UNN
paboTaTb 6€3 Kakmx-nnmbo orpaHMy4eHuin. NMpu aToM HEOOBXOAMMO Y4YUTLIBAThL CneayoLlLee:

- BNagenbuy 6M3HEC-NPUNIOXEHNA HEOOXOAMMO ONPEnENNTb U AOKYMEHTaNbHO 0POPMUTL CTEMEHb UX
BaxHocTn (4.1.3);

- KOrga BaxHoe 6M3HeC-NPUIOXEHME OOIXHO paboTaTk B Cpefe COBMECTHOr0 MCNONb30BaHUA, He0OX0-
OVIMO BbISIBUTb ApYyrve NpunoXeHns, ¢ KOTOpbiMy ByAeT OCYLLEeCTBASTLCA COBMECTHOE MCMONb30BAHME pPecyp-
COB, U COrnacoBaThb 3TO C BNaAeNbLEM BaXHOro OM3HEC-NPUNOXEHUS.

9.7 MOHUTOPMHI A0CTyNna U UCNOJIb3OBAHUSA CUCTEMbI

Llenb: obHapyXxeHne HeaBTOPU30BaHHbIX AENCTBUNA.
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Onga o6HapyXeHnsa OTKJIOHEHNS OT TPeBGOBaAHNI NONUTUKN KOHTPONS AOCTYNa U PErncTpauum cobbiTuin n
obecneyeHns nokasaTenbCTBa Ha Cliydyail BbIIBAEHUS MHUMOEHTOB HapylweHus MHPOpMaLNOHHOW 6e3onac-
HOCTM HEOOXO0AVMO NPOBOANTL MOHUTOPUHT CUCTEMBI.

MOHUTOPUHI CUCTEMbI MO3BONISET NPOBEPSATL 9PDEKTUBHOCTbL NPUMEHSEMBIX MEPONPUATHIA No obecne-
YEHUI0 NHPOPMALLMOHHON 6e30NaCHOCTU U MOATBEPXAATL COOTBETCTBME MOJAENN NONNTUKN AOCTYNa TpeboBa-
Huam 6usHeca (9.1).

9.7.1 Peructpauus cobObiTuii

Lng 3anucm MHUMAEHTOB HapyLlweHns MHPOPMALNOHHOM 6€30MacHOCTN 1 APYruX CBA3aHHbIX ¢ 6e3onac-
HOCTbIO COOLITUI CneayeT CoO3AaBaTh XypHabl ayamuta U XPaHUTb X B TEHEHUE COrNacOBaHHOIoO Nepnoaa Bpe-
MEHW C LeNblo COAENCTBMS B NPOBEAEHUN OyayLINX PACCef0BaHNIA U MOHUTOPUHIE yrnpaBieHns 4OCTYNOM.
Heobxoammo, 4ToObl 3anucu ayauTta BKJKOYaIu:

- ID nonb3oBaTenen;

- AaThl U BPpEMS BXOAA U BbIXOAA;

- nAeHTUOUKATOP TEPMUHANA UAN €ro MECTOMOJIOXEHNE, ECIN BO3SMOXHO;

- 3aMnUCU yCNEeLWHbIX U OTKIOHEHHbIX MOMNbLITOK A0CTyNa K CUCTEME;

- 3aMnUCK yCNeLwHbIX U OTKNOHEHHbIX MOMNbLITOK AOCTYNa K AaHHLIM U ApyrumMm pecypcam. MoxeTt notpebo-
BaTbCH, YTOOLI ONpPeneNeHHbIe 3annucuy ayanTa Obinm 3aapXMBUPOBAHLI A9 UCMONb30BAHNSA UX MPU aHANM3E U
paccnenoBaHUsAX UHLUWAEHTOB HapylweHua nHdopMauMoHHON 6€30MacHOCTU, a Takke B MHTepecax APYrux
uenen (paspen 12).

9.7.2 MOHUTOPUHT UCNONIb3OBAaHUA CUCTEM

9.7.2.1 TMpoueaypbl 1 o6nacTu pucka

Ona obecnevyeHns yBepeHHOCTM B TOM, YTO NOSb30BATENN BbINMOJIHAOT TOJIbKO T€ AENCTBUSA, HA KOTOPbLIE
OHU 6bINN IBHO @BTOPU30BaHbl, HEO6X0AMMO ONpPefenTb NPoLeAypPbl MOHUTOPUHIA NCNONb30BaHNS CPEACTB
06paboTkn nHdopmaunm. YpOBEHb MOHUTOPUHIA KOHKPETHbLIX CPeAcTB 00paboTkm uHdopmauum cnenyet
onpenenaTb Ha OCHOBE OLLEHKN PUCKOB. Mpu MOHUTOpPUHre cneayet obpalwate BHUMAHME Ha:

a) aBTOPM30OBAHHLIA AOCTYMN, BKOYas cnepyoliMe geTanu:

1) nonb3oBartenbckuin ID;
2) naTtbl U BPEMS OCHOBHbIX COObITUIA;
3) Tvnbl COOLITUNA;
4) daiinbl, K KOTOPbIM Obl OCYLWL,ECTBAEH AOCTYM;
5) ncnonb3yemble NPOrpaMmmbl/yTUNUTHI;
0) BCe MpUBUNErnpoOBaHHbIE AENCTBUSA, TakMe Kak:
1) ucnonb3oBaHMe y4EeTHOM 3anmcu CynepBun3opa;
2) 3anyck n 0CTaHOB CUCTEMBI;
3) noacoenuHeHue/oTcoeaAuMHeHNe yCTPOMCTBa BBOOA/BbIBOAA;
B) MOMbITKM HEABTOPM30BAHHOIO [OCTYNa, Takne Kak:
1) HeypaBwmecs NONbITKK;
2) HapyleHus NOoJUTUKU AOCTyNa M YyBEOOMJIEHUS CETEBbIX LUMIO30B N MEXCETEBbIX 9KPAHOB;
3) npenynpexaeHns oT COOCTBEHHbLIX CUCTEM OOHaPYXEHUSA BTOPXEHUS;
r) npenynpexaeHus Unm oTkadbl CUCTEMbI, TaKMe Kak:
1) KOHCONbHbIE (TEPMUHAJIbHbIE) NPEAYNPEXAEHUS UM COoobLWeHNs;
2) UCKNIOYEHUS, 3anMCaHHble B CUCTEMHbIE XYPHanbl perncTpaumnu;
3) npepnynpenuTenbHbie CUrHaNbl, CBA3aHHbLIE C yNPaBleHNEM CEeTbIO.

9.7.2.2 ®dakTopbl pucka

Pe3ynbTaTel MOHUTOPWHra cnenyeT PerynspHoO aHanusupoBaTb. [1epuoauMyHOCTb aHaNM30B O0JIKHA
3aBUCETb OT PE3YNIbTATOB OLEHKM prucka. DakTopbl prMcka, KOTopble HE0OX0AMMO NPU 3TOM Y4UTbIBaTb, BKIIOYA-
IOT:

- KPUTUYHOCTb MPOLLECCOB, KOTOPbIE NOALAEPXNBAIOTCA OGU3HEC-MPUNOXEHUAMN;

- CTOMMOCTb, BaXHOCTb UM KPUTUYHOCTb MHPOPMaLLNN;

- aHann3 NpeaLlwecTBYOLWNX Cy4aeB NMPOHUKHOBEHUS U HEMPABUJIbBHONO MCNONbL30BAHUA CUCTEMBbI;

- CTeneHb B3aMMOCBA3N MHHOPMALMOHHbBIX CACTEM OpraHnsaunmn ¢ Apyrumm (0Co6eHHO ¢ obLenocTyn-
HbIMWN) CETAMMN.

9.7.2.3 Peructpauus n aHanns cobbITUi

AHanus (MpoCcMOTP) XypHana ayauTta nogpa3dyMeBaeT NOHUMaHMeE yrpo3, KOTOPbIM NOABEPXEHA CUCTE-
Ma, Y NPUYUH UX BO3HUKHOBEHMS. MpuMepbl coBbITUIA, KOTOpbIE MOrNKM 6bl NOTPe6oBaTL faNIbHENLLErO Uccne-
0OBaHUS B C/lyd4ae MHUMAEHTOB HapyweHuss nHdopMaLmnoHHOK 6e3onacHOCTU, npuBeneHsbl B 9.7.1.

CucTtemMHble XypHanbl ayanTa 4acTo coaepxart uHdopMaumio, 3HaYNTENbHbIN 00bEM KOTOPOWN He npea-
CTaBNsieT MHTepeca C TOYKM 3PEHUss MOHUTOpMHra 6Ge3onacHocTu. Ana obneryeHus wunaeHTudukaumm
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CYLLLECTBEHHbIX COOBLITUIA NPY MOHUTOPUHIe 6€30NacHOCTH LLenecoobpa3Ho PacCMOTPETb BOSMOXHOCTb aBTO-
MaTUYEeCKOro KONMpoBaHMUS COOTBETCTBYIOLLMX TUMOB COOBLLEHUA B OTAEbHbLIA XYPHAN /UM NCNONb30BaTb
nooxoaswme CUCTEMHbIE YTUAUTBI UAM WHCTPYMEHTAalNbHble CpeAcTBa ayaumTta Ansa nNoAroTOBKUM K aHanuay
OaHHbIX.

Mpu pacnpeneneHMn OTBETCTBEHHOCTU 3@ aHaNM3 XypHana ayauMta HeoOXO0AMMO Yy4MThiBaTb pasaene-
HWEe posiet Mexay NnLoM (11Muamu), NPpoBOAALWLNM (1) aHaNn3, U TEMU, YbU OENCTBUA NOABEPraldTCAa MOHUTO-
pUHry.

Oco60e BHMMaHMe cneanyeT yAenaTh 3amnte CO6CTBEHHbIX CPEACTB PErncTpauum, noToMy 4To nNpu BMe-
warenbcTBe B uUx paboTy MOXeT OblTb MONIYYEHO MCKAXEHHOE NpeacTaBneHne o cobbiTuax 6e30MacHOCTHU.
MeponpuaTtnsa no ynpaeieHnio nHGOpMaLMOHHON 6e30NaCHOCTbIO A0MXKHbL 00ecneynBaTh 3aWMUTy OT HEABTO-
PU30BaAHHbIX UBMEHEHUI N 3KCNyaTauMOHHbIX CO0EB, BKOYas:

- OTKJII0YEeHUEe CpeacTB perucTpaumu;

- UBMEHEHME TUNOB 3aPErMCTPUPOBAHHbLIX COOBLLEHUN;

- pefakTupoBaHue uaun ynaneHune ¢annos, COAEPXALLNUXCH B XypHanax ayaura;

- perucTpaumio cny4aeB MOJHONO 3anOJIHEHUS HOCUTENEN XypHanbHbiXx GannoB, a Takxe Clly4yaes
HEBO3MOXHOCTM 3anucel cobbiTnin BCneacTeme c6oes nmMbo cryyaeB Nnepesanncu HOBbIX AaHHbIX MOBEPX CTa-
pbIX.

9.7.3 CUHXpOHM3auus 4acoB

MpaBunbHaa ycTaHOBKA KOMMbIOTEPHbLIX YACOB (TaliMepa) BaxHa ansa obecnevyeHnss TOYHOCTU 3aN0JIHe-
HUS XYPHanoB ayaouTta, KOTOopble MOryT notpeboBaTbCa AN paccliefoBaHU UM Kak 00Ka3aTenbCTBO Mpwu
CyneOHbIX UM aAMUHUCTPATUBHBLIX pa3bupaTtenbCcTBax. HekoppekTHbIe XypHasbl ayauTa MOryT 3aTPYyAHATb
Takue paccriefoBaHus, a Takxke NPMBOAUTb K COMHEHMIO B LJOCTOBEPHOCTN COOPaHHbIX A,0KA3aTENbCTB.

Tam, rage KOMNbIOTEP UM YCTPONCTBO CBA3N UMEIOT BO3MOXHOCTb UCMONb30BaTh Yachl B peasbHOM Bpe-
MEHU, Ux cnenyert ycTaHaBnmeaTb N0 YHuUBepcanbHOMy CkoopanHupoBaHHoMmy Bpemern (UCT) nnn mectHomy
CTaHLapTHOMY BPpeMeHU. Tak Kak HEKOTOpPbIE Yachbl, Kak U3BECTHO, «yXOAAT BNepen» UnuM «0TCTaloT», AOJIXKHA
cyllecTBOoBaTb npouenypa, KoTopas MpoBepseT M ucnpasnget niob60oe OTKIOHEHWE WAN ero 3Hauyumoe
N3MeEHEHHNE.

9.8 PaboTa c nepeHOCHbIMU YyCTPOMCTBaAaMU U paboTa B AUCTAHLMOHHOM pexume

Llenb: obecnevyeHne nHdopMauMoHHON 6e30NaCHOCTU MPU MCNONL30OBAHUM NMEPEHOCHbLIX YCTPOUCTB U
cpencTs, obecneynBawmnx paboTy B AUCTAHLMOHHOM pEXUME.

CnenyeT consmepaTtb Tpebyemyio 3amTy co cneynduuHsiMmn puckamu paboTbl B yOaJIEHHOM pexume.
Mpy nCNONb30BaHMN MEPEHOCHbLIX YCTPONCTB ClieayeT yYnTbiBaTb PUCKU, CBA3AHHbLIE C PabOTONM B HE3aLLNLLLEH-
HOM cpene, U NPUMEHATb COOTBETCTBYIOLWME MeEPbl 3aWmnThl. B cnyyasax paboTbl B ANCTAHUMOHHOM peXUMe
opraHusaumsa ooJikKHa npenycMaTprBaTth 3alWUTY Kak MecTa paboTbl, Tak U COOTBETCTBYIOLLME Mepbl MO obec-
neyeHnto NHOopmMaLUMoHHOW 6e30NacHOCTN.

9.8.1 Pa6oTa c nepeHOCHbIMU yCTPOiiCTBaMU

Mpy MCNONb30BAHUN NEPEHOCHBLIX YCTPONCTB, HanpuUMep HOYTOYKOB, KAPMaHHbIX KOMMNbIOTEPOB, Nepe-
HOCHbIX KOMMNbIOTEPOB U MOBUNbHBIX TeNedOHOB, HEOO6XOAMMO NPUHMMATL CreumanbHble MePbl NPOTUBOAEN -
CTBUS KOMMpOMeTauun cnyxebHorr uHdopmaumun. HeobxoaAMMO NPUHATL GOPMaANN30BAHHYK MNONUTUKY,
YYUTBLIBAIOLLYIO PUCKM, CBA3AHHbIE C PaBOTON C NEPEHOCHLIMU YCTPOMCTBAMU, B OCOOEHHOCTU B HE3ALLMLLEH-
HOl cpepe. Takass NOAUTMKA OOMXHa BKJOYaTb TpeboBaHUA NO PpU3MYECKON 3alunTe, KOHTPOO A0oCcTyna,
NCMNONb30BaHMUIO CPEACTB U METOAOB kKpuntorpadum, pe3epBMpOBaHUIO U 3aMTe OT BUPYCOB. Heobxoanmo,
4yTOObI 3TA NOANTUKA BKJIOYaNa NpaBuiia n PeKOMeHAaLnm no NnoaCoeaMHEHNI0O MOOUbHBIX CPEACTB K CETAM, a
Takxe pa3paboTKy PyKOBOACTB MO MUCMONbL30OBAHUIO 3TUX CPEACTB B 06LEeA0CTYNHbIX MECTax.

CnenyeT NposiBNSiTb OCTOPOXHOCTb NPU UCMNOJIb30BAHUN MOOUNbHBIX CPEACTB BbIYNCIUTENBHOW TEXHU-
KU U APYTUX CEPBUCHbBIX CPEACTB B 00LLLEAOCTYMNHbLIX MECTAX, NEPErOBOPHbBIX KOMHATAaX U HE3ALMLLEHHbIX MOME-
LeHMaxX BHe opraHum3dauun. YTobbl UCKIYNTbL HEABTOPU3OBAHHbLIN AOCTYN UAM packpbiTme nHdopmMaumu,
XpaHnMmon un obpabaTbiBaeMO 3TUMWU cpencTtBamMu, Heob6xXxoOAMMO WCMONb30BaHME CPEeAcTB M METOM0B
kpuntorpadum (10.3).

Mpy ncnonb3oBaHMN MOBUBHLIX CPEACTB B 0OLLENOCTYMHbLIX MECTAaX BaXHO MPOSABASATbL OCTOPOXHOCTb,
4TOObl YMEHbLLUNTL PUCK «MOACMOTPa» Mapofien [ocTyna HeaBTOPM3OBAHHLIMU nuuamu, Heobxoommo BHeA-
pPATb U NOAAEPXUBATH B aKTYyaIM3MPOBAHHOM COCTOSSHMMN CPEACTBA 1 CMOCO0LI 3aLMThl OT BPEAOHOCHOMO Npo-
rpammHoro obecneuvenus (8.3). Cnenyet Takke obecneymBaTb 4OCTYNHOCTb 060pyAOBaHMS ANng GbICTPOro n
yoobHoro pesepBupoBaHusa uHdopmaumm. Heobxoammo Takxe obecneuymBaTb aAekBaTHYIO 3aluTy
pe3epBHbLIX KOMUI OT KPaxu uan notepn nHGopmaumn.

CooTBeTCTBYIOLLYIO 3aWNTy HeoOxoamMmo obecneymBaTb MOOUIbHBIM CpeacTBaM, MOACOEAUHEHHBIM K
06WenoCTYNHBIM CeTaM. YAaNieHHbIn [OoCTyn K cnyxebHon uHdopmauum yvepe3 06LWeAoCTYNHYI0 CeTb C
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MCNOJIb30BAHMEM MOOUNBbHBLIX CPEACTB BbIYUCAUTENbHOW TEXHUKU ClieayeT OCYLEeCTBAATb TOJbKO MNOcne
YCNELWHON naeHTudunkaumm n ayTeHTudurkaumm, a Takxe npu Hanmymm COOTBETCTBYIOLMX MEXAHU3MOB yNpaB-
neHus goctynom (9.4).

O6opynoBaHMe, Ha KOTOPOM XPaHUTCS BaXHas u/unmn Kkputuyeckass KOmmepyeckass nHGopmaums, He cre-
nyeTt ocTaBnath 6€3 NpMcMOTpa M N0 BO3MOXHOCTU HEOOXO0AUMO GU3NYECKM MIONUPOBATbL Er0 B HAAEXHOE
MECTO WJIN UCMONb30BaTb CNeLnanbHble 3alUTHbIE YCTPOMWCTBA HA caMmOM 060pyAOBaHMN, 4TOObI UCKITOYUTL
€ro HeaBTOPM30OBAHHOE UCNONIb30BaHMe. [NlepeHOCHbIEe YCTPOMCTBA HEOOXOAMMO Takxke GU3MYeckn 3alniLaThb
OT Kpax, 0COOEHHO KOorga ux ocTaBnsaT 6e3 NnpucMoTpa, 3abbiBalOT B @aBTOMOOMAAX UAN APYrnX BUAAX TPaHC-
nopTta, rOCTUHUYHBLIX HOMEpax, KOHdEepeHu-3anax n Apyrux mecrtax Bctped (7.2.5).

Heo6xoaMmMo nHGopmMmpoBaTb COTPYAHMKOB, MCMOMb3YKOLWNX NEPEHOCHbIE YCTPONCTBA, O AOMONHUTENb-
HbIX pUCKax U HeobXoAMMbIX MeponpusaTuax obecnevyeHns MHOOPMALNOHHONK 6e30MacHOCTU, CBA3AHHbLIX C
3TUM cnocobom paboThl.

9.8.2 Pa6oTa B AUCTAHLUMOHHOM pexume

Mpu paboTe B AUCTAHUMOHHOM pexuMme, a Takxke ana obecneyeHus paboTbl COTPYAHUKOB BHE CBOEW
opraHusaumun, B KOHKPETHOM YyAAJIEHHOM MECTE MPUMEHSAITCS KOMMYHUKALMOHHbIE TeXHONorum. [llpn aToM
cnepnyeT obecneymBaTh 3aWUTY MECT AUCTAHUMOHHON paboThl kak OT Kpax 060pyaoBaHMa U MHGOPMaLUK, Tak
N OT HEAaBTOPU30BAHHOIO PacKpbITUA MHGOPMaLMN, HEABTOPM30BAHHOMO YAANEHHOr0 A0OCTYNa K BHYTPEHHUM
CUCTEMaM OpraHm3auuMm AN HENPaBUIBLHOrO UCNOJb30BaHUa obopynoBaHusa. BaxHo, 4yToObl npu paboTe B
OVUCTAHLNOHHOM pexumMe Bblnv BbiMOSHEHbl TPEOOBAHMSA Kak MO aBTOPM3aLUM, Tak U MO KOHTPOJIO CO CTOPOHbI
PYKOBOACTBA, a Takxe Obln ob6ecneyeH COOTBETCTBYOLWMIA YPOBEHb MHPOPMALMOHHON 6€30NacHOCTM 3TOro
cnocoba paboThl.

OpraHunsaumsam Heo6xoaMmMo NnpeaycmaTpmeaTbh pa3paboTky NOAUTUKK, NPOLEAYPbl U CNOCOObI KOHTPONS
3a AeiCTBUAMM, CBSA3aHHBIMU C PaboTol B AMCTAHUMOHHOM pexume. OpraHm3dauunam cnenyeT aBTOPU30BbI-
BaTb BO3MOXHOCTb PaboThl B AMCTAHLNOHHOM PEXUME TONIbKO B C/ly4ae YBEPEHHOCTU, YTO MPUMEHSIOTCS COOT-
BETCTBYOLLME Mepbl MHPOPMALMOHHON 6E30MaCHOCTU, KOTOPbIE COracyloTCcs C NOAMTUKON 6e30macHOCTU
opraHusaumun. Heo6xoaMmo NpuMHUMaTh BO BHUMAHUE:

- cyLlecTByoLWY0 pn3nyeckyo 6€30nacHOCTb MecTa paboThbl B AUCTAHLMOHHOM PEXUME, CTOUYKN 3PEHUS
6e30MacHOCTM 30aHNSA U OKPYXaloLweh Cpeabl;

- npepnaraemoe obopynoBaHne MeCT AUCTAHLUUOHHOW paboThl;

- TpeboBaHus K6€30NaCHOCTU KOMMYHUKALUI, NCX0AS N3 NOTPEOHOCTU B yAaNIEHHOM A0CTYMNE K BHYTPEH-
HUM CUCTEMaM OpraHusaumun, BaXHOCTU MHOpMaLMnM, K KOTOPOoK ByaeT OCyLeCTBAATLCA AOCTYN M KOTopas
OyneTt nepenaBatbCs MO KaHaNlam CBA3M, a Takke BaXHOCTb CAMUX BHYTPEHHUX CUCTEM OpraHusauuu;

- Yrpo3y HEaBTOPU30BAHHOIO AOCTYNa K MHGOPMaLMN UM Pecypcam Co CTOPOHbI APYIUX UL, UMEIOLLMX
0OCTyNn K MecTy AUCTAHLMOHHONM paboThl, HANpPUMeEp, YIEeHOB CEMbU U APY3EN.

Meponpuatnsa no o6ecneyeHnio MHGOPMALNOHHOMK 6€30NaCHOCTN B 9TUX YCIOBUAX OOJIKHbI BKJIOYATb!

- obecrneyeHne noaxoasawmnm obopynoBaHMemM U mMebenbld Mecta AUCTAHLUOHHOW paboThl;

- onpepeneHne BMAOB pa3pelleHHon paboTbl, BpeMeHn paboTel, knaccudukaunio nHpopmaymm, KoTo-
pas MOXET XPaHUTbCH, a TakXe onpeaesieHne BHYTPEHHUX CUCTEM M YCNyr, AOCTYN K KOTOPbIM aBTOPU30BaH
nuuy, pabortaluwemy B AUCTAHLUOHHOM PEXUME;

-obecneyeHne nOAXOASWMM TENEKOMMYHUKALNWOHHbIM 000pynOBaHUEM, B TOM 4ucne CpeacTBamu
obecnevyeHns 6e30NaCHOCTU yaaNeHHOro A0CTyna;

- dnanyeckyto 6e30nNacHOCTb;

- NpaBuna n pykoBOACTBA B OTHOLUEHMU AOCTYNa Y1E€HOB CEMbU U ApPYy3ei K 000pya0BaHUI0 N MHPOpMa-
umnu;

- obecneyeHne NoanepPXkn 1 06cnyxmBaHna 060pyaoBaHMS M NPOrpaMMHOro obecnevyeHus;

- Npoueaypbl B OTHOWEHUN Pe3epBUPOBAHUS AaHHbIX U1 006ecnevyeHnss HENPepPbIBHOCTU AEATENbHOCTU;

- ayouT 1 MOHUTOPUHI 6e30MacHOCTH;

- aHHYNMPOBaHME MOJIHOMOYUIA, OTMEHY NMpPaB AOCTyNa 1 Bo3BpaleHne 060pyaoBaHMa B Cliydae npekpa-
LweHnss paboTbl B AUCTAHLMOHHOM pPeXume.

10 Pa3paboTka n oocnyxumBaHue cuCtem

10.1 TpeGoBaHua K 6e30MaCHOCTU CUCTEM

Llenb: ob6ecneyeHune yyeta TpeboBaHMin 6€30NacHOCTM Npu pa3paboTke MHOOPMALMOHHbBIX CUCTEM.
O1n TpeboBaHUa KacaloTCa MHOPACTPYKTYPbl, BU3HEC-NPUNOXEHNN, a TAKXE NPUNOXEHUI, pa3paboTaH-
HbIX nosb3oBaTensamu. lMpoueccbl NPOEKTUPOBAHUSA U BHeAPEeHUS BU3HEC-NMPUNIOXEHUS WAn cepBuca MoryT
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ObITb KPUTUYHBIMU CTOYKKN 3peHnsa 6e3onacHOCTU. TpeboBaHua Kk 6€30MacHOCTY cneayeT uaeHTUPUUMPoOBaThb
N COrnacoBbiBaTb A0 pa3paboTky MHPOPMALUNOHHBLIX CUCTEM,

Bce TpeboBaHus 6e€30MacHOCTU, BKJOYasa HeobXoaMmble MeponpusaTUS MO Nepexony Ha aBapUAHLIN
pexum, cneayet uoeHTMGUUMPOBATbL HA CTaauMM ONpeneneHus 3a4ad NpoekTa, a Takxxe 060CHOBbLIBATh, Corna-
COBbIBATb M OOKYMEHTMPOBATb B paMkax 06L,ero npoekTa no BHEAPEHUIO NMHPOPMALNOHHON CUCTEMBI.

10.1.1 AHanus n cneundunkaung TpedboBaHnii 6esonacHocTun

Heobxoanmo, 4yto6bl B OpMynmMpoBKax TpeboBaHUin 6M3HeCa B OTHOLIEHUN HOBbLIX CUCTEM UJIN YCOBEP-
LEHCTBOBAHUSA CYLLECTBYIOLMNX CUCTEM OblM yuTeHbl TpeboBaHusa nHdopMaumoHHol 6e3onacHocTu. Mpu
3TOM CnefyeT yYnTbiBaTb Kak BO3SMOXHOCTWN BCTPOEHHbLIX B CUCTEMY aBTOMATU3MPOBAHHbIX CPeAcTB obecneye-
HUSE MHGOPMaLMOHHOM 6€30MacHOCTN, Tak U HEOBXOAMMOCTb MPUMEHEHUS OPraHU3aLMOHHbLIX MEPONPUATUI
no ynpasneHmnio nHGopMaLMoHHOM 6e30NacHOCTLIO UM pa3paboTKy cneumanbHbiX CPeACTB. AHANIOTMYHO Cle-
OyeT NoAXOANUTb K OL,eHKEe NakeTOB NpUKIaaHbIX nporpamMmm. Kak npasuno, pykoBOACTBO A0JIXHO 06ecneymBaTtb
NCMNONb30BaHNE CEPTUPULNPOBAHHbBIX MPOrPAMMHBIX MPOAYKTOB UAN MPOAYKTOB, NMPOLEAWNX HE3ABUCUMYIO
OLLEHKY.

TpeboBaHnsg 6€30MaCHOCTU U COOTBETCTBYOLME Meponpuatnsa no obecneyeHnio MHGOPMALMOHHON
6e30NacHOCTU O0MIXHbI YY4UTBIBATbh LLEHHOCTb MHPOPMALNOHHbLIX aKTUBOB, MOTEHUMaNbHbIl yulepb 6usHecy,
KOTOPbIA MOXET CTaTb Pe3ynbTaTtoM HE3aPPEKTUBHOCTM UM OTCYTCTBUSA Mep 6e3onacHocTn, OueHka u ynpas-
NieHne puckamMmm — OCHOBa Aas aHanm3da TpeboBaHuii K 6€30MacHOCTY 1 onpeeneHnss HeobxoaMMbIX Mepon-
pUATUIA MO yNpaBfieHU0 NHPOPMALMOHHON 6€30MacHOCTLIO.

MnaHnpoBaHue meponpuaTuin no obecneyeHnio MHGOPMaALMOHHOW 6E30NaCHOCTU HA CTaAMN NPOEKTU-
POBaHUS CUCTEMbI MO3BONSAET CYLLLECTBEHHO CHU3UTb 3aTPaThl HA UX BHEAPEHME U MOALEPXKY MO CPABHEHUIO C
pa3paboTKO COOTBETCTBYIOLLMX MEPOMNPUATUIA BO BPEMS UM NOCJIE BHEAPEHUS CUCTEMBI.

10.2 Be30onacHOCTb B NMPUKJaAHbIX CUCTEMAX

Llens: npepoTtBpaweHne notepb, MoandukauMum UnM HEMPaBUIbHOIO UCMONbL30BAHUS NOJIb30BATEb-
CKMX O@HHbIX B MPUKNAOHbIX CUCTEMAX.
CooTBeTCTBYOWME MepONpuATUA No obecnedyeHunto MHPOpPMaLMOHHOK 6e30MNacHOCTH, BkoYas GyHK-
UMM ayamTa unu NnpoToKoIMpoOBaHNE AeACTBUI NOJIb30BaTeNs, HE06X0AMMO NpeAyCMaTpuBaTh B NPUKIALHbIX
CUCTEMax, BKJOYAS MPUJIOXEHUS, HANUCaHHbIE CAMUMM MONb30BATENAMU. OTU MEPbl AOJIXHbI BKOYATb B
cebs ob6ecnevyeHne GYHKLUNOHANBLHOCTN NOATBEPXAEHNS KOPPEKTHOCTN BBOAA, 06paboTku 1 BbIBOAA AAHHbIX.
JononHutenbHble MeponpuaTua no obecnevyeHnto MHGOPMaLMOHHOKW 6e30nacHOCTU MOryT notpebo-
BaTbCHA OIS CUCTEM, KOTOpble 00pabaThiBAOT UM OKa3biBAOT BO3AENCTBUE HA BAXHbIE, LLEHHbIE N KPUTU-
Yyeckue akTUBblI OpraHmM3aumm, n nx Heo6xoaMmo onpeaensaTb Ha OCHOBE TpeboBaHUII 6€30NaCHOCTU N OLEHKM
PUCKOB.
10.2.1 MoaTBepXAeHMe KOPPEKTHOCTU BBOAA AaHHbIX
Heobxoanmo obpawate 0co60e BHUMaHME HAa KOPPEKTHOCTb BXOAHbIX AAHHbIX A9 NPUKNAAHbIX CUCTEM.
Mpwn BBOOE BM3HEC-TPaH3aKLUNIA, MOCTOSHHbIX AAHHBIX (MMEHa 1 afpeca, KpeaAUTHbIE TMMUTLI, U OEHTUDMKALN-
OHHble HOMEpa KJAMEHTOB) U Tabnuy napaMeTPOoB (LeHbl NPOAaX, KypChl BaNOT, CTABKW HANIOrOB) cneayeT npu-
MEHATb MPOBEPKY KOPPEKTHOCTM BBOAA Ana oOecneyeHWss yBEPEHHOCTU B WX COOTBETCTBUM UCXOOHbLIM
OaHHbIM. [1ng 3TOro uenecoobpa3Ho NpMMEHEHNE CNeayLmMx MeponpuaTuii no obecnevyeHuno nHopmMaym-
OHHOV 6€30MacHOCTH:
a) NPOBEPKM UCKIIIOYEHUS OABOWHOro BBOAA WM Apyrve MNpPOBEPKM BBOAA C Lenbio OOHapyXeHus
cnenyloLWmnx owmnbok:
1) 3HaA4yeHun, BbIXOAALWMNX 32 AONYCTUMbIN AMana3oH;
2) HeponyCTMMbIX CUMBOJIOB B MOJNIAX OAHHBIX;
3) oTcyTcTBylOWME MU HEMOJIHbIE OAHHbIE;
4) npeBbILUEHNE BEPXHUX U HUXHUX NpenenoB o0bema OaHHbIX;
5) HeaBTOPWM30BAHHbLIE UM MPOTUBOPEYUBLIE KOHTPOJIbHbIE OAHHbLIE;
0) nepuoanyecknii aHanma3 (NPOCMOTP) COAEPXMUMOro KNlYeBbiX none unn ¢annoB AaHHbIX ANS
NOATBEPXAEHNA UX 4OCTOBEPHOCTU U LLeSIOCTHOCTH;
B) CBepka TBepAblX (MeyaTHbIX) KOMUA BBOAUMbLIX OOKYMEHTOB C BBOOAMMBIMU AAHHLIMWU Ha nNpen-
MET BbIIBJIEHUS NI0OObIX HEABTOPU30BAHHbBIX NBMEHEHUWI 3TUX AAaHHbIX (HEOOX0ANUMO, YTOObI BCE N3MEHEHUS BO
BBOAMMbIX AOKYMEHTax Oblnv aBTOPU30BAHbI);
r) npouenypbl pearnpoBaHusa Ha OWKNOKK, CBA3AHHbIE C MOATBEPXAEHNEM AAHHbIX;
0) npouenypbl NPOBEPKM MpaBaonofodbus BBOAMMBIX OAHHBIX;
e) onpeneneHne 0693aHHOCTEN BCEX COTPYAHUKOB, BOBJIEYEHHbLIX B NMPOLLECC BBOAA OAHHbIX.
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10.2.2 KoHTponb 06paGoTKM AaHHbIX B CUCTEME

10.2.2.1 O6nacTu pucka

JaHHble, KOTOpble OblM BBEAEHBI MPABUIbLHO, MOTYT OblTb MCKaXeHbl BCAeACTBME OWNOOK 06paboTkm
N1 npeaHaMepeHHbIx aercTeuin. C uenbio 06HapyxeHns NoAoOHbIX UCKaXeHN B GYHKLMN CUCTEM creayeT
BK/OYaTb TPeboBaHUsA, o6ecneymBatoLLme BbINOJIHEHME KOHTPOJbHbLIX MPOBEPOK. Heo6xoammo, 4ToObl AM3aiiH
npunoXxeHnn obecneynBan yBEPeHHOCTb B TOM, YTO BHEAPEHbI OrpaHMYEeHNs, HaNpaBleHHble HA MUHUMKN3a-
LMIO pucka OTKa3oB, BeAyLMX K MOTepe UEIOCTHOCTU AaHHbIX. HeoOXoAuUMO yuuTbiBaTb, B YHACTHOCTM,
cnepywouiee:

- UCMONb30BaHNE MeCTa B nporpammax ans GyHkuuin nobaBneHns u yoaneHus OaHHbIX;

- Nnpouenypbl 4ng NPeaoTBPALLEHMS BbIMONHEHMUS NPOrpPpaMM B HEMPABUJIBHON NOCNEA0BaATENLHOCTU UK
ee 1ucnosHeHuns nocne c609 Ha npeabiayuleM atane o6paboTkM AaHHbIX (8.1.1);

- UCMONb30BaHNE KOPPEKTMPYIOLWMNX NPpOrpamMm AN BOCCTaHOBNEHMs nocne cb6oeB n obecneyeHns npa-
BWUJIbHO 06pabOTKM AaHHbIX.

10.2.2.2 TpoBepkn 1 cCpeacTBa KOHTPONS

Bbi6op HEOOXOOAMMBIX CPEACTB KOHTPONS 3aBUCUT OT Xapaktepa OGU3HeC-npunoXeHnsa u nocnencTeui
ons 6usHeca noboro NckaxeHus AaHHbIX, MNpuMepbl BCTPOEHHbIX CPeacTB obecnevyeHns MHPOPMALNOHHOM
6e30nacHOCTN MOTYT ObITh:

a) CpeacTBa KOHTPONS CEaHCOBOW WAM MakeTHOW 06paboTKM C LENbD BbIBEPKU KOHTPOJIbHbIX AaH-
HbIX (OCTATKOB/KOHTPOJIbHbIX CyMM) B ¢aiinax AaHHbIX NOocfie TPaH3aKLUMOHHbIX OOHOBIEHUIA;

0) cpencTBa KOHTPONS BXOASLLMX OCTATKOB C LENbd WMX MPOBEPKU C NPeabiayLMMU 3aKPbITbIMU
ocTaTkamu, a UMEHHO:

1) cpelcTBa KOHTPOAS «OT BbIMOJHEHUS — K BbIMOJIHEHUIO»;
2) obwme CyMMbl MU3MEHEHHbIX AlaHHbIX B daline;
3) cpencTBa KOHTPOAS «OT MPOrpaMmmbl — K MPOrpamMmme»;

B) NMOATBEPXAEHME KOPPEKTHOCTWN AaHHbIX, FeHepupoBaHHbIX cuctemoii (10.2.1);

r) NPOBEPKM LENOCTHOCTM MOJIYYEHHbIX WAN NepefaHHbIX AaHHbIX (NporpamMmHOro obecnevyeHus)
MeXAY LEeHTpanbHbIM (FNaBHbIM) M yaaneHHbIMU KoMnbioTepamu (10.3.3);

[) KOHTPOJibHble CyMMbI 3anucen n ¢annos;

e) npoBepkn ona obecnevyeHUs yBEPEHHOCTU B TOM, YTO MPUKNALHbIE MPOrpamMmbl BbIMOJHAIOTCA B
HYXHO€ Bpewms;

X) npoBepkn gns obecrnevyeHus yBepPeHHOCTU B TOM, YTO MPOrpamMMbl BbIMOJHSAIOTCA B MPaBUJIbHOM
nopsioke M npekpawalT paboTy B cnyyae 0Tkasa, 1 4To AanbHelwas o6paboTka NnpuocTaHaBNMBAETCS A0 TeX
nop, noka npob6nema He 6yneTt paspelueHa.

10.2.3 AyteHTudukaumsa coobleHui

AyTeHTudukauma coobueHnii. — 3TO METOA, MUCNOJb3yeMbI AN 0OHAPYXEHUS HEeaBTOPU30BAHHbIX
N3MEHEHNN UNN NOBPEXAEHUN COAEPXAHUA NEePefaHHOro 3NeKTPOHHOro coobueHns, AyteHTudunkaums coob-
LWEeHUA MOXeT ObiTb peann3oBaHa kak annapaTHbIM, Tak M NPOrpaMMHbIM NyTeM B GU3NYECKOM YCTPONCTBE
ayTeHTudukaumm coodbLLeHn nnnm B NPOrpaMMHOM anropuTMe.

AyTeHTudmnkaumio coobeHnin HeobxoaMMO NCMONbL30BaTb A1 OU3HEC-NPUNOXEHUN, rae A0MXHA ObiTb
obecneyeHa 3awLnMTa LENOCTHOCTM COAEPXAHUA COOBLLEHMA, HANPUMEDP NPU 3JIEKTPOHHbLIX NEPEBOAAX AEHEX-
HbIX CPEACTB, nepechiike cneyndurkaLunii, KOHTPAKTOB, KOMMEPYECKNX NPEAN0XEHNA N NPOYNX LOKYMEHTOB,
UMEILLNX OONbLUYIO BaXHOCTb, WM APYrMX NOAO0OHbLIX 3N1E€KTPOHHbLIX 0OMEHOB AaHHbIMU. YTOObLI ONpenennTsb,
TpebyeTcs nn ayTeHTUdUKaumna coobLLeHnin, Heob6XoaAMMO BbIMONHATbL OLLEHKY PUCKOB 6€30NacHOCTN N BbIOU-
paTb Hanbonee noaxoAsWmMii MeToad ee peanmsauuu,

AyTeHTudukauma cooblieHnii He NpegHa3HavyeHa AN 3alWnThl COAEPXaHUA COOOLLEHNS OT HENpPaBo-
MOYHOTI0 ero packpbiTua. [1ng aTon uenu npn ayTeHTudukaumm coobLeHniA MOryT MCNoONb30BaTbCS KpUNTOrpa-
¢nueckme metoabl (10,3.2 n 10.3.3).

10.2.4 NopTBEepXAEeHUE KOPPEKTHOCTU AaHHbIX BbIBOAA

JaHHble, BBIBOAMMbBIE N3 NPUKNAAHON CUCTEMBI, HEOOXOANMMO NPOBEPSATL HA KOPPEKTHOCTb, YTOOLI 06€eC-
neynBaTb YBEPEHHOCTb B TOM, 4TO 06paboTka MHOpMaLMM BbINOJIHEHA NPaBuibHO. Kak npaBmnio, CUCTEMBI
NOCTPOEHbI HA NPEANOCHIIKE, 4TO NPU HATMYNN COOTBETCTBYIOLLUX MOATBEPXAEHNN KOPPEKTHOCTH, MPOBEPOK U
TECTMPOBAHMSA BbIBOAMMbIE AaHHblE OyayT BCeraa npaBuiibHbl, Ho 3T0 He Bcerpa Ttak. lNoareepxaeHmne Koppek-
THOCTM AaHHbIX BbIBOAA MOXET BK/OYaATb:

- NPOBEPKN HA NpaBaonoanobue C Lenbio onpeaeneHns, SBAa0TCS N BbIXOAHbIE AAaHHbIE NPUEMJIEMbIMU;

- NPOBEPKN KOHTPOJIbHbIX CYETYMKOB HA NPEAMET YA0CTOBEPEHUS, YTO BCE AaHHbIe 6binn 06paboTaHsl;

- obecneyeHne [OCTAaTOYHON MHOpMaULMKM ONa noayyaTtens pe3ynbTaToOB BbIBOAA WKW MOCHEAYyIOLLENn
cucTeMbl 06paboTku, 4TOOLI ONPEnENNTb KOPPEKTHOCTb, 3aKOHYEHHOCTb, TOYHOCTb U kKnaccudukaumnto nHdop-
Mauuu;
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- npouenypbl NO BbINOJIHEHUIO TECTOB Ha NoAaTBepXAeHune BbiIBOOWMbIX OAHHbIX;
- onpepeneHune 0693aHHOCTEN BCEX COTPYAHUKOB, BOBJIEHYEHHbIX B MPOL,EeCC BbiIBOAA AOaHHbIX.

10.3 Mepbl 3awnThl MHGOPMaL MM, CBA3aHHbIE C UCMOJIb3OBAHMEM Kpuntorpadpun

Lensb: 3awmta KOHGUAEHUMANBHOCTU, ayTEHTUYHOCTU WU LLEeNOCTHOCTU MHOOPMaLUN.

Kpuntorpaduyeckme cuctembl M MeTOAbl ClieAyeT WMCNOJb30BaTbh ANS 3aWnTbl KOHOUOAEHUMANBHOWN
nHdopmaummn, Koraa opyrve cpencTesa KOHTpons He o6ecneuymBaloT afeKkBaTHOM 3aLLMThI.

10.3.1 MonnTuka B OTHOLWEHUU UCMNONb30BaHUA Kpuntorpadum

PeweHns OTHOCUTENLHO NpPUMEHEHUA KpunTorpaduyeckmx Mep 3alnTbl clieayeT paccmaTtpuBaTb B
pamMkax 6onee ob6Lero npouecca OLEeHKN PUCKOB 1M BeIOOpa Meponpuatnii no obecnevyeHnio MHGOPMaLMOHHOM
6esonacHocTu. ina onpeneneHns He0OXOAMMOro ypOBHS 3alunThl MHGOPMaLMn cnenyet NnpoOBOAUTL OLLEHKY
PUCKOB, KOTOpas A0J/IXHA MCNONb30BaTbCH AN ONPefesieHns Toro, ABaseTca nam kpuntorpaduyeckoe cpepn-
CTBO MOAXOAALMM, KaKOW TN CPencTB HEOOXOAMM, C KakOW LLeNbl0 U B OTHOLIEHUUN Kaknx OM3HEC-NPOLLEeCCOB
ero cnenyet NPUMEHSATb.

B opraHmdauuu cnenyet pa3paboTaTb NOAMTUKY UCMOJIb30BAHUSA KPUNTOrpaduieckux CpeacTB 3alumThl
nHdopmaumun. Takaa noamtTuka Heobxoauma, 4ToObl MakCMMMU3MPOBATbL MPEMMYLLECTBA U MUHUMMU3MUPOBATL
PUCKN, CBA3AHHbIE C NCNONBb30BAHUEM KPUNTOrpaduyecknx CpeacTs, a Takxke nabexaTb HeaAekBaTHOro UIn
HEMNPaBUJIBHOrO MX UCMNONb30BaHuA. pu 3TOM HEO6X0AMMO ONpeaenunTh:

a) MeTOAMKY MCMONb30BaHMA kpuntorpaduyeckmx CpencTs B opraHm3auuu, Bkaovas obuime npuiH-
LMnbl, B COOTBETCTBMWU C KOTOPLIMU ClieayeT 3awuwaTtb cnyxebHyio nHdopmawmio;

0) NpUHUMNBLI yNpaBNeHuUs KJl4YamMun, BKIOYAA MEeTOAbl BOCCTAHOBNEHMS 3alundpoBaHHON MHPOP-
Mauunm B ciyd4ae noTtepu, KOMNpPOMeTaLUnM UM NOBPEXOEHUS KNIOYEN;

B) ponu n 0693aHHOCTU AOMKHOCTHbLIX UL, 3a:

1) peanusauuio NOANTUKN;
2) ynpaBneHue kn4Yamu;

r) COOTBETCTBYWOLWMUIA YPOBEHb KPUNTOrpadumnyeckom 3almnTbl A8 PasnnYHbIX OaHHbIX;

0) nepevyeHb MepPONpPUATUA, KOTOpble AOMKHbB 06ecneynmBaTb 3PHEKTUBHOCTb BHEAPEHUS METO-
[0B KPUNTO3aWKNThl B OpraHn3aumm.

10.3.2 LWudpporaHue

LndpoBaHme — 3TO kpunTorpaduyeckmin MeTof, KOTOPbI MOXET MCNONb30BaTbCA ANg obecneyvyeHus
3aWMThl KOHPUAEHLMANBHOW, BAXHON UAM KPUTUYHON MHOpPMaLUn.

Ha ocHOBe OLEeHKN PUCKOB HEOOXOAMMO onpeaensiTh TpebyemMblil YypOBEHb 3ALLNTLI, NPUHUMAS BO BHUMA-
HMEe TUN U Ka4yeCTBO UCMONb3YEMOro anropmtMa WwndpoBaHud, a Takxe OJNHY KpunTorpapuyeckux Kioyen.

Mpu paspaboTke NOAUTUKN UCMNONb30BAHUS KpunTorpaduyeckmx cCpeacTs Heob6xoaMMo yunThiBaTb Tpe-
6oBaHMs 3aKOHOAATENbCTBA UM OrpPaHWYEHUs, KOTOPbIE MOrYT MPUMEHATHCS B OTHOLIEHWM WCMNONb30BAHMUSA
kpuntorpadunyeckmx MeTOLOB B pasHbiX CTpaHax, a Takxe BOMPOCHI, kacawowmecs obbema notoka 3awmndpo-
BaHHOM MHGOpMaLVN, NnepegaBaeMoin Yepes rpaHuLbl rocygapcts. Kpome Toro, cnenyet yunTbiBaTh TpeboBa-
HUS 3aKOHOAATENbCTBA B OTHOLIEHMM 3KCNOPTA M UMnopTa kpuntorpaduyeckmux TexHonoruim (12.1.6).

Ona onpeneneHns Heo6xo0AMMOro ypoBHS 3almThl MHGOPMaLmn, Bbibopa NOAXOAALNX CPEACTB U METO-
[O0B 3alnTbl, KOTOPbIE AOMXHbLI 06ecneymBaTb TpebyeMblli YPOBEHb 3alMUTLl U peanu3aumm 6e30nacHbIX Crno-
cob60B ynpaBfieHMs kfo4yamMu, Lenecoobpas3Ho KOHCYbTUpoOBaTbCcs co cneunanuctamm (10.3.5). Kpome Toro,
MOXeT noTpeboBaTbCa KOHCYNbTALMS IOPUCTA OTHOCUTEIbHO 32KOHOB U HOPMATUBHBIX aKTOB, KOTOPbIE MOryT
OblTb MPUMEHVMMBbI B Cjlydyae npeanonaraeMoro WCNoJib30BaHUS oOpraHuv3aumeln MeTonoB U CPeAcTB
WwnopoBaHus.

10.3.3 Uudpoebie noanucu

LUndposbie noanucu obecneuynBaioT 3amTy ayTEHTUDUKALUN N LENOCTHOCTU 3NEKTPOHHbLIX OKYMEH-
TOB.

Hanpumep, anekTpoHHbIE NOANUCK MOTYT UCMNONb30BATLCS NMPU 3NEKTPOHHOM TOProBie, rae eCTb Heo6-
XOOMMOCTb B KOHTPOJE C Lesbio YA0CTOBEPUTLCS, KTO Noanucan aNeKTPOHHbIN LOKYMEHT, a Takxe npoBepke,
OblNO N cofepxaHue NOANUCAHHOIO LOKYMEHTA U3MEHEHO.

LUndpoBbie noanucK MoryT NPUMEHATbLCS ANna nobon Gopmbl AoKyMeHTa, 06pabaTbiBAEMOro 3M1EKTPOH-
HbIM CMOCOOOM, HanpumMep, NPy NOAMNUCY 3NIEKTPOHHBIX NNaTeXen, LeHEeXHbIX NePeBOA0B, KOHTPAKTOB 1 COrna-
weHuii. Undposbie nognucu moryt ObiTb peann3oBaHbl NPU UCMOJIb30BAHUM KpunTorpaduyeckoro MeToaa,
OCHOBbIBAIOLWLEroCH Ha 04HO3HAYHO CBA3AHHON nape K4Yen, raoe OAuH KoY MCNoNb3yeTcs Ana Co34aHna Noa-
nUcK (CEKPETHLIN/ANYHBIA KIIoY), a APYron —Ansg NpoBepPKU NOANUCU (OTKPBITLIN KITHOY).

Heob6xoamMmo ¢ 0coboi TuwaTenbHOCTbio 06ecneynBaTb KOHPUAEHUNANBHOCTb JIMYHOTO KO4Ya, KOTOPbIN
CnefyeT XpaHuUTb B CEKPEeTe, Tak Kak OO MMeIoLWmii K HeMy LOCTYN MOXET NOAMUCLIBATb JOKYMEHThI (nnaTe-
XW, KOHTPakTbl), TeM camMbiM panbcnduunpys NoANMChb Bnagenoua kinoda. Kpome To0ro, o4eHb BaxHa 3awmTa

42



LEeNnOCTHOCTU OTKPBLITOrO Kitoya, kotopas obecneuymBaeTcs MNpPU UCMONb30BaHUU cepTudukata OTKPbLITOro
knmouya (10.3.5).

CnepnyeT ynoenaTb BHMMaHMe BbIOOPY TUNA 1 Ka4eCTBY MCMNOJIb3YEMOro anropMtmMa noannucu n ANnHe K-
yein. Heo6xoaumo, 4To6bl kpunTOrpaduyeckme Knovm, NCNoab3yemMble A LMPPOBLIX NOANUCEN, OTINYANIUCH
OT TeX, KOTOpble Ucnonb3yTca ana wudposaHua (10.3.2),

Mpn ncnonb3oBaHuM UMPPOBLIX Noanucelnt, HeoOX0OMMO yyYuTbiBaTb TPeOOBaHUA BCEX OENCTBYOLLUX
3aKoHOAaTeNbCTB, ONPEeAeNsioWnx yCnosus, npu KOTopbix uMdposas MoANUCbL MMEET IPUANYECKYIO Cuiy.
Hanpumep, npun 3neKTPOHHOW TOProBfie BaXHO 3HaTb IOPUANYECKUI cTaTyCc unmdpoBbix nognucenn, MoxeTt
noTpeboBaTbCA HaNM4YMe CneunanbHbiX KOHTPAKTOB UKW APYrUX COrnaleHunin, 4tobbl NoanepXmMBaTb UCMOJb-
30BaHue uMGPOBLIX MOANMMCEN B cny4dasax, Korga 3akoHO4ATEeNbCTBO B OTHOWEHUM UMPOBLIX nognucen
HEeLO0CTaTO4YHO Pa3BmUTo. Heo6xoaMMO BOCMONb30BaTLCA KOHCYIbTALMEN IOPUCTA B OTHOLIEHNN 32KOHOB U HOP-
MaTMBHbIX AKTOB, KOTOPble MOryT ObiTb MPUMEHMMbIMU B OTHOLIEHWW NpPeAnonaraeMoro Mcnonb30BaHUS
opraHmnsaumein uMdpPOBbIX NOAMUCEN.

10.3.4 CepBUCbI HEOCMOPUMOCTH

CepBUCbHI HEOCNOPUMOCTU CNEAYET UCMONb30BaTh TaM, FAe MOXET TpebOOoBaThCS peLlaTb CMOPbI O HaNU-
YN NN OTCYTCTBUK COOBITUS UM LENCTBUSA, HAMPUMEP CMOpP MO UCNONb30BaHMIO LMDPOBON NOANUCU HA SNEK-
TPOHHOM KOHTpakTe uan nnartexe. [JaHHble CEPBUCHI MOryT NMOMOYb A0Ka3aTb, UMEN N MECTO KOHKPETHbIN
cny4an unu oencTeune, Hanpumep 0Tkas B OTChISIKE MHCTPYKUMU, NOANNCAHHON LMGPOBON NOANUCHIO, MO 3Nek-
TPOHHO NOoYTE. TN CEPBUCHI OCHOBLIBAIOTCS HA UCMONb30BAHUN METOAOB LUMPPOBAHUS U LMIPOBOM NOANUCK
(10.3.2 1 10.3.3).

10.3.5 YnpaBneHue knioyamm

10.3.5.1 3awwurta kpuntorpaduryeckmnx Knoyen

YnpasneHune kpuntorpapuyeckumm Knovamm BaxHO ons 9PPOeKTUBHOro NCNONb30OBaHMUA kpuntorpadu-
4eCKkMX CPeacTB.

Jliobas koMnNpomeTauma uanm noteps Kpuntorpaduyeckmx Knoven MOXeT NMPUBECTU K KOMMpPOMeTaLum
KOHOUAEHUNANBLHOCTN, NOAJIMHHOCTY U/UAN LEenoCTHOCTU nHdopMaumn. Cnenyet NpUMEHsTb CUCTEMY 3aLLn-
Tbl ol o6becnevyeHns MCMoNb30BaHUA OpraHM3aunein cnepylowmx Kpuntorpadumuyecknx MeTonoB:

- MeTOoAbl B OTHOLUEHUM CEKPETHLIX KN0Yen, rae ose unm 6onee CTOPOHbl COBMECTHO UCMONb3YIOT OAUH U
TOT Xe€ KJI04, 1 3TOT KJI04 NPUMEHAETCS Kak Ang wndpoBaHusa, Tak n aeundpoBaHns nHGopmaLmmn. IToT KoY
OOJIXEH XPaHUTLCS B CEKPeTe, Tak Kak JIloOon, MMEeLWmin 4OCTYN K 9TOMY K/Io4y, MOXET AewndpoBaTh BCHO
nHdopmMaumio, 3aliMGpPoBaHHYIO C NMOMOLLBID 3TOrO Kjio4a, WM BBECTU HEAaBTOPU30BAHHYIO MHGOPMALNIO;

- MeTOoAbl B OTHOLUIEHUU OTKPLITbIX KNKOYEN, rae Kaxabliil NoNb30BaTeNb MMEET napy Ka4Yen, OTKPbITbIN
K04 (KOTOPbIA MOXET ObITb MOKa3aH Nto60My) 1 INYHBIA KN4 (KOTOPLINA OOXEH XPaHUTLCA B cekpeTe), MeTo-
Obl C OTKPbLITBIMM KJIlO4aMU MOTYT MCnosb3oBatbcsa ang wudposaHua (10.3.2) n ana reHepaumm UNPpPOBbIX
nognucen (10.3.3).

Knioun HeobxoaAnMmMo 3alnaTbh OT UISMEHEHUS U PA3PYLIEHUS, @ CEKPETHLIM U JIMYHBIM KJllo4aM Heob6Xxo-
AVMa 3alumTa OT HEaBTOPU30BaHHOIO packpblTna. Kpuntorpaduyeckme MeToabl MOTYyT TakKe UCMONb30BaTbCs
ons aToi uenu. duanyeckyo 3awWnTy cneayet NPUMeEHATb ANs 3aWwmTel 060pYAOBaHUS, MCMONb3YEMOro AJis
W3roTOBNEHUS, XPAHEHUSA N apPXUBUPOBAHNUS KIIOHYEN.

10.3.5.2 Cnoco6bl, npouenypbl U METOAbI 3ALWUTLI KPUNTOrpaduyeckmx Kyemn

Heob6xogumo, 4Tobbl cuctema obecnevyeHmnss 6e30MacHOCTU UCMONb30BaHUA KJIOYEN OCHOBbIBanachb Ha
cornacoBaHum cnocobos, npouenyp n 6e3onacHbiXx METOA0B ANS:

- reHepaunm KnYen npyM NCNoNb30BaHMN Pa3NNYHBIX KPUATOrpaduIeCknux CUCTEM 1 Pa3anUYHbIX NPUNI0-
XEHUN,;

- reHepaumm 1 Nony4eHns cepTudUKaToB OTKPLITLIX KIOYeln;

- paccbiku KA4Yen npefHasHa4eHHbIM MOMb30BaTENAM, BKAOYAA MHCTPYKUUM MO UX aKTUBaALUW MNpun
noslyyeHnu;

- XpaHeHus KJKYel; npyu 3ToM He06X0AMMO HannymMe NHCTPYKLMN aBTOPN3OBAHHbLIM NOJIb30BATENSAM A4
noJiydeHus gocTyna K Kj4vawm;

- CMeHbl unn 06HOBNEHUS KJIKOYEN, BKIOYasa NpaBuia NOpsAka U CPOKOB CMEHbI KIIOYEN;

- nopsaka OEeNCcTBMI B OTHOLWEHUM CKOMOPOMETUPOBAHHbLIX KJIIOYEN;

- @HHYNMPOBAHMUS KJOYEN, B TOM YMc/ie CNOCOObl aHHYIMPOBAHUSA UAN Ae3aKTUBALUK KITOYEN, €CNKU KITI0-
4yn ObIIM CKOMNPOMETUPOBAHbLI UIN NOJIb30BATENb YBONIUACA U3 OpraHn3auunm (B aToM cnyyae kiio4m Heobxo-
ONMO apxXMBMPOBATh);

- BOCCTAHOB/IEHUS KJIIOYEN, KOTOPbIE OblNM YyTEPSHbI UM UCMOPYEHbI, ANS paccekpeynmBaHusa 3awmdpo-
BaHHOM MHGOpPMaLmu;

-apXMBUPOBAHUSA KIOYEN, HANpuUMep ANa apXMBUPOBAHHOW UAW pe3epBHON MHGOPMaLUK;

- paspyleHns K4Yen;
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- perucTpauumn n ayouta 4eNCTBUNA, CBA3AHHbLIX C YNPaB/EHNEM KIoYaMu.

Ong ymeHblleHNs BEPOATHOCTU KOMMOpOMeTauum Heobxoommo, 4ToObl KIOYM UMENU OnpefesieHHble
0aTbl aKTUBM3ALUN N A,e3aKTUBALLUN, YTOObLI MX MOXHO 6bIJ10 Obl MCMONbL30BAThL B TEHEHNE OFPAHUYEHHOIO Nepu-
0[la BPEMEHMU, KOTOPLI 3aBUCUT OT 0OCTOATENLCTB MCNONBb30BAHUA KPUNTOrpaduruyeCcknx CpencTs, KOHTPOS 1
OT CTENeHN pucka packpbiTUa MHGopMaLmnn.

MoxeT noTpeboBaTbCa HanMyMe npoueayp o6paboTkM IOPUANYECKMX 3aNPOCOB, KAaCcaloWmMXcsa 40CTyna K
Kpuntorpaduyecknm kniovam, Hanpumep, 4Tobbl 3awmdpoBaHHaas nHdopMaumsa ctana OCTYNHOW B He3a-
wudposaHHON hopmMe Ana A0oKa3aTeNbLCTB B CyAe.

B pononHeHne K BONpocy 6€30MacHOCTUN YNPaBAeHUs CEKPETHBIMU U NINYHBIMU KJlO4aMU HEO6X0AMMO
yunTbiBaTb HEOOXOAMMOCTb 06ecneyeHns 3alnTbl OTKPbLITHIX Kioyen. CylecTByeT yrposa nopfenbiBaHus
uMdpPoOBOM NOANUCK U 3aMEHbI OTKPLITOrO K/toya NoabL30BaTENS CBOUM. JTa Npobnema pelaeTcsa ¢ MOMOLLbIO
cepTudukaTa oTKpPbITbIX kKtoueln. CepTudunkaTbl HEOOXOANMO UIFOTOBNATL TAKMM CNOCOOOM, KOTOPbIN OAHO-
3HAYHO CcBA3bIBan 6bl MHGOPMALMIO, OTHOCALLYIOCS K Bnafenbly napbl OTKPbITOr0/CEKPETHOro KI4Yen, ¢
OTKPbITbIM KJIO4OM. [M03TOMY BaXHO, 4TOObI MPOLLECCY yNpaBieHns, B paMkax KOTOPoro GopmMupyoTcs 3Tu
cepTudukaTbl, MOXHO OblN0 AOBEPATL. ITOT NPOLECC 0ObLIYHO BLINMOJHAETCH OPraHoM cepTudukaumm, KoTo-
pbii AOJKEH ObITb MPU3HAHHOW OpraHusaumeln, PyKOBOACTBYIOLWENCA COOTBETCTBYHOLWUMU NpaBuiaMu wu
npouenypamun MHGoOpMaLNOHHOK 6e30nacHOCTN Ang obecnevyeHnss TpebyemMoli CTeneHn 4OBEPUS K HEMY.

Heobxoammo, 4ToObl COAEpXaHue COrnaleHWit C BHEWHMMWU MNOCTaBLLMKaMU Kpuntorpaduyeckmx
CpencTB, HaNpUMep C opraHoMm cepTudukaunm, Bk4Yano TpeboBaHMA NO OTBETCTBEHHOCTU, HALEXHOCTMU
CPencTB 1 BPEMEHM pearnpoBaHMsa Ha 3anpochl No Ux NpefocTaBneHunto (4.2.2).

10.4 Be3onacHOCTb cUCTEMHbIX ¢aiinos

Lenb: obecnevyeHne moaepHU3aunm nHOGOPMALNMOHHBLIX CUCTEM U AeCTBUI NO UX NoAAepxXke 6e3onac-
HbIM CMOCO60OM.

B npouecce akcnnyataumm 6M3HEC-NPUIOXEHUA HEOOXOAMMO KOHTPONIMPOBATb AOCTYN K CUCTEMHBLIM
dannam.

Monb3oBatenn unu pas3paboTymMku, KOTOPbIM MPUHALNEXUT NPUKNafHas CUCTEMA WM NMPOrpamMmMmHoe
obecneyeHne, [OXHbI ObITb OTBETCTBEHHBIMU 3@ LLENOCTHOCTb CUCTEMBbI.

10.4.1 KoHTpoOnb NporpaMMHOro o6ecne4yeHusi, HaxXoASLWErocs B NPOMbILLJIEHHOW 3KCcnayaTauum

Heobxoanmo obecneumBaTb KOHTPOJIb 3@ NPOLLECCOM BHEAPEHUS NMPOrpaMMHOro obecneyeHns B npo-
MbILUEHHYIO aKcnayaTaumio. YTobbl CBECTU K MUHUMYMY PUCK MOBPEXOEHUSA CUCTEM, HaXOAALWMXCS B NPO-
MBILLEHHOW 39KCcnyaTauum, Lenecoobpa3Ho MCNOsb30BaTb Cleaylolme MeponpusaTusa no ob6ecneyvyeHuto
MHPOpPMaLNOHHOI 6e30NacHOCTU:

- 0OHOBNEHNE BGMBNMOTEK NPOrpaMM cCneayeT BbIMOJHATL TOJIbKO HAa3HAYeHHOMY cneunanncty— 6mb-
NMoTekapto NpM COOTBETCTBYIOLLEN aBTOpMU3aLmnmn ero o6a3aHHocTel pykosoacteom (10.4.3);

- MO BO3MOXHOCTU, CUCTEMBbI, HAXOAALWMECH B MPOMBbILUIEHHOM 3KCNyaTaLunm, AOJIKHbI COCTOATb TOJNIbKO
M3 UCNOJIHUMbIX MPOrPaMMHbIX KOO0B;

- UCMOJNIHAEMYIO NPOrpaMMy He CnefyeT BHeAPSATb B MPOMBILIJIEHHYIO SKCMyaTaLuio 0 TeX Nop, noka He
Nosy4yeHbl NOATBEPXAEHUSA €€ YCNEeLHOro TECTUPOBAHUSA U NPUHATUSA NOSIb30BATENSIMU, @ Takxe He 06HOoBNe-
Hbl COOTBETCTBYOWME 6GUOBNMOTEKN UCXOAHBIX TEKCTOB NPOrpamm;

- Heob6xoanmo, 4ToObl XXYpHaN ayauTa perucTpupoBan sce 06HOBNEHUS OMBNMOTEK NPOrpamMm, Haxoas-
LMXCA B MPOMBbILLJIEHHOW 3KCNayaTauuu;

- Npeablayuie BEPCUM NPOrpaMMHOro obecnevyeHus cnenyeT COXpPaHaTb AN BOCCTAHOBNEHUS CUCTEMBbI
B Cllyyae HenpenBUAEHHbIX 0OCTOATENLCTB.

Heobxoammo, 4ToObl NporpamMMHOe obecnevyeHue, UCNOJSIb3YyEMOE B MPOMBbILIIEHHOW 3KcnayaTaumu,
NnoALEPXMBANOCh Ha YPOBHE, 3a4aHHOM pa3paboTtyukom. lMpu niobom pelieHnr npoBecTn 0OHOBNEHME A0
YPOBHS HOBOW BEPCUM CNieayeT NPUHMMAThL BO BHUMaHMe 6€30NacHOCTb 4AaHHOW BEPCUMN: KaKne HOBblE PYHKLLN-
OHallbHble BO3MOXHOCTM 06ecneyeHna MHGOPMaLNOHHOM 6€30NaCHOCTM OHA UMEET UM UMEIOTCS NN CePbe3-
Hble Npo6Gnembl o6ecnedyeHns 6e30MacHOCTU, CBA3aHHbIE C 3TOW Bepcueli. Llenecoobpa3Ho MCNoNb30BaThb
nporpamMmMHblie MoaMduKaLnm (naTym), €CAM OHM MOTYT 3aKPbITb UM CHU3UTb YrPOo3bl 6€30MaCHOCTN.

dunsnyecknii UNM NOrMYecKnin 4OCTyN NpeagocTaBnaeTcsa NnocTaswmkam (pa3paboTymkam), no mepe Heob-
XOAUMOCTU, TONbKO AN NOAAEPXKM NPOrpaMMHOro obecrnevyeHns Npu Haan4yMu paspeLleHns pykoBOACTBA.
Mpn aToM gencTBmMa nocrasLimka (pa3paboTymka) 4OMXKHbI KOHTPONMPOBATLCS.

10.4.2 3awmTa TECTOBbLIX AaHHbIX

JaHHble TeCTUpPOBaHMSA cneayeT 3amiLaTb U KOHTPONMPOBATh. [1na OCyLLEeCTBNEHUS CUCTEMHOIO 1 NpuU-
€MOYHOr0 TECTUPOBAHMUSA TPEOYIOTCA CYLLECTBEHHbIE 0O0bEMbI TECTOBbLIX AAHHbLIX, KOTOPbIE MAaKCUMaNbHO Npu-
ONMXEHbI K OMEpauMOHHbIM AaHHbIM. CneaoyeT usberatb MCNONb30BaHMA 6a3 AaHHbIX, HAXOASLWMUXCHA B
NPOMBILLJIEHHOW 3KCNyaTauum 1 cogepxalimx nTnyHyio nipopmaunio. Ecnm takas nHpopmauna tpebyetca
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Ona TeCTMPOBAHMS, TO Nepej NCNONb30BAHUEM CleAYyeT YAANUTb IMYHYIO UHGOPMaLMIo (AenepCoHnduLmnpo-
BaTb e€e). [lna 3awnTbl ONepPaLMOHHbIX AAaHHbIX, KOFAA OHWM MCNONb3YIOTCA AN Lenen TeCTUpoBaHus, Heobxo-
OVMO NPUMEHATh creywmne Mmeponpuatua no obecnevyeHnio MHGOPMALMOHHON 6e30MacHOCTU:

- Npoueaypbl KOHTPONS AOCTYyNa, NPUMEHSAEMbIE AN MPUKNAAHbIX CUCTEM, HAXOAALWNXCH B MPOMbILLIJIEH-
HOWM aKkcnnyaTauuu, cnefyeT Takke MPUMEHSTb M K MPUKNaAHbIM CUCTEMAM B Cpene TeCTUPOBAHUS;

-NpU Kaxaom KOMMPOBAHUWU OMNEPaLMOHHOW MHOpMaLMKM ANS NPUKIALHON CUCTEMbI TECTMPOBAHUSA
npegycmatpmuBatb aBTopu3aynio 3TUx AeNCTBUN;

- nocne Toro, Kak TECTUPOBAHUE 3aBEPLUEHO, ONEPALVNOHHYI NHPOPMALNIO CieayeT HEMEONEHHO yaa-
JINTb U3 NPUKNAAHON CUCTEMBI Cpeabl TECTUPOBAHUS;

- KOMMPOBAHUE U UCMNONb30BaHME ONEpPaLMOHHON MHDOPMaLMM HEODOXOAUMO PErMCTPUPOBATL B XypHa-
ne ayaura.

10.4.3 KoHTponb goctyna kK 6M6/1M0TEKaM MCXOAHbIX TEKCTOB NpOrpamMm

Ona cHMXeHns pucka MCKaXeHUs KOMMbIOTEPHbLIX NporpaMm Heobxoammo obecneuymBaTb CTPOMUIA KOH-
Tponb foctyna k 6uMbnmoTekamMm MCXOAHbIX TEKCTOB MPOrpamMm, [ANg 4Yero:

- N0 BO3MOXHOCTU, UCXOAHbIE OMBANOTEKN NPOrpaMM CnefyeT XPaHUTb OTAENbHO OT BM3HEC-NPUIoXe-
HUIA, HaxoOsAWMNXCs B NMPOMBILLAEHHONM 3KCNayaTauuu;

- Ha3HayaTb crneuuanucta — 6ubnMoTekaps NporpaMmm Aas Kaxanoro 6M3HEeC-NPUNoOXeHUs;

- NepcoHany noanepXku MHOOPMALMOHHbBIX TEXHONOTUIA He cnefyeT NpPefoCTaBNATb HEOrPAHUYEHHbIN
OOCTYN K UCXOAHbIM 6MOGNInMOTEKAM NPOrpamMmm;

- NporpamMmbl, HaxoAasiwmnecs B npouecce pas3paboTku unum Tekyuiero o6cnyxmBaHusl, He crenyeT xpa-
HUTb B BUBIMOTEKAX C UCXOAHBIMU TEKCTAMWU MPOrpamMm, HaxoOAAWMXCH B MPOMbLILIIEHHOW 3KCnayaTauuu;

- o6HOBNEHME OMBNMOTEK U obecnevyeHue NPOrpaMMMCTOB WMCXOAHbIMU TEKCTaMu ClefyeT ocyliec-
TBNATb TONbLKO Ha3HAYEHHOMY creunanncty — 6ubnmnmoTekaplo nocfie aBTopusauum, MOJyYeHHOW OT MeHen-
Xepa, OTBEYalLWero 3a NoAAepPXKY KOHKPETHOrO GU3HEC-NPUNOXEHUS;

-INCTUHT X NporpaMm cneayeTt xpaHuTb B 6e3onacHoM mecTe (8.6.4);

- cnepyeT BECTM XypHan ayauTa AN BCEX AOCTYNOB K UCXOAHbIM Bubnunotekam;

- cTapble BEPCUN UCXOLHbIX TEKCTOB HEOHXOAMMO apXMBMPOBATb C YKA3aHUEM TOYHbIX AT U BPEMEHMN,
KOrga OHM HaXOAMAMCH B MPOMBILINEHHOM SKCNyaTauumM, BMECTE CO BCEM NPOrpaMMHbIM 0o6ecnevyeHnem noa-
OEepXKKn, ynpasieHus 3agaHnsgMun, onpefeneHnsamMm OaHHbIX U Npouenypamu;

- NOAOEPXKY U KOMMPOBAHME UCXOOHbIX GUONMOTEK cneayeT MPOBOAUTb MOA4 CTPOrMM KOHTPOJIEM C
Lenbio NpefoTBpaLleHNss BHECEHUS HEABTOPU3OBAHHbIX M3MeHeHu (10.4.1).

10.5 Be3onacHOCTb B nNpoueccax pa3paboTku v nogaepx kv

Lenb: noponepxaHue 6€30NacHOCTU MPUKNAOHbIX CUCTEM U UHOOPMALLUN.

MeHenxepbl, OTBETCTBEHHbIE 32 NPUKNAAHbLIE CUCTEMbI, AOJIXHbI ObITh OTBETCTBEHHBIMU U 32 Oe3onac-
HOCTb Cpefbl MPOEKTUPOBAHUSA UK noanepxku. OHU 4OMXHbI MPOBOAUTL aHaIN3 BCEX NPEASIOXEHHbIX N3Me-
HEHUI CUCTEMbI M UCKIOYaTb BO3MOXHOCTb kOMMpomeTaumm 6e30nacHOCTU Kak CUCTEMbI, Tak U Cpenbl
NPOMBILLNIEHHON 3KCnayaTauuu.

10.5.1 Mpouepypbl KOHTPONSA USMEHEHMIA

YT100bl CBECTU K MUHUMYMY NOBPEXAEHNSA MHOOPMALMOHHBLIX CUCTEM, ClieayeT CTPOro KOHTPONMPOBATb
BHEOPEHNE N3MEHEHUN — CTPOro npuaepxueatbca GOpPMannN30BaHHbIX npoueayp obecnevyeHus nHpopma-
LMOHHOM 6€30MacHOCTN; OCYLLEeCTBAATb KOHTPOJIb 3@ BO3MOXHOM KOMMNPOMETauMen camux npouenyp; npo-
rpaMMmcTam, oTBevaloWwmMM 3a NOAOEPXKKY, NPEAOCTaBNATL AOCTYN TONbKO K TEM 4YaCTSM CUCTEMbI, KOTOPbIE
HeobxoauMbl ona nx paboTtel; obecneymBaTb GopMannsaumio n ogobpeHne COOTBETCTBYIOLWUM PYKOBOACTBOM
BCEX UBMEHEHUN. MI3MeHeHMa B NPUKNAAHOM NPOrpaMMHOM 06ecnevyeHnn MOryT NoBAUSATbL HA MHOOPMALMOH-
Hyl0 6€30MaCHOCTb NCNONb3yEeMbIX OU3HEC-MPUIOXEHNN, TaM, rae 3TO BO3MOXHO, cneayeT 06beauHATL Mepbl
no obecneyeHnto MHGOPMALMOHHON 6E30MaCHOCTU WUCMONb3YEMbIX OU3HEC-MPUNIOXEHUA U U3SMEHEHUI B
npuknagHeix nporpammax (3.1.2). Heobxoammo, 4To6bl 3TOT NPOLLECC BKIIOYAN:

- obecneyeHne NPOTOKONMPOBAHUSA COrNacOBaHHbIX YPOBHEN aBTOpU3aALUU;

- obecneyeHne yBepEHHOCTU B TOM, 4TO 3aNpoChl HA M3MEHEHUS UCXOAAT OT aBTOPU3OBAHHbLIX COOTBET-
CcTBylOLWMM 00pa3om nonb3oBaTenei;

- aHanM3 mep nHPopmaLmnoHHO 6e30NacHOCTM 1 npouenyp, obecneynBaioLLMx LENOCTHOCTb NCMONb3Y-
€MbIX CUCTEM;

- naeHTMdUKaLmMo BCEro NnporpaMMHoro obecneyverHus, nHdopmauum, 06bekTos, 6a3 4aHHbIX 1 annapaT-
HbIX CPEeACTB, TPeOYLWMX N3SMEHEHWI;

- nonyyeHne GopmMannM3oBaHHOro ofo06peHns aeTanbHbIX 3aNPOCOB/NPEANIOXEHUA HA UBMEHEHNS NEpPes,
Hayanom paboThl;
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- paspelleHne BHECEHUA U3MEHEHUN B NpuUKIagHble NporpaMmMbl aBTOPU30BaHHLIM MONb30BaTENEM [0
UX HENOCPEeACTBEHHON peanusauuu;

- OCyLEeCTBAEHNE NpOLEeCcCa BHEAPEHUA U3MEHEHWI B NPUKNAAHbIE NPOrpaMMbl C MUHUMANbHLIMU OTPU-
uaTenbHbIMM NOCNeacTBuaMu ansa 6usHeca;

- obecneyeHne 0OHOBNEHUA KOMMNNEKTAa CUCTEMHOM AOKYMEHTALUM NOC/e 3aBepLUIEHNs Kaxaoro name-
HEHUS N APXUBMPOBAHME WU YyTUAM3ALUSA CTAPOWN OOKYMEHTALUWU;

- NOAAEPXKY KOHTPONSA BEPCUN ANns BCex 0OHOBNEHUI NMPOrpaMMHOro obecnevyeHus;

- perucTpauunio B XypHanax ayamTta BCex 3anpoCOB Ha M3MEHEHUE;

- KOPPEKLUIO 3KCnayaTaumMoHHOM aokymeHTaumm (8.1.1) n nonb3oBaTeNbCKUX NpoLEeAyp B COOTBETCTBUU
C BHECEHHbIMU U3MEHEHUSAMMU;

- OCYLLECTBJIEHME NMpoLecca BHEAPEHUS N3MEHEHNIN B COrlacOBaHHOE BpeMs 6e3 HapylleHus 3atparu-
BaeMbix GU3HEC-NPOLECCOB.

Bo MHOrux opraHusaumnax ncrnonb3yeTca cpefa, B KOTOPOW NoJSib30BaTeNM TECTUPYIOT HOBOE Nporpam-
MHOe obecneyeHne 1 KoTopasa OTAeNeHa OT cpenbl pa3paboTky u cpenbl MPOMbIWIEHHOW akcnnyaTauuun. Mpn
3TOM 006ecneyMBaeTcd BO3MOXHOCTb KOHTPONS HOBOrO MPOrpaMMHOro obecrneyeHus U OOMOJNHUTENbHANA
3awmra onepaumoHHOn nHbopmMaLnm, UCrnonbL3yemMon B npoLecce TeCTUPOBAHUS.

10.5.2 TexHU4eCknii aHanM3 U3MEHEHU B ONepauuoOHHbIX CUCTEMAX

Mepunoanyeckn BO3HMKAET HEOOXOOMMOCTb BHECTU M3MEHEHUS B ONEpaLMOHHbIE CUCTEMbI, HAaNnpuMep,
YCTAHOBUTb MOC/IEAHIO0 NOAAEPXKMBAEMYIO BEPCUIO MPOrpamMmMHOro obecnedeHus. B atux cnyvyaax Heobxoau-
MO NMPOBECTU aHaNM3 U NPOTECTUPOBATb NPUKIAAHbLIE CUCTEMBI C LeNblo 06ecnevyeHns yBepeHHOCTU B TOM, YTO
He OKa3blBAeTCH HMKAKOro He6naronpuaTHOrO BO3AENCTBUSA Ha UX QYHKLMOHMPOBaHMe n 6e3onacHoOCTb. Heob-
XOAMMO, 4YTOOblI 3TOT MPOLECC YyYMThIBAN:

- aHann3 CPeaCcTB KOHTPONSA BGU3HEC-NPUNIOXEHUI 1 NpoLeayp LEeNOCTHOCTU, 4yToObl ob6ecneymBaTh yBe-
PEHHOCTb B TOM, YTO OHU He OblIM CKOMNPOMETUPOBAHbI U3MEHEHUSIMU B ONEPALLUOHHON CUCTEME;

- obecneyeHne yBEPEHHOCTU B TOM, YTO €XEroAHbI NiaH NOAAEPXKN 1 B6I04XeT NpeaycMaTpmMBaeT aHanm3
N TECTUPOBAHME CUCTEM, KOTOPbIE HEOOXOAMMO OCYLLECTBAATL NPU N3MEHEHUSIX B ONEPALUOHHON CUCTEME;

- obecneyeHne CBOEBPEMEHHOIO NOCTYMNIEHNS YBEAOMIIEHUN 00 N3MEHEHUSAX B ONEPALMOHHON CUcCTEME
0151 BO3BMOXHOCTM NPOBEAEHMS COOTBETCTBYIOLLEr0 aHann3a ux BAMSHUSA Ha MHPOPMaLMOHHY 6€30MacHOCTb
nepen yCTaHOBKOM M3MEHEHWUI B ONEPALNOHHYIO CUCTEMY;

- KOHTPOJIb LOKYMEHTUPOBAHUA COOTBETCTBYIOLNX N3MEHEHUI B NnaHax o0ecnevyeHns HenpepbIBHOCTU
OusHeca (paspen 11).

10.5.3 OrpaHM4yeHus Ha BHeCEeHUe U3MEHEeHU B NakeTbl NPOrpaMmm

Moaundurkaumnin nakeToB nporpamm cneayet nsberatb. HaCkonbKO 3TO BO3MOXHO M AONYCTUMO C NPakTu-
4YEeCKOWN TOYKM 3PEHUSA, NOCTaBASEMble MOCTABLLIMKOM NAKeThbl NPOrpaMM CreayeT Ncnonb3oBaTtb 6€3 BHECEHUS
n3MeHeHuin. Tam, raoe Bce-Takm Heob6Xxo4MMO BHOCUTb U3MEHEHMS B NakeT NporpaMm, CneayeT yuuTbiBaTh:

- PUCK KOMMNPOMETAaLUM BCTPOEHHbIX CPEACTB KOHTPOAS M npouecca o6ecnevyeHnss LLenoCTHOCTY;

- He06X0AMMOCTb MONYYEHUS COrnacus MOCTaBLLUKA;

- BOBMOXHOCTb NonyyeHus TpebyemMbiX M3MEHEHMA OT MOCTaBLUMKA B BMAE CTAaHAAPTHOro o6HOBAEHUS
nporpamMmm;

- He06X0AMMOCTb Pa3paboTkM AOMONHUTENbLHBIX Mep MOALEPXKM NporpamMMHoro obecnevyeHus, ecnu
opraHm3auunsa B pe3ysibTaTe BHECEHHbIX U3BMEHEHUI CTaHET OTBETCTBEHHOM 3a Oyayllee CONPOBOXAEHNE NPO-
rpamMMHOro obecneyeHus.

B cnyyae cyl,eCTBEHHbIX UBMEHEHUI OPUTMHANIbHOE NPOrpamMmMHoe obecnevyeHne cneayeT CoOXpaHaTb, a
M3MEHEHUS CnenyeT BHOCUTb B YETKO MAEHTUPULMPOBAHHYIO KONUIO. Bce nameHeHns Heo6xooMmo NONHOCTbIO
TeCTUpOBaTb N AOKYMEHTUPOBATbL TaKMM 006pa30M, YTOObI MX MOXHO OblJI0 MOBTOPHO UCMONbL30BaTh, NPU HEOO-
XOAUMOCTU, ons 6yayuwmx o6HOBNEHUIA NporpaMMHoOro obecnevyeHus.

10.5.4 CkpbITble KaHajibl YTEYKU AAHHBbIX U «TPOSHCKUE» MPOrpamMmmbl

PackpbiTne nHpopmaumm 4yepes CKpbITbie KaHalbl MOXET NPOUCXOANTb KOCBEHHbIMW U HEABTOPU3OBaAH-
HbIMM cnocobamu. OTOT NPouecc MOXeT OblTb Pe3yNbTaToOM akTUBALMN N3MEHEHNI NAapaMeTPOB A0CTyna Kak K
3aLUNLLEHHBIM, Tak U K HE3ALWMNLLEHHBIM 3/1IeMeHTaM MHPOPMaLMOHHON CUCTEMBbI, UM NOCPEACTBOM BJIOXEHUS
nHpopmMaumMm B NOTOK AAHHbLIX. «TPOSAHCKME» MPOrpamMMbl NpefHa3HayeHbl Ans Toro, 4tobbl BO3AENCTBOBATL
Ha CMCTEMY HEABTOPU30BAHHLIM N HE3AMETHLIM CMOCOB0OM, NpM 3TOM AAaHHOE BO34ENCTBUE OCYLLECTBASIETCS
Kak Ha MoflyyaTens AaHHbIX, Tak U Ha Nonb30oBaTens nporpamMmbl. CKpbITbie KaHabl YTEYKM U «TPOSHCKME» MPO-
rpamMmMbl PEAKO BO3HMKAKT CAy4YaliHO. TaM, rae CKpbITble KaHamnbl UK «TPOSHCKME» MPOrpaMMsbl SBASIIOTCSA NPO-
6nemMori, HeoOXOAMMO MNPUMMEHATbH Cleaywuine Meponpuatua no obecnevyeHnio MHOOPMALMOHHOM
6e30nacHOCTU:

- 3aKynKy nporpaMmMHOro obecneyeHns OCYLLECTBNATb TONbKO Y LOBEPEHHOIO UCTOYHUKA;

- M0 BO3MOXHOCTM 3aKynaTb NporpamMmbl B BUAE UCXOLHbLIX TEKCTOB C LENbio UX MPOBEPKU;
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- UCMONb30BaTh NporpammHoe obecrneyeHne, MNpoLlealLee OLEHKY Ha COOTBETCTBME TpebOBaHUAM
NHPOpPMaLNOHHOI 6e30NacHOCTH;

- OCYLLECTBNATb NPOBEPKY UCXOAHbLIX TEKCTOB NPOrpaMMm nepes nx aKkcnayaTalmoHHbIM MPUMEHEHNEM;

- OCYLLECTBNATbL KOHTPOJIb AOCTYNA K YCTAHOBMAEHHbLIM NMporpamMmMamM u nx Mogndukauunam;

- UCMONb30BaHNE MPOBEPEHHbBIX COTPYAHUKOB Aas paboTbl C KJIIOYEBBIMU CUCTEMAMMU.

10.5.5 Pa3pab6oTka nporpaMmMHOro o6ecrne4yeHus c NpUBJe4YeHUEeM CTOPOHHUX OpraHusauuii

B cnyuasx, korga ang pa3paboTku nporpaMMHoOro o6ecneyeHuns NnpuBneKaeTCcs CTOPOHHAS opraHn3ayms,
Heo6XxooMMO NPUMEHATL cneayolme Mmepbl obecrnevyeHns MHGOPMaLMOHHON 6e30NaCHOCTU:

- KOHTPOJIb HANNYUS NINLLEH3MOHHBLIX COrfalleHnin 1 oNpeneneHHoCcTM B BONPOCax COOCTBEHHOCTU Ha
nporpaMmmMbl M COBMIIOAEHNS MPAB UHTENIEKTYalbHO COOCTBEHHOCTU (12.1.2);

- cepTndukaLmio KayecTsa M NPaBUIIbBHOCTU BbIMOSHEHHbLIX PaborT;

- 3aKJIl04YeHne «esCrow» CornaweHuns, npeaycMaTpmBaloLWmnx 4eNOHNPOBAHNE UCXOAHOIO TEKCTA Ha CNy-
4yah HEBO3MOXHOCTU TPETbel CTOPOHbI BbINOJIHATL CBOM 0093aTeNnbCTBA;

- obecrneyeHne Npae AOCTyNa Afig ayauTa C Lefblo NPOBEPKU Ka4eCTBa U TOYHOCTU BbINMOHEHHON paboThl;

-0OKYMEHTMpoBaHue TpeboBaHMin K KA4eCTBY NPOrpaMM B AOFOBOPHOU GOpME;

- TECTMpOBaHMe nepes yCTaHOBKOW NporpamMm Ha npeamMeTt obHapyXeHus «TpOSHCKOro KOHS».

11 YnpaBneHue HenpepbIBHOCTbIO OU3Heca

11.1 Bonpochbl ynpaBaeHUs HenpepbIBHOCTbIO GM3Heca

Llens: npoTuBOAencTBME NpepbiBaHUAM 6M3HECA U 3alnTa KPUTUYECKMX BM3HEC-NPOLLECCOB OT noce-
OCTBUIA NPU 3HAYUTENbHBIX CO0AX unn 6eacTBUSAX,

Heobxoanmo obecneymBaTtb ynpaBiieHMe HENPEPbLIBHOCTbIO 6M3HECa C LENblo MUHMMU3auMmM oTpuua-
TeNbHbIX MOCNEACTBUINA, BbI3BAHHLIX OEACTBUSAMU U HaApyweHUamMn 6e30MacHOCTU (KOTopble MOryT ObiThb
pe3ynbTaTtoM NPUPOAHbIX OeACTBUIA, HECYACTHbIX Clly4yaeB, OTKa30B 00OPYyAOBAHMSA W MpefHAMEPEHHbIX
0EencTBuin), 0O NPUEMJIEMOrO YPOBHSA C MOMOLLBLID KOMOUHMPOBAHUA NMPOPUNAKTUYECKUX U BOCCTAHOBUTENb-
HbIX MEPOMPUATUIA MO ynpasneHnio MHOOPMALMOHHOK BE30NaCHOCTLIO.

Mocnencteusa oT 6€4CTBUI, HapyLleHni A 6e30NacHOCTN 1 0TKA30B B 006CyXMBAHUM HEOOXOAMMO aHaNn-
3upoBaTb, Heobxoanmo paspabartbiBaTbh U BHEAPATh NaHbl 06ecneyeHnss HenpepbiBHOCTU GM3HECa C Lenbio
BOCCTAHOBJIEHUS GU3HEC-NPOLLECCOB B TEHEHNE TPEOYEMOro BpEMEHN NPU UX HapyLleHun. Takmne nnaHbl cne-
OyeT nopfepXuBatb U MPUMEHATb HA MNPakTuke, 4TOObl OHU CTanM COCTABHOW 4acTbio BCEX MPOLECCOB
ynpaBneHus.

Heobxoanmo, 4ToObl ynpaBfieHMe HENPEPLIBHOCTLIO OU3HECA BKOYAN0 MEPONPUATUS MO YNPaBAEHUIO
nHOpPMaLMOHHON 6€30MaCHOCTbLIO AN UAEHTUPUKALUN N YMEHbLUEHUS PUCKOB, OFPaHUYEHUS NOCNENCTBUN
pPaspyLNTENbHbIX MHUMAEHTOB U 06ecneyeHns CBOEBPEMEHHOI0 BO30OHOBNEHUS Hanbonee CyL,eCTBEHHbIX
OunsHec-onepaumii.

11.1.1 Mpouecc ynpaeneHns HenpepbIBHOCTbIO OU3Heca

Heobxoanmo, 4yToObl CyLLECTBOBAN yNpPaBAsSeMblil NPOLECC PA3BUTUSA U NOOAEPXAHUS HENPEPBLIBHOCTH
Oun3Heca AN BCeill opraHm3aumun. OTOT NPOLECC AOKEH OO0bEeAMHATb KIOYEBbIE 3/IEMEHTHLI yNpaBieHUsd
HenpepbIBHOCTbLIO HM3Heca:

- NOHUMaHMe PUCKOB, C KOTOPLIMU CTANKMBAETCHA OPraHmn3aLnms, C TOYKM 3PEHUS BEPOATHOCTN BOSHUKHO-
BEHUS M NOCNEACTBUN, BKNOYAaa naeHTMdMKaumio n onpenenieHe npuopuTeToB KPUTUYECKUX ON3HEC-NPOoLLeC-
COB;

- NOHUMaHMe BO3MOXHbIX MOCNEACTBUIN HapyLleHUs GU3HEC-NPOLECCOB B C/ly4ae HE3HAUYUTENbHbIX UK
CYLLECTBEHHbIX UHUNAEHTOB, MOTEHLMABLHO YIPOXAaLWMX XU3HELEATENBHOCTM OpraHn3anmnm, a Takxe Bolbo-
pa cpencTs U cnocoboB 06paboTkn MHGOPMaLMK, KOTOPble COOTBETCTBOBANM Obl LenaMm Ou3Heca;

-OpraHM3aLmio oONTUManbHOro CTPaxoBaHWUS Pel3ynbTaToB 00paboTkM MHPOPMALUK, KOTOPOE LOMXKHO
OblTb YacTbio Npouecca obecneyeHns HenpepbIBHOCTM BM3Heca;

- dopMynmnpoBaHue 1 4OKYMEHTUPOBAHME CTPATErMn HENMPEPLIBHOCTM BM3HECa B COOTBETCTBUM C corna-
COBaHHbIMY OBU3HEC-LLENIMU N NPUOPUTETAMMU;

-bopmMynnpoBaHMe U OOKYMEHTMPOBAHME MNaHOB 06ecnevyeHns HenpepbiBHOCTU Ou3Heca B COOTBE-
TCTBUW C COrNacoBaHHOM cTpaTernen;

- perynsipHoe TeCTupoBaHmne n 06HOBNEHMNE NNAHOB PAa3BUTUA MHOOPMALMOHHbBIX TEXHONOMMIA U CYLLLECT-
BYIOLLUX MPOLLECCOB;

- obecneyeHne OpPraHMYHOrO BKJIIOYEHUS B MPOLLECCHl U CTPYKTYPYy OpraHn3aumu nnaHoB ynpaBieHus
HenpepbiBHOCTbIO Ou3Heca. OTBETCTBEHHOCTb 3a KOOPAMHAUMIO MpoLecca YNpaBfieHUs HENnpepbiBHOCTbIO
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Oun3Heca cneayeT BO3naraTb Ha opraH, o6nagalwmini COOTBETCTBYIOLWUMM MNOMHOMOYNSMNU B OPraHu3auunu,
HanNnpuMep Ha ynpasAsioWwmin CoBeT N0 NHGOPMaLMOHHON 6e3onacHocTn (4.1.1).

11.1.2 HenpepbIBHOCTb OU3HECca M aHanAU3 NocnencTBuUii

Heob6xoanmo, 4To6bl NNaHMPOBAHUE HEMPEPLIBHOCTN OM3HECA HAYMHANOCh C UAEHTUOUKALUN COOLITUNR,
KOTOpble MOryT ObITb NPUYNHOW NPepbIBaHMUS OM3HEC-NPOLECCOB, HAaNpMMep 0Tka3 060pynoOBaHUS, HABOAHE-
Hue unm noxap. NnaHnpoBaHWe [OKXHO CONPOBOXAATLCHA OLEHKON PUCKOB C LLeNbio ONpenesieHns nocnen-
CTBMI 9TMX NPepbIBaHUI (Kak C TOYKM 3peHnsa macwTtaba noBpexaeHus, Tak U nepuoaa BOCCTAHOBNEHUN).
OLeHKy p1MCKOB HE06X0AMMO OCYLLECTBNATL MPU HEMOCPEACTBEHHOM y4acTuMM BnanesnbLeB GU3HEC-pPecypcoB
N y4aCTHUKOB On3Hec-npoueccoB. OueHka pucka JOJIXKHA PacnpoCTPaHATLCS Ha BCe OM3HEC-MPOLLECCHI U He
OrpaHnynBaTbCA TONbLKO cpeacTBaMmu o6paboTkm nHdopmaLnm.

B 3aBMCMMOCTM OT Pe3y/bTaTOB OLLEHKM PUCKOB HE06X0aMMO pa3paboTaTb CTpaTEruo aAns onpeneneHuns
obuwero noaxona k ob6ecneyeHnio HeNMpPepbIBHOCTM 6ndHeca. Pa3paboTaHHbIN naaH JoXeH OblTb YTBEPXAEH
PYKOBOACTBOM OpraHm3aLuu.

11.1.3 PaspaboTka n BHegpeHMe nyaHoB o6ecnevyeHns HenpepbIBHOCTU OU3Heca

Cnepnyet paspabaTbiBaTb NaaHbl N0 NOAAEPXKE UNM BOCCTAHOBNEHUIO BU3Hec-onepaumin B TpedyemMblie
nepuvoabl BPEMEHU MOCNEe NPEPbIBAHUSA UM OTKasa KpUTUHeckux 6usHec-npoueccoB. Heobxoanmo, 4ToObI
nnaH obecnevyeHns HeENPepbLIBHOCTM GM3Heca npegycMmaTpmean cneayloume MeponpmuaTua no o6ecnevyeHmnto
nHOpPMaLMOHHON 6E30NACHOCTU:

- onpejeneHne n cornacoBaHne Bcex 0693aHHOCTEN AOMKHOCTHBIX 1ML, U NMPOLLeaYyp Ha Cnyyal Ype3Bbl-
YalHbIX CUTYyaLUR;

- BHEpEHUEe B Cllyyae 4ypes3BblyalHbIX CUTyauuii npouenyp, obecneymBalowmx BO3MOXHOCTb BOCCTa-
HOBNeHnUs BU3HeC-NPoLEeCCOB B TeyeHue Tpebyemoro BpeMmeHn, Ocoboe BHMMaHue cneayer yoenaTb OLeHKe
3aBUCMMOCTM BU3HECA OT BHELHUX GAKTOPOB U CYLLECTBYIOLWMX KOHTPAKTOB;

- JOKYMEHTUPOBAHUE COrnacoBaHHbIX NPOLEAYP N NPOLLECCOB;

- COOTBETCTBYyMOLLEeE 06yyeHne COTPYAHUKOB AENCTBUAM NMPU BO3HUKHOBEHMWN YPE3BbIYAMHbBIX CUTYALUNA,
BKJIIOYAs KPU3UCHOE YyrpaBlieHUE;

- TeCTMpoOBaHMe 1 0OHOBNEHME NNaHOB o6ecnevyeHns HenpepbIBHOCTM BusHeca.

Heobxoanmo, 4toObl nnaH o6ecneyeHns HENPEPBLIBHOCTN OM3Heca COOTBETCTBOBAN TpebyeMbiM Lenam
OunsHeca, HaNpUMep BOCCTAHOBJIEHMIO ONPEAENEHHbIX CEPBUCOB A1 KIMEHTOB 32 NPUEMIEMbIA MPOMEXYTOK
BpemeHun. CrnepyeT yuntbiBaTb NOTPEOGHOCTN B HEOOXOAUMBIX AN STOr0 CEPBMCA PECYPCOB, BKIOYAs YKOM-
NneKToBaHMe NEepPCcoHasoM, anbTEPHATUBHBLIMK pecypcaMu Ang cpencTts o6paboTkm nHGopmaumm, a Takxe
Mepbl MO NEPexoay Ha aBapuUMHbLIN pexnmM paboTbl AN STUX CPEACTB .

11.1.4 CTtpyKkTypa nnaHoB oGecne4yeHus HenpepbiBHOCTN Ou3Heca

CnenyeT nopnepxuBaTb €AUHYIO CTPYKTYPY MJIaHOB O06eCcrnevyeHus HenpepbiBHOCTM OGM3HEca B LENsax
obecnevyeHns HENPOTMBOPEYMBOCTM BCEX MJIAHOB N ONpPeAeNieHs NPUOPUTETOB AN TECTUPOBAHUS 1 06Ccny-
XNBaAHUSA CpenacTB M cuctem obpabotkm mHbopmaumn. Heobxoammo, 4TOObI KaxAabiii nnaH obecneyeHus
HENpepbIBHOCTN GM3HECA YETKO OMNpenensan ycloBus ero peanusaumun, a Takxke AOMKHOCTHbIX UL, OTBET-
CTBEHHbIX 32 BbINOJIHEHME KAXA0ro ero nyHkra. lNpu BbigBNEHUU HOBbIX TPebGOBaHUI HEOOXOAMMO BHOCUTb
COOTBETCTBYIOLLME KOPPEKTUPOBKN B NPOLEAYPbl HA CNny4Yyal 4pe3BblHalHbIX CUTYaLMiA, HANPUMEP B MJaHbl
3BakyauuMn unn B noOble CyLWeCTBYIOLWME NNaHbl MO Nepexony Ha aBapuiHbIi pexum paboThl.

Heob6xoanmo, 4ToObl B CTPYKTYpE NNaHOB 00ecnevyeHns HenpepbiBHOCTM GU3HECa NpeaycMaTpmMBanoch
cnepywulee:

- YCNOBUS peann3auun niaHoB, KOTOPbIe ONpeaensioT NopsaaoK AeACTBUA AOMKHOCTHbBIX 1L, KOTOPOMY
Heobx0aMMO crnefoBaTh (Kak OLEeHMBATb CUTYALUIO, KTO AOMXKEH NPUHUMATb y4acTue, U T. O.) nepej BBEAEHU-
€M B [EeNCTBME KaXOO0ro NMyHKTa MniaHa;

- npouenypbl Ha cnyyan Ype3BblYaMHbIX CUTYaUU, KOTOPbIE AOMXKHbI ObiTb MPEANPUHSATLI MOCNEe UHLM-
heHTa, noaBepralpLwero onacHoCTN 6u3Hec-onepaunm u/unm 4enoBevyeckyo Xm3Hb. Heob6xoammo, 4To6bl OHK
BKJIOYANN TakXe Mepbl N0 YNPaBfeHUIO CBA3SMU C OOLLECTBEHHOCTbLIO U 3dPEKTUBHOE B3aUMOAENCTBUE C
COOTBETCTBYIOLWMMU FOCYAAPCTBEHHLIMW OPraHamMm, HaNPUMep C MUIULLMER, NOXAPHOW OXPaHOM N MECTHbIMU
opraHamMu BnacTu;

- npouenypbl Nepexoa Ha aBapuUnHbIN pexnm paboTbl, KOTOPbIE ONMUCLIBAIOT HEO6X0AMMbIE AENCTBUS NO
NepeHoCy BaXHbIX OBU3HEC-0ONepaumin unm CeEPBUCOB-NOAAEPXKKM B aNlbTEPHATUBHOE BPEMEHHOE MECTO pa3mMe-
LLLEHNa 1 N0 BOCCTAHOBNEHUIO BM3HEC-NPoLEeCCOB B TpebyeMble Nepmnoabl BPEMEHMU;

- npouenypbl BO30OHOBNEHNS pabOThl, KOTOPbLIE ONUCHIBAIOT HEOOX0AMMbIE ENCTBUS AN BO3BPALLEHUS
K HOpManbHOMY pexumy BeaeHus 6usHeca;

- rpaduvk NnogAepPXKM NnaHa, KOTOPbLIA onpeaensieT CPOkM U MeToabl TECTUPOBAHUSA, @ Takxke onucaHue
npouecca NoaAepXKu NnaHa;

48



- Meponpuatusa no o6yyeHnio NnepcoHana, KoTopblie HanpaBJieHbl Ha MOHMMaHWe NPoueccoB obecneye-
HUSI HENPEpPLIBHOCTM OM3Heca COTPYAHUKAMU, Y NOAAEPXAHNE NOCTOS UHOM 3P DEKTUBHOCTU 3TUX MPOLLECCOB;

- 0693aHHOCTUN AO0JIKHOCTHBIX 1L, OTBETCTBEHHbIX 32 BbIMOJIHEHME KaXA0ro NyHKTa nnaHa. MNpu Heobxo-
OVMOCTW OOMXKHbI ObiThb yKa3aHbl albTEPHATUBHbIE OTBETCTBEHHbLIE.

Heobxoanmo, 4To6bl 3a KaxAbili NaH OTBEYan KOHKPETHbIN PYyKOBOAUTENb (COTPYAHMUK). Ype3BblyaliHbie
Mepbl, NiaHbl N0 NEPEXOAY HA aBAPUNHLINA PEXMM PYYHOI 06paboTkM, NaaHbl MO BO3OOHOBNEHUIO paboThl cne-
OyeT BKJYaTbh B chepy OTBETCTBEHHOCTU BNaAenbLEB COOTBETCTBYIOLNX OBU3HEC-PECYPCOB NN YHACTHUKOB
3aTparnBaeMbIix MPOLLECCOB. 3a Mepbl MO Nepexony Ha aBapuiHbI pexum paboTbl C UCNONb30BAHUEM anbTep-
HATMBHbLIX TEXHUYECKUX CPEACTB, Takux kak cpencrtesa o6paboTkm MHPopmauum n cBa3nM, OTBETCTBEHHOCTb
HEeCyT MOCTaBLLUKN YCNYT.

11.1.5 TecTupoBaHue, noaaepxka v nepecMoTp NJIAHOB No o6ecnevyeHNI0 HeNpepbIBHOCTY OU3-
Heca

11.1.5.1 TecTnpoBaHue nnaHoBs

MnaHbl No 06ecrnevyeHn0 HENPEPLIBHOCTM BU3HECa MOryT 0ka3aTbCs HECOCTOATENbHLIMU NPU TECTUPO-
BaHWM N3-32 HEMPABUJIbHbIX NPEANOCHIIOK pa3paboTku, HEAOCMOTPY UM BCNEACTBUE UBMEHEHUI, CBA3AHHbLIX
C 3ameHon obopynoBaHMsa unn nepcoHana. NoaTomMy nnaHbl HEOOXOAMMO PErynsapHo TecTupoBaTb Ans obec-
nevyeHns yBepeHHOCTU B X aKTyallbHOCTU N 3P EKTUBHOCTU. Takme TeCTbl HEOOX0AMMBI Takxe ana obecneye-
HUSI 3HAHUA CBOMX 00A3aHHOCTEN BCEMU YNEHAMW KOMaHAbl BOCCTAHOBAEHWUSI U APYrMM MEPCOHaNnoM,
WMEIOLLMM K STOMY OTHOLUEHMUE.

Heobxoanmo, 4ToObl B rpadmke TECTUPOBAHMSA NiaHa No o6ecnevyeHmnio HeNPepPbLIBHOCTN OM3HECA yKa3bl-
BaNOCb, Kak WU Korga cnenyeTt NpoOBepATb KaxAbl NMyHKT nnaHa. [NepnoamMyHoOCTb M MeToAbl TECTMPOBAHUSA
OTAEJIbHbIX MYHKTOB MjaHa MOryT OblTb Pa3anYHbiMU. [Py 3TOM MOTYT MCNOJIb30BATLCA CNenylou e MeToabl:

- TECTMPOBaHME («MMUTALUA NPOroHa») pas3nnyHbiX cueHapues (06CcyxaeHne Mep No BOCCTAHOBNIEHUIO
On3Heca Ha pasnuyHbIX NPUMepPax NpepbiBaHN);

- MoZenMpoBaHue (0COOEHHO ANl TPEHNPOBKM NEPCOHaNa No BbIMOJHEHUIO CBOUX QYHKLMI NOCNE UHLN-
[eHTa 1 nepexoa K KpUSUCHOMY yNpaB/ieHUI0);

- TECTMPOBAHME TEXHUYECKOrO BOCCTaHOBNEHNS (06ecneyeHne yBepeHHOCTU B 3P PeKTUBHOM BOCCTA-
HOBJIEHUN MHOOPMALNOHHBIX CUCTEM);

- NpOBepKa BOCCTAHOBNEHUS B anbTepPHATMBHOM MecTe (OM3HEeC-NMpoLEecChl OCYLLECTBAAIOTCA napan-
NenbHO C onepauMaMun No BOCCTAHOB/IEHWNIO B yAalleHHOM anbTePHATUBHOM MECTE);

- TECTMpPOBaHME CPEACTB 1 CEPBUCOB-MOCTABLNKOB (0OecneyeHe yBepeHHOCTM B TOM, YTO NpeaocTaB-
JNIEHHbLIECTOPOHHUMU OPraHn3aLmnsaMmn CEPBUCHI M NPOrPaMMHbIE NPOAYKTbI YO0BNETBOPSAIOT KOHTPAKTHLIM 004 -
3aTeNbCTBaM);

- «reHepasbHble peneTnymmn» (TeCTUpPOBaHME TOro, 4TO OpraHn3auunsa, nepcoHan, obopynoBaHue, cpea-
CTBa M NPOLLECCHbl MOryT CMPaBfATbCS C MPEPbIBAHUAMN).

MeToabl TECTUPOBAHUA MOIFYT MCMNOJIb30BATbCA N0OONM opraHusaumen n Heo6xoamMmo, 4Tobbl OHM OTpa-
Xanu cneunduky KOHKPETHOro nfaaHa rno BOCCTAHOBJIEHUIO.

11.1.5.2 Mopaepxka n NnepecMmoTp NaaHoB

MnaHbl NO o6ecnevyeHno HeENPEPBLIBHOCTN BU3Heca HeOH6X0AMMO NOAAEPXMBATL B aKTyalbHOM COCTOS-
HUM NYTEM MPOBEAEHUS PEryfsipHbIX NEPECMOTPOB U OOHOBNEHUI C Lenbilo 0b6ecrnevyeHns yBePEeHHOCTU B UX
NOCTOAHHOW addekTnBHocTu (11.1.5.1). B pamkax nporpamMmmbl pa3BuTus opraHumsaumnm Heob6xoommo npen-
ycMaTpuBaTb COOTBETCTBYIOLLME Npouenypbl, o6ecneymBaLLme HeNPepbIBHOCTbL OM3Heca.

Heob6xoaAnmMo HasHavyaTb OTBETCTBEHHbLIX 32 MPOBEAEHNE PEryNIPHbIX MEPECMOTPOB NnaHa no obecne-
YEHUIO HENPEPLIBHOCTY BU3HECa; NAEHTUDUNLMPOBAHHbIE NBMEHEHUS B OM3HEC-MPOLLeCCaX, eLLe He OTPaXeH-
Hble B MiaHax no o6ecneyeHnto HEMPEPLIBHOCTU BM3HECA, AOXKHbI ObiTb YY4TEHbI MYTEM COOTBETCTBYIOLLMX
o6HOBNEHUI nNnaHoB. PopmanmM3oBaHHbI NPOLECC YyNpaBneHUss U3MeHeHUsMU O0NXeH obecrneynBaTb pac-
CblJIKY U BBOJ, B AENCTBME OOHOBNEHHbIX MNAHOB B paMKax UX PerynspHbiXx NepecMoTPOB.

Mpumepbl cuTyaunii, kotopble Mornm 6bl NoTpeboBaTb 06HOBMIEHMS MNAHOB, BKOYAIOT nNpuobpeTeHne
HOBOro 060pynoBaHUa nam 06HOBNEHME ONEepPaLMOHHbIX CUCTEM, @ TAKXE U3MEHEHUS, CBA3aHHbIE C:
nepcoHanom;
agpecamMn unm Homepamu TenedoHOB;
cTpaTtervei 6usHeca;

MECTOMNOJIOXEHMEM, CPEACTBAMU U PpECYpPCaMU;
3aKOHOOaTeNbCTBOM;

nogpsgyYnkamMu, NOCTaBLMKAMN U OCHOBHBLIMU KIIMEHTAMU;
npoueccamu (kak HOBbIMU, Tak N U3BATLIMN);

- puckamu (onepaunoHHbIMU U GUHAHCOBbLIMN).
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12 CooTBeTCcTBME TPEOOBaAHUAM

12.1 CooTBeTCcTBME TPeOOBaHNAM 3aKOHOAATENIbCTBA

Lenb: npepoTtBpauieHne nobbix HAPYLLEHUIA HOPM YrONIOBHOIO M FPpaxAaHCKOro npasa, 0693aTtenbHbIX
npennucaHuini n perynnpyowmx TpeboBaHnin UM AOroBOpPHbIX 0693aTeNbCTB, a Takxe TpeboBaHuii 6esonac-
HOCTW.

MpoekTupoBaHne N GYHKLUNOHMPOBAHNE NHDOPMALMOHHbBIX CUCTEM, UX UCMONb30BAHNE N yNpaBieHne
UMK MOTyT BbITb NPeaMEeTOM 0693aTeNbHbIX NPEANNUCAHNIA, PEryInpyoWMX TpeboBaHWM, a Takxe TpeboBaHui
6e30nNacHOCTU B A0OrOBOPHbIX 0683aTeNbCTBAX.

CnenyeT KOHCYNbTUPOBATHLCS C IOPUCTAMN OPraHN3aumMm Unm C NPaKTUKYIOLWUMUN KOPUCTAMU, UMEIOLLUMN
COOTBETCTBYIOLWYIO KBannduKaLumMio, B OTHOLIEHUM KOHKPETHbLIX IOpUAMYECKUX BOMPOCOB. CneanyeT MMeTb B
BMUAOY, YTO 3aKOHOOAaTeNIbHbIE TPEOOBAHMSA B OTHOLWEHUN MHOOPMaALMK, CO30aHHON B OAHON CTpaHe 1 nepeaH-
HOI B APYryIO CTpaHy (HanpuMep, nHOOPMaLMOHHbLIA NOTOK, NepefaBaeMblil 3a rpaHuLy rocygapcTea), pasnm-
4aKTCs B Pa3HbIX CTpaHax.

12.1.1 OnpepeneHue NpPMMEHMMOro 3aKOHOAaTeNbCTBA

Bce npumeHsieMble HOPMbI 3aKOHOAATENLCTBA, 0693aTenbHblIe NpeanucaHns, perynmpyowme tpebosa-
HUS U LOrOBOPHble 0053aTENbCTBA, CleAyeT YeTKO ONPenenaTb U LOKYMEHTMPOBATh AN Kaxaon nHdopma-
LMOHHOM cucteMbl. KoHkpeTHble meponpuatma no obecrnevyeHutido uHOOPMaAUMOHHON 6€30MacHOCTU W
nHABMAYyanbHble 0693aHHOCTN AOJIKHOCTHBIX UL, MO BbINOJMHEHUIO 3TUX TPEOOBAHUA HEOOXOAUMO COOTBETC-
TBYHOLWMUM 06pa3om onpenensiTb U 4OKYMEHTUPOBATh.

12.1.2 NMpaea uHTenneKTyanbHOW COGCTBEHHOCTH

12.1.2.1 ABTOpCKOe npaBo

Heobxoanmo BHeOpaTh Npouenypbl, obecneynBaloLLne COOTBETCTBME 3aKOHO4ATENIbHBIM OrPaHUYEHU-
SIM Ha UCNONIb30BaHMe MaTepuana, B OTHOLWEHNN KOTOPOro MOryT CyLLeCTBOBATb NPaBa Ha MHTEJIEKTYalIbHYIO
COBCTBEHHOCTb, TaKMe Kak aBTOPCKOE NPaBo, Npasa Ha NPOEKT, TOProBble Mapku. HapyleHne aBTOPCKOro npa-
Ba MOXeT NpMBeCTU K cyaebHbIM NpoLeccam, npeanonaraiomm BO3SMOXHOCTb YTrONOBHOM OTBETCTBEHHOCTN.

3akoHopaTeNbHble, PEryInpyioLmMe n 4OroBoOpHble TPe60BaHUS MOryT BBOAUTb OFPAHNYEHUS HA KONUPO-
BaHMEe MaTepunanoB, ABNAIOWNXCA NPeaMeTOM COOCTBEHHOCTN. B 4acTHOCTKU, 3TW OrpaHUyYeHns MOryT coaep-
XaTb TpebOoBaHMSA K MCNOJIb30OBAHMIO TOJIbKO TEX MATEPManoB, KOTOpble N paspaboTaHbl OpraHu3aunein, unm
JNINLLEH3MPOBAHbI, UM NPEenOCTaBNATCA Pa3paboTyMKOM AN OpraHu3auunu.

12.1.2.2 ABTOpPCKOE NpaBO Ha NporpamMmmHoe obecnevyeHue

MporpamMmHble NPOAYKTHI, ABNSAIOWMECH NPEAMETOM YbeN-TO COOCTBEHHOCTM, 0ObIYHO MOCTABASIOTCS B
pamMkax NMLLEH3MOHHOI0 COornaweHns, KOToOpoe OrpaHnYnBaeT UCMNONb30BaHNE NPOAYKTOB ONpeneeHHbIMN
KOMMbOTEPAMU, @ TAKXKE MOXET OrPaHN4YMBATbL KOMMPOBAHUE UX C LLEeNbI0 CO34aHNA Pe3EePBHbIX KONUn. B aTmx
cnyyasax gna obecnevyeHna nHGopmMaLmMoHHON 6€30MacHOCTM cnenyeT npeaycMaTpmBaTb NPUMEHEHME Crieny-
IOLWNX MEPONPUATUIA:

- cTporoe cnepoBaHue TpeboBaHNAM aBTOPCKOro Npasa Ha NporpaMmMHoe obecneyeHne, KOTOpoe onpe-
henaeTt 3aKOHHOE MCMONb30BAHUE MPOrpaMMHbIX U MHPOPMALMOHHbLIX MPOAYKTOB;

- onpeneneHne nopsaka v npasun NpuobpeTeHns NPorpaMMHbIX NPOAYKTOB;

- obecnevyeHne 0CBEJOMNEHHOCTN COTPYAHUKOB MO BOMPOCamM aBTOPCKOro NpaBa Ha nporpaMmHoe obec-
nevyeHne NPUHATBLIX NPaBUA B OTHOLUEHUN 3aKYMOK, a TakxXe YBeAOMEHUE O NPUMEHEHUN OUCLUNINHAPHBIX
CaHKLWIA K HAPYLWNTENAM;

- BeLleHWe COOTBETCTBYIOLNX PErNCTPOB akTUBOB;

- BeleHVe NOoATBEPXAEeHUN 1N [0Ka3aTenbCTB COOCTBEHHOCTU HA NINLLEH3UU, ANCTPUOYTUBHbBIE OUCKM,
PYKOBOACTBA U T.4.;

- KOHTPOJIb 32 CO6NIOAEHNEM OrPaHNYEHN MaKCMMaNlbHOTO Yncna pa3peLleHHbIX Nonb30BaTenen nNpo-
rPaMMHbIMU NPOAYKTAMMU;

- perynsipHble NPOBEPKM NMPUMEHEHUS TOJIbKO aBTOPU30BAHHOI0 NPOrpaMMHOro o6ecneyeHns n NNLLEeH-
3MPOBAHHbIX NMPOAYKTOB;

- peanu3auua nNONUTUKU NO 06EeCcrneyvyeHuto BbIMONHEHUS YCNOBUA COOTBETCTBYIOLWMX NULEH3UOHHBIX
COrnallueHunin;

- BbINOJIHEHME NPABUJ YTUAN3ALMN NN Nepeaaym nporpaMMHoro o6ecneyeHns B Apyrue opraHm3anuu;

- opraHusauus peryaspHoro ayouTa;

- coONoAeHME YCNOBUIY NOJIyYEHUS M3 00LLENOCTYMNHbIX CETEN NPOrpaMMHOro obecnevyeHus n nHpopma-
uumm (8.7.6).
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12.1.3 3awunTa y4yeTHbIX 3anuceil opraHusauum

BaxHble gaHHble OpraHn3aumn Heobxoa4MMo 3aluiateh OT yTpaThl, pas3pywenusa n danbcudukaunm. B
OTHOLUEHUM HEKOTOPbLIX AAaHHbIX MOXEeT noTtpeboBaTbcsa obecrnedyeHne 6€30MaCHOCTUM XPAHEHUS C LENbIO
BbIMOJIHEHNS 3aKOHOOATENbHbIX W PETrYNMPYIOLMX TPEOO0BAHNN, a TakxXe NOAAEPXKN BaXHbIX OU3HEC-NPUIIO-
XeHUin, B kaueCcTBE NPMMEPOB MOXHO NPUBECTU AAHHbIE, KOTOPbIE MOTYT NOTpeboBaThCs A5 AoKa3aTeNbCTBA
TOro, 4YTo opraHusaums paboTaeT B paMkax yCTAHOBJIEHHbIX 3aKOHOM HOPM WU PErynnpylomx TpeboBaHui,
W C LLeNblo aAeKBATHOM 3aLMTbl OT FPax4aHCKOro Uian yrojioBHOrO NpecieoBaHuns, a Takxe noaTBepXaAeHns
GUHAHCOBOro COCTOSIHUS OpraHu3aumun aAng akLLMoHepoB, NapTHEPOB M ayaAnTopos. MNepnoa BpeMeHn xpaHe-
HUSI N COAEepPXaHWe OAHHbIX MOTyT ObiTb YCTAHOBJIEHbI B COOTBETCTBUU C FOCYAAPCTBEHHLIMU 3aKOHAMU UK
perynupylouwmumm TpeboBaHnAMMN.

JaHHble HeoOxoaumo knaccuduumMpoBaTh NO TMNam, Hanpumep, byxrantepckue 3anmcu, 3anucu 6a3
OaHHbIX, XYPHabl TPAH3aKLUWA, XYpPHanbl ayamMta n onepaumoHHbIX NPOoLeayp, KaxXabli ¢ yka3aHnemM nepnonos
XPaHEHUS N TUMOB HOCUTENEN XPaHUMbIXAAHHbIX(6yMara, MUKPpOOUIbM, MarHUTHbIE NN ONTUYECKME HOCUTE-
nn). Jliobble kpuntorpapuieckme Knodm, CBA3aHHbIE C 3aWNPPOBAHHBIMY apxXnBamMun Ui udpPoBbLIMAU NOAMNMU-
camm (10.3.2 n 10.3.3), cnenoyet xpaHuTb 0Oe3onacHbIM CMocoboM © MNpPenocTaBfsATb K HUM, nNpu
HEe06X0AMMOCTH, AOCTYN TONbLKO aBTOPU3O0BAHHbLIM NTNLLAM,

Cnepnyet yunTbiBaTb BO3MOXHOCTb CHUXEHUS KayeCTBa HOCUTENEN, UCMONb3yEMbIX AN XPAHEHUS OaH-
HbIX, OCYLLECTBAATbL NpoLenypbl MO XPAaHEHUIO N yX04y 3a HOCUTENAMUN AaHHbIX B COOTBETCTBUWN C PEKOMEHAa-
LMSMU U3rOTOBUTENS.

Mpn MCNoNbL30BaAHNM 3NEKTPOHHbIX HOCUTENEN AaHHbIX cneayeT NPUMEHATbL NPoLeLypbl NPOBEPKN BO3-
MOXHOCTV A0CTyNa K JaHHbIM (HanpuMep, 4Y4TaeMoCTb Kak caMux HocuTenemn, Tak u popmMaTa AaHHbIX) B Teve-
HVUEe Nepuoaa Ux XpaHeHus C Lebio 3alWnTbl OT NOTEPU BCNeACcTBME ByayLinx U3SMeHEeHn B MHPOPMALMOHHbBIX
TEXHONOTUNAX.

CucTembl XxpaHeHUs AaHHbIX CneayeT BhionpaTh Takum 06pa3om, 4Tobbl TpebyeMbie faHHble MOrin ObITh
M3BJie4YeHbl CNOCOOOM, NpMeMNeMbIM s Cyaa, 4eNCTBYIOLLEr0 MO HOPMaM FpaxaaHckoro unv obLero npasa,
Hanpumep, BO3MOXHOCTb BbIBOAA BCEX HEOOXOAMMBIX 3anNMCeil B NpUeMeMblili NepUo BPEMEHN HENPUEMe-
MoOM ¢dopmare.

Heobxoanmmo, 4Ttobbl cucTema xpaHeHus obecneymBana 4YeTkylo MAEHTUOUKALMIO OAHHbIX, @ Takxe
Nepmos NX XPaHeHUs, YCTAHOBNEHHbIX 3aKOHOM UM perynmpyowmmm TpeboBaHnaMmu. 31a cMcTteMa g0OJXHA
npefocTaBnATb BOSMOXHOCTM MO YHUYTOXEHMIO AaHHbIX NOCAe TOro nepuoaa, Korga y opraHusauum otnager
NOTPEOHOCTb B UX XPAHEHUMN.

C uenbio BbINONIHEHUS OaHHbLIX 0693aTeNbCTB OpraHu3aunm cneayer:

- paspaboTaTb PYKOBOACTBO B OTHOLUEHMWN CPOKOB, NMOPSAKA XPaHEHUS U yTUnmMaaunum nHdopmMaumu;

- COCTaBUTb rpaduk xpaHeHns Hambonee BaXHbIX OAHHbIX;

- BECTM ONMUCb UCTOYHWKOB KJIIOYEBON MHGOPMALNN;

- BHEQPUTb COOTBETCTBYIOLLME Mepbl AN 3aluTbl BaXHOW MHGOpMaUUKM OT NOTEpU, paspylleHns u
danbcndukaumnn.

12.1.4 3awnTta gaHHbIX U KOHPUAEHUNANBHOCTb NepCcoHaNbHOW MHPOpMaUUu

B pane ctpaH BBeAeHbl HOPMbl 3aKOHO4ATeNbCTBA, B KOTOPbLIX YCTAHOBJIEHBI OFPAHNYEHNA B OTHOLLEHUN
06paboTkn 1 nepenayn nepcoHanbHbIX 4aHHbLIX (B OCHOBHOM, 3TO kacaeTca MHGOpPMaLum O XUBYLLUX IOASAX,
KOTOpPbIE MOryT OblTb UAEHTUDULNPOBAHBLI NO 3TOM MHopMauun). Takme orpaHNYeHns MOryT HanaraTb 064-
3aHHOCTU Ha Tex, KTO ocyuiecTBnaeTt cbop, 06paboTKy M pacnpocTpaHeHne NUYHOU MHPpOopMaLUK, a Takxe
MOryT OrpaHMyMBaTh BO3MOXHOCTb Nepefaym 3TUX AaHHbIX B APYrue cTpaHbl.

CooTBeTCTBME 3aKOHOAATENLCTBY NO 3aLMTE AAHHbIX TPEOYEeT COOTBETCTBYIOLLEN CTPYKTYPbI ynpasse-
HUS MTHOOPMaALMOHHOM 6€30NacHOCTLIO. Jlyylle BCEro 3To AOCTUraeTcs Npu Ha3HayeHUnM AOMKHOCTHOro nnua,
OTBeYalLero 3a 3alnTy AaHHbIX NYyTEM COOTBETCTBYIOLLEN0 Pa3bsiCHEHNS MeHeaXepam, NoNb30BaTeNiaM n
nocTaBsLLiMKam ycnyr o0 Ux MHAMBMAYaNbHOW OTBETCTBEHHOCTU, a Takxke 00693aTeNbHOCTU BbIMOJHEHNS COOT-
BETCTBYIOLLUX MEPONPUATUIA NO 06ecnevyeHnio MHPOPMaLMOHHOW 6e3onacHOCTU. Bnagenblbl AaHHbIX 0693a-
Hbl MHPOPMUMPOBATbL 3TO AOJIKHOCTHOE NULLO O N0OLIX NPEASIOXEHUAX O CNOcoOax XpaHeHNss NepcoHaNibHOMN
nHpopmMaunmm B CTPYKType danna [aHHbIX, a Takke 3HaTb MPUMEHSeMble HOPMbl 3aKOHOLAaTenbCTBa B
OTHOLWEHUN 3aLNTbl TNYHBbIX OAHHbIX.

12.1.5 NpepoTBpaweHme HeLeNeBoro UCNoJib30BaHUA CpeacTB 00paboTkn nHdopmauum

CpenctBa 06paboTkM MHPOPMaLMK OpraHmM3aunn npeaHasHaydyeHbl Ansg obecneyeHus notpebHocCTeM
6usHeca.

PykoBOACTBO A0JIXXHO ONpenennuTb YPOBHU NMOSHOMOYMI NONb30BaTeNiell B OTHOWEHUN UCNOIb30BaHUS
cpencts 06paboTkm nHpopmaumm. Jltoboe ncnonb3oBaHUE d3TUX CPEACTB A/ HEMPOU3BOACTBEHHbIX NN HEaB-
TOPMU30BaHHbIX Lienel, 6e3 onobpeHns pyKkOBOACTBA, CleayeT pacueHmnBaTh kKak Heuenersoe. Ecnu Takasa neq-
TENbHOCTb BbIIBJIEHA MOHUTOPWUHIOM WAW Apyrumu cnocobamu, TO Ha 3TO cnenyeT obOpaTuTb BHUMaHue
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HENoOCpPeaCTBEHHOro PYKOBOAUTENS COTPYAHUKA AAS NMPUHATUS COOTBETCTBYIOLWMX Mep AUCLUMIANHAPHOrO
BO34ENCTBUS.

3aKOHHOCTb MCMOJIb30BAHUSA MOHUTOPUHra 3aBUCUT OT OENCTBYIOLWLErO0 B CTpaHe 3akOHOAATENLCTBA U
MOXeT noTpeboBaTbCA, 4TOOLI COTPYAHUKN OblnM OCBEAOMJIEHLI U ANV OOKYMEHTMPOBAHHOE cornacume Ha
npoBeAeHne MOHUTOpPUHra. MNepen OCyWeCTBNEHUEM MOHUTOPUHra HEO6XOAMMO MONYYUTb KOHCYNbTALUIO
lopucTa.

MHOrme cTpaHbl UMEIOT NN HAXOAATCHA B NPOLLECCe BBEAEHUS 3aKOHOA4ATENbCTBA MO 3alMTe OT Henpa-
BUILHOrO UCMONb30BaHNSA KOMMbIOTEPOB. BO3MOXHbLI Cnydyanm MCNOJSIb30BaHUS KOMMNbOTEPA ANS HEABTOPU30-
BAHHbIX LLeniet C NPecTynHbIM YMbICIOM. 03TOMY BaXHO, 4TO6bl BCE MONb30BaATeENU GbIIM OCBEAOMIIEHBI O
YEeTKMX paMKax pa3peLleHHOro UM goctyna. 3T0 MOXET OblTb LOCTUIHYTO, HANpPUMepP, NyTEM O3HAKOMJIEHUS
nonb3oBaTesien ¢ NpefOoCTaBfeHHON UM aBTOpM3aLnen B NMCbMeHHONW GOpMe nog pocnuchb, a opraHnsaunm
cnenyeT 6e30nacHbIM CNOCOOOM XPaHUTb KOMUIO 9TOro A0KymMeHTa. Heob6xoanmo, 4To6bl COTPYAHUKN OPraHu-
3auMn 1 NOSIb30BaTENU TPETLEN CTOPOHbLI ObIIM OCBEAOMEHbI O TOM, 4YTO BO BCEX CNy4YasiX OHM MMEKT NpaBo
[0CTyna TOJIbKO K TEM AaHHbIM, NCMNOJIb30BAHME KOTOPbLIX UM pa3peLleHo.

Heobxoanmo, 4tob6bl Npu perucrpauum [OocTyna K CUCTEME Ha 3KpaHe KOMMbloTepa GbiN0 OTPaXEeHOo
npepynpexaatpoliee coobuieHne, ykasbiBallee, YTo CMCTEMA, BXOA B KOTOPYIO MNOMIb30BATENN NbITAIOTCH OCY-
LLEeCTBUTb, SIBNSETCA CUCTEMON C OrPaHNYEHHbIM AOCTYNOM, U YTO HEABTOPM3OBAHHbLIN OOCTYN K HEW 3anpe-
weH, Monb3oBaTenb AOMXEH MOATBEPANTbL 3TO MPOYTEHUE M pearnpoBaTb COOTBETCTBYOLWMM 06pa3oM Ha
Hero, 4To6bl MPOAOJIXMTL NPOLLECC perucTpaLunm.

12.1.6 PerynupoBaHue ncnonb3oBaHUg CPpeACcTB Kpuntorpadpum

B HekOTOpbIX CTpaHax NPUHATHLI COrNalleHuns, 3aKoHbl, peryanpylowme TpeboBaHNa Unn apyrmue NHCTpy-
MEHTbI, onpeaensatouIne MmeponpuaTmsa no obecnevyeHno 6€30NacHOCTN JOCTyNa K Kpuntorpaduyeckum cpe-
OCTBAM M MX UCNOJIb30BaHUIO. Takne Meponpuatus o6bl4HO BKIIOYAKOT!

- OrpaHMYeHns MMNopTa U/Mnn aKCnopTa annapaTHbiX U NPOrPaMMHbIX CPEACTB A5 BbINOJIHEHUS KPUM-
Torpadpuyecknx GyHKUUR;

- OrpaHMYeHus UMNopTa MU/MAM sKCnopTa annapaTHbIX U MPOrpaMMHbIX CPEACTB, KOTOpble pa3paboTaHsl
Takum 06pa3oM, 4TO MUMEIOT, Kak AOMONHEHME, KpunTorpaduieckme GyHKLNN;

- o0g3aTeNbHble UAM OUCKPELMOHHbIE MEeTOAbl AOCTyna CO CTOPOHbI rocynapctBa K MHOOpMauuu,
3aWwndpPOBAHHON C NOMOLLLIO annapaTHbIX UIN NPOrPaMMHbIX CPEACTB Aas obecnevyeHus KOHPUAeHUManb-
HOCTW ee Coep>XaHus.

Ona obecneyeHus yBEPEHHOCTW B COOTBETCTBUM MNOMUTUKU MUCMONb30OBaHUS KpuUNTOorpaduyeckmx
CpencTB B OpraHmM3auum HauuoHanbHOMY 3aKOHOOATENbCTBY HEOOXoAMMa KOHcynbTaumsa opucta. Mpexae
yem 3awmdpoBaHHaa MHPoOpmMaUUa unn kpuntorpaduyeckoe cpencTso OyayT nepenaHbl B APYrylo CTPaHy,
HEe0b6X0AMMO TakXe MONy4YnTb KOHCYNbTaLMio I0pPUCTa,

12.1.7 C60p poKa3aTenbCTB

12.1.7.1 MpaBuna ucnonb3oBaHus n cbopa [okas3aTenbCTB

Heobxoanmo umeTb afekBaTHble CBUAETENLCTBA, YTOObLI MOAAEPXMBATL UCKU UAN MepPbl BO3OENCTBUS,
HanpaBfieHHble NMPOTUB GUINYECKOro nua WA OpraHmM3auum, KOTOpble Hapylwmnu npasuna ynpaBneHus
nHdOopMaLMOHHOM 6e30NacHOCTLIO.

Bcskuii pas, korga aTu Mepbl BO3AENCTBUSA ABASIOTCA NPEAMETOM BHYTPEHHErO AMCLMMNIMHAPHOIO Npo-
uecca, CBMAETENbCTBA AOXKHbI ObiTb ONMCAHbl B COOTBETCTBUU C BHYTPEHHMMU MpoLeaypaMu.

Korpa mepbl BO3OENCTBUSI/UCKU 3aTparvBalT BOMPOCHI Kak rpaxAaHCKoro, Tak M yroJioBHOro npaea,
Heob6xoammo, 4TO0ObI NpeacTaBfieHHble CBMAETENbCTBA COOTBETCTBOBanM TpeboBaHuam kK cbopy cBuae-
TENbLCTB, N3JIOXEHHBIMU B COOTBETCTBYIOLLMX MPABOBbLIX HOPMax Unu TpeboBaHMSAM KOHKPETHOrO cyaa, B KOTO-
pom 6yneT paccMmaTpmBaTbCs AaHHbIA BonNpoc. B obuwem cnyyae, 3TM npasuna npegycMaTpuBatoT:

- AOMYCTUMOCTb CBUAETENbCTB: AEACTBUTENBHO I CBUAETENLCTBA MOTYT UCMONb30BAaTLCS B CyAe UK
HeT;

- BECOMOCTb CBUAETENLCTB: KQY€CTBO M NOJIHOTA CBUAETENbLCTB;

- afeKBaTHOE CBUAETENbCTBO TOrO, 4YTO 3TM Mepbl KOHTponsa (npouecc cbopa CBMAETENbCTB) OcyLle-
CTBASININCL KOPPEKTHO M NOCNefoBaTENbHO B TeYEeHMe BCEro neprmona, Koraa ycTaHOBIEHHOE CBUAETENbCTBO
WHUMAEHTA HAapyLeHUs MHPOPMALMOHHON 6e30nacHOCTN OblNO coxpaHeHo n 06paboTaHo CUCTEMON.

12.1.7.2 JonyCcTMMOCTb 00OKa3aTenbCTB

Y7100kl LOCTUYbL NPU3HAHUSA LONYCTUMOCTM CBUAETENLCTB, OPraHn3aumamM Heobxoammmo obecneymTb yBe-
PEHHOCTb B TOM, 4TO X MIH)OPMALMOHHbIE CUCTEMbI COOTBETCTBYIOT BCEM IOPUANYECKUM TpeOOBaHNAM 1 Npa-
BUIAM B OTHOLIEHUM JONYCTUMbIX CBUAETENLCTB.
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12.1.7,3 KauyecTBO M NONHOTa O0OKa3aTeNbCTB

YT106bI 4OCTMYb KA4YeCcTBa M NMONHOTLI CBUAETENLCTB, HEOOX0AMMO Hannyne yoeanTenbHbiX MOATBEPXAE-
HWUIA cBMaeTenbCcTB. B obwem cnyyae, Takme ydoeanTenbHble NOATBEPXAEHUS MOTrYT ObiTb AOCTUIHYThLI CNeayto-
lwum obpasom:

-Ans 6yMaxHbIX OKYMEHTOB: OpUruHan xpaHutcs 6e3onacHblM cnocoboM n pukCcupyeTcs, KTO Hallen
ero, rae oH 6bin HanaeH, korga oH OblN HAWMAEH W KTO 3acBMAeTeNnbCTBOBaN oOHapyxeHue. Heo6xoamMmMo, 4ToObI
noboe nccnengoBaHne NOATBEPANIIO, YTO OPUTMHANbLI HUKTO HE MbITaJCA UCKa3UTb;

-ang MHOOPMaALUM HA KOMMbIOTEPHbIX HOCUTENSX: KOonNun nHdopmMauun, ona nobbiX CMEHHbIX HOCUTE-
nen nHdopmauun, ans XecTKUx AMCKOB WUAN U3 OCHOBHOM MamaTM KOMMNbOTepPa, CleayeT BbIMOMHATb Takum
obpa3om, 4ToObl 06ecneuynTb X AOCTYNHOCTb. XypHan BCeX AeWCTBUI, BbIMOJHEHHbIX B TEYEHME npoluecca
KONMPOBaHUSA, HE0OX0AMMO COXPaHSATb, @ caM MPOLECC KONMMPOBaHUS HEOOX0AMMO OOKYMeHTupoBaTb. OOHy
KOMWIO HOocUTenen nHpopMaumm 1 XypHan cneayet XxpaHuTb 6e30nacHbIM CnocoboMm.

Koraa nHumpeHT oOHapyXnBaeTcs BNepBbie, HE 04EBMUAHO, HTO OH MOXET NMPUBECTU K BO3MOXHbIM cyneb-
HbiM pa3bupaTtenbcTBam. 0O3TOMY, CYLIECTBYET OMNaCHOCTb, YTO HEOOXO0AMMOe nokasaHue OyaeT crydairiHo
paspyLleHo npexae, YeM OCO3HAHA CEPbE3HOCTb MHUMAEHTA. LlenecoobpasHo Ha caMOM paHHEM 3Tane npu-
BNekaTb topucTa unnm Munuuuio B NtoOOM cryyae npepnonaraemMbix cyaebHbIX pa3dupaTenbCTB U NOnyyYaTb
KOHCYNbTaLUMIO OTHOCUTENbHO TpebyeMblXx CBUAETEsNbCTB.

12.2 MNMepecMOTp NOAUTMKM GE30NaCHOCTU M TEXHMYECKOe COOTBeTCcTBMe TpeboBaHnam Gesonac-
HOCTH

Llenb: obGecneyeHue COOTBETCTBUA CUCTEM NONUTUKE 6€30MACHOCTM OpraHM3auum U cTaHgapTam.

BesonacHoCTb MHPOPMALMOHHLIX CUCTEM HEOOXOAMMO PEryfsipHO aHaNIM3MPOBAaTb U OLEHUBATh.

Takoin aHanu3 (nepecmMoTp) HeOOXOANMMO OCYLLECTBAATbL B OTHOLIEHUM COOTBETCTBYIOLWUX NOANTUK 6€30-
MacHOCTU, a NPOrpamMMHbie CPeAcTBa U MHOOPMALMOHHbIE CUCTEMBI AOJIXHBI NOABEPraTbCa ayauTy Ha npen-
MET COOTBETCTBUSA 3TUM MOJIUTUKAM.

12.2.1 CooTBeTCTBUE NOJNTUKE OE30NacHOCTU

PykoBoauTenun oonxHbl obecneynmBaTb NpaBuibHOE BhLIMOJIHEHME BCEX npouenyp 6e30nacHOCTM B npe-
henax ux 30Hbl OTBETCTBEHHOCTU. Kpome Toro, Bce chepbl AeATENLHOCTM OpraHn3daunm Heob6xoamMmo noaBeep-
ratb perynsspHomMy nepecMoTpy ansa obecnevyeHmnsa TpeboBaHUin No obecneyeHnto MHGopmMauUnMoHHON Besonac-
HOCTUK. [pu 3TOM, KpOMe PYHKLUMOHUPOBAHUS MHOOPMALMOHHBIX CUCTEM, aHanNM3y OOJXHA NoABepratbes
Takxe [eAaTeNnbHOCTb:

- NOCTaBLMKOB CUCTEM;

- BnagenbueB nHdopMauum n MHGOPMALMOHHbBIX aKTUBOB;

- IIOJIL30OBATEJIEN;

- PYKOBOLCTBA.

Bnapenbuam nHdopMauUnOHHbIX cucTem (5.1) cnenyet NpOBOANTL PErYNSiPHbIE MOHUTOPUHIU UX CUCTEM
Ha COOTBETCTBME MPUHATBIM Nonutukam 6e3onacHocT u nobbiM Apyrum TpeboBaHuam 6€30NacHOCTU.

Bonpocbl MOHUTOPUHIra UCMONb30BAHNSA CUCTEM PACCMOTPEHBbI B 9.7.

12.2.2 MpoBepka TeEXHN4YECKOr0 COOTBETCTBUA TpeboBaHusM Ge3onacHOCTU

MpoBepka TEXHNYECKOro COOTBETCTBMUSA BKJIIOYAET MCMbITAHUSA ONEPALMOHHbBIX CUCTEM AN obecrneyeHns
YBEPEHHOCTU B TOM, YTO Meponpuatus no obecneyeHnio MHGOPMaLNOHHON 6e30MacHOCTM PYHKLMOHUPOBA-
HUS annapaTHbIX U NPOrPaMMHbIX CPEACTB ObIIM BHEAPEHbI NPABUJIBHO. DTOT TUM NPOBEPKM COOTBETCTBUSA Tpe-
OyeT TEXHMYECKON NMoMoLM crneunanmcta. JaHHylo NpoBepPKY CeAyeT OCYLWECTBAATh BPYUYHYIO (MPY NMOMOLLN
COOTBETCTBYIOLLNX UHCTPYMEHTANbHbBIX U MPOrPaMMHbIX CPEACTB, NPM HEOOXOAMMOCTN) ONbITHOMY CUCTEMHO-
MY MHXEHEPY WUAM C NOMOLLbIO aBTOMATU3MPOBAHHOIO NakeTa NpPorpamMm, KOTOPbIA FeHEPUPYET TEXHUYECKUN
OTYeT Oas NOCNeAylLero aHann3a TEXHUYECKUM CNeLnanncTomMm.

MpoBepka COOTBETCTBUSA TAKXE BK/OYAET TECTUPOBAHME HA HANMYME MOMNbITOK HECAHKLMOHUPOBAHHOIO
[OoCTyna K cucteme (MPOHMKHOBEHME), KOTOPOE MOXET ObITb BbINOJIHEHO HE3ABUCUMbBIMY 3KCNEpPTaMu, Crneum-
aNnbHO NPUrNaleHHbLIMN MO KOHTPAKTy ANg 3Toro. laHHoe TeCTMPOBaHME MOXET OblTb MONE3HbLIM ANg 06Hapy-
XEHUs1 ya3BUMOCTEN B CUCTEME U Ans NpoBepkn 3PpHekTUBHOCTM Mep 6€30NacHOCTM Npu NpenoTBpaLLeHUN
HEaBTOPU30BAHHOrO AOCTyNa BCNeACTBME 3TUX ya3BuMocTe. Ocobylo OCTOPOXHOCTb ClieayeT NposiBNATb B
cnyyasix, Koraa TecT Ha MPOHUKHOBEHWE MOXET NPUBECTU K KOMNpoMeTaunm 6€30NacHOCTN CUCTEMbI U HENPEea-
HaMepeHHOMY UCNOJIb30BAHUIO APYrUX YA3BUMOCTEN.

Jliobas npoBepka TEXHUYECKOr0 COOTBETCTBUS A0JIKHA BbINOMHATLCSA TONLKO KOMMETEHTHLIMU, aBTOPU-
30BaHHbIMU NMUaMu OO noa ux HabnoaeHUEM.
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12.3 Mepbl 6e3onacHOCTM NpPU NPOBEAEHUM ayauTa

Lenb: makcummadaumsa sdPekTMBHOCTU U MUHUMU3AUMSA BANAHUS HA MHOOPMALIMOHHY 6e30MacHOCTb
B MpoLecce ayauta CUCTEMBbI,

Heobxoanmo npegycmatpmBaTb MeEPONPUATUSA Mo obecnevyeHnto MHGOPMaLMOHHON 6e30NacHOCTN one-
PaLMOHHONM Cpeabl U UHCTPYMEHTANIbHbIX CPEACTB ayauTa B NPOLEecce NpoBeAEHUS ayanuTa CUCTEM.

3awmTta Takke TpebyeTca Ang NoAnepXaHUs LLeN0CTHOCTU MHOOPMALMOHHOM CUCTEMBI U NPenoTBpaLLe-
HUS HEMPaBUNBLHOrO MCMONbL30BAHUSA UHCTPYMEHTANbHbLIX CPEACTB ayauTa.

12.3.1 Meponpuatusa no o6ecneyeHuio uHpopmMaLMOHHO 6e30NacHOCTU NPU NPOBEAEHUMN ayaAn-
Ta cucTtem

TpeboBaHMsa n OeNCTBUS ayauTa, BKJOYaloLWMe NPOBEPKY OnepauMoHHbIX CUCTEM, HEOOXOAMMO TLla-
TENbHO NNAHUPOBATbL N COrNacoBbIBATb, YTOOLI CBECTU K MUHUMYMY pUCK aAnga 6uaHec-npoueccos, Heobxonn-
MO yuuTbiBaTb ClieayloLlee:

- TpeboBaHMg ayanTa HeoOXOAMMO COrnacoBaTh C COOTBETCTBYIOWNM PYKOBOACTBOM;

- 00bemM paboT NO NpoBepKaM CnefyeT COrnacoBbIBaTb U KOHTPONIMPOBATL;

- NPy NPOBEAEHUM NMPOBEPOK HEOOBXOAMMO MUCMONb30BAaThL AOCTYM TONLKO AN YTEHUSA K MPOrPaMMHOMY
obecnevyeHnto U gaHHbIM;

- Apyrue Buabl AOCTyna MOryT ObiTb pa3pelleHbl TONIbKO B OTHOLWEHUN U30AMPOBAHHbLIX KONui ¢annos
CUCTEMBbI, KOTOPbIE HEOOXOAUMO yAansiTb MO 3aBEpPLUEHUIO ayanTa;

- He0O6X0AMMO 4eTKO uaeHTuduumposaTb M obecneuymBaTb AOCTYNHOCTb HEOOXOAUMbBLIX PEeCypCoB
MHOOPMALMOHHBIX CUCTEM AN BbIMOJHEHUS MPOBEPOK;

- TpeboBaHNS B OTHOLIEHUU CNeunanbHOM UM AONONHUTENbHON 06paboTKN AaHHbIX cneayeT UOEHTU-
dnumpoBaTh U COrnacoBbIBaTb;

- BECb AOCTYN AO/IXEH NOABEPraTbCs MOHUTOPUHIY U PEFMCTPUPOBATLCS C LeNbio 00ecneyeHuns npoToko-
NNUPOBAHUA AN NOCNEAYIOWMX CChINOK;

- BCe npouenypbl, TpeboBaHua n 0693aHHOCTM ayauTa crenyeT AOKYMEHTUPOBATb.

12.3.2 3awmTa MHCTPYMEHTaNbHbIX CPEACTB ayAuTa CUCTEM

JocTyn K MHCTpyMEHTalbHbIM CPEACTBAM ayauMTa CUCTEM, TO €CTb NMPOrPaMMHOMY 06ECNEeYEeHU0 Unun
dannam paHHbIX, HE06X0AMMO 3awumuiaTb, 4TOObLI NPenoTBPaTUTL NOO60E BO3MOXHOE MX HenpaBubHOE
MCMONb30BaHNE UM KOMNPOMETALNIO. Takne MHCTPYMEHTaIbHbIE CPeAcTBa HEOH6X0AMMO OTAENATb OT CUCTEM
pa3paboTky U CUCTEM OMEPALMOHHON CPeabl, a TakXe He XPaHUTb 3TU CPeAcTBa B OMBNMOTEKAX MArHUTHbIX
JNIEHT WM NONb30BATENIbCKUX 06NacTax, ecnnm He ob6ecnevyeH COOTBETCTBYIOLWMIA YPOBEHb OOMNONHUTENBHOMN
3aWMThI.
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